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® Account (JIKF'): H &S OOS 15 FH K F o
® Service (%5): O0S NH P #ALATARSS -

® Object (X5): M {EfETE 00S LR X SR 2 —A Object, HHK N O0S KIS

® Bucket (£2%): 17 Object FI& %5 .
EATZ AN R R AT Fis.

Account

Service

FEAEH] O0S Z A, E/ai ZAAERRK =M il — Account (K7D, RFHKARELZR
TAENGIITIE 00S JIk%%, O0S 2 NiZIK R HEIRST (Service), fEZRST T, HF Al LLEI&E
1 MELZ A Bucket (254%), BN AT LAE i AR ECRE ) Object (5.

2.1 Account

EfHH O0S 2 i, HEEHBEBREZKS, BREAKREZERAR (FIREIE: 400-810-
9889) HIIEFIE O0S k5. FFil O0S M5z )5, F Al DLAH &K P g sk I8 H 00S Ak

% o

Bucket1

Object1

Ob ject2

Bucket2

7

Object3

BucketN

Ob jectM

ObjectN
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2.2 Service

ARICHH] Service /&2 00S A HRBERT O0S M55, g5 oy SR BLHE R I e i 474k
6], P AT DURE B AL S5 /7 B L — D EE 2 A A (Bucket).

2.3 Bucket

Bucket & 17 i Object I&F#%. OO0S 5™ Object # L AL 7 7E—) Bucket H. Bucket A fg
&, B Bucket ' A BEAFIX Object, AHEFFAFIX Bucket, B4 bucket ] LLANZE H 5%

2.3.1 Bucket BIf &

Put Bucket H R0 & —4> Bucket. RA CiEM O0S M A Befil i Bucekt, FEHAIERITCRL, 4l
# Bucket ] R 2 Bucket A # .
Bucket [y 44 KLU QTR -
® Bucket % FRLZ4 Ry HE—;
® Bucket X FK AT 3 2 63 71 Z ]
® Bucket “FR A BEHI/NEFEE B R () MR (O AR
® Bucket KA LA — A ECE ZAVNTARL, AN ZEA A G BIF, BN
B RS/ NEFE BEmEmL )
B BOUNE RS BT R
CRPY DUNCES T C
® Bucket MK AEER —4loiZ A “Hy By MAS (01192.162.0.1) ;
® Bucket AP AREA SN AL (O B AL (<) FIAREL ()
® AAVFEHANEBURTAT, FlanBBWBUHRE B 4%,

2.3.2  Bucket BIEAIRE

RIS O0S I FH 77 AT LT 2 Bucket. MIB% Bucket LA K 25& Bucket [ @1 .
B Bucket: 75 E 5 Bucket U FR, IEFEAERIR (Bucket FIFETE M BRIAERIERUR &2
private). Bucket — ATy, HAK AN B # ] LU Bucket HIFRIERUR .
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WIS Bucket: RAAEL SR 21K Bucket A GEMIBS . # Bucket A SIS, NFHE
Bucket PN FIFTE X R MIER, 1% Bucket A Be#i bR . A ArA & 7] CAMIER Bucket.
B E Bucket JBE1E: & & Bucket HJE MRS, 0] LU B¢ Bucket BIHEAEALRR

2.4 Object

F P AAAETE O0S LR SCAF#T /2 — /> Objects SCAFRTLUZSCA, R HA. MM E W
o OOS SCHEM A S B KK N STIB 7717

P ATEL EAL . REFIMIBR Object. ILAMNH FIERT LUK Object FIZHZIE AT E HE, #%
Object B2 ai#H S HIFI HbF HR T .

2.5 AccessKeyld F1 SecretKey

AccessKeyld 1 SecretKey &% 17 i) O0S %4, O0S < ilid e kI IEE I R IIE K, 5%
FRE . IEATLLTE O0S 15| &k ;4 B —API %553 # U1 i+ A& F 3] AccessKeyld Fl
SecretKey. #8170 N LB YR @ HPIFNEL, FAHP AT UIAE&RZ 10 > EHHE
W, P X2

o TEYIHTAREIEEY, FNKSBAESIHE %Y.

o R LIE AR IEfEA, BREEA . UK B FEEH R T A, R HA R A BE
JHIBR o

® ] AT DLRE I % H B B RO T

o LimE I AREAIA, MR, 1224 bucket J& 1.

o A HREHE DL H 2 AccessKey Ff3k ) Object, fLFHEIZE, MIBR, T2 Object £k
fE. fltn. 38 AccessKey A e67057e798af03040565, 4 1% AccessKey H RE Gz LA
e67057e798af03040565 13k 1] Object 4 .

o MEE AT LA list objects, {H &%k prefix 244 LA AccessKey F3k, B %540 H At list
PLE S AccessKey JT3L ) Object.

® {£{# [} SDK Vjjln] AccessKey FHI<t) API I, 75 % setEndpoint & IAM [f] endpoint.
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2.6 8l % (Endpoint)

A6 APL VIR, 80 B8 7 R % (Endpoint), AN IR) 9 HIRA A R 4%
%, Vilni4 1 W, Endpoint 5158

ARG K B 44 1 # LLVT P Coos-js.ctyunapi.en) A, HAh i [F1844 2 W, Endpoint
FIR.



i_l_'_
State Cloud 00S H K #H CHS-V5

3 R

N T ORIERH P B 224, O0S $Rfik =Mz g kR H P Bl 22 4tk P25
ilF+ Bucket ffR#Z . Bucket Policy %24 5 .

3.1 HPRZELZWIE (Authentication)

N T B IR P EEE N E B, BTE K% 00S HHER 421t R AT BA L A A IE. 00S
JEILAEFH Access Key ID/Secret Access Key XK N % [ 77 72 R BIE RN SR R IEE G107
Access Key ID Fll Secret Access Key £ OO0S R %57 5 HZIBENLAE . 4 P AR RIS A S
6] OOS AR RIN, FFEE M KB I R O0S F5 5 s A B4 T4/ AR5 1
F Secret Access Key %25 4% F 47 b AT N2 7= AR B0 RS . OOS We Bl KR LG, 2ilid Access
Key ID £ F5%F W ] Secret Access Key, PARIFE T VETR IR 4 47 B MR ERD, a0 SRS
RIS AERS AR AL — R, RIUCRIZIE RIS AR08 B0, 00S KA B IRiE R, JFik
B U

311 Head PEIZTZ

F PRI DAE HTTP i K P340 Authorization (3%A0) 1] Head KRB EZEXEE, RHXNMHEE
O FZAL. S iR % Authentication B, M N & 447 1A,

SRR THE RN
Authorization: "AWS " + AccessId + ":" + Signature

Signature =Base64( HMAC-SHA1( YourSecretAccessKey, UTF-8-Encoding-
Of( StringToSign ) ) ) ;

StringToSign = HTTP-VERB + "\n" +

Content-MD5 + "\n" +

Content-Type + "\n" +

Date + "\n" +

CanonicalizedAmzHeaders + "\n" +

CanonicalizedResource;

CanonicalizedResource = [ "/" + Bucket ] +
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<HTTP-Request-URI > +
[ sub-resource, WIHRAFEMRE. FlU "?acl”, "?logging", or "?website"];
CanonicalizedAmzHeaders = <f£ F#tiik>

HMAC-SHA1 7& i RFC 2104 & XI5 ZFEHFEBMARA T/ H: —> key FI—4
message. OOS 7EIIENE KIS, {1 H K Secret Access Key 1N key, {#H UTF-8 4mfid i)
StringToSign {4 message. HMAC-SHA1 (¥4t FIFE 2N 7R 5, PR A E . Signature 16
RSHGEIXAHE N Base64 Fihih
Pi -
(1)  Content-Md5 717 3K N &5 £ 4 1) MD5 18 ;
(2) CONTENT-TYPE #/RifR A& AL,
(3) DATE FRIL ORI ], HAAGUY HTTPLL H SRR GMT 4%,
(4) CanonicalizedAmzHeaders %7~ http H1 ] object user meta Z14;
(5) CanonicalizedResource 7~ H J7 A8 E1j5 1] ] OOS B
1. & CanonicalizedAMZHeaders fJ 72
FT A PL“x-amz-" A HI 4% i) HTTP Header #{#% A Canonicalized AMZHeaders. ‘& H#) % 777540
I
(1 KTy LLx-amz-" 9 BT 810 HTTP 35 3R K M2 PR Bl NS 78 " X-AMZ-Meta-
Name: fred’#% ¥ i’ x-amz-meta-name: fred.
(2) K L—SHEEMFTA HTTP If R k1% 8 7 8 AT+ P HES
(3)  WAHMFEBFERL, WEARE—ME k. WHMWA4N ‘x-amz-meta-name’
FIE R, XN FIME RN ‘fred” F1 ‘barney’ , NG N:  ‘x-amz-meta-
name:barney’ .
(4 FHIBRVE SR A PN 25 2 8] 43 BR A 13 i HH I B AE AT 254 - W x-amz-meta-name: fred,barney’
Y. *x-amz-meta-name:fred,barney’.
(5) R PrA B SR AN 25 \n 23 BB A5 70 B 1 1l S5 /) Canonicalized AMZHeader .
2. M# CanonicalizedResource B 7%
F P s E SR AT I O0S H b R4 #X 4 CanonicalizedResource. ‘& IR 1EUIT -

(1) ¥ CanonicalizedResource B 5 F/4HE (<)
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(2) iR Host il 3R Lok 45 & Bucket, HB-A 1A Bucket 44, FE76 H Al in_Ee/ (4
Ui/bucketname). XJ T Bucket & FX7E path K, BLE KA TEE Bucket IiEK, A
AT B A

(3) 1 path FIEINASALH HTTP &R URI, FlERSEOE L, SEEIHERSE

(4)  REREE T HIE, Hlan2acl, 2website, 2logging, A4 ¥ A 1)1 B U528 7 M
MANEIRARS I LA & N o3 B AL T B 747 5 o #E CanonicalizedResource =77 £ &
Iine? T HEIETAFE . I CanonicalizedResource 14 -
/BucketName/ObjectName?acl

(5) {E#Jit CanonicalizedResource I, W20 &5 i) A YR A0 55

acl, lifecycle, location, logging, notification, partNumber, policy, requestPayment,

torrent, uploadId, uploads, versionId, versioning, versions and website

(6) WHIERELSH IR E 7 EE Rk, HLA7E CanonicalizedResource J& il _Ei%iE
KRSEME. M TEAR, AEX XA TS . (522 RIEERMEE, HA
DAZRRTIX e S HUE AT RS . GET &K i [ix e S50 35

response-content-type,response-content-language, response-expires, response-cache-

control,response-content-disposition, response-content-encoding

f4n: /BucketName/ObjectName?response-content-type=ContentType

(7Y MRERCEM BRAT G5 RIS, delete 2407 ZA & 7E CanonicalizedResource .

(8) StringToSign A% Content-Type, Date, Content-MD5 X 88 R L4 7, RAEEIX

SO SR SL M . (H 2 Phx-amz”JT Sk B 15 3R Sk 1 44 = FIE #EL & 72 StringToSign .
(9) AR Y, Content-Type, Content-MD5 25385 5K SkANTEAE, A4 %07 B 45
(" SRR

3. ¥ Base64 4wig
HMAC &R %4 W21 f H] Base64 Zmfih. Base64 il %54 46 hy 1 5 1) B BRI B33 R 11
ASCII Zwh 775 e o IS FRALIZ A AP ANBE FLERAE URL W, g d gwis. toan,
WARFR RIS AFE IS, /£ URL 4 E gL N %2B .
4. IEIBULH
FEZE I A2 i () 8k, AT LA HTTP () Date ##53R 3k, A LA x-amz-date 1R k. ]
B S TR FD OOS [ RGiRT RN RER 2 15 20 8P A 1, BN, O0O0S £ iR [Fl4 iR

8
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RequestTimeTooSkewed.
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AL HTTP % 7 i A REVCE Date 152Kk, T AT LUE ] x-amz-date 175 5K Sk RAZ IR (A ER . x-

amz-date 15 3K 3k 75 275 RFC 2616 [ (7 I http:/www.ietf.org/rfc/rfc2616.txt). 4if =K H
% x-amz-date kItf, OOS 7ETHHLAE 4 I 22 20 Date ko At AWUERIG R HH x-amz-date

%k, R uit AR, Date SkIMEN & B NT H .

5. P

(1) GET Object: M %K johnsmith [£) bucket 7 get X %

ER

StringToSign

GET /photos/puppy.jpg HTTP/1.1
Host: johnsmith.oos-js.ctyunapi.cn
Date: Tue, 27 Mar 2007 19:36:42
+0000
Authorization: AWS
8lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj963Ir0

PGiog

GET\n

\n

\n

Tue, 27 Mar 2007 19:36:42 +0000\n

/johnsmith/photos/puppy.jpg

V& : CanonicalizedResource #1104 Bucket Z K, {HAE HTTP &K URI & F, [FA Bucket

ZFRIEAE Host 1 3K k1453 7€ HY o

(2) PUT Object: [f]44 4 johnsmith f bucket F1 AL — 5%

R

StringToSign

PUT /photos/puppy.jpg HTTP/1.1
Content-Type: image/jpeg
Content-Length: 94328

Host: johnsmith.oos-js.ctyunapi.cn
Date: Tue, 27 Mar 2007 21:15:45 +0000
Authorization: AWS

8lebcl6ddc8d2at82¢c90:thdUi9VAkzhknilLj963Ir0

PGiog

PUT\n

\n
image/jpeg\n
Tue, 27 Mar 2007 21:15:45 +0000\n

/johnsmith/photos/puppy.jpg

JER: Content-Type i KL B F7EW K H, WA ETE StringToSign H1. {HiE k1% Content-

MDS5 iRk, FrbA StringToSign H /& 4517 .

(3) List Objects: list %4 johnsmith A bucket FJXF % o

R

StringToSign

GET /?prefix=photos&max-keys=50&marker=puppy

GET\n

9
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HTTP/1.1 \n
User-Agent: Mozilla/5.0 \n
Host: johnsmith.oos-js.ctyunapi.cn Tue, 27 Mar 2007 19:42:41
Date: Tue, 27 Mar 2007 19:42:41 +0000 +0000\n
Authorization: AWS /johnsmith/

0g

8lebcl6ddc8d2at82¢c90:thdUi9VAkzhknilLj96J1IrOPGi

V& : CanonicalizedResource 145 B EH BT/, BHTRTHE AT,
(4) FRELACL: RFHEMIH]TZ3EL 4y johnsmith ) bucket (37 1] 42 Hi AL PR i B A5 ..

wR

StringToSign

GET /?acl HTTP/1.1
Host: johnsmith.oos-js.ctyunapi.cn
Date: Tue, 27 Mar 2007 19:44:46 +0000

Authorization: AWS

PGiog

8lebc16ddc8d2af82¢c90:thdUi9VAkzhknilLj963Ir0

GET\n

\n

\n

Tue, 27 Mar 2007 19:44:46
+0000\n

/johnsmith/?acl

V& : 7E CanonicalizedResource " A& U] £ & F B YR A5 7157 5 S H0H

(5) Delete Object: M 444 johnsmith # bucket HMIER%T % . bucket 7 path HH¥g5%E, FFf#H

x-amz-date 153K 3k,

RS

StringToSign

DELETE /johnsmith/photos/puppy.jpg HT
TP/1.1

User-Agent: dotnet

Host: oos-js.ctyunapi.cn

Date: Tue, 27 Mar 2007 21:20:27 +0000
X-amz-date: Tue, 27 Mar 2007 21:20:26
+0000

Authorization: AWS

PGiog

8lebcl6ddc8d2at82¢c90:thdUi9VAkzhknilLj963Ir0

DELETE\n

\n

\n

\n

X-amz-date:Tue, 27 Mar 2007 21:20:26
+0000\n

/johnsmith/photos/puppy.jpg

EE: HiE R x-amz-date 73K kR AL Date 15K 3k, 7F StringToSign #, SZFrH Date i

SRR BB AT -
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i CNAME ol BAExT %, FEEH HE X

R

StringToSign

PUT /db-backup.dat.gz HTTP/1.1
User-Agent: curl/7.15.5
Host: static.johnsmith.net:8080

Date: Tue, 27 Mar 2007 21:06:08 +0000
x-amz-acl: public-read

content-type: application/x-download
Content-MD5: 4gJE4saaMU4BgNROKLY+1w==
X-Amz-Meta-ReviewedBy: joe@johnsmith.net
X-Amz-Meta-ReviewedBy: jane@johnsmith.net
X-Amz-Meta-FileChecksum: 0x02661779
X-Amz-Meta-ChecksumAlgorithm: crc32
Content-Disposition: attachment; file
name=database.dat

Content-Encoding: gzip
Content-Length: 5913339
Authorization: AWS

8lebcl6ddc8d2at82c90:thdUi9VAkzhknilLj96JIr0

PUT\n

4gJE4AsaaMU4BgNROKLY+1w==\n
application/x-download\n

Tue, 27 Mar 2007 21:06:08 +0000\n
x-amz-acl:public-read\n
x-amz-meta-checksumalgorithm:crc32\n
x-amz-meta-filechecksum:0x02661779\n
x-amz-meta-reviewedby:
joe@johnsmith.net, jane@johns
mith.net\n
/static.johnsmith.net/dbbackup.
dat.gz

PGiog
TR “x-amz VWERLBHET 17, FATHEMER, BHEANNSFRE, 2R RERLEH
25 kEr T BN . RE Content-Type, Content-MD5 i 3Kk # I 2| T StringToSign
B, (E 2 H AN Content-*17 3K Sk % H B
List Buckets:

HR StringToSign

GET / HTTP/1.1 GET\n

Host: oos-js.ctyunapi.cn \n

Date: Wed, 28 Mar 2007 ©1:29:59 +0000 \n

Authorization: AWS Wed, 28 Mar 2007 ©1:29:59
8lebcl6ddc8d2af82c90:thdUi9VARzhknilL j96J1Ir0 | +0000\n

PGiog /

X R A -

11
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BR StringToSign
GET /diction GET\n
ary/fran%C3%A7ais/pr%c3%a9fk%c3%a8re HT \n
TP/1.1 \n
Host: oos-js.ctyunapi.cn Wed, 28 Mar 2007 01:49:49 +0000\n
Date: Wed, 28 Mar 2007 01:49:49 +0000 /diction
Authorization: AWS ary/fran%C3%A7ais/pr%c3%a9f%c3%a8re
8lebci6ddc8d2af82c90:thdUi9VARzhkniLj96IIr0
PGiog

StringToSign H1MIEK URI SREITCER, 4% 5 FESRIE, B 4% URL K5,

312 URLHBEEEH

B T HAEK LIS, B AT LGS URL HInAN 4415 BJ7 2, #i% URL #4556 = J7 LIl
R IE) o 32505 T4 FH 35 =05 W B 23R O0S s I P AR A A, AFREAB R XMI7
208 I R 32 0 2 — A i FE P 30 B 28 T ARG 2 21 P TS 44 v SR SR SBR[ B 8 8 3o et
(] ke B T2 44 1R 808

URL L& 244 sl

http://oos-
js.ctyunapi.cn/quotes/nelson?AWSAccessKeyId=44CF9590006BF252F707&Expires=1141889120&Sign
ature=vjbyPxybdZaNmGa%2ByT272YEAiv4%3D

URL A& 24 Bl T
{E URL H 8L 4, 2% /D# Signature, Expires, AWSAccessKeyld =24, 1ERZ
i&

BRFFESHER | aFIHHE #iR

AWSAccessKeyId AKIAIOSFODNN7EXAMPLE Al LV R 2] O0S il &, K P&
H—API HPE M, AFF
AccessKeyld F1 SecretKey

Expires 1141889120 SE R BT ], AR BRAD SR
(470 IR 55 4 it e A 3 A B[] (19 175 SRR 4
E{ERACH

12
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Signature vjbyPxybdZaNmGa%2ByT27 | URL #&1% [ HMAC-SHAL
2YEAiv4%3D StringToSign ] Base64 4w 77 24 i

Expires Z{/{E A —A UNIX I/E (H UTC KHE 1970 4E 1 A 1 SIFEMBED, FHFIRiR
% URL BRI (R]. Wi 00S #2114~ URL 18 3R (I % T 25 4 5 1 Expires &
HONE, DGR [EDE SR A RS . Bl 4ETE R 2 1141889060, JF K #H A EEAIE 4 60
W iE BB k2 URL, WIATLLi%#E Expires B [H]A 1141889120,
FE 1) O0S SCRFTE KA1 &M Head Z4, £ URL W47 28 44 I 77 16 M ET 2544 5
AR, FEX IR

® Hil URL HLEZANS, ZHI Date ZHH ik Expires S50,

® RICFEIFIIS7E URL Al Head Hi 43 &%

® AL N[ Signature, Expires, AWSAccessKeyId HHBIAIE—IR, PLEE—RKN

i
® ERICIGIFE R A2 5T Expires BFE], SRJG HIGIFA 4

3.2 Bucket $pR$5HH

00S 1}t Bucket 2% HIFIBLER 4], Bucket HATA 3 FiifHIALR: private (FAfH),

public-read (HiE) Flpublic-read-write (Af). & HE XM T:

® private (A FH)
WA 1% Bucket [T 3 1T LA 1% Bucket N 11 Object #H4T e 5 #/E . HAb N ok vi#lE
Bucket P4 ] Object.

® public-read (Ri#D)
R 1% Bucket B FTA & 7] LAXTiZ Bucket P (1) Object 147 5 #:/E (035 Put 1 Delete)
RN CEFEREE U5 R Al BAXZ Bucket #11) Object #H1732454E (Get Object) , XH 1]

REIE s i St DA K B B, R TR T AR

® public-read-write ()
N CEFREA V510D #AT LAXZ Bucket H1F) Object #EAT /5 IMBREAE . XA Al HE
1 B I BEAN LR 2 IO, BB ANEREE, B RS REFENEVEN
ai, BREFIRIZ RSN, AEBEHCE A LS AR .
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ER: R RBR N AANAES, IHRRREZF IR I @t Ihae.
ViBH: HrE Bucket If, ZRIMAUFRAZ private, 7 7 DUARTE 75 EAS SO HABKLUR

3.3 Bucket Policy £ FRlg
331 4R

Bucket policy FH 17 X O0S T IV R R « Policy FJ LLH T

® FVF/HEL Bucket 2 IALRR ;

® & Bucket HH{:fT Object 45 £ ;

® /y Bucket H111] Object %% .

Policy A% & /2 —> JSON “F£F 8, — Policy fL¥H:

® T[iEH Policy HEAME R (FESCATIED);

® —NEZ /ML) Statements.

£~ statement GLAE— MR IIZOEE . W —A> Policy fH5 £ 1> Statements, /IS 4
Statements < [A] /&2 ER R .

E]ptin:nnal top-level elements
Statement

Statement

r Ty

Statement
Sid
Effect
Principal
Action
Fesource
Condition Block

3.3.2 Bucket Policy JTE

® \ersion

Version #& policy ifi & (A, e Alikmi, HArA fRvrHS 2012-10-17.

"Version":"2012-10-17"

14
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® ID

ID & Policy J— MRl FR I, FATHEREfF A UUID 2K$5 87 Policy .

® Statement
A& Z AN uE . Statement JGER A IS & — 2057 1) statements, BRI
Statement s& —/MULEERIES ({1 WM H JISON .

| "statement”:[{...},{...},{...}]

» Sid

Sid (statement ID) & Statement ] —A[iEARIN, ‘B0 LLEAER Policy ID K 1D,

"Sid" . "1

» Effect
Effect & —METGER, HTRRALFVTRBIEL DR, A 80E R ft2 Allow 8¢
Deny.

"Effect":"Allow"

» Principal
Principal F T8 € # R VFERBAE 2605 Wl I FH 7, FEARRAS T, principal R BEAE AWS : *
B AWS:"*" B AWS:["*"], RaRFTEHP, EAXFREREANH ID.
» Action
Action H T-48 € # SO VFEAE 26 U5 In] (#2420 3AT0. 45 Bucke owner REHIIT Bucket
MRS EAME, LI Bucket TR IEIIAHKERAE . Action AT LAC & LR AR .
5 Bucket #5<H] 00S B RFE:

PR ka7 00S #1E

s3:ListBucket GET Bucket (FI|H%}% ), HEAD Bucket

s3:ListBucketMultipartUploads |#I 4Bk F4%

ST REMER 00S BURFIE

R 00S #1E

15
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s3:AbortMultipartUpload it nE L%
s3:DeleteObject DELETE Object
s3:GetObject GET Object, HEAD Object

s3:ListMultipartUploadParts |%IH5ER

s3:PutObject PUT Object, POST Object. BT LEZ. FEDE.

TR ER E £, PUT Object - Copy

FAEABERAT (%) KU71E O0S iR BT A #AE . & v MEATERRT (%) 1F vk
VEZ IR — 53

> Resource
Resource #& 45 policy 7 i (0 RN RES . AT LME ALERCAFAI? , DAL
arn:aws:s3:::bucketName/ k. GIHIZ Policy Xf T F LA image JT=k I Object
AR, TR E

"Resource":"arn:aws:s3:::example-bucket/image*"

» Condition
Condition #& Statement H' & =2 2 — P Jugk, FAHEEFRZN Condition B, B KA
—“> Condition 7%, 1HAZE R LLALE £ Conditions, M HA:4> Condition 7] LAELE
£~ Key-value Xf. W FEAT7R, Condition HH1[1%~ Condition 2 [H] & &5 5K R,
Condition Key Z [AJ[tH 224 55C R, &> value Z A2 4K R,

Condition Block

) Condition 1:

g Keyl: Value1A OR Value1B OR Value1C
- AND

AND . KeyZ: Value2A OR Value2B

-L__H. -

i Condition 2:
Key3: Value3A

m R HEE

16
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a. String conditions T [{ 5t 1F1% & string AY T ECEL I

Condition 3%

StringEquals PR UL AL
StringNotEquals T NUNTH
StringEqualsIgnoreCase FERSILHL, ZHE KNG

StringNotEqualsIgnoreCase | “#/ARULHD, ZH&E KNG

Stringlike BOMIULAC, SCRAEFIEICAT, *RRZANDFH, ? R
AT o

StringNotLike BOMIAULES, SCREEREMAT, *RRZDFHR, 7 2R
AT

Bz, FEILEC HTTP Referer SKZ2 [X “http://www.ctyun.cn/”FF 3kBYIER, o AXHEE:

"StringlLike":{
"aws:Referer":[

"http://www.ctyun.cn/*"

b. A/REFIFIEHST
MG /RAE A, P AT LSS 5 IE 0 BRI H, k& Condition

TEH
FHBHEAT BB
Bool A /RAE VL FE
filtn: TAAEPEH Bool 211z AT 5 aws:SecureTransport #EK 45 7€ W6 AU FH SSL & i1
{

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": " arn:aws:s3:::example_bucket ",

"Condition": {"Bool": {"aws:SecureTransport”: "true"}}

17
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c. IP Address
IP address conditions 72171 B IP Hilik I ULEC A, 5 aws:Sourcelp key Bt & 18
o METURE LR S bR #ER) CIDR #%30 (f40: 10.52.176.0/24) , &%

RFC 4632,
Condition iR
IpAddress |P i1k B B 44 5
NotIpAddress IP ik 5570 [l ) R 44
L SR
® aws:Referer: 5FFFHEBHEMAEGMH, HTRAERF T Referer 15K
€ aws:SecureTransport: S5f/RMEBHMFEAGMH, REEREEZMH
SSL KKK

€ aws:Sourcelp: 5 IP HhbZHFFEAGMA, HTRAIGERAEN IP Hlk.
€ aws:UserAgent: 5FFFHRIEEMFELSMA, HTRAEIERE KR b A
FEFF

333

® Referer Policy

{
"Version":"2012-10-17",

"Id":"http referer policy example",
"Statement”:[
{
"Sid":"Allow get requests referred by www.ctyun.cn, ctyun.cn",
"Effect":"Allow",
"Principal™:{ "AWS": ["*"] },
"Action":"s3:*"
"Resource":"arn:aws:s3:::example-bucket/*",
"Condition":{
"StringlLike":{
"aws:Referer":[
"https://www.ctyun.cn/*",
"https://ctyun.cn/*"

18
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]
}
}
}
]
}
® |P Policy
{
"Version": "2012-10-17",
"Id": "S3PolicyId1i",
"Statement™: [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": {
"AWS": "*"
}s
"Action": "s3:*",
"Resource": "arn:aws:s3:::example-bucket /*",
"Condition" : {
"IpAddress" : {
"aws:SourceIp": "192.168.143.0/24"
¥
"NotIpAddress" : {
"aws:SourceIp": "192.168.143.188/32"
}
}
}
]
}

® [rfE A T R AUR

SRS AT AT 2 FHEE 4 F P % T $3:GetObject AUR o AR SR VFATATT N LU S84, 4
SR Bucket e B YR I HAY AR NHSBE LAl TP O ), ECE 0 . AT
¥ Bucket BB NFAA, SRJEHCE LLT Bucket SIS T AF T A\ S FIAL IR .

{

"Version":"2012-10-17",
"Statement”:[
{

19
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"Sid":"AddPerm",
"Effect":"Allow",
"Principal”:{ "AWS": ["*"] },
"Action":["s3:GetObject"],

"Resource":["arn:aws:s3:::example-bucket/*"]

20




i._l._'_
Stmﬁauﬁd 00S H K #H CHS-V5

4 HTTP REST #0

AT EES G 008 XML, M IR 00S I, AT L & 44 A UE R 7 3
TR, WATPARE A4 15 .

4.1 00S API iFRE#

o Mt

P NHHETE W, Endpoint B3,
o EfSHHN

NTARIEBE 24 PE, 430k HTTP A1 HTTPS.
o ERE

OO0S APl 3 ¥ GET. POST. PUT. HEAD. DELETE Al OPTION i# 3R 7k KiK.
o HRSH

FMERES T B E W T E R

> HMREROHFE RSN A LW RS

> BRAERE D TR s RS AL

AR EEHR A I R S R R .
YiHA: 7R/ LR B EAR API I, 2T AFERL . AFtmaRisk, (HE AN BT
RANARRE

411 AdERk

PLR & O0S API 1A 3LiE K k.

2R iR ERBM
Authorization T S5 56iF 5 3R 3k &
Content-Length TSR KE o

21
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ARG
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Content-MD5

218 RFC 1864, {#iF] base64 Zwfidts A4 plifs B 1) 128
A7 MD5 8. BEiERSLATDAHES s se e ek Ay, DASG
UEEHE 2 75 5 7 i &% B AR ]

oA

Content-Type

FHIRTE R N F PR E MIME 2871,

Date

of | ™

TR A H I E], GMT I Ja] .
R : Date fl x-amz-date WIHAE —1>.

X-amz-date

VR I H BAFART E] o H AR ) A% 506 2508 AT 1SO 8601
bR, FF H A ZE F “yyyyMMddT HHmmssZ 4% 20t 17
ek, Biltn, n S H R A Z<08/01/2018 15: 32:
41.982-700, WL ZE Sk Ly UTC (Hpift 5t
), SRIGHERSA20180801T083241Z27,

iy

VER: Date fl x-amz-date ‘W AEHE —4>,

Host

R4, FEARURIRE 5 . .

Connection

o | fo

% 0 5 O0S k55 # 8] RS .

HUH -

® keep-alive: KIEHE, THR4SS MG SR FRESR:
® close: JHiERE, WRLEH G KIAER:.
ERINEA: close.

412 iRk

A~ O0S API i i 25 FE R AL 25 4 3L [ 3k

ey

ik

Content-Length

M IS AZS PR o

Content-Type

i . N 25 F) MIME 28754,

Date

OOS R [l 57 ) H HAFTES 8]

ETag

X RMIME A E . ETag RSB TS RNE, TARH ol s
KT U RS se B A, DS IE R 2 5 5 % ) i A3k O it A
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[l .

Server

25 o 2 8%, BRIME 2 CTYUN.

x-amz-request-id

FFME—FRas iK1 1D,

Connection

% i O0S k55 # (8] REHRIRAS o

® i KIN Connection 18 A4 keep-alive, 153K 45 o o 4k S {45714
e, ANk [E e RSk o

® IRIERIT Connection 54 close, 1 RE5H G o IER:, BRI

M W3k Connection: close.
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4.2 T Service BIHR{E

4.2.1 GET Service (List Bucket)

X T Get 15KRMIARSS, IR [BIERE A HIPTA Bucket, H A</ "Rl H 3%,
2 APT HUSBAIEF A R, B 44 FH P ASRESRAT 1% 85 4F
® HERiEL

GET / HTTP/1.1
Host: oos-js.ctyunapi.cn
Date: GMT Date

Authorization: SignatureValue

® FERSH
y/
® MNEER
ZFR HiiR
Bucket 124t bucket 15 S AS -
Buckets fEft— B Z > Bucket 245
CreationDate Bucket 1A% H .
DisplayName Bucket #HH AP Btk .
ID Bucket 5 # KM 1D
Name Bucket 4 FR.
Owner Bucket K41 & HIE B .

® FHERRH

GET / HTTP/1.1

Host: oos-js.ctyunapi.cn

Date: Wed, 01 Mar 2012 12:00:00 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog

® iR

<?xml version="1.0" encoding="UTF-8"?>
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<ListAllMyBucketsResult xmlns="http://doc.s3.amazonaws.com/2006-03-01">
<Owner>
<ID>bcaflffd86f461ca5fbl6fde81034f</ID>
<DisplayName>displayName</DisplayName>
</Owner>
<Buckets>
<Bucket>
<Name>samplel</Name>
<CreationDate>2012-09-01T16:45:09.000Z</CreationDate>
</Bucket>
<Bucket>
<Name>sample2</Name>
<CreationDate>2012-09-01T16:41:58.000Z</CreationDate>
</Bucket>
</Buckets>

</ListAllMyBucketsResult>
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4.3 %&7F Bucket BYRE

4.3.1 PUT Bucket

PR HRAE F SR A — N Bucket, 5%} CLF Bucket ] Bucket ACL #4184

HA 00S VEM I A Be 8 — /N Bucekt, FEAIERICRL, B2 Bucket 1 Sk 2
Bucket FJHH # .

Bucket )it 4 77 AN A2 SR A 755, HARTEZS I Bucket B MRS .

® FHRIEE

PUT / HTTP/1.1

Host: BucketName.oos-js.ctyunapi.cn
Content-Length: Length

Date: date

Authorization: signatureValue

® HRSH
R iR R IHR
x-amz-acl | W E Bucket '] ACL (Access Control List) . 4

KRB FRH.

HRUE:

® private: FAf5. HA5iZ% Bucket [FIfTH & 1l LK%
Bucket 1 Object HEAT B2 5 #:4F . HoAth N ToisglE iz
Bucket 4 1] Object.

® public-read: RiL. HH1% Bucket 1A & 7] LLG
% Bucket ] Object TS5 #4E (L3 Put £l
Delete) . {EAT AN CEFEEAVIHD AT LAXTZ Bucket H
) Object #E4T 524 /E (Get Object) , X5 Al fEi &
B A0ttt DL K Bl I, VS TR AR
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® public-read-write: AF. BN CEIEESV
i) ) #RB AT LLXF 1% Bucket HH ) Object 24T 152/ 5 MiH Bx £
YEo IXA ] BEIG A i Hals otk DL A 9 O, i A
GREHABEELR, EREFENSIEN S, REK
WA, ARSI E A LS SRR
VR A RARME VT M AR N A 1) Bucket, TEIKFR K
BB R BT @ T e .

BRINE N private.

® FHRAHB 1
R EBIE A N picture [ Bucket.

PUT / HTTP/1.1

Host: picture.oos-js.ctyunapi.cn
Content-Length: ©

Date: Mon, 03 Sep 2012 12:00:00 GMT

Authorization: AWS 8lebcl16ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

® MR~ 1

HTTP/1.1 200 OK

X-amz-request-id: 236A8905248E5A01
Date: Mon, ©3Sep 2012 12:00:00 GMT
Location: /picture

Content-Length: ©

Connection: close

Server: CTYUN

® ERTH 2
W HE Bucket picture ] ACL A private.

PUT / HTTP/1.1
Host: picture.oos-js.ctyunapi.cn
Content-Length: ©

x-amz-acl: private
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Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknil j96IIrOPGi0g

® iR 2

HTTP/1.1 200 OK

X-amz-request-id: 236A8905248E5A01
Date: Mon, 03Sep 2012 12:00:00 GMT
Location: /picture

Content-Length: ©

Connection: close

Server: CTYUN
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4.3.2 GET Bucket ACL

ZEEE FH R 3REL Bucket ] ACL 28, H /7 25i%i% Bucket $HA 2R PR -

® HRIEVE

GET /?acl HTTP/1.1
Host: BucketName.oos-js.ctyunapi.cn
Date: date

Authorization: signatureValue

L) VEZ S

ZFR HiiR

DisplayName Bucket #iH # K is 24 FR

Grant 17-4i% Permission Al Grantee [ 7% %% .

Grantee FH Sk A74i#% Display A7 1D 1 8RN VAT IO 28 28 .
ID Bucket #1511 ID /55 .

Owner 174i# Bucket HIHA & 15 B HIA 3

Permission XF—~> Bucket A AT VRIS

o {ERRHI
FRELFS %E Bucket 1 ACL 12 &

GET ?acl HTTP/1.1

Host: bucket.oos-js.ctyunapi.cn

Date: Mon, 03 Sep 2012 22:32:00 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

® i NN

HTTP/1.1 200 OK

X-amz-request-id: 318BC8BC148832E5

Date: Mon, 03 Sep 2012 22:32:00 GMT
Last-Modified: Sat, 01 Sep 2012 12:00:00 GMT
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Content-Length: 124
Content-Type: text/plain
Connection: close

Server: CTYUN

<AccessControlPolicy>
<Owner>
<ID>75aa57f0%9aadc8caeab4f8c24e99d10f8e7faeebf76c078efc7cb6caea54bavba</I D>
<DisplayName>CustomersName@ctyun.cn</DisplayName>
</Owner>
<AccessControllList>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Group">

<URI>http://acs.amazonaws.com/groups/global/AllUser</URI>

<Permission>FULL_CONTROL</Permission>
</Grantee>
</AccessControlList>

</AccessControlPolicy>
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4.3.3 GET Bucket (List Objects)

IR IR 9] Bucket W #F 70 BEE 4538 (£¢%2 1000) ] Object 158, H A LAFEIG R TR P i%
BB R FREL Bucket 7 1) Object T4
XT1% Bucket $A SR FH -~ A4 0] DABAT 134

® EXRIEE

GET / HTTP/1.1

Host: BucketName.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

o FHRSH

2R iR BB

BucketName BN S FR =
K. FFi

delimiter RRRT, — ADHRA SR ATHAT 2 AR . AR | &
FHRALE delimiter A1 prefix [B] FIAH[E 75, prefix 2 J55—
ANEF] delimiter F) R 5 & <> hn %] —>A CommonPrefix ()
., WRBAE R E X prefix, B K8 7w S H0R
[6], {HAZ2:45 CommonPrefix. delimiter R37#:” /7, A3
FR AT 7 BT o
KA. FRFER.

encoding-type | &M Delimiter. Marker. Prefix. NextMarker. Key [ | 7

hh A, 4R Delimiter. Marker. Prefix. NextMarker.
Key .5 xml 1.0 bR#EA SRS 57, lEd & E %S
Houtm N2 P Delimitery Marker. Prefix. NextMarker. Key
BEAT b o

BUE: url, FEREAX KNG,
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marker SYUAR . B T EIR B R, EAgmN g R &R E | &
S BEAERIE, HRSHHFEE LS
K FFi R
WAE: 5 b 2% ma 5 ok [a] 1R 45 SAEAH ] .
max-keys VB N B 22 0R BT 2. W RAFAE R SR s 1R [E] %
Ti, MmN G IsTruncated N true, Fonm BHIRKIETRE
REBERERMI. BEARDRKIU, 720008 S5
Marker FI{H
FR: B,
Hff: 1~1000, BRIAME N 100,
prefix T 25 F R B )3 [ () &5 SR Z AIX AN AT 4, T DU AT | &
2%+ bucket 73 A T4
® MRNZER
2 FR i35
Contents £~ Object iR [B] ) o4
CommonPrefixes | X47& X delimiter 2 J5, &[FlZ5 S H2>4 % CommonPrefixes,
CommonPrefix H1 45 L prefix 73k, delimiter Z5 R FFFE 45, W
1 prefix /& note/,[F]H} delimiter 2RHT (/) , ZERFH
note/summer/july/lotus.jpg i [ note/summer/, F 4345 BB 42118
maxkey EK iR [A],
Delimiter ¥ prefix FEE— B delimiter (1) 21 45 IR SR
CommonPrefix 21
ETag it MD5 97 it S AR, ETag 3 E R KM RN ENIE EK
AT, FEA BT EAR AR
IsTruncated A (True) B (false) SRFE IR [l 45 R IE & N E Z R 1 45
.
Key X R BT
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LastModified T B Ja — M AE U YA ]
Marker Fric BB r B 46 %' 71 bucket H (] object.
Name Bucket [ 44K o
Prefix A AR E I ATZE T A6 -
EncodingType Delimiter. Marker. Prefix. NextMarker. Key f4mfg57 .,
Size ICFXT 4 object IR/,
StorageClass STANDARD.
NextMarker 4 IsTruncated iz [7] true, F /0] LUK NextMarker F{E 3 B N T X K
H i) marker 24, DMEIREUS 220 5 .

® FHRRH

GET / HTTP/1.1

Host: BucketName.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 17:50:00 GMT

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj961Ir0OPGiog

Content-Type: text/plain

® iR

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Name>bucket</Name>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>1000</MaxKeys>
<EncodingType></EncodingType>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>my-image.jpg</Key>
<LastModified>2012-09-03T17:50:30.000Z</LastModified>
<ETag>&quot;fba9dede5f27731c9771645a39863328&quot; </ETag>

<Size>434234</Size>

<StorageClass>STANDARD</StorageClass>
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<Owner>

<ID></ID>

<DisplayName></DisplayName>
</Owner>
</Contents>
<Contents>
<Key>my-third-image.jpg</Key>
<LastModified>2012-09-03 T17:50:30.000Z</LastModified>
<ETag>&quot;1b2cf535f27731c974343645a3985328&
<Size>64994</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>

<ID></ID>

<DisplayName></DisplayName>
</Owner>

</Contents>

</ListBucketResult>

it FH IR SRAZ B IR 7=
AR B B3 R A S T P

doc/Sample.pdf
doc/Ant/sample.doc
doc/Feb/sample2.doc
doc/Feb/sample3.doc
doc/Feb/sample4.doc

B prefix N doc/,delimiter 24/, [F]I marker 2 doc/F, max-key N 40 25 R, 1EKKN:

GET ?prefix=doc/&marker=doc/F&max-keys=40&delimiter=/ HTTP/1.1
Host: doc.oos-js.ctyunapi.cn

Date: Mon, 03 Sep 2012 12:00:00 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog

CARINDERE S SV

<ListBucketResult xmlns="http://00s-js.ctyunapi.cn/doc/2012-09-03/">
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<Name>doc</Name>
<Prefix>doc/</Prefix>
<Marker>doc/F</Marker>
<MaxKeys>40</MaxKeys>
<EncodingType></EncodingType>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>sample.pdf</Key>
<LastModified>2012-09-01T01:56:20.000Z</LastModified>
<ETag>&quot;bf1d737a4d46a19f3bced6905cc8b902&quot;</ETag>
<Size>142863</Size>
<Owner>
<ID></ID>
<DisplayName></DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
</Contents>
<CommonPrefixes>
<Prefix>Feb/</Prefix>
<Prefix>Ant/</Prefix>
</CommonPrefixes>

</ListBucketResult>
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4.3.4 DELETE Bucket

ZHRAE I ORIAT IER Bucket [U#RAE, {HZSRITA bucket H1 object #AATHMIER »

® HRIEVE

DELETE / HTTP/1.1
Host: BucketName.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

® ERRH
MM 44 9 doc 1] Bucket:

DELETE / HTTP/1.1

Host: doc.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 12:00:00 GMT

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj961Ir0OPGiog

® iR

HTTP/1.1 204 No Content
X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, ©3Sep 2012 12:00:00 GMT

Connection: close

Server: CTYUN
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4.3.5 PUT Bucket Policy

& PUT #4E [ url 0L Policy, A LT IR INEBAE L Policy I#/E. WK Bucket L&A1
T Policy, MEE/ELEH#EA Policy. R Bucket owner 4 REPUAT ILERAE, 7502k [A] 403
AccessDenied 1% o

HER: W Bucket IJBMARA BIH Rk, A %8 DR E RV A P AT B % Bucket
X RIRIEE, FERRERARNE S FREITEER.

® FERIFE
RGN AR M E Policy i Ff) JSON i

PUT /?policy HTTP/1.1
Host: BucketName.oos-js.ctyunapi.cn
Date: date

Authorization: signatureValue

Policy written in JSON

® FHERRH

PUT /?policy HTTP/1.1

Host: doc.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 12:00:00 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

"Version":"2012-10-17",
"Id":"aaaa-bbbb-cccc-dddd",
"Statement"” : [

{
"Effect":"Allow",
"Sid":"1",
"Principal" : {
"AWS™ R
¥
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"Action":["s3:*"],

"Resource":"arn:aws:s3:::bucket/*",

® I R~

HTTP/1.1 204 No Content
X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, ©3Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN
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4.3.6 GET Bucket Policy

7E GET #/ERY url Hh0_L Policy, 7 LA3K43%5 % Bucket Policy. R H Bucket owner 4 BT
HeHRE, 15 453% [A] 403 AccessDenied 4% . 1R bucket %4 policy, i [f] 404 NoSuchPolicy

Hixo

® EXRIEE

GET /?policy HTTP/1.1
Host: BucketName.oos-js.ctyunapi.cn
Date: date

Authorization: signatureValue

® FHRRH

GET /?policy HTTP/1.1
Host: BucketName.oos-js.ctyunapi.cn
Date: date

Authorization: signatureValue

® iR

HTTP/1.1 200 OK

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

{

"Version":"2012-10-17",
"Id":"aaaa-bbbb-cccc-dddd",
"Statement"” : [

{
"Effect":"Allow",
"Sid":"1",
"Principal" : {
"AWS™ R
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}s
"Action":["s3:*"],

"Resource":"arn:aws:s3:::bucket/*",

}
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4.3.7 DELETE Bucket Policy

7t DELETE #1E[#) url H0 k. Policy, 7] LAMMERTEE Bucket Policy. R Bucket owner 4 i
PAT I EAE, B4R A 403 AccessDenied Hiix. W BH Bucket Policy, iR [\ 204

NoContent.

® EXRIEE

DELETE /?policy HTTP/1.1
Host: BucketName.oos-js.ctyunapi.cn
Date: date

Authorization: signatureValue

® FHRRH

DELETE /?policy HTTP/1.1

Host: doc.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 12:00:00 GMT

Authorization: AWS 8lebcl16ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

® 1N

HTTP/1.1 204 No Content
X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, ©3Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN
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4.3.8 PUT Bucket WebSite

UL R EC B B B M . W12R Bucket CDAAFAAE | website, MHR/ESBiREE

website .
rE:
® 00S HE MG IR LA TR HTTPS i), F /7 HE IR S+ HTTPS i

MR EFHSMLE G, UE 4 H P B3V Bucket 4, 23R Wl SO T 3k
BIAM . n KA TH E ST R A MBI, UM s A AR B S M S, &

i EONIRE DB % R EE A, IR R R 2B IR RS B E A

B H Bucket [0 2% e B 115 K H BRI _EFR /2 10KiB.

JRE G H AR Bucket 44l A, SINIETE HTTPS U7 [ I AJ 68 H B2 7 i A 40 UE 15 HY

o

REAEIRCAG - LI

1)
2)
3)

4)

5)

Bl RBERERIXT RS (Bucket) .

MRBZZRBLLTE, BHEEFHENHABMEZE.

A EE PRI

® FAHEH CDN JinigE, K Bucket ) CNAME Record Value (bucketname.oos-website-
cn.oos-xx.ctyunapi.cn) {E R AN AL EH ARG H .

® [RALH] CDN Ik, K CON | RS HLr 4 a2 42 & ¥ R 4o, ZRJ57E CDN
[ 5 bk FH S B OOS il i) CNAME Record Value, 3 [H135 host Bt B A% K H & X
4 (4n your***domain.com) .

IR 3¢z

KWl i Fr A SCAF Chtmly CSS. jsv B EE)  EARZIZ BTG Bucket i, TEEZR

FRF SO 2 TR] AR 642

BCE Bucket WubEik: mTRUESEH & RE RAELEORE.

® ERIEE
REEAANLAS
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PUT /?website HTTP/1.1

Host: BucketName.oos-js.ctyunapi.cn
Date: date

Content-Length: ContentlLength

Authorization: signatureValue

<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<Condition>
<HttpErrorCodeReturnedEquals>string</HttpErrorCodeReturnedEquals>
<KeyPrefixEquals>string</KeyPrefixEquals>
</Condition
<Redirect>
<HostName>string</HostName>
<Protocol>string</Protocol>
<ReplaceKeyPrefixWith>string</ReplaceKeyPrefixWith>
<ReplaceKeyWith>string</ReplaceKeyWith>
</Redirect>
</RoutingRule>
</RoutingRules>

</WebsiteConfiguration>

REEANEERER

PUT /?website HTTP/1.1

Host: BucketName.oos-js.ctyunapi.cn
Date: date

Content-Length: ContentlLength

Authorization: signatureValue
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<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<RedirectAllRequestsTo>

<HostName>string</HostName>

<Protocol>string</Protocol>

</RedirectAllRequestsTo>

</WebsiteConfiguration>

® FRITE
2R 5% B LR
WebsiteConfiguration THRI A &
KA. R
F955: IndexDocument. ErrorDocument.
RoutingRules 5% RedirectAllIRequestsTo
IndexDocument Suffix JLE A AR - &
K. Kim
A2 Hi M. WebsiteConfiguration
T iri: Suffix
Suffix 7E1% 3R website endpoint _FAJEE1RRT, Suffix 2 | J&
WONAEE KRG . Ban, an s suffix 52
Index.html, [#RiE K& bucket/images/,
3B [E] PR T N 52 44 4 images/index.html (]
Object.
K. FRHEH
5 . IndexDocument
ErrorDocument Key &2 7
KA. Kis
A2 . WebsiteConfiguration
TR Key
Key WER I AXX £, 2xiR 8145 E 1) Object. &
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KA, IR
BRUE: KA 1~1024 175/ 5E .

27 . ErrorDocument

RoutingRules FEER AR E R Y ASWEE M MNESE. | &
HER: % RoutingRules A £ 4
RoutingRule, 7% RoutingRule 2 [B] TCEZ M, 1%
R B S 5 I 18] R HAT 4 — SR 2%
PR, BRAN AR SR SR ULRC . R AR BA IL
B, AR AN FH R )
K. Kis
A5 #5: WebsiteConfiguration
T &: RoutingRule
RoutingRule HOE [N 4 . — 2 E MRS —A | 2
Condition F1—~™ Redirect, 24 Condition AL
iif, Redirect &%k, Ad&hE/DER N EHE
BN
W&: — RoutingRule T, H#MEZA
Condition F1 Redirect i, LA g — 4~ Ak,
K. Kis
X555 RoutingRules
T 45: Condition. Redirect
Condition TR E ) R DL RC R 25 S 8 . INREE | 5

[ei) KO DUJ T FEC ) AR R TC B, DB [ 00 o
T K.

HE: ZAHETUARE, wREE, Wzl
NiZ% & HttpErrorCodeReturnedEquals.
KeyPrefixEquals 7 ft]— /.

R KA
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X5 45: RoutingRule

F71 ;. HttpErrorCodeReturnedEquals-

KeyPrefixEquals

HttpErrorCodeReturnedEquals | 35 5& Redirect ZEZ0N i HTTP 441265, Mk4E | &
BRI, WURENRISSE T XAME, B4
Redirect 4= %4,
¥R : HttpErrorCodeReturnedEquals F1
KeyPrefixEquals [F]If fELER, A #VLEC
Redirect 74 4 %4
K. FRHEH
A %A [400,417], [500,505].
filtn: 43 5] () http 5 %654 404 I 55E [4) 5]
NotFound.html, LUK Condition HY [
HttpErrorCodeReturnedEquals 1% & A 404,
Redirect # [} ReplaceKeyWith ¥ & Hy
NotFound.html.
A7 mi: Condition

KeyPrefixEquals L [ M) A 5O R G 44 IR T2 4
VER: HitpErrorCodeReturnedEquals F1
KeyPrefixEquals [FlIf fFLERT, HAHFVLACK,
Redirect 4 42
HH. TR H
ARE: KB 0-1024 (75T H
A1 ;- Condition

Redirect HIEE A &

HR&: Redirect L BEESHICEITLNT, M
1] PLELS PR g 2 Protocol. HostName-
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ReplaceKeyPrefixWith. ReplaceKeyWith, 4%
—ITLRAPME 2 SN DR e — 2 it

KA, Ko
X5 45: RoutingRule
TS A Protocol. HostName.

ReplaceKeyPrefixWith. ReplaceKeyWith

Protocol

I [A) 1 SR IS FH A B

K, I E

HRE: http. https, ERINEA http.
5 . Redirect 8(# RedirectAllRequestsTo

0

HostName

HE [V KIS A IRl U4

AT N RedirectAllRequestsTo,  JH 5%
NS

FA: FRF

ARE: 1~1024 DMFEFRF, AR E T K
RN Redirect, WANEER EFHL()-

5 . Redirect 8¢ RedirectAllRequestsTo

oA

ReplaceKeyPrefixWith

HE [F) 15 SR N FH B R HTER
¥R : ReplaceKeyPrefixWith 5
ReplaceKeyWith AsGE [AI I A7 1E
K. FRHEH

BRE: 0~1024 775

2F7 A: Redirect

oA

ReplaceKeyWith

i 7€ B8 )1 RIS X R 44
H&: ReplaceKeyPrefixWith 5
ReplaceKeyWith A~ fig [A] i A7 7E
K. FRH

HRAE: 0~1024 NF4% .

oA
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27 f: Redirect
RedirectAllRequestsTo FEE R AN H 2 M SR A AR - 4
A2 . WebsiteConfiguration
¥ 5. HostName. Protocol

o FRpH 1
T8 5 index.html N E VL, error.html AEERTT.

PUT /?website HTTP/1.1

Authorization: Authorization

Date: Mon, 18 Jul 2022 ©8:40:33 GMT

Host: example.oos-js.ctyunapi.cn

Accept: text/html, image/gif, image/jpeg, *; qg=.2, */*; gq=.2
Connection: keep-alive

Content-Length: 268

<WebsiteConfiguration xmlns="'http://s3.amazonaws.com/doc/2006-03-01/"'>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

® MIRNURE 1

HTTP/1.1 200 OK

Date: Mon, 18 Jul 2022 08:40:33 GMT
X-amz-request-id: 91dd8b753ebad237
Content-Length: ©

Server: CTYUN

® iERRH 2
W BT i K B 5 0 2 ML ctyun.en,  HLAEA hitps B3
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PUT /?website HTTP/1.1

Authorization: Authorization

Date: Mon, 18 Jul 2022 ©8:45:39 GMT

Host: www.example-bucket.com.oos-js.ctyunapi.cn

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

Content-Length: 252

<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<RedirectAllRequestsTo>
<HostName>ctyun.cn</HostName>
<Protocol>https</Protocol>

</RedirectAllRequestsTo>

</WebsiteConfiguration>

® MRIRH 2

HTTP/1.1 200 OK

Date: Mon, 18 Jul 2022 ©8:45:39 GMT
X-amz-request-id: 98449be0@4a8edabb
Content-Length: ©

Server: CTYUN

® {ERmRH3
F8 52 index.html A E T, error.html AR, BFTE TSN “docs” iR, S EE
il 2 A Bucket T HIZE N “documents/” BN % |

PUT /?website HTTP/1.1

Authorization: Authorization

Date: Mon, 18 Jul 2022 08:51:46 GMT

Host: www.example.com.oos-js.ctyunapi.cn

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
Connection: keep-alive

Content-Length: 471

<WebsiteConfiguration xmlns='http://s3.amazonaws.com/doc/2006-03-01/">

<IndexDocument>
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<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

<RoutingRules>
<RoutingRule>
<Condition>
<KeyPrefixEquals>docs</KeyPrefixEquals>
</Condition>
<Redirect>
<ReplaceKeyPrefixWith>documents/</ReplaceKeyPrefixWith>
</Redirect>
</RoutingRule>
</RoutingRules>

</WebsiteConfiguration>

® RIRB 3

HTTP/1.1 200 OK

Date: Mon, 18 Jul 2022 08:51:46 GMT
X-amz-request-id: 01413e@eca2edcbf
Content-Length: ©

Server: CTYUN

® FXRi I 4
85 index.html A UL, error.html NEEIRTT. WIH KA 404 8557, EE A 2 AL
“ctyun,cn” _EETZEN “report-404/7 BN %,

PUT /?website HTTP/1.1

Authorization: Authorization

Date: Mon, 18 Jul 2022 09:07:39 GMT

Host: www.example.com.oos-js.ctyunapi.cn

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

Content-Length: 538
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<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<Condition>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>
<Redirect>
<HostName>www.ctyun.cn</HostName>
<ReplaceKeyPrefixWith>report-404/</ReplaceKeyPrefixWith>
</Redirect>
</RoutingRule>
</RoutingRules>

</WebsiteConfiguration>

® WIRRE 4

HTTP/1.1 200 OK

Date: Mon, 18 Jul 2022 09:07:39 GMT
X-amz-request-id: 2814d402a9f64041
Content-Length: ©

Server: CTYUN

® ERZH 5
fe 72 index.ntml SN E UL, error.html HEFR L. AT N “images/” G R, HEMREAR

Bucket 4 [f]“errorpage.html” %] %

PUT /?website HTTP/1.1
Authorization: Authorization

Date: Mon, 18 Jul 2022 ©9:11:38 GMT

Host: test-bucket.oos-js.ctyunapi.cn
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Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2
Connection: keep-alive

Content-Length: 465

<WebsiteConfiguration xmlns='http://s3.amazonaws.com/doc/2006-03-01/"'>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<Condition>
<KeyPrefixEquals>images/</KeyPrefixEquals>
</Condition>
<Redirect>
<ReplaceKeyWith>errorpage.html</ReplaceKeyWith>
</Redirect>
</RoutingRule>
</RoutingRules>

</WebsiteConfiguration>

® MR 5

HTTP/1.1 200 OK

Date: Mon, 18 Jul 2022 ©09:11:38 GMT
X-amz-request-id: 2efl6ade344d4cll
Content-Length: ©

Server: CTYUN
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I HERAE H k31546 %2 Bucket 1) website.

® HERIEE

GET /?website HTTP/1.1

Date: date

Authorization: signatureValue

Host: BucketName.oos-js.ctyunapi.cn

o ERSH
R iR il
BucketName RS FR =

® miMZER

22y

i1

WebsiteConfiguration

TSR A i o
AL 25 A%
FFi/&: IndexDocument. ErrorDocument. RoutingRules 5¥

RedirectAllIRequestsTo

IndexDocument

Suffix JTCER FI A A% .
B KA
X5 45.: WebsiteConfiguration

T A Suffix

Suffix

7E1% 3K website endpoint I,  Suffix 234 HI7E % 3K 11 )5 1 «
KA. FRH

AN

L IndexDocument

ErrorDocument

Key MIZ54%o
R, 7R
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A .. WebsiteConfiguration
)@‘\:

Key

il
T
Key R AXX Hi%, R[EF Object.
s R

/: ErrorDocument

TF
e

N
/

ot

RoutingRules FEAE R QB0 B 2 24 A7 2% 1 8 [ 5 4%

i

b3
e
oy
28

A2 mi: WebsiteConfiguration

FT1 & RoutingRule

RoutingRule FLAAR 5 [m) N () 5 2
X A: RoutingRules

T A Condition. Redirect

Condition i3 B 52 [m) F0 U] VT e ) 264 R 25 25
R, 5P

9 5. RoutingRule

F15 ;. HttpErrorCodeReturnedEquals. KeyPrefixEquals

HttpErrorCodeReturnedEquals | Redirect 4= % i) HTTP 4 i%6g .
HAM. FRFER

Q2 Hi &: Condition

KeyPrefixEquals T A R0 A 5 PR 5 44 B R4
KA FIEE

/. Condition

B
Redirect HE

%745 RoutingRule
F9 5 Protocol. HostName. ReplaceKeyPrefixWith.

ReplaceKeyWith
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Protocol 3 B 7 1R 1 SR A I B
ESTRER L

E

HostName B [A) 1 2R 5 FH ARk 44

ReplaceKeyPrefixWith HE [T RIS FH IR R A4 AT
KA, FEE
A7 mi: Redirect
ReplaceKeyWith HE A1 SR IS 6 R4

RedirectAllRequestsTo FEER AN H E MIE KRR
A2 Hi M. WebsiteConfiguration
F5 55 HostName. Protocol

® EFRRHI

GET /?website HTTP/1.1

Authorization: Authorization

Date: Mon, 18 Jul 2022 ©09:15:30 GMT

Host: test-bucket.oos-js.ctyunapi.cn

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

Connection: keep-alive

® RURE

HTTP/1.1 200 OK

Content-Type: application/xml;charset=UTF-8
Date: Mon, 18 Jul 2022 ©9:15:30 GMT
X-amz-request-id: 88d52b33bef4440b
Content-Length: 430

Server: CTYUN
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<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<Condition>
<KeyPrefixEquals>images/</KeyPrefixEquals>
</Condition>
<Redirect>
<ReplaceKeyWith>errorpage.html</ReplaceKeyWith>
</Redirect>
</RoutingRule>
</RoutingRules>

</WebsiteConfiguration>
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4.3.10 DELETE Bucket WebSite

1t DELETE #/Ef] url 1 i0_E website, 7] PAMIERTE %€ Bucket website. S Bucket owner 74
BEPAT ILERIE, & N|2=3R[A] 403 AccessDenied £51% . 15 bucket ¥ website, IR [A] 200

OK.

® EXRIEE

DELETE /?website HTTP/1.1
Host: BucketName.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

® FHRRH

DELETE /?website HTTP/1.1
Host: doc.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 12:00:00 GMT

Authorization: AWS 8lebcl16ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

® 1N

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, ©3Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN
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4.3.11 List Multipart Uploads

ZEOMATA A C4Ed Initiate Multipart Upload iR ¥I464, (HA 5 MR &
1B i BRI
M 2 A B 22 3% (] 1000 A7 v EAR IS AR RIME B, e BB e B fe 3R 8] ) de Ko Fr EAR I AR5 A
SR AERAINE . H Pt a] DLl 3 E max-uploads 250K BR il i B A 2 A AR FE L
Ho fRHATHI 0 v BRI RREGE 73X AME, W B h 25— MEN true ()
IsTruncated JeEK. WIRMH T EIH 2 TRXAMERN 70 EAAIRRE R, WFE E k2L H
List Multipart Uploads ik, JH7EiEKRK+ % & key-marker 1 upload-id-marker &
FEMNAA T, oy i AR AR E B8 key RHFF . WM RN RS T 24
[F]— key Xy RISk 0 Fr EABRRIRE, AN AR i EARE R B 528 key KHFF, 1E
HHIA key H973 7 A% R 4% A% 5 SR EC AR I 18] B T e R BEAT HES .

® FHRIEE

GET /?uploads HTTP/1.1
Host: BucketName.oos-js.ctyunapi.cn
Date: Date

Authorization: Signature

o EXRZS¥
R iR XYyl
delimiter DEERF, —ANHIRXS B P ATIAT S B/ . BTAR | &

Gt p# A5 delimiter F1 prefix 8] fAH[E 75, prefix 2 )5
SE—ANE ) delimiter 19275 5 #R 2 2] — Ay
CommonPrefix MIZHH . IR EARHE X prefix, Frf
R F# R R, HANS A CommonPrefix. delimiter
R 17, AFFHARS BT

M. String
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max-uploads

BEIR B EARS R BB, e 1 3
1000, 1000 s M 24 i gE 3R 11 (1 23 B FAR A5 BBk
1.

5T Integer

PRIME: 1000

oA

key-marker

5 upload-id-marker Z4—i2, ZZSEIEREDIRKEE
MAT 24 B ST 4. 1R upload-id-marker Z404
AHFEE, Mo R key-marker ZH35E M key B A
() key 2451 . W1 upload-id-marker Z¥ii1s

E, EAEEE key-marker f8 EEAHZE AT key 14>
Fr EAE R e 04, RS s)  EAE AL T
upload-id-marker #5555 KH) 1D

M. String

o

Prefix

ZSHH T H AR DL prefix Y RTS% I IEAEHEAT B B AR
2, F Pl AEH 24 prefix S48 —4 bucket 43 %A [H] 1)
21 (A LA RESR FH 2R R Gt v i SO S O R F IS A
fFH prefix KX} key 47434

0

encoding-type

fa W B KeyMarker. NextKeyMarker. Key. Prefix.
Delimiter FJ4mA42RAL, Wik KeyMarker.
NextKeyMarker. Key. Prefix. Delimiter £ xml 1.0 5
EASCRFBEH74F, P IE % B %2 500 B Y
KeyMarker. NextKeyMarker. Key. Prefix. Delimiter it
(IR

KA. String

B url, SRR ARG

oA

upload-id-marker

5 key-marker ZH—iZ, f8E 5| KEEMNT LA E GH
Frah. tnH key-marker B #485E, upload-id-
marker ZH W AR, BN, AR key HE T KT

oA
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key-marker [] FA&id A S SR, REID
KF upload-id-marker #5 & HI{H .

L) VEZ S

ZHR iR

ListMultipartUploadsResult | & 54NN (2548

Fol: 75

F9 /. Bucket. KeyMarker. UploadIdMarker.
NextKeyMarker. NextUploadIdMarker.
Maxuploads. Delimiter. Prefix. Commonfixes.

IsTruncated. EncodingType

VA

Bucket oy EAR X R R AR
. String

AT Ai: ListMultipartUploadsResult

KeyMarker faE key fH, TEIXAS key I B BUE 2 Ja IG5 R4
4/E°
AY. String

RXH5 5 ListMultipartUploadsResult

UploadIdMarker fRE 7 i bA% 1D, {EIXA ID PrfEfr B 2 5 TR 1
(=
M. String

RLH5 5 ListMultipartUploadsResult

NextKeyMarker MR FIRAS RN A IEAE AT B0 v EAR I AR A 26 58 B
i, NextKeyMarker {EN R —IRFIFRE RN key-
marker Z4M1{E .

M. String

A5 ListMultipartUploadsResult
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NextUploadIdMarker

I IRGIRA G A IEAERAT 100 EAL I R 5155 56 B
i}, NextKeyMarker {4 T — k%K iE K I upload-
id-marker Z5( 1.

2. String

RHi A ListMultipartUploadsResult

MaxUploads

i J87 e B, 5 1) EA AR R i K EE
KA. String

RHi A ListMultipartUploadsResult

IsTruncated

PRI i EARE R T BT A  BOR ARSI Y, dn
RN true WFRIREAEEIIE . RS BT
B 7 MaxParts JTEIEE M RE, MaFE—k
FRAE R IGIER A Fr BSOS

J:7: Boolean

AT Ai: ListMultipartUploadsResult

EncodingType

KeyMarker. NextKeyMarker. Key. Prefix. Delimiter ]
EEITE SRV
M. String

RXH5 5 ListMultipartUploadsResult.

Upload

A EARE R AR, mN AT AT R 0 M A
Upload TG % -

K. FE

19 15: Key, UploadId, InitiatorOwner,
StorageClass,Initiated

AT A ListMultipartUploadsResult

Key

o AR ARG B R Key 1H.
KA. String

L5 /. Upload

UploadIld

o EARLFER) ID 5.
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FM: String

XH5 5 Upload

Initiator

e EBAT IR o B AR R PR .
THifi: ID, DisplayName
KA. DR

i A Upload

ID

OO0S K F i ID 5.
KA. String

AN

LHiA: Initiator, Owner

StorageClass

S R A7 %257 STANDARD.
A String

XH5 5. Upload

Initiated

o3 A EARIERE A B ]
M. Date

LFI & Upload

ListMultipartUploadsResult

.Prefix

MEERPEE T Prefix 2%, NXNTFEEEE
Prefix MIfH. IR [FIHI45 R A5 L key 18 DA Prefix JT
SNHPTE

J5#: String

LA A ListMultipartUploadsResult

Delimiter

TFENRE, SRR R ATHEAT - 455 . T B 5ok
#oAL 75 delimiter F1 prefix [A][AHIF 755, prefix 2 J55—
B F] delimiter B)7FF B # 2 N ] — I CommonPrefix
HIZ R WEREAT R E X prefix, BT MR T A=
iR A, HAZA CommonPrefix.

KA. String

A2 e ListMultipartUploadsResult
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CommonPrefixes

5 X delimiter 2 J5, REIGER P E
CommonPrefixes, CommonPrefix H &% LA prefix Jf
3k, delimiter £ R G PR R4S, Lo prefix &
note/, [FIR delimiter &FHT (/) , SiRFH
note/summer/ju ¥R [A] note/summer/,H 445 B 1 1
maxkey E3K i [A]

2. String

Vo ==~

RXH 5 ListMultipartUploadsResult

CommonPrefixes.Prefix

MEERPAAE Prefix 4, M2 ICER R BRI
YE7E delimiter FRF 58— X ILZ AT key 77758, H
XL key ANFE M B FR)HE AL B H I

WMRIERP AT Prefix 24, BLARXANITTR BRI
prefix 2 J&, F&—RH I delimiter 2 [AIfT- &

M. String

AN

L1 5 CommonPrefixes

® ER=H

I IEAE BT =0 AR R . 15 RTEE T max-uploads ZHk % & i v ohak =] ()

o Fr EARERE R R HH -

Connection: keep-alive

GET /?uploads&max-uploads=3 HTTP/1.1
Host: example-bucket.oos-js.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj963IrOPGiog

® i NN

N R IRIR IR List #E TR bR RS 2858, F P AE R IR List #RAER 75
8 7%€ NextKeyMarker #ll NextUploadIdMarker JG& . ik, £ F—IX List #/E+H 5

i€ key-marker=my-movie2.m2ts (NextKeyMarker [fJ{ff) A1 upload-id-
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marker=YW55IGlkZWEgd2h5IGVsdmluZydzIHVwWbGOhZCBmYW1sZWQ
(NextUploadIdMarker [1E)

MY REIFRBEERT —PIEND A EEEERAEERE— key (my-movie.m2ts) 89451+, 1d

MEETRMET key KAFFH EZTRE, &8 key AR LEEIREERE L BINE

45 B (8] SRAEFPAY o

HTTP/1.1 200 OK

X-amz-request-id: 656c76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 1359

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Bucket>bucket</Bucket>
<KeyMarker></KeyMarker>
<UploadIdMarker></UploadIdMarker>
<NextKeyMarker>my-movie.m2ts</NextKeyMarker>
<NextUploadIdMarker>YW55IG1kZWEgd2h5IGVsdmluZydzIHVwbGOhZCBmYW1sZWQ< /NextUploadIdMarker>
<MaxUploads>3</MaxUploads>
<IsTruncated>true</IsTruncated>
<EncodingType></EncodingType>
<Upload>
<Key>my-divisor</Key>
<UploadId>XMgbGlrzZSB1lbHZpbmcncyBub3QgaGF2aW5nIG11Y2ggbHVjaw</UploadId>
<Initiator>
<ID>mailaddress@ctyun.cn</ID>
<DisplayName>userl1-11111a31-17b5-4fb7-9df5-b111111f13de</DisplayName>
</Initiator>
<Owner>
<ID></ID>
<DisplayName></DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:48:33.000Z</Initiated>
</Upload>
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<Upload>
<Key>my-movie.m2ts</Key>
<UploadId>VXBsb2FkIE1EIGZvciBlbHZpbmcncyBteS1tb3ZpZS5tMnRzIHVwWbG9hZA</UploadId>
<Initiator>
<ID>mailaddress@ctyun.cn</ID>
<DisplayName>InitiatorDisplayName</DisplayName>
</Initiator>
<Owner>
<ID></ID>
<DisplayName></DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:48:33.000Z</Initiated>
</Upload>
<Upload>
<Key>my-movie.m2ts</Key>
<UploadId>YW55IG1kZWEgd2h5IGVsdmluZydzIHVwbGOhZCBmYW1sZWQ</UploadId>
<Initiator>
<ID>mailaddress@ctyun.cn</ID>
<DisplayName>user1-22222a31-17b5-4fb7-9df5-b222222f13de</DisplayName>
</Initiator>
<Owner>
<ID></ID>
<DisplayName></DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:49:33.000Z</Initiated>
</Upload>
</ListMultipartUploadsResult>
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4.3.12 PUT Bucket Logging

IEERAE RIS IAZ U/ M B logging 134 . 40 R Bucket V& A7 1E T logging, ItHR{E& &t
i logging. A4 Bucket owner A BEHAT IL#AE, 750 <xi [1] 403 AccessDenied £ 1% -

® EXRIEE

PUT /?logging HTTP/1.1

Date: date

Host: bucketName.oos-js.ctyunapi.cn

Authorization: signatureValue

Request elements vary depending on what you're setting.

® FXRITR
2R i34 B UIHR
BucketLoggingStatus | i&RMIZS. &
LoggingEnabled HEERNAESE, HEsHEN, FEASZXN T | &
o
TargetBucket 5 & EARTF log ) Bucket, OOS £:[f] it Bucket 7724i# | 15
H&. TR EAE S —MRIUA B Bucket 1£4
TargetBucket, 14553 H &K Bucket A& . {4l
A LASE B K 2 A Bucket (1) H BEAF ] —A
TargetBucket "1, FEXFHIEHLT, RTEENEAIR
Bucket ¥ & A~[Ff¥) TargetPrefix, LA{H AN[A] Bucket
1] log 7T LA X 73 Hi K o
TargetPrefix A2 B log S LI D9 i g8 i 44 - @
TriggerTargetBucket | fEt B & FET, HARTIEME log 2RAERIL | &
Bucket H1, OOS 2x[n itk Bucket 77 fiti H & .
TriggerTargetPrefix | fER &S, HARTIEME log UKL | &
ALIE STEZR
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TriggerSourceBucket | 7fEFHiH & FEF, JEHEIFULN log & {RAF 2k &
Bucket 1, OOS £ [1] It Bucket /7 fig H .o
TriggerSourcePrefix | fEFtiHA&TFEH, PWHEIEMA log KRN | &

[IESHER

® HFR=H 1
JREH &

PUT /?logging HTTP/1.1
Host: doc.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 12:00:00 GMT

<LoggingEnabled>

</LoggingEnabled>
</BucketLoggingStatus>

<?xml version="1.0" encoding="UTF-8"?>

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknil j96IIr0OPGiog

<BucketLoggingStatus xmlns="http://doc.s3.amazonaws.com/2006-03-01">

<TargetBucket>mybucketlogs</TargetBucket>

<TargetPrefix>mybucket-access_log-/</TargetPrefix>

® MR~ 1

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, ©3Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

® HERFHI 2
B H &

PUT /?logging HTTP/1.1
Host: doc.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 12:00:00 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog
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<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns=http://doc.s3.amazonaws.com/2006-03-01/>

® IR~ 2

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25

Date: Mon, ©3Sep 2012 12:00:00 GMT

Connection: close

Server: CTYUN

o HELZWK

TargetPrefixGMTYYYY-mm-DD-HH-MM-SS - E—=FFF R

HA1YYYY, mm, DD, HH, MM, SSZralAERHERER IS, H, H, /DB, 8, .

TargetPrefix /& H /7 7£ 5 3/ Bucket H AN E 1), WAKEE, MWZHIAfFLE. W FrrH 2
R 55 AR B, BRI SR NS AE AR
RGEAMERIHRHE . HP L E CMBR ARG H &S0, W RILE List Object 45

i€ prefix 24, PRkt IHAGHESTHE, AR5 MER.

MR P ERBIA S, HEIERASH L ZIHEL B TargetBucket 1, 2 HEIR — B [H],

o HAHE#
FERAK i #HE
BucketOwner |mailaddress@ctyun.cn Ji Bucket Owner

Bucket name

mybucket

53R 1 Bucket, 1% O0S Y2 —AM44
) bucket 8%, AAXAMERASH
PAEATA log H .

Time

04/08/2012 22:34:02 zz

TER B MR, %2 dd/MM/ yyyy

HH:mm:ss zz.
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Remote IP 72.21.206.5 TR 1P Huhk . o e] AR AN s
] E 23 BB S B A HE T SR AL 28 3t
Ik

Requester mailaddress@ctyun.cn WEREWMLAE. WREELVIN, B8
Anonymous.

Request ID e4dd82b2f0994896 Request ID /& O0S i — /N FFr e,
T ME—Aron B ME R

Operation REST.PUT.OBJECT REST.HTTP_method. resource_type

Key /photos/2012/08/puppy.jpg | EKRAI“Key #7r, URL gwtd. WiHiH

RAPBATRENG, SR

Request-URI

"GET
/mybucket/photos/2012/08/

puppy.jpg HTTP/1.1"

HTTP iR # ] Request-URI #4>

HTTP status | 200 i B (1) HT TP R A1

Error Code NoSuchBucket OO0S #4ixfd, WK AEH R, HoR“”

Bytes Sent 2662992 5V R B BRI BT, AL
HTTP Bl k. W2 0, o

Object Size | 3462992 Object L K/

Time 70 MNHSCRI T 3R 21 A HE i [ P T[]

Referer "http://oos.ctyun.cn" HTTP Referer i& 3Kk {H

User-Agent "curl/7.15.1" HTTP User-Agent 1% 3K 3k I{E

Version Id

3HL4kqtIviVBH4ONrjfkd

iR versionld 2%, WMEKHE, &

/—j_\A“-”
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7E GET #/ERY url 10 L logging, 7 LA3K13F5 % Bucket 1) logging. = Bucket owner 4 f¢
PATIEEAE, SR A 403 AccessDenied £ % -

® EXRIEE

GET /?logging HTTP/1.1

Date: date

Host: bucketName.oos-js.ctyunapi.cn

Authorization: signatureValue

® mipEER
vy R
BucketLoggingStatus | Wi 48 8% .
LoggingEnabled HEGEERASE, JEHEN, G5 nEk: SUitnsE X
Hrna#ARR.
TargetBucket {47 log I¥] Bucket, OOS 4x[H] It Bucket /£fif H &
TriggerTargetBucket | fEFH A& IHREH, HARTHIEILN log 2 PR A7 21 Bucket H1,
00S £ 1]t Bucket f7fif H & .
TriggerTargetPrefix | fERHLE &I HREd, HARTHIEMLN log ST LA AT S fr 44 o
TriggerSourceBucket | fEFHb A A& REd, BRI log 2 fR1F 2t Bucket H1,
00S £ 1]k Bucket f7if H & .
TriggerSourcePrefix | fERH &t FEF, VREZIEIBHT log ST LA AT dr 4
® iERRH

GET /?logging HTTP/1.1

Host: doc.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 12:00:00 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog
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® i N7
PAUR 2 E 1 H &R Bz

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns="http://doc.s3.amazonaws.com/2006-03-01">
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>
</LoggingEnabled>
</BucketlLoggingStatus>

LU WA BB H S i B 7 41

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, ©3Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns=http://doc.s3.amazonaws.com/2006-03-01/>
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4.3.14 HEAD Bucket

LEERE H R Bucket /& 778, MHH P ZEAEBIRVI A . W3R Bucket /775, 1M HH
BARR VTR, tb#E/EiR A 2000K. 5], %[\ 404 AL, B3 403 A BR

® EXRIEE

HEAD / HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn
Date: date

Authorization: signatureValue

® FHRRH

HEAD / HTTP/1.1
Host: doc.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 12:00:00 GMT

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj961Ir0OPGiog

® iR

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, ©3Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN
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4.3.15 PUT Bucket Trigger

7E PUT #AEM) url 0L trigger, A AREATE NN trigger MU4RAE, ROESI0—AN 17 53 b 55 Y5tk )
AR S . % i ) A HL FE Y Bucket EAEXS RS, OOS AT LURYEAC & 1 5us, H3)
B RIFRD B b it . —4> Bucket P LARCE 2 M kcas, (HRABEA — D EZEARK
o WRE AR HAEBOA M il 2 BAEXT S, T EAE PUT Object B, in Bk 3k x-
ctyun-trigger, {H2T5EM TriggerName. R Bucket owner A REHAT ILERIE, H4ik

[7] 403 AccessDenied 4 i o

® HRIFE

PUT /?trigger HTTP/1.1

Host: bucketname.oos-js.ctyunapi.cn
Date: date

Content-Length: Length

Authorization: signatureValue

<TriggerConfiguration>
<Trigger>

<TriggerName>triggerl</TriggerName>

<IsDefault>false</IsDefault>

<RemoteSite>
<RemontEndPoint>http://o0s-
js.ctyunapi.cn</RemontEndPoint><ReplicaMode>STANDARD</ReplicaMode>
<RemoteBucketName>bucket2</RemoteBucketName>
<RemoteAK> ak2</RemoteAK>
<RemoteSK>sk2</RemoteSK>

</RemoteSite>

</Trigger>

</TriggerConfiguration>

® EHERITE
S FR iR 72 5 IR
TriggerName Trigger K14 F%, RTFEBEHT, PSSR S, &EZ | 2
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20 NMFFF

IsDefault T BN trigger . =

RemoteSite ST AECECE, AT PARCE M 2 A R s E L | 5
Heaf, AR BRGNS B — 4> RemoteSite. WIERAELE
RemoteSite, F[J AN il 1| HoAth 55 it .

RemontEndPoint S B IR endpoint. &

ReplicaMode [FE B R B B AR S, WRAEE, SIS | &
Bl AL

RemoteBucketName | 5B JF L[ bucketName. &

RemoteAK SEHLTE PRI AccessKey . &

RemoteSK ST PRI secretKey . &
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4.3.16 GET Bucket Trigger

£ GET #4E 1) url H1i0_F trigger, 7T LA )45 %€ Bucket HECE A trigger. A Bucket

owner 7 BEHAT HLH#EAE, A 23% 8] 403 AccessDenied 4% o

® EXRIEE

GET /?trigger HTTP/1.1
Host: bucketname.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

® iR
2 FR i34
TriggerName Trigger HJ 4 FR
IsDefault 252 BIAH] trigger
RemoteSite S b B YR AR AH SCTE E
RemontEndPoint i BT Y ) endpoint
ReplicaMode (7] 2 2] S 1 B2 Yt ) ) AN A 5
RemoteBucketName b BRI bucketName
RemoteAK b BT ) AccessKey
RemoteSK BT R SecretKey
® FRH

GET /jsbuckettest/?trigger HTTP/1.1
Host: oos-js.ctyunapi.cn
Authorization: signatureValue

Date: Mon, 06 Jun 2022 08:11:58 GMT
Content-Type: application/xml

Connection: Keep-alive

75



e

>
Ay L 008 T &E R4V

® iR

HTTP/1.1 200 OK

Content-Type: application/xml;charset=UTF-8
Date: Mon, 06 Jun 2022 08:11:58 GMT
X-amz-request-id: 870498e4282345c3
Content-Length: 485

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<TriggerConfiguration
xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Trigger>
<TriggerName>tiggerNamel214</TriggerName>
<IsDefault>true</IsDefault>
<RemoteSite>
<RemontEndPoint>http://00s-js.ctyunapi.cn</RemontEndPoint>
<ReplicaMode>STANDARD</ReplicaMode>
<RemoteBucketName>jsbuckettest</RemoteBucketName>
<RemoteAK>f18e108a91f151ff412e</RemoteAK>
<RemoteSK>95ccc@7e04ec499e6805780e82aca®8e72777a45</RemoteSK>
</RemoteSite>
</Trigger>

</TriggerConfiguration>
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4.3.17 DELETE Bucket Trigger
7t DELETE #1E[1) url HHn k. trigger, AT LAMMFRHE Bucket 45 € trigger. A Bucket

owner 7 BEHAT HLH#EAE, A 23% 8] 403 AccessDenied 4% o

® EXRIEE

DELETE /?trigger=triggerName HTTP/1.1
Host: bucketname.oos-js.ctyunapi.cn
Date: date

Authorization: signatureValue

® iRl

HTTP/1.1 204 No Content
X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, ©3Sep 2012 12:00:00 GMT

Connection: close

Server: CTYUN
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4.3.18 PUT Bucket Lifecycle

I 1 P SR 0 B Bucket A= i A AR

A= i S i 0 G S T 0 30 A ok P I 1

A 52 P A A A DA o TSR, T DA 5 A o SR U DC 50 G e 2150 0 1 A= o ) A4

FHARS, OOS 22 5B MIBRE AT AR v Ji 1A v c 2 1 81 ST 1) AR iz el B B[] 2 [B] P e 2 6 —

BAEIR o BN GBI S, A TR EZ R EHRN R 45 2. 00S MIBRZHN G5, 2

7t Bucket log H1icsx—26 H&, #4FEDZ"00S.EXPIRE.OBJECT".

TR

© USRS G A R SRR B ) B S R, O R BN E Rk AR, TRIE R

® i Bucket P FAIA: A A BN IEZE BT MBS R &, UE U I B AN LRI A 28
5 8 Do A i A SRR BT 56 1S A e A R

® I Bucket A C B I AR i AR, AT I ER AR O B 00 AR i R AU 2R
Bucket CLAF7E A i AR, U T I 48 R 78 o A R0

® T4 Bucket 5z % {17 1000 5% 4 iy J& HIHLIU .

® [i]— Bucket 4= iy J& BRI AN REAZTE B I AT SR, 491 0 60 S ) M I 0 5 19 A iy Jo SR
T (AT 2% 52 ABC, T TEE BRI A ABCD Bk AB B A (121 S B3 56 5 1 4= iy & 39190
I8

® YISy Bucket BB T AR BRI, I S DA [ R T CU X GORN S ST A
MR B, AR T — M EA A, e RIS R 30 KEd i, M4
OOS H4 2304 2 A& A ¥ 30 i B A AN SA I B4 M Bk A B v

OOS H A F G I ) Gl o [ A= o o ST (]S S 2T R], 3 ECK B IR) I BA 2 R — R 11

GMT Z5ta] . B, —x%T GMT 2016 45 1 A 15 H 10:30 G172, AN 3 K,

A2 G 2 AT (] /2 GMT 2016 45 1 H 19 H 00:00. 455 — MR, O0S ¥ Ll fa

TR HE, Sk EFTHEZON R B I )

A L GET Object. HEAD Object £ )% 4t [t 1 3 ist 7]

® ERIEE

PUT /?lifecycle HTTP/1.1
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Date: date

Content-MD5: MD5

<LifecycleConfiguration>

<Rule>

<Expiration>

</Expiration>

</Rule>

</LifecycleConfiguration>

Authorization: signatureValue

Host: bucketName.oos-js.ctyunapi.cn

<ID>UniqueIdentifier</ID>
<Prefix>Prefix</Prefix>

<Status>LifecycleStatus</Status>

<Days>NumberOfDays</Days>

® iFNRk
vy i) BB HE
Content-MD5 | (¥ ¥ base64 Zwhid(1) 128 fiz MD5. MifRkWiH, DUERLE | &
B ) e B
® FHRITE
HFR %) —EB BT
LifecycleConfiguration | Z&#%, H&Z M4 1000 4NKEM) s
K. Kim
T1iRi: Rule
R T
Rule A B ERAL U Y A =% &
KA A
KT s LifecycleConfiguration
1D RN ME—FRIR, B 255 N4 75
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KM FRHEH
LHiri: Rule

Prefix BUTEAS AN 0 RATER, K 1024 N FF | &
K. FRHEH
LT m: Rule

Status i 7€ A A HFUOU IR A « v
® Enabled: A&/ AR LRI A= 5
® Disabled: B EHIRINIAA R
K. FRHEH
L m: Rule

Expiration FR i AR 24 &
K. i
T s Days
LT mi: Rule

Days PAREOR AR A o, B2 R Days fll
FAL. HHY Date —i%
LT A: Expiration —

Date A FSCIT [B] T S ISF ] R0 BRI s il I 5 | Days Al
H 90 75 AN 1508601 kS, I H a2 UTC | Date —ik
%5,  fl4n: 2002-10-11T00:00:00.000Z —
J5H: String
AT Expiration

o ERFH 1 B
R L RS — MR, XN A B logs/ T4 AN Gl e R S 1
30 KM, DIAHLI AR AL Enabled, OOS £EKG— B IRISIITA X A HUIN, MRt 3
Rt 5.

PUT /?lifecycle HTTP/1.1

80




e

>
Ay L 008 T &E R4V

Host: bucketName.oos-js.ctyunapi.cn
Date: date
Authorization: signatureValue

Content-MD5: MD5

<LifecycleConfiguration>
<Rule>
<ID>UniqueIdentifier</ID>
<Prefix>Prefix</Prefix>
<Status>LifecycleStatus</Status>
<Expiration>
<Days>NumberOfDays</Days>

</Expiration>

</Rule>

</LifecycleConfiguration>

® MR~ 1

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Tue, 13 Dec 2011 19:14:41 GMT
Connection: close

Server: CTYUN

o FEXRAH 2: ZHM
TN T2 i R LS 2 AN, S SRR SE BT LA logs/ A 4R RN SR AE G IS HY
30 KT, &5 —ANITE E AT A LA documents/y iT 4% O % 5K 7E A1 5 e 1) 365 Rt 39,
B3 AN RS /2 Disabled, RIANAEZRL.

PUT /?lifecycle HTTP/1.1

Host: doc.oos-js.ctyunapi.cn

Date: Tue, 13 Dec 2011 17:54:50 GMT

Content-MD5: 8dYiLewFWZyGgV2Q5FNI4W==

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog
Content-Length: 413

<LifecycleConfiguration>

81



e

>
Ay L 008 T &E R4V

<Rule>
<ID>delete-logs-rule</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>30</Days>
</Expiration>
</Rule>
<Rule>
<ID>delete-documents-rule</ID>
<Prefix>documents/</Prefix>
<Status>Disabled</Status>
<Expiration>
<Days>365</Days>
</Expiration>
</Rule>

</LifecycleConfiguration>

® IiNIRp 2

HTTP/1.1 2000K

x-amz-request-id: 32FE2CEB32F5EE25
Date: Tue, 13 Dec 2011 19:14:41 GMT
Connection: close

Server: CTYUN

® FERFHI3: & NFTHE X S HIFN
R SE A GRS I 1Y) 3650 AR -
TR IR T HIATSS, BN Bucket NI FTE X RAER. OOS K2 M B i /2 At
YU FRY FT A X B

PUT /?lifecycle HTTP/1.1

Host: doc.oos-js.ctyunapi.cn

Date: Tue, 13 Dec 2011 17:54:50 GMT
Content-MD5: 8dYiLewFWZyGgV2Q5FNI4W==

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog
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Content-Length: 226

<LifecycleConfiguration>

<Rule>
<ID>10 years all objects expire rule </ID>
<Prefix></Prefix>
<Status>Enabled</Status>
<Expiration>

<Days>3650</Days>

</Expiration>

</Rule>

</LifecycleConfiguration>

® iR~ 3

HTTP/1.1 2000K

X-amz-request-id: BDC4B83DF5096BBE
Date:Tue, 13 Dec 2011 19:14:41 GMT
Connection: close

Server: CTYUN

o ENRRH 4. BEARREMNREIFM
R EZ NN, FE RSN 2 MAZE A, e, A aEEhEE 7 —
ANFI, $55E A LA documents RTINS RAE 30 KRG 1M 51— FLNI4E & BT B
documents/2011 JYRTEE X RAE 365 KL H]. AEXMEIL T, 00S Hik [I451R1E & .

PUT /?lifecycle HTTP/1.1

Host: doc.oos-js.ctyunapi.cn

Date: Tue, 13 Dec 2011 17:54:50 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g
Content-MD5: 8dYilLewFWZyGgV2Q5FNI4W==

Content-Length: 226

<LifecycleConfiguration>
<Rule>

<ID>111</ID>
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<Prefix>documents</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>30</Days>
</Expiration>
</Rule>
<Rule>
<ID>222</ID>
<Prefix>documents/2011</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>365</Days>
</Expiration>
</Rule>

</LifecycleConfiguration>
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4.3.19 GET Bucket Lifecycle

I 1A 3R BT E B 1Y Bucket A2 i Ji 1.

® HRIEVE

GET /?lifecycle HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

® Mg R

22y ik

LifecycleConfiguration | &#%, & 100 MMHLN.
A R

T Rule
LR T

Rule A= i AN R 25 45
K. K

RFif: LifecycleConfiguration

ID FU g ME—ARoR, B 255 PMEFT

Prefix Fi HH A5 FH R D0 ) 0o BT
K. FIFH

L5 Rule

Status A= i SR FRIR S <
® Enabled: A AR SZ R AR
® Disabled: A AR
KA. Fr R
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AN

LR Rule

Expiration A o DV ) 25 45
K. R
Fi m: Days

LH . Rule

Days CARBCK AR A a3, B2 IR
FA. B

Vo R==~

A5 ;. Expiration

Date Az S )5 L ST T P 5 Sb A A R i T 2

H 3 Ak A\ 1508601 (&2, I HAE 2 UTC IFE mi. H
l: 2002-10-11T00:00:00.000Z.

. String

AN

RXH5 5. Expiration

o HiRfER

IR HRER HTTP Wi NS

NoSuchLifecycleConfiguration | The lifecycle configuration does notexist. | 404 Not Found

® ERFH
NI GET 155K M3 € 1 Bucket kB E dn A MR BC B A5 5., OOS R i Ji JA A e B 1%
[l 7R SR R TR TH BT S BT A LA logs TSk 16 GOl 7R 7 S5 11 30 K2

GET /?lifecycle HTTP/1.1

Host: doc.oos-js.ctyunapi.cn

Date: Tue, 13 Dec 2011 17:54:50 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

® i NN

HTTP/1.1 2000K

X-amz-request-id: BDC4B83DF5096BBE
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Date:Tue, 13 Dec 2011 19:14:41 GMT
Content-Length: 267
Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ID>30-day-log-deletion-rule</ID>
<Prefix>logs</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>30</Days>
</Expiration>
</Rule>

</LifecycleConfiguration>

87




=2

iﬁﬁ 00S H K #H CHS-V5

4.3.20 DELETE Bucket Lifecycle

I O T PR O & 1Y) Bucket ZE 45 B, OOS <=M FR46 & Bucket FAFTA A d & HATC B 3K
Mo F PR ok kAN 22 23, 00S A2 T H shilbl vt % .

® EXRIEE

DELETE /?lifecycle HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn
Date: date

Authorization: signatureValue

® FHRRH

DELETE /?lifecycle HTTP/1.1
Host: doc.oos-js.ctyunapi.cn

Date: Wed, 14 Dec 2011 05:37:16 GMT

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj961Ir0OPGiog

® iR

HTTP/1.1 204No Content
x-amz-request-id: BDC4B83DF5096BBE
Date:Tue, 13 Dec 2011 19:14:41 GMT
Connection: close

Server: CTYUN
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4.3.21 PUT Bucket CORS

5 15 %% 5 3 %2 (Cross-Origin Resource Sharing, CORS)E X 1 % /7 it Web N FE 5 4E — /M
55— W IEEAT A BRI, RN T SR E A IR, BRI
W&o B, 2okET A MG U A JavaScript £AHS A B 0] B RISk AR5, 0 % % 240
iZUi, KO AL B ARG R JE T AN R

it CORS, %/l AR =E & 1%/ ity Web SRR, A IE o] DL £8P b o v B 480 U 1]
0O0S Hk.

LR 2H KM CORS Hnfligst:

o 75t 1. ELUnA ML www.exam***ple.com, J&¥i{8iH T O0S. 7E web M 142
HE 748 A JavaScript SEHL_EAEXT R TIRE, (H2TE1Z web N, HAEMR
www.exam***ple.com K IE1EK, ) FAh WXl R 3% S R AR W 2R 4 . X FER S
B AL B N www.exam***ple.com F14% . WV E 7T EKE,
FU AT PLE#2 BAZ 2] O0S, MG M www.exam***ple.com H#% .

o 75t 2. L P E4 A website ff) Bucket FRFLEF WISk, 3k ) Endpoint /&
http://website.00s-website-cn.0os-xx.ctyunapi.cn. FLEE, FI 7 AEEfE R 0T i
JavaScript (f7fi7E It Bucket H1), #id OOS API endpoint 0os-xx.ctyunapi.cn 1] Bucket
ik GET Al PUT 153K ) #8122 L1k JavaScript KIXIX 86K, {HEH) CORS,
F A PABC & Bucket 327K H website.oos-website-cn.oos-xx.ctyunapi.cn F#555015 3K .

BE Bucket FIESIHIE R . WM E CARIAE, 00S 2w 'E. XA Bucket owner 4 BT
BeHRAE, 50253k 1A 403 AccessDenied £ fENC BB IE KN, H 7 AT PUEE XML KA
B AVFESE IR HTTP J7% . XML i RIEANfE#E T 64KiB.

OOS Y2k B I W28 AT 1 5K 5, B4 Bucket W4l CORS FL &, IR — A 505K
#H 1 R AHULAC ) CORSRule MK S #8015 K o AT SCIRULHS, 0625056 2 LA R 26
e iKY Origin Frk LZIILEC—™ AllowedOrigin JL & -

o iFHRIJTVABIW, GET i PUT), ¥ ¥t OPTIONS i3k [ Access-Control-

Request-Method 153Kk, WAlZHA AllowedMethod JTTE -

o TETNKiERT, Access-Control-Request-Headers iR 3| A Mg R L, 7

VCHEE—> AllowedHeader TG %
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® EXRIEE

PUT /?cors HTTP/1.1

Host: bucketname.oos-js.ctyunapi.cn
Content-Length: Length

Date: date

Authorization: signatureValue

Content-MD5: MD5

<CORSConfiguration>
<CORSRule>
<AllowedOrigin>Origin you want to allow cross-domain requests from</AllowedOrigin>

<AllowedOrigin>...</AllowedOrigin>

<AllowedMethod>HTTP method</AllowedMethod>
<AllowedMethod>...</AllowedMethod>

<MaxAgeSeconds>Time in seconds your browser to cache the pre-flight OPTIONS response
for a resource</MaxAgeSeconds>

<AllowedHeader>Headers that you want the browser to be allowed to
send</AllowedHeader>

<AllowedHeader>...</AllowedHeader>

<ExposeHeader>Headers in the response that you want accessible from client
application</ExposeHeader>

<ExposeHeader>...</ExposeHeader>

</CORSRule>
<CORSRule>

</CORSRule>

</CORSConfiguration>

® FHRITR

AR ik RHB LT
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CORSConfiguration | fxZ%f % 1001~CORSRules L& K48 p=
KA. KA

CORSRule F P FeVEES I YR A 5 7 &
KA. KA
¥ & AllowedOrigin, AllowedMethod,
MaxAgeSeconds, ExposeHeader, ID.
X5 4 CORSConfiguration

ID FU I ME—ARon o K255 FFF o &
A String
A1 i CORSRule

AllowedMethod RVFESIHTTP /7% . &1 ~CORSRule M /DAL &—A | &
YA — AT
A M4 (GET, PUT, HEAD, POST, DELETE)
75 ri: CORSRule

AllowedOrigin ARVFEBIE. &2ZO5—A * @R, . =
http://*.ctyun.cn.
AP WATLLRARE * o SRV TR S 457 1) .
A String
A1 R CORSRule

AllowedHeader 5 I 7E T OPTIONSIE 3k 1Access-Control - 5

Request-Headers: k5 & flheader & 75 fL 4«
Access-Control-Request-Headers &/ NER
KRR, D ALERI A ILE 2% H o

FU b 5N ALlowedHeader ik 2 A DL & —A * i
BefF 745, Bltn, <AllowedHeader>x-amz-
*</AllowedHeader>.

A String

A2 /i CORSRule

91




Keae

State Cloud OOS JF A # CH4-V5

MaxAgeSeconds i 2 P VAR N RE E YR Pk (OPTIONS) RiRE | 5
SERINGZAFIN ], BRALNED . SN, R
HEJFIGTE R, WA LH O0S KikTituik
—/CORSRuleiz Z U % —1"MaxAgeSeconds L % -
KA Integer
A7 i.: CORSRule
BUE: RTET-1 8. -1 ZoRFEHZF.

ExposeHeader R NHIER (Flan: o
JavaScript XMLHttpRequestX} %) BEWE 1y i) ) v
Z&H: String
A7 i CORSRule

® 5K
F— L 2K E https://docs.oos-cn.ctyunapi.cn YR F YR PUT. POST A1 DELETE i
Ko ZMNGAE T Access-Control-Request-Headers #r3k S0 ¥ 7k OPTIONS i 3K () T f5
prcko VEJVRHEAT TS OPTIONS 1R IR, OOS Kk [l 175 3K AR =1 Kk o
5 AN SV 5 — AN R0 B A A R BB IR R, HEE AN R A T 55— AR
https://example.bucket.oos-cn.ctyunapi.cn.

B AR VR A BT A IR IR GET iR, @R A2 s A 1 .

PUT /?cors HTTP/1.1

Host: examplebucket.oos-js.ctyunapi.cn
x-amz-date: Tue, 21 Aug 2012 17:54:50 GMT
Content-MD5: 8dYilLewFWZyGgV2Q5FNI4W==
Authorization: signatureValue

Content-Length: 445

<CORSConfiguration>
<CORSRule>
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<AllowedOrigin>https://docs.oos-cn.ctyunapi.cn</AllowedOrigin>

<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>P0OST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>

<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>

<AllowedOrigin>https://example.bucket.oos-cn.ctyunapi.cn</AllowedOrigin>

<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>P0OST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>

<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
</CORSRule>
</CORSConfiguration>

® 1N

HTTP/1.1 200 OK

X-amz-request-id: BDC4B83DF5096BBE
Date: Mon, 21 Aug 2017 17:54:50 GMT
Connection: close

Server:00S
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4.3.22 GET Bucket CORS

i% [A] Bucket HIB AL & 5 5 . R A Bucket owner A GEHAT I EEAE, <k [A] 403

AccessDenied 4% o

® EXRIEE

GET /?cors HTTP/1.1

Host: bucketname.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

® Mg R

22y

i1

CORSConfiguration

%2 4147100 CORSRules JT & 4558

74
ES

Hi‘
ot
28

CORSRule

P SC VRS SR AR AN T3 72 o

(=}

E
[
t

T A

Rfif: CORSConfiguration

ID

TR — RS o B K255 74 .
J5#. String

X5 A : CORSRule

AllowedMethod

H P RV EIIHTTP 57 . 8>CORSRuleM £ /A& —ANJE Il —
ﬁ“?ﬁo
KA. MH& (GET. PUT. HEAD. POST. DELETE)

L5 5: CORSRule

AllowedOrigin

M R . 2 AE—A * WM. .
http://*.ctyun.cn.
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HP WA LURTRE * SRR RvFira IEes 8 1h) .
. String

27 B CORSRule

AllowedHeader i#itAccess-Control-Request-Headersifkk, 1&7E it
OPTIONSI%H K i e - 153K k. Access-Control-Request-
Headers RN R L AR, W AUERUN A A TLEC R AE R 2% H
OO0S WAV A IE FuVF I B 2k
FUH 5 AllowedHeader P47 R AT LAl 200 & —> * JEBCAT T
fFo #lun: <AllowedHeader>x-amz-*</AllowedHeaders>.

A String
AZ 1 KL CORSRule

MaxAgeSeconds i 78 D5 28 9 TR V8 SR 22 A7 el LIS 8], DARD N AT o
—/MCORSRulefi 2 48— "MaxAgeSeconds JLZ »

AL Integer
A5 ri: CORSRule

ExposeHeader TR MR (Fltn: JavaScript XMLHttpRequestX} %) fE
517 18] PR 9 Sk o
A String
A1 KL CORSRule

® iFHRIRHI

GET /?cors HTTP/1.1

Host: bucketname.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

® iR

HTTP/1.1 200 OK

X-amz-request-id: OCFO38E9BCF63097
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Date: Wed, 13 Dec 2017 19:14:42 GMT
Connection: close

Server: 00S

Content-Length: 280

<CORSConfiguration>
<CORSRule>
<AllowedOrigin>http://www.ctyun.cn</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<MaxAgeSeconds>3000</MaxAgeSec>
<ExposeHeader>x-amz-server-side-encryption</ExposeHeader>
</CORSRule>
</CORSConfiguration>
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4.3.23 DELETE Bucket CORS

R Bucket HIESIIC B 5 S . A A Bucket ) owner A BESAT ILERIE, 15U/ 2xi%[A] 403

AccessDenied £51% .

® EXRIEE

DELETE /?cors HTTP/1.1
Host: bucketname.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

® FHRRH

DELETE /?cors HTTP/1.1
Host: examplebucket.oos-js.ctyunapi.cn
Date: Tue, 13 Dec 2011 19:14:42 GMT

Authorization: signatureValue

® iR

HTTP/1.1 204 No Content
X-amz-request-id: OCFO38E9BCF63097
Date: Tue, 13 Dec 2011 19:14:42 GMT

Connection: close

Server: 00S
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441 PUT Object

00S H k& HS-V5

BEHERAE F R 17198 7€ Bucket FHHEIN— X5, R AIEERE X% Bucket 5 HRR, M b

AN SERE IR R o

VEBA: MR LAREA S ASCILES N 0 545 (NUL),

® FHRIEE

PUT /ObjectName HTTP/1.1

Date: date

Host: bucketName.oos-js.ctyunapi.cn

Authorization: signatureValue

® FHRSH
2R i34 B IR
Cache-Control P IR R/ 0] B2 77 R E LRAFAT o
Content-Disposition fi O R iR P4 S 73
Content-Encoding i HO6 G A B A =X 4
Content-Length FHZ75 1977 08 SO R R &
Content-MD5 1% 1% RFC 1864, f#1FH base64 Znfidts sNAEAS B | &
128 fii. MD5 1H
Content-Type FRUERT MIME 2R 81 B SR IR N 25 2 o
R EAE R A TP AU R, TR EAE put X R,
H4hn Content-Type 15Kk, #1 jpg Bl A HY
Content-Type & image/jpeg; pdf SCHFH)
Content-Type s application/pdf.
Expires X RAS PR G2 AT B TH] 4

M. String
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X-amz-meta-

AR Sk XA BT ST A6 > B A= F P (K o8
i, MHPRRE, BRI R AR
A, PUT 3K Sk R/INIR 8 8KiB. £ PUT 155Kk
P E U e B /N BRI 2KiB.

oA

Xx-amz-1limit

SR AL BRI R A

XN x-amz-limit:rate=xxx, BUE A KT 0
R, A2 KiBlse 4EUEZA KT 0 /NT 128
HIREHNS, 42 55T 128KiB/s AbF.

o

x-amz-storage-class

Bl AR, BRI B SRIAR A 4. A
S AT A AR HERS AT A7 . X TREEANK
HYL, AT DL A R, F P AT RGBT
R R PR

57 String

HU{E: STANDARD

ERI\E NSTANDARD.

oA

® FHERRH

7t Bucket myBucket 1, 17l A my-image.jpg.

PUT /my-image.jpg HTTP/1.1

Host: myBucket.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 17:50:00 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

Content-Type: image/ipeg

Content-Length: 11434

[11434 bytes of object data]

® iR

HTTP/1.1 200 OK

X-amz-request-id: ©A49CE4060975EAC

Date: Mon, 03 Sep 2012 17:50:00 GMT
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State Cloud

ETag: "1b2cf535f27731c974343645a23985328"
Content-Length: ©
Connection: close

Server: CTYUN
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442 GET Object

UEHRAE FI AR 2E 00S HNAT G058, HUT GET $.fE, IS 413 Object F7ERY Bucket 4
BRI A1 Bucket & public read fBUHL, [E5 44 Fi /™ 7 DA SR 17 AT SR 1 .

® EXRIEE

GET /ObjectName HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

o FHRZE
2 FR R B IR
response-content-type WHEIR A SH ) Content-Type. 5
response-content-language WHEIR[FISLH ) Content-Language. 5
response-cache-control WHEIR[FSLH ) Cache-Control, 5
response-content-disposition | W &R A3k ) Content- Hh
Disposition.

7E: O0S &4 response-content-
disposition A H{E 1 B 0 B Sk
Content-Disposition H. XJTA[AH
W, MBS T AT REANE], T
VERZ iR e il BIantT- 1E 4%,
BURCE NI O axt, R4
response-content-disposition %1%
HAH
attachment;filename=URLEncoder.en
code (URLEncoder.encode("

4 .txt",”UTF-8”), "UTF-8").
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response-content-encoding WHEIR[AISLH ) Content-Encoding. 5
x-amz-limit X N B PR ] (R A &
Wk

® x-amz-limit:rate=xxx
® x-amz-limit:concurrency=xxx
® x-amz-limit:rate=xxx,
concurrency=xxx
Horp
® rate ANHEFR, BUE KT 0 HIHAL,
AL KiBfs. HBUEE KT 0 /M T
128 PAEEUN, 15 RS T 128KiB/s
AbFE
® concurrency NIt KEREE. BUEN
KT 0 HIIEEEH
response-expires WEIRELPH Expires. 5
® IERLMK
R i %) R
Range THADXNRBIEE FEH . Kk Range: | &
bytes=n1-n2. nl, n2 N AKTZT 0 4.
If-Modified-Since iR [l ANESRE I A GE B s 5, R e | R
304 fifi%
If-Unmodified-Since | iR [m]—AMEFEE N 8] (iR REPAESIS G, BIGRE] | 5
412 R
If-Match XS RE ETag HHEE—Fu, RENR. S0 | &
R [A] 412 FEiR
If-None-Match MG ETag 5fEEA I, REIHSR. & | &

MR [A] 304 481
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L) VEZ S

ey i35

X-amz-expiration WX R E T RIHARTE, A4 O0S i [a] Hema i3k o 1 AN 3
LA A E X expiry-date 1 rule-id. rule-id &2 URL
TN

® ERR B
N ] FRR R R % my-image.jpg

GET /my-image.jpg HTTP/1.1

Host: bucket.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 22:32:00 GMT

Authorization: AWS 8lebcl16ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

® i

HTTP/1.1 200 OK

X-amz-request-id: 318BC8BC148832E5

Date: Mon, ©3 Sep 2012 22:32:00 GMT
Last-Modified: Sat, 01 Sep 2012 17:50:00 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 434234

Content-Type: image/ipeg

Connection: close

Server: CTYUN

[434234 bytes of object data]
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443 DELETE Object

Delete #AERERIEE X R, BEA X RITE Bucket SAUR A HI 7 A4 7] AT BEHRAE

® HRIEVE

DELETE /ObjectName HTTP/1.1

Host: bucketName.oos-js.ctyunapi.cn
Date: date

Content-Length: Length

Authorization: signatureValue

® 5K

HiBE— B A 3R my-image. jpg.

DELETE /my-image.jpg HTTP/1.1

Host: bucket.oos-js.ctyunapi.cn

Date: Mon, 03 Sep 2012 17:50:00 GMT

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj961Ir0OPGiog

Content-Type: image/ipeg

® iR

HTTP/1.1 204 NoContent
X-amz-request-id: ©GA49CE4060975EAC
Date: Mon, ©3Sep 2012 17:50:00 GMT
Content-Length: ©

Connection: close

Server: CTYUN
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444  PUT Object - Copy

BEHRAE F R QI — M AE OO0S B ¥ DL, KELTFIAT A GET, RJEHEHAIT K

PUT. ZEHATHE DLER, F P 75 ZRER A SRR, % H bR Bucket A 5HLR

® EXRIEE

PUT /destinationObject HTTP/1.1

Host: destinationBucket.oos-js.ctyunapi.cn
X-amz-copy-source: /source_bucket/sourceObject
X-amz-metadata-directive: metadata _directive
X-amz-copy-source-if-match: etag
X-amz-copy-source-if-none-match: etag
X-amz-copy-source-if-unmodified-since: time_stamp
X-amz-copy-source-if-modified-since: time_stamp
X-amz-meta-paramater: value

Authorization: signatureValue

Date: date

® JERAMET

AR iR YW
X-amz-copy-source U5 Bucket A% RIHAFR, BRI E, =

FAL: TR
x-amz-metadata-directive | F§EICEE RPN RS EH oAUREpIER | &

SR AL T 7

RE: PR

g :

® COPY: [RfFfRA! (x-amz-storage-
class) AhH)HAb CEIE CRIF AL, $5I1
ot B ) e

® REPLACE: Jrfy R 46 Jo ¥ #4458 5 1) T
BB .
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ERIMELN COPY.
EE: RBUE N COPY, WX GFH KX %
AR, DDAZ5HE N x-amz-storage-class,
HINAGERE DL, 3R [9] 400 F 1RAY .

X-amz-copy-source-if-

match

WA KX R 1 Etag 545 %€ Etag ULECHS, A4
BEPAT X G5 DL e, BIERE] 412 HTTP IR
EN LT

KB TR

o

X-amz-copy-source-if-

none-match

R X R 1) Etag 545 7€ Etag AVLECHT,
A BEPAT X R DUERAE, SR [H] 412 HTTP
RASTDEE IR o

RE: T HE

oA

X-amz-copy-source-if-

unmodified-since

WGP RAETG I E) 5 2 5 A 1B, A3
ITR G DA, BRI 412 FiR.

RKA. 4 https:/ftools.ietf.org/html/rfc7232 #1
TS HTTP B R4 5

oA

X-amz-copy-source-if-

modified-since

REVEN R E R A iz Eedad, 4397
XTGP DR, SN E] 412 Hix.
KA. 54 https:/ftools.ietf.org/html/rfc7232 #i

SEA% U HTTP B [ 25 5

gl

x-amz-storage-class

W A7 T

HE): String

EXf&: STANDARD: FrifEf7fi;
BRIME N STANDARD.

oA

X-amz-meta-paramater

R B X oedlE, R URIER 2, B
5 e n R 2 AL
RE: 7

oA
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® mIR7Z5R

ZHR iR

CopyObjectResult B E BT e S 4 SR IR A A

ETag IR B R 1 ETag. ETag R MG RN ERA T A, THdE
LastModified AR B0 G e e — IR AE U H
® iHRRH

AEE T bucket-sample H X 5 my-image. jpg Ehl— 1 BIALEAER, Xt

my-second-image.jpg-

PUT /my-second-image.jpg HTTP/1.1
Host: bucket-sample.oos-js.ctyunapi.cn
Date: Mon, ©3Sep 2012 22:32:00 GMT

X-amz-copy-source: /bucket-sample/my-image.jpg

Authorization: AWS 8lebcl16ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

® 1N

HTTP/1.1 200 OK

X-amz-request-id: 318BC8BC148832E5
Date: Mon, ©3Sep 2012 22:32:00 GMT
Connection: close

Server: CTYUN

<CopyObjectResult>
<LastModified>2012-09-01T22:32:00</LastModified>
<ETag>9b2cf535f27731c974343645a3985328</ETag>
</CopyObjectResult>
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4.45 Initial Multipart Upload

K ORI — 7 i B A% (Multipart Upload) #:4F, Jfik[l—/4> A% ID, 1t ID HISRK
oy i EAEBRAE T EARRIITE S I G I PESAT R — 7 AR R (LR
KRBT RIED W ARIZIRE 1% ID. I AT DAER R B A% 7E i e — MoK
T8 E % D BE AL T BGT %90 AR RN € % ID.

® EXRIEE

POST /ObjectName?uploadsHTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn

Date: date

Authorization: signatureValue

® iHRLEA
81 8 AT DU IS — T SR Sk SEIU B4R
ZFR HiiR RB LR
Cache-Control A LAHISRAR 72 15 2R B B o Y 22 A7 54 &
J5H: String
ERIME: None
Content- i 8 X R A TS B &
Disposition FA: String
ERINME: None
Content-Encoding FREX R AR BRI T L & | &
TEFREUE Content-Type kBt 5| F i) media-
type R FH AT AR 5 3
J5A: String
ERINME: None
Content-Type FH SRR X G B+ AR IHE MIME 2878, @
J5A: String
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ZRiMHE: binary/octel-stream
BRI (L MIME 287!

Expires X RAS P 22 A7 I [A] 6 o
J57 . String

x-amz-meta- FEATLL x-amz-meta- NET K LA S ER P | &
TCEE, BRI A, 2 P IR B
GRS Aige A DAy i 7 ) — 08 23 B 3R ]

x-amz-storage-class MR RE, E IR eI e v b | &

1% JE B BN R 6T 52
J5M: String
HU{f: STANDARD.

ERIAME N STANDARD.

L) VEZ S

2 FR i34
InitiateMultipartUploadResult | £ Bl Wi i 45 B 45 28

KA. Riw

F555: Bucket, Key, UploadId

A o
Bucket g3 b EAEXT IR Bucket 4 FR .

J5M: Sring

RLH7 /4. InitiateMultipartUploadResult
Key 73 P AR LR BRAAFR

J5A: String

A5 . InitiateMultipartUploadResult
UploadId 2 F AR ID

257, String

N

L9 f: InitiateMultipartUploadResult
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® FRaH
¥R AT % example-object i EAL#RAE.

POST /example-object?uploads HTTP/1.1

Host: example-bucket.oos-js.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj963IrOPGiog

® iR

HTTP/1.1 200 OK

X-amz-request-id: 656c76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 197

Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Bucket>example-bucket</Bucket>

<Key>example-object</Key>
<UploadId>VXBsb2FKIE1EIGZvciA2aWWpbmcncyBteS1tb3ZpZS5tMnRzIHVwWbGOhZA</UploadId>
</InitiateMultipartUploadResult>
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446 Upload Part

R O T 5280 i B ARERAE AR B A%
1E EARATAT—AN 0 2 8T, DOHATRER IR B IR . BE RV i AR ERAE, W14
W fE, 008 iR [Fl—A> FAL ID, X&E—PHE—RFRiR, A UAETR A Upload Part

I I AZ 1D

73 Fi 5 PartNumber 1] LLME—FRiR—AN Bt BE 3Gz et b if &, JalE 1 3

10000 4R SR F 2 A _EAR L B R Bei) 0 e 5ok AR oy Fro 2R ol = s
B 1 BJa— A oAb, BE 7 R RN RIZAIN T SML - a0 IR/ SZ IR
N T HAREEE A 2 T SR SOR, & EAR D2 7 EAEIER PR E Content-MDS5 3k,
OO0S EIT FZ L) Content-MDS5 {E K4S B EHE (5 BEE, WERANLHES, TSk [A]— N8RS

El

VAN YY)

® FHRIEE

Date: date

PUT /ObjectName?partNumber=PartNumber&uploadId=UploadId HTTP/1.1

Host: bucketName.oos-js.ctyunapi.cn

Content-Length: Size

Authorization: Signature

® ERSH

A P F XY
PartNumber PR BRI . BEUE, BUEE A& [1,10000]. E

® JEKRLAEN

R iR BB
Content-Length R RAS, DTN AL &

5 Integer
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Content-MD5 %5 Fr B 1) 128 £ K H base64 #ifidft MD5 fH. X | &
AT DL R BAIE 73 b et 2 75 5 IR e S (8 TRy
—HL JRERAMEARA TR, AT R
Content-MD5 Ll A AT S 21 i ) — EPERL S -
2. String
Expect WERH PN R E 1%k N 100-continue, NI | &
FHAEFRWCRITE SR (B B2 BT A 2 AORTE R LAk . U iR A,
TREHBEHHEL, BRI EASHIIE.
5 String
A[i%{E: 100-continue
x-amz-limit X% b A% BRI R 7£T
S WE
® x-amz-limit:rate=xxx
® x-amz-limit:concurrency=xxx
® x-amz-limit:rate=xxx, concurrency=xxx
Hrp
® rate NIHEE, BUE VKT 0 HyHH, Ak
KiB/s. HUER KT 0/NT 128 HHEIT,
1A G T 128KiB/s A
® concurrency A KEEE. BU{ENKT 0
1 IR B4
® mRyEER
Z2Y i (i35
Etag B AR 5E U IR 8] ) ETag . A7 Ea.
® {HIRHD
e ARG #iR HTTP R&H
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NoSuchUpload TR o BAE I REATEAE, A% 1D ATREdEEE, | 404Not Found
oy Fr b AL FE AT BEA £ 1k 53 CA SE K

o ERTHI
PR H LR A R EE3RME, HRER ST Initial Multipart Upload 1
fEeRKERE 0 112 1D,

PUT /my-movie.m2ts?partNumber=1&uploadId=VCVsb2FkIE1EIGZvciBlbZZpbm
cncyBteS1tb3ZpZS5tMnRzIHVWbGOhZR HTTP/1.1

Host: example-bucket.oos-js.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 10485760

Content-MD5: pUNXr/BjKK5G2UKvaRRrOA==

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj961Ir0OPGiog

***part data omitted***

® i
Wi AL 5 Etag sk, T A iR RGE SE O i B AR R SR I 5 1% Etag fH .

HTTP/1.1 200 OK

X-amz-request-id: 656c76696e€6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

ETag: "b54357faf@632cced46e942fa68356b38"
Content-Length: ©

Connection: close

Server: CTYUN
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447 Complete Multipart Upload

A% LI A BT B A R BOR e — R i AR R

FP B el o Fr PAR RS, AR5l R VR R BB IR, S0 LEFTE 9 A . R
— U A PAER R BT ARG A B b 2 5, PRI M DR A i B AR AR . i Bl
AMERIIE, 00S 22 43 5 T+ HEF 1 77 20K I A i BUR IRPFEER G @ — B K3 42
FE3X A Complete Multipart Upload 3K, F P HRZ4R MM ERFIL. [FN, DAHHTRX
A BANE AT B B AU B4 LS8R, Complete Multipart Upload #:1E 244 A B 5
R RO BRI K . X BAIR PN B, FR BRI B A 58 U IR R
ETag 3k R A% R 20 5

AbPE— X Complete Multipart Upload 153K 7] B8 75 ZAE 3 J L3 8PS [A] . OOS FEAL BRI AN K 2
i3 K% —AME 9 200 MRk FEACFRIXANMEREFE S, O0S ki — BUi I mt 23 )ik — 4
R TRERT LR o BA— MG SRIEVIUR 200 W8 228 % H 2 ST se i,
A S PR DT SR AR )

HER: WH Complete Multipart Upload 153K 2RI, A TR B 1% 2% 15 E 8T K% %08 3K

H - Complete Multipart Upload 15 3K 7 fE 75 Z4E 5% JL 3 B0 18], Bir L OOS $2tft 7 A& 3 B
] PLEEEL Object N HIThRE. {EA I H Complete Multipart Upload % 1 & 5 F B,
A LI I A Get Object $2 FRSREUCCAE A, O0S SR ¥ Beilr — XA 1 uploadld, L4y
RS T 75 2P Be A 2, IR RIS i (HLIG T AS B IR [ BEAN SO ETag {8

o ki

POST /ObjectName?uploadId=UploadId HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn

Date: Date

Content-Length: Size

Authorization: signatureValue

<CompleteMultipartUpload>
<Part>

<PartNumber>PartNumber</PartNumber>

<ETag>ETag</ETag>
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</Part>

</CompleteMultipartUpload>

® FXKITER
2R i3 R’ WG
CompleteMultipartUpload THRI R RS &
R T
K. R
TR LAEEA Part JTTHR
Part — B A &
i f: CompleteMultipartUpload
R R
F 9. PartNumber, ETag
PartNumber PR B s, BUE YO 2 1~10000. | &
LA m: Part
KA. Integer
ETag Fr B B AL SE RGN IR [B] ) Etag N2 &
LA Ri: Part
M. String
LILEIVREE S
2 FR i3
CompleteMultipartUploadResult | & #2828 .
KA. Rim
FI9 5. Location, Bucket, Key, ETag
Location Bl iR A URL dbdik.
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TF
e

: URI

N

<t

)

Ri: CompleteMultipartUploadResult

Bucket

I3 Fr EAE XS LR RO A

J57 . String

L7 /i: CompleteMultipartUploadResult

Key

HRIE IR R Key

2. String

L7 /i: CompleteMultipartUploadResult

ETag

:J:
M. String

Tag HIRARIET G B0 SR8, A A R B 0

%, B Tag AR, ETag H2—MAEW M T

Frep, el DU AT DA R — /S0 R8s ¥ MD5

6, W ETag EAZE ALK MD5 H, Bt

B AEE A AN AR, I HIEEE A D
32 fi/Z T 32 Lff+75 it E

/

Y1 /&: CompleteMultipartUploadResult

® GRS

i ARG

ik

HTTP RS

InvalidPart

—AECE ZMRE R BOCER S, R BOTRRA
W b AL, BCE TR E I tag (EER B tag 1E AL
LG

400 Bad Request

InvalidPartOrder

Fr BOIRACTHFHES, B R 2R 73 Fr
TN HES

400 Bad Request

NoSuchUpload

TRERI D Fr LA REAAEAE, A% 1D W] REdRL,
oy i EARE R AT BER 25 1R BE C A e R

404Not Found

InvalidPartSize

WMANT M 5 ol 2 el 2 il %
1E&IF0 A

400 Bad Request
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® FRaH
7 CompleteMultipartUpload TEHIEE T =1 F E&.

POST /example-object?uploadId=AAAsb2FkIELEIGZvciBlbHZpbmcncyWeeS1tb3ZpZS5tMnRzIR
RwbG9hZA HTTP/1.1

Host: example-bucket.oos-js.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 391

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj963Ir0OPGi0g

<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"ab54357aff0632cce46d942af68356b38"</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<ETag>"0c78aef83f66abclfale8477f296d394"</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<ETag>"acbd18db4cc2f85cedef654fccc4add8"</ETag>
</Part>

</CompleteMultipartUpload>

® iR
I T R L R RS A R R R

HTTP/1.1 200 OK

x-amz-id-2: UuaglLuByRx9e6j50nimru9p04ZVKnJ2Qz7/CINPcfTWAtRPfTaOFg==
X-amz-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
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<CompleteMultipartUploadResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Location>http://example-Bucket.s3.amazonaws.com/example-Object</Location>
<Bucket>example-Bucket</Bucket>
<Key>example-Object</Key>
<ETag>"3858f62230ac3c915f300c664312c11f-9"</ETag>
</CompleteMultipartUploadResult>
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448 Abort Multipart Upload

TR AT &I i EARERAE. 0 v EARBRAERR LR, M AREEIER B4R 1D _EARIL
B ZHTC EAESE R P BOYT b A 2 TR R ORI A SR I AR AR By BUEAE A%,
Z bR RE S B AT BEAN . BTEL, D8 7RI B BT 5 IAE il e e], T RE G
Z IR Fr EARERAE

® EXRIEE

DELETE /ObjectName?uploadId=UploadId HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn

Date: Date

Authorization: signatureValue

o iRk
M ARG i35 HTTP RS
NoSuchUpload fRE M v FAEI AL, BA% ID WREdE, 404Not Found
oy b b AR RE AT REA 46 1R B A TR
® iFHRIRHI

IR A% 1D R — k7> v EARERAT

DELETE /example-object?uploadId=VXBsb2FkIE1EIGZvciBlbHZpbmcncyBteS1tb3ZpZS5tM
nRzIHVwbGO9hZ HTTP/1.1
Host: example-bucket.oos-js.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0PGi0g =

® iR

HTTP/1.1 204 OK
X-amz-request-id: 996c76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: ©
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Connection: close

Server: CTYUN
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449 List Part

ZERAEH T A — ok i BSR4 EAESE UK A B

ZHEAE LS — AN E I Initial Multipart Upload #24E3REU _EA% 1D, ZiE R & £ R [F] 1000
AN EAERBAE R, BRIMR B BEOR 1000, 7 AT BUBEE 4R 2 max-parts ZHCRTE E— Ik
THRIR E R B A P 4 B AR AR IS 1000 AN B, i R ) IsTruncated 7B
L D0 4% 8 B AR true, I HLAEE — > NextPartNumberMarker JGE . I/ 0] LLZE R —MELEN)
List Part i 3K I\ part-number-marker 24, FFH0E E 1K B A — AN KR 1] 1
NextPartNumberMarker {H -

® HRIFE

GET /ObjectName?uploadId=UploadId HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn

Date: Date

Authorization: signatureValue

® ERSH

2R i3 R/ UM
uploadId Z 1D HRAR IR — 0 i BAR AR &

KA. String
max-parts B HE ) 7 R [ g B R s R H &

J5#. String

ZRIME: 1000

part-number-marker | fREMKRIIRIEI R BERSRS, RAWZAERE | 2
s B B S s 2 R
J5A: String

encoding-type feEm iR Key Mgt iRl i Key €5 xml 1.0 | 15

FRUEA SRR A4, P 152 B 1% 2 B0 e 37 HH 1)
Key 47 9wt
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57 String

HUE: url, FREAXAI KNG,

L) VEZ S

2R R
ListPartsResult A2 B e B ) 7S 2
KA. KA
F 9. Bucket. EncodingType. Key. UploadId.
Initiator. Owner. StorageClass. PartNumberMarker.
NextPartNumberMarker. MaxParts. IsTruncated. Part
KR T
Bucket oy EAR X R R AR
A String
R Hif: ListPartsResult
EncodingType Key Igmit2 R,
KA. String
. ListPartsResult
Key F ORI R Keys
K. String
R Hifi: ListPartsResult
UploadId 7y i BAZ 1D,
J5#: String
L5 ListPartsResult
Initiator BE AT IR v EAR SRR K o
FT555: ID, DisplayName
KM KA
R ListPartsResult
ID OOS K J 1) 1D,
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M. String

Vo ==~

RF & Initiator

StorageClass

X R

M. String

STANDARD,

LA A ListPartsResult

PartNumberMarker

MFREBM BN BRI,
. Integer

LA A ListPartsResult

NextPartNumberMarker

HRAEREA R ITE Fr B2 58, hooRIEE PR T IR )G
— A BB T WS TR — IRES AR K )
part-number-marker Z¥ (14 .

A, Integer

AN

LH A ListPartsResult

MaxParts

ey &2 7 B PR e R E
KA. Integer

Vo ==~

R E: ListPartsResult

IsTruncated

PRI i EARE R P A BOR S s, oy
true W ZRWAH ER S H . Wy v AR R R v BBl T

MaxParts JCE i & HIRRH, W2 B IRFIERE K ICIEK P
A B H

J574: Boolean

A2 A ListPartsResult

Part

HHEA R B B AE A, W N AR REAL S 0 MEE AN Part TR
FA5 45 PartNumber, LastModified, ETag, Size
M. String

25 A ;. ListPartsResult

PartNumber

PR B S

M. Integer
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AN

L . Part

LastModified Jr B bAR SE R H A
KM, Date

Vo ==~

L5 R Part

ETag B EARSE RN IR [ ETag {6
2. String

Vo R==~

LA Part

Size Fr BRI s RN
KA. Integer

AN

L5 . Part

® {HIRHD

e AR iR HTTP RS

NoSuchUpload e i i bR FEAAAAE, BA% 1D AlREdEYE, 43 A | 404Not Found
AR FE AT e 2 b B B SE R

o ERTHI

[P LA 7RI L TFSKROR YRS B 001 B FIHIAD List Part WRAE 7 max-
parts il part-number-marker . JEUKIRIIL T HBI B 1 BOPSAH B IR
e P BLSRHLEL P B 2 A B 30 ST B0 B e, UM BB AR AE AT SE A,
e £ 8 4 true () IsTruncated J6%. [N, WISZAFIE 2B & 3 1
NextPartNumberMarker 763, 3% /MEIIR A T — VO£ IF1 4 part-number-marker
BHII.

GET /example-object?uploadId=XXBsb2FkIE1EIGZvciBlbHZpbmcncyVcdS1tb3ZpZS5tMnRzEEEw
bG9hZA&max-parts=2&part-number-marker=1 HTTP/1.1
Host: example-bucket.oos-js.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog
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® i

HTTP/1.1 200 OK

X-amz-request-id: 656c76696e€6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 1014

Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Bucket>example-bucket</Bucket>
<EncodingType></EncodingType>
<Key>example-object</Key>
<UploadId>XXBsb2FkIE1EIGZvciBlbHZpbmcncyVcdS1tb3ZpZS5tMnRzEEEwWbGOhZA</UploadId>
<Initiator>
<ID>mailaddress@ctyun.cn</ID>
<DisplayName>umat-user-11116a31-17b5-4fb7-9df5-b288870f11xx</DisplayName>
</Initiator>
<Owner>
<ID></ID>
<DisplayName></DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
<PartNumberMarker>1</PartNumberMarker>
<NextPartNumberMarker>3</NextPartNumberMarker>
<MaxParts>2</MaxParts>
<IsTruncated>true</IsTruncated>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2010-11-10T20:48:34.000Z</LastModified>
<ETag>"7778aef83f66abclfale8477f296d394"</ETag>
<Size>10485760</Size>
</Part>
<Part>
<PartNumber>3</PartNumber>

<LastModified>2010-11-10T20:48:33.000Z</LastModified>
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<ETag>"aaaal8db4cc2f85cedef654fccc4adx8"</ETag>
<Size>10485760</Size>
</Part>
</ListPartsResult>
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LUK A7 AE [ Object AF N Be EAR A B, #8 WUAE R — M8 B /& 244 e iRk x-

amz-copy-source K& X# IR, a8 +# DU Object H (1) —347,

copy-source-range.

® EXRIEE

A P K=k x-amz-

PUT /ObjectName?partNumber=PartNumber&uploadId=UploadId HTTP/1.1

Host: BucketName.oos-js.ctyunapi.cn

X-amz-copy-source: /source_bucket/sourceObject

X-amz-copy-source-range:bytes=first-Last

X-amz-copy-source-if-match: etag

X-amz-copy-source-if-none-match: etag

X-amz-copy-source-if-unmodified-since: time_stamp

X-amz-copy-source-if-modified-since: time_stamp

Date: Date

Authorization: SignatureValue

® FXRL
HHR E1:5%) BB
X-amz-copy-source 5725 Bucketname Il Objectname, FHRIAT/Z> 2
[
KA. String
x-amz-copy-source-range | E MJF object ¥ U1 ] bytes ilfl. Rage {HIIMHE | &

& bytes=5 — M-I E — M. BN
MO JFtE. BilhnZE$E DUET 10 ~575, bytes=0-
9. HAVFRTKT 5G i object #E4THE 7345 DL
Ak

R T TS object, AN EIX k.

J5A: String
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X-amz-copy-source-if- WX R ARAR 5 25 @ bR L I AT HE L | 5
match XFRIERAE, I RIR A 412 F5iRA .
X-amz-copy-source-if- WS RSLARFRZE MG & SRR BEA F M HATH | &
none-match DUERAE, A R[E] 412 FERED
X-amz-copy-source-if- WS RAEFR E W8] 2 A B sod WHaTr# | &
unmodified-since DURAE, SNER[A] 412 45 RED
X-amz-copy-source-if- WS RAEFE E W8] 5 2 e s ot MHATH I | &

modified-since BAE, SNERIE 412 FR0
® MRNZER
HHR i3
CopyPartResult A F A e B ) 52
K. R
KR T
ETag oy A ETags
J5#: String
A7 Ki: CopyPartResult
LastModified o3 Fi R 1B AU T
KA. String
A7 Ki: CopyPartResult
® FHRpH
N IS SRS A Object Frfig e vulH, #5 DA B— N8 v B

PUT /newobject?partNumber=2&uploadId=VCVsb2FkIE1EIGZvciBlbZZpbm

cncyBteS1tb3ZpZS5tMnRzIHVWbGOhZR HTTP/1.1

Host:
Date:

X-amz-copy-source:

example-bucket.oos-js.ctyunapi.cn
Mon, 11 Apr 2011 20:34:56 GMT

/source-bucket/sourceobject

X-amz-copy-source-range:bytes=500-6291456
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Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj961Ir0OPGiog

® i

HTTP/1.1 200 OK

X-amz-request-id: 996c76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Connection: close

Server: CTYUN

<CopyPartResult>
<LastModified>2009-10-28T22:32:00</LastModified>
<ETag>9b2cf535f27731c974343645a3985328</ETag>

</CopyPartResult>
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4411 Delete Multiple Objects

HEEMIFR Object LhAESCHFH —4> HTTP i K MHFR— > Bucket H1HIZ 4> Object. UWIRARAITE /K
FEBMIBR 1) object 4477, MLIhRETT LASH B M BRI LE object, 1T AN FH 36 22 AN BB R B  176 3K
PR R SR A — AN AT 1000 4 object [f) XML 512, fEIXAS xml H, R 24 2 ZE )
B[¥) Object 144 7. X T4/~ Object, OOS #oxik FIMBRIAE R, MINEEE K. HE, A
FAERH Object NELE, H4 O0S 23R [k ) .

P B T e SR ARG SRR B, AT (S BRI (S 2. BRIMBHLR, 00S 7Em v o 2> &,
NATE R, B EAE object IMIBRSE . A HE BB T, 008 Hik [k H 4 )
Object FIZ5EF o X T HTIMIERY) Object, FEMA R HHAE A IR [BEA{E B

Vil EEMERAEERN KA, Wk ERERRD.

), HERMIBRThEE L ZifE H Content-MDS 153Kk, OOS A5 FH Sk R ARAIE 17 SR A4 7E A% i o 2
TR

® FHRIEE

POST /?delete HTTP/1.1

Host: BucketName.oos-js.ctyunapi.cn
Content-Length: Length

Content-MD5: MD5

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>Key</Key>
</Object>
<Object>
<Key>Key</Key>
</Object>

</Delete>
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® &Rk
LR iR BB
Content-MD5 Base64 4wfit, 128 fift) MD5, XM 3R Sk A2 4 =
M, DARIEEHREAR LR R E RN 5% RFC
1864,

2. String

Content-Length WRAKRMKE, 2% RFC 2616 &
2. String

® FXRITE

AR iR R IR

Delete B EBAERIVE &
KA KA
Ry T

Quiet fs FH T RS BB AR IR Bl B, HRMEA: true Al o
false, EKiILJy false.
5. Boolean
i . Delete

Object 15 B M object HIZF %S - &
K. KA
LT s5: Delete

Key H M object HIFR o &
2. String
RLAT55: Object

® g5 R

R iR

DeleteResult A, B BN N R R 2
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K,

R

e

Deleted

WORR %58, 617 AIIFRAY object.
KR, B

L5 4 : DeleteResult

Key

ZA BRI object 4 .
KA String

LA k. Deleted, HY Error

Error

BRSO3 3 0 2 IR JRIBCH object £ .
K A

L5 5: DeleteResult

Code

I 53 2R T R IR 2 A
JH: String

LA A Error

HU{E: AccessDenied, InternalError

Message

FRHRIA .
M. String

R . Error

® ER=H

HEEMIER—

L& object, HUEMIERMIY, A LR (BInBABERMIERD .

POST /?delete HTTP/1.1

Host: example-bucket.oos-js.ctyunapi.cn

Date: Mon, 11 Apr 2011 20:34:56 GMT

Content-MD5: p5/WA/0Er30qrEEl121PAqw==

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g

Content-Length: 125

Connection: Keep-alive

<Delete>

132




e

>
Ay L 008 T &E R4V

<Object>
<Key>samplel.txt</Key>
</Object>
<Object>
<Key>sample2.txt</Key>
</Object>
</Delete>

® i

HTTP/1.1 200 OK

X-amz-request-id: 996c76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Server: CTYUN

Content-Length: 251

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Deleted>
<Key>samplel.txt</Key>
</Deleted>
<Error>
<Key>sample2.txt</Key>
<Code>AccessDenied</Code>
<Message>AccessDenied</Message>
</Error>

</DeleteResult>
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83 MultipleUpload 2% DL K2 SO A&7 3R UploadFileRequest 25, SEHIE T2 By _EAL 187 5 42

fRHITIRE -

® FXRSH

ZHR iR

EnableCheckpoint ST W AL DRE .
BRI K]

PartSize A BI RN . 4 partSize /T 5MIB, 2344 partSize 7% 2
5MiB.
ERIL N BMIB.

UploadFile AR A A

checkpointFile FARM S ARG RS, BV A AR R AR T
uploadFile.ucp.

objectMetadata SO T EUR -

ProgressListener AR BT 2

TaskNum R AR R RESL BRAN 1, %04 1000.

H checkpoint XKL A 70 RS . BRI RE R It (G B2 RAEE iz, Wi
o i EAR R, FIR AR AR SO il SR ) Rk Sl BAE . BARSERUE, 1EOUES
MIBR . checkpoint SCAFERIN 517 AL I AR SO [RI H 3%, 4 uploadFile.ucp.

® Java FERH

public static void main(String[] args) throws IOException {

// Bl3E client

AmazonS3 o00s = new AmazonS3Client(new AWSCredentials() {

@0verride

public String getAwWSSecretKey() {

return secretKey;
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}

@Override
public String getAWSAccessKeyId() {

return accessKey;

})s

oos.setEndpoint(endpoint);

try {
// 1813 UploadFileRequest IRESZ NS

UploadFileRequest request = new UploadFileRequest(bucketName, key);

/] EAERARIHENI

request.setUploadFile(uploadFile);
T LIEFREAZE, BOAN 1, &S5 1000
request.setTaskNum(1);
/* B RBGKRN, BRIA SMiB, & partSize /NF 5MiB, BRTERE— 1ML, &% partSize FEE
SMiB */
request.setPartSize(5*1024*1024);
/] FIEBTREHEINRE, BOAKA

request.setEnableCheckpoint(true);

/* ICFRAMD A EEERNX. FEMREERRNRERRENSY, LETETIHEEESSREFEZ

X, MMRE—D R EERN, BRELENSRIENGPICRI RS HE,

/] Ef&ERE, wXHEEmER. BOASHE LERNAHEBR, /9 uploadFile.ucp

request.setCheckpointFile("<yourCheckpointFile>");
MultipleUpload multiUpload = new MultipleUpload(request, 00s);

/] BREREEE

CompleteMultipartUploadResult result = multiUpload.upload();

System.out.println("Upload complete. Upload object name:" + result.getKey());
} catch (AmazonServiceException ase) {
System.out.println("Caught an AmazonServiceException, which means your

request made it
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+ "to 00S, but was rejected with an error response for some
reason.");
System.out.println("Error Message: " + ase.getMessage());

System.out.println("HTTP Status Code: " + ase.getStatusCode());

System.out.println("00S Error Code: " + ase.getErrorCode());

System.out.println("Request ID: " + ase.getRequestId());
} catch (AmazonClientException ace) {

System.out.println("Caught an AmazonClientException, which means the client

encountered "
+ "a serious internal problem while trying to communicate with

oos, "
+ "such as not being able to access the network.");

System.out.println("Error Message: " + ace.getMessage());
}
}
}
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4.4.13 POST Object

POST #AF /8 ] HTML £ HURx R _EAL B35 € ) Bucket. POST 25— MLzl PUT #4F,
POST W] LAk 18 5d Browser-based 7720, KXt R A% FIH5E bucket 1. PUT KIS 2
JEiE HTTP Header 23211, 1 POST i34 H multipart/form-data 265 78 B4 1 7 Bt 47
AT H L ZRHEIE ) Bucket H BRI . O0S ANIEAEH0 5: U0 U B s Th WA R, 38
DI G ARAFAEII T

00S 2 — MRS, Wk 00S [FIf YRR R — X R ZAFiIER, Fra G KRR
A LLRSCDIAAT , T 5 18 SR A I SO bl e s — N 6

N T PRIEERE AL W 5 AL R P G R, AT BUMEEH Content-MDS 7 BU# AT S . A iig sk
4 Content-MD5, OOS K2 THFH #2538 X G MDS . i H s 5 H P
ROLEA S, 00S Mokl —MEIRGH o B, H P AT LME EAEXT R 2] 00S it
X MDS {8, 5 00S TEM B H R [|] (1) ETag #ETHL#K . ETag X R A% MD5

6, A fHE metadata.

® HERIFIE

POST /HTTP/1.1

Host: BucketName.oos-js.ctyunapi.cn
User-Agent: browser _data

Accept: file_ types

Accept-Language: Regions

Accept-Encoding: encoding

Accept-Charset: character_set

Keep-Alive: 300

Connection: keep-alive

Content-Type: multipart/form-data; boundary=9431149156168
Content-Length: Llength

--9431149156168

Content-Disposition: form-data; name="key"
Key

--9431149156168

Content-Disposition: form-data; name="success_action_redirect"
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success_redirect

--9431149156168

Content-Disposition:

content_type
--9431149156168

Content-Disposition:

uuid

--9431149156168

Content-Disposition:

Metadata
--9431149156168

Content-Disposition:

access-key-id

--9431149156168

Content-Disposition:

encoded_policy

--9431149156168

Content-Disposition:

signature=

--9431149156168

Content-Disposition:

form-data; name="Content-Type"

form-data; name="x-amz-meta-uuid"

form-data; name="x-amz-meta-tag"

form-data; name="AWSAccessKeyId"

form-data; name="Policy"

form-data; name="Signature"

form-data; name="file"; filename="MyFilename.jpg"

Content-Type: image/jpeg

file_content

--9431149156168

Content-Disposition:

Upload to 00S

form-data; name="submit"

--9431149156168—

o REFE

Al LMd FH PR 7B

Sk Hik REUT
AWSAccessKeyId Bucket ll47# i1 AWS T5 e 2% 4] ID, A EHRKE | &

T A FH P 0 A2 S — AL A AT SR B 1AL
PR anRiER A Policy, WthT BB IEF B .
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A String

Cache-Control,
Content-Type,
Content-Disposition,
Content-Encoding,

Expires

e T REST MiER=k. HXHEZEL, {E5H
PUT Object.

A String

oA

file

MAFBOCAR WA . SCFBOCAR AR 20 Form &
e B RO R B AR AN
KA AFEOCRN R

key

AR BB AA R
${filename} M $EMHISCAEA4 . Bldn, iR
J Betty _EAZ IS4 M lolcatz.jpg, F-EXEAE TN
Juser/betty/${filename}, -4 LRAF X S 44 Fkoks 2 /2
/user/betty/lolcatz.jpg.

M. String

Fm

policy

TR T SR P AU VR P I 2 A SR . N 22 4 SR
B SRV E 44 1, R BRXTAFF Y Bucket i
ITHRAE

Policy [ & /772 . Policy B FI#4E .

J5#: String

gl

signature

i i} AWSAccessKeyId 5N fIFBEART policy f%5
%o WHRIERA S Policy, Wt FBOANIATE.,
signature = Base64(HMAC-

SHA1(YourSecrectKey, policy)), B4kt 8 7k

& F Signature B IE P IR

KAF

success_action_redire

ct,redirect

AR BT JE 2% v 2 2 [ B URL. OO0S ¥
Bucket. XF %4 M etag {HAF ) 74 5 S EHN
#] URL.

oA
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IR AHE € success_action_redirect, OOS
¥43% [B17E success_action_status FEHHE E 1)
FICRRA,

Wk O0S ToiZ iRl FH b URL, K 2% 1%
Bt

Wik BN, OO0S ¥ o nth ik HASHATE E
[ FRAE .

KA. String

VER: redirect K fERRESHERR, AW

success_action_redirect,

success_action_status

W A5 6 %€ success_action_redirect, AL IN)E
RS A3 1] 2 & 7 i o

A3~ 200, 201 5% 204 (ERIAD .

U 45 % B~ 200 5% 204, OOS #4iR Al — AN 3¢
REAI—> 200 B 204 IREAAD

N AP E N 201, O0S KR [a]— A~ XML SRS
F—A~ 201 IRA&RAD . A K XML 30
NERIEE, 1S5 POST X 4.

AR A W EEBE W E T RINE, 00S ¥k
[ — A2 SCRY A — A 204 IRASARAD

HEE: FULRAH) AdobeFlashplayer J6igk 1F i db ¥
A EIESCH) HTTP M. Zid g AdobeFlash
YHEEAE, BN success_action_status B E N

201,

oA

x-amz-storage-class

BRI R, BRI B S RIA R A% H
JAB TR AR HERE S AT A o X TR AR
HE, Al AR ESE, Al PSR T
AR R R AR BRAS

iyl
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27 String

HY{H: STANDARD.

X-amz-meta-*

ARk PURAS BT SEOT a8 N D92 FH P B e
i, HHPRRE, ER SR R A IR
5], B Z2(5 B 1527 PUT Object.

M String

ERMHE: G

oA

X-amz-website-

redirect-location

U Bucket Bc B M5, HE [A) X0 IX N0 R TG
R EM A Bucket [ 53 4h— MR B 21— HoA
ff) URL. OOS & RAFIXAMAFIX B ) metadata.

X4 ) metadata 15 2.5 2% Object Key #il
Metadata #4) -

N ANX A T2 s 1 3K Sk ¥ B HE 7] 21 4H [F] Bucket
55—/ Xt % (anotherPage.html)
x-amz-website-redirect-location: /anotherPage.html .
HE [ 2 FHAth R 3 451«
x-amz-website-redirect-location: http://www.ctyun.cn/
R XAMEWBLL “1” | https://5% http://F3k,
HKEAREIT 2KiB.

o

® sk

B 1 I RSk BAAE, AR AT DAL SRS LR R Sk

ey i

Eit:p%)

X-amz-expiration

KA String

WIERXT RBE T HIRT ] (275 PUT Bucket Lifecycle &
), WM keI E R I IE BRI H A
rule-id f¥J key 1 value. rule-id f¥] value /2 2e i URL 25T .
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success_action_redirect | FA%LAINE E [A]fK) URL.

, redirect M. String
® I Nifk

R %)

Bucket 1#1i#% Object ¥ Bucket 4 Fx

KM S

LJLE: PostResponse

ETag ETag &Xf RNA LI MD5 WAy a5 2. H 7 AT LAFE GET 5 R 8 H
If-Match 73Kk, ETag (B RN AR, ANEFECEdE.
ZM: String

R IGE: PostResponse

Key XTG4 FR
J5M: String

LJLE: PostResponse

Location TR URL.

J57. String

L JLE: PostResponse

® 5K

POST / HTTP/1.1

Content-Length: 4

Host: BucketName.oos-js.ctyunapi.cn

Date: Wed, 01 Mar 2009 12:00:00 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilj96J1IrOPGi0g
Content-Type: text/plain

Expect: the 100-continue HTTP status code

ObjectContent

® MuRyEER
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HTTP/1.1 200 OK

X-amz-request-id: OA49CE4060975EAC

Date: Wed, 12 Oct 2009 17:50:00 GMT
ETag: "1b2cf535f27731c974343645a23985328"
Content-Length: ©

Connection: close

Server: 00S

i B
® R FEIMAE =/Nik4)r: action. method Al enctype. S IXE6(E 4 FMEE — N E
ANIER, ESRIG R action 5 € AL BRI K ) URL, 22006 B % B A Bucket 1)
URL. #%la0, % Bucket [ 4 #5 2 “BucketName”, | URL J4“http://BucketName.oos-
js.ctyunapi.cn/”.

® method W25/ POST. enctype i% & A“multipart/form-data”.

<form action="http:// BucketName.oos-js.ctyunapi.cn /"
method="post"enctype="multipart/form-data">

</form>

® Policy FEBHIHiE

Policy /&1 H] UTF-8 1 Base64 Zmidf¥] JISON (Y, "EFaE 1 1H KW A0 2 1 254 3 H A T Xt
WA EAT S B0iE o AR ST SR SORS I 2, S PTRLW Rk AR . BANH P BTl bA%
SR A BE A AL 18 T B BT R A AT

N 2 —AME EL Policy 7

{
"expiration": "2007-12-01T12:00:00.000Z",

"conditions": [

{
"bucket": "johnsmith"
¥
[
"starts-with",
"$key",
"user/eric/"
]
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]
}
WS SCRY 3 1 (expiration) 25 F (conditions ) I 12 73 #4) il o
m

TR 1SO 8601UTC H ks k8 € Hemg i 91 H . #ldn, «2007-12-
01T12:00:00.000Z”45 & SIS 7E 2007 4 12 A 1 B UTC Z J5 KAk 75 SR ST it 1
FRARE T o
m A
SR SCRS PR SR AR B E_E AR X RN Y . IER PR E AR TR
(AWSAccessKeyld. %44, CPF. SEIEHAIHF x-ignore- AT 4% B0 7 BEG FRIRAN) A& 1E
FAEFIR . R EG 2 BAMHRA RN TR, FHESE . s, GREs
P44 N “x- amz-meta-tag” I 7B, 3B — AN BIME N “Ninja”, 3 - ANFBIMEN
“Stallman”, 7] DL SEBE SCAY 1 B N Ninja,Stallman.

ROZEN I R B AT RTRITEL . B, R R AR E N

user/betty/$ {filename}, & [FIRNI& 7] {8 /& ["starts-with", "Skey", "user/betty/" 1. 1% 7% N\ ["starts-

with", "$key", "user/betty/$ {filename}"].

TLRAR VL]

bucket i € A% WA SLVFH) Bucket.
TEEHUCHCA starts-with,

content-length-range fa e O AL N SR VI B AT R RN o
SCRFIEHIVLAC .

Cache-Control, Content-Type, |#5E T REST Hitrk.
Content-Disposition, Content- | S FFFEHAULHCAI starts-with.,

Encoding, Expires

Key 2 EAE R H AR,
YRFFEHIULACA starts-with.

success_action_redirect, A% BT JE 2% i L E ) B URL .

redirect SCRPRETAULEC AN starts-with o
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success_action_status MR AETRE success_action redirect, LR

Ty e PRA AR R [ 15 7 i o
SCHPABHRILIC o

R

HABLL x-amz-meta- NETZAITB | Fre T H P oodE.

YRS RULECAT starts-with.

FR: WARERN THRARM 7 HAMFB (B, Flash W07 042D, B0 AR INE
W SCRY . A RIS AT DAL I RE, 4 x-ignore-iS I AT B BT 4% LAE OOS 20 I Dy g A
FLANFEE L Th BE I AR R FBAS o

AL

R AFAF LB

A DU AR R B E 2 AR B S B 2R UL RE 26 AF

REEUTOVEAER B TIRE DR T B E kA, Bl
g

*AF

BiBH

FERAUL AT

R UL BC K B 7 BUR R VL ECHT € IME . MR BilFE7R bucket WA 20K &
79 BucketName:

{"bucket": "BucketName"}

WA E

[ "eq", "bucket": "BucketName"]

Starts With

WERAE D AUNFEA R € KBTI 4G, 16 starts-with. ARGIFE R~
LM userfbetty FFUf:
["starts-with", "$key", "user/betty/"]

VCHECAEAT PN 2

P E RS L ARV BRI A A, 1B starts-with Fl—ANF
8. AR Bl RVFE success_action_redirect:

fa e Vu

X TR VA BB, A E SRR LR TR BRAE . ARl so
1 # 10 MiB ISR/
["content-length-range”, 1048579, 10485760]

FRIEBFE X
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L= 32| i35
\ AT
\$ FILH T
\b B
\f et
\n WEAT
\r EE
\t IR TR
\v HEFIE TR
\UXXXX Fi#& Unicode F7F
Signature BRI HE D T
BB Y
1 ] UTF-8 X SEIE HEAT S i
2 {8 ] Base64 XXk UTF-8 F A5 T 4ifY
3 S HMAC SHA-1, i R iR 5 1 i) 25 $H 255 g
4 1 ] Base64 X} SHA-1 2544 HE47 4t
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4.4.14 OPTIONS Object

WY s m] BLIA] OOS KK TG K, SKRAIWHE & 0] PLUAIER: B IR HTTP J7 75803k 1 5L BRig
Ko Y EE R IETRIE R, O0S MRPE bucket 1A B IR B MAZE S . W15 bucket 7%
BB #E, A4 00S i [\ N 403 Forbidden.

® EXRIEE

OPTIONS /ObjectName HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn

Origin: Origin

Access-Control-Request-Method: HTTPMethod

Access-Control-Request-Headers: RequestHeader

o FRLAM
2R iR REBH
Origin PRz~ 17 7] OOS ) B 38 i =K 15 &
4 http://www.ctyun.cn.
A String
Access-Control-Request-Method Fr~fESEBRiG R A, K HBIMHTTP | 2
Jiike
ZEAY: String
Access-Control-Request-Headers | #£SZBriE R g4 KX HTTPIE R 7
%k, HBE S5k,
A String

® MRk

ey i

it %)

Access-Control-Allow-Origin

P g R AR IR . an R IR AN Fo v ), HRA
00S A< [a] b i3k

Z&AY: String

Access-Control-Max-Age

Tk 17 SR AT ARG A7 IS ], B ONAD
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J5H: String

Access-Control-Allow-Methods

g R IR HTTP 7. R I 7 EA
Y, 4 O0S AN4xii [a] i w7 3k

J5H: String

Access-Control-Allow-Headers

FESEBRER T, DA AT LLUAIA ) HTTP 3 5K Sk %1
®, LLESIrkE. nRBA R Kk o vE, O0S
AN IR Al e B Sk, AN IR [FE AT LA Access-
Control JT=k iy p. 2k

&7 String

Access-Control-Expose-Headers

CESBRIANE,  JavaScripts s il A I f i 7 3L 1)
%, LLEEAH.

&7 String

® EXR=H

N E2R AT LA O0S Ak Fiks i =K, KA e %5 n] LR http://www.ctyun.cn [7] 4 K
examplebucket [f] bucket, 1% PUT 153K

OPTIONS /exampleobject HTTP/1.1

Origin: http://www.ctyun.cn

Access-Control-Request-Method: PUT

Host: examplebucket.oos-js.ctyunapi.cn

® 1R P

HTTP/1.1 200 OK
x-amz-request-id: BDC4B83DF5096BBE

Date: Wed, 21 Aug 2012 23:09:55 GMT
Access-Control-Allow-Origin: http://www.ctyun.cn
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-amz-request-id

Connection: close

Server: 00S
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4415 HmRtFHEE

o AL EEERE

XFFFAA B8R 132 Bucket, ] LIS AE A% Object ML =870, #4 Object 7 Z 45 HABA,
[ B ) DA 47 0 v 8 1 R DA i B AT 45 . #E SDK H1iH] AmazonS3 (¥
generatePresignedUrl(String bucketName, String key, Date expiration) /53, AJ DAA= st 2255 4%
URL. %45l /2 Bucket 48K, Object FRAI W IA], S id HiRT )45 Null 1936, BRIAMY
REIARS AL 15 40 B IRt S, LR R, ANRE @ BB N4 Object. LR 2
— NIRRT

http://mybucket.oos-
js.ctyunapi.cn/example/example.zip?Signature=QzVGqUY3n/ypmdQK6YD4h7I3bic%3D&AWSAccessK

eyId=3073c6a8ede206655738&Expires=1586226782

o JLEEREIRE
R TR BN R E N RO IR, /5 2O N B € X2 H“x-amz-limitrate”, i H]

generatePresignedUrlRequest.addRequestParameter("x-amz-limitrate", value) /775, value {H AR
5 (FAL KiB/s), S H0N%) generatePresignedUrlRequest X %7, 25 284 1,
DA 880 1 00 52 BR ) 0 3% S B i s 451

http://oos-js.ctyunapi.cn/test-

20180604 /6aa3df83gwlf35nhhp70pj20gj0re46l. jpg?Signature=817F/pabWm2%2Bi8iXyEXZIXm/eGY%

3D&AWSAccessKeyId=08f17977afala87736ac&Expires=1528438576&x-amz-1limitrate=2048
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4416 HEAD Object

Head 4 F 3RO R e RS 2, AR IR A 5 o =5 R ARG R K R VEAE B
I, AT DA R A

® EXRIEE

HEAD /ObjectName HTTP/1.1
Host: bucketName.oos-js.ctyunapi.cn
Date: date

Authorization: SignatureValue

® iRk
B R
x-amz-expiration W R E T 2HE A, 4 O0S ik [a] i v
Skeo IR N Sk A S A X expiry-date AT rule-id. rule-
id PI{E 2 URL 4fis .
® ERAHI

IR [E] %) % my-image. jpgo

HEAD /my-image.jpg HTTP/1.1

Host: bucket.oos-js.ctyunapi.cn

Date: Mon, ©3Sep 2012 22:32:00 GMT

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog

® iR

HTTP/1.1 200 OK

x-amz-request-id: 318BC8BC148832E5

Date: Mon, 03 Sep 2012 22:32:00 GMT
Last-Modified: Sat, 01 Sep 2012 17:50:00 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 434234

Content-Type: image/ipeg
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Connection: close

Server: CTYUN
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4.5 XF AccessKey BIHR{E

00S 1] IAM AR %5 st hiki% 2 i Endpoint 513 .

451 CreateAccessKey

IR R G138 — X i@ ) AccessKey F SecretKey, ERIAFPIRZEZ Active. R F key 4 fE

AT BEHRAE .

NORIEMK 224, SecretKey RAEGIERIIN R MU RE/R . THIE key TRAFER, HLANERAFH]—
AR AR SecretKey £k T, ARATEAMIBR AccessKey, JfI—XHTH key. BRIA
THEOLT, MK 2 A1 10 4> AccessKey.

® FHRIEE

POST/ HTTP/1.1

Date: date

Action=CreateAccessKey

Host: oos-js-iam.ctyunapi.cn

Authorization: SignatureValue

o EHRSH
ey iR TR
Action CreateAccessKey. =

® mRZER

AR iR

UserName I REZY

AccessKeyId ) AccessKey o
Status RN B2 Active HRES
SecretAccessKey A SecretKey .
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IsPrimary 2T key:
® true: s key;

® false: N2 key, &1l key.

® FHRRH

POST / HTTP/1.1

Host:o00s-js-iam.ctyunapi.cn

Date: Wed, 01 Mar 2012 12:00:00 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96IIr0OPGi0g

Action=CreateAccessKey

® iR

<CreateAccessKeyResponse>
<CreateAccessKeyResult>
<AccessKey>
<UserName>Bob</UserName>
<AccessKeyId>2d1d5625f6202b08c8db</AccessKeyId>
<Status>Active</Status>
<SecretAccessKey>18ae0013eel5f6f879b26cal8e8a</SecretAccessKey>
<IsPrimary>false</IsPrimary>
</AccessKey>
</CreateAccessKeyResult>
<ResponseMetadata>
<RequestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</RequestId>

</ResponseMetadata>

</CreateAccessKeyResponse>
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45.2 DeleteAccessKey

IR RN bR 2% 4% AccessKey/SecretKey. R T key A AEPHAT A

® HRIEVE

POST/ HTTP/1.1
Host: oos-js-iam.ctyunapi.cn
Date: Date

Authorization: SignatureValue

Action=DeleteAccessKey&AccessKeyId=accessKeyId

® FRSH
AR Ei:55%) R IR
Action {E /& DeleteAccessKey. =
AccessKeyId TR ) AccessKey =

® FHERRH

POST / HTTP/1.1

Host:o00s-js-iam.ctyunapi.cn

Date: Wed, 01 Mar 2012 12:00:00 GMT

Authorization: AWS 81lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj961Ir0OPGiog

Action=DeleteAccessKey&AccessKeyId=2d1d5625f6202b08c8db

® iR

<DeleteAccessKeyResponse>
<ResponseMetadata>
<RequestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</RequestId>
</ResponseMetadata>

</DeleteAccessKeyResponse>
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453 UpdateAccessKey

B R BB AccessKey FPIRZS, BOKEIE key B B N T key, RZIFMA. REF key A
REPAT LR .

® EXRIEE

POST/ HTTP/1.1
Host: oos-js-iam.ctyunapi.cn
Date: Date

Authorization: SignatureValue

Action=UpdateAccessKey&AccessKeyId=accessKeyId&Status=status&IsPrimary=isPrimary

® FHRSY
2 FR 3% R B
Action {H /& UpdateAccessKey . =
AccessKeyId B IR AccessKey o &
Status Key HPIRAS: &
® Active: JiH;
® Inactive: 2%k,
IsPrimary T key: 7
® true: 2 key;
® false: A2 key, &l key.
® FHRH

POST / HTTP/1.1

Host: oos-js-iam.ctyunapi.cn

Date: Wed, 01 Mar 2012 12:00:00 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGi0g

Action=UpdateAccessKey&AccessKeyId=2d1d5625f6202b08c8db&Status=active&IsPrimary=false
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® i

<UpdateAccessKeyResponse>
<ResponseMetadata>
<RequestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</RequestId>
</ResponseMetadata>

</UpdateAccessKeyResponse>
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454  ListAccessKey

BEHEAE F SR F K P I 3 key A58 key. R key A BEPATILIRAE . AT LUEIE
MaxItems ZH$5 IR Bl 4h RAE, BRIAIRFE] 100 /> key. 7] LLEIE Marker Z 4% B iR
MIAERIA AL E , 1S HOT LUHT — A5 SR I R R A5 o CAARIEIK P 224, list RAERS, Aox
iR [A] SecretKey o

® EXRIEE

POST/ HTTP/1.1
Host: oos-js-iam.ctyunapi.cn
Date: Date

Authorization: SignatureValue

Action=ListAccessKey

® HRSH
ey i) TR
Action 872 ListAccessKey . &
MaxItems BOE R M2 SR AR B KB R, IR SERRI key BRI T | 5
MaxItem, HBATEMINEZERAH, IsTruncated MI{ESE true.
Marker A LLIEE Marker Z 8 E IR PIREIGHALE, ZZHTLUNET | 5
— IR R N A RG2S BTk
® HRR B

POST / HTTP/1.1

Host: oos-js-iam.ctyunapi.cn

Date: Wed, 01 Mar 2012 12:00:00 GMT

Authorization: AWS 81lebcl16ddc8d2af82c90:thdUi9VAkzhknilLj96JIr0OPGiog

Action=ListAccessKey&MaxItem=100&Marker=2d1d5625f6202b08c8db
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o REIZHR
R i3
AccessKeyMetadata Access Key JCEUHE Y list
IsTruncated R[] 2 SRR T T, W2 true, FRoORIEA 45 R IRIEL
A LUEE Marker 240, 4k4:iER, DAEIRA G S 50dE .
Marker Wk IsTruncated /2 true, A4 4zxix[a] Marker, A LA I0E

KRB H

® i

<ListAccessKeysResponse>

<ListAccessKeysResult>

<UserName>Bob</UserName>

<AccessKeyMetadata>

<member>

<UserName>Bob</UserName>

<AccessKeyId>2d1d5625f6202b08c8db</AccessKeyId>

<Status>Active</Status>

<IsPrimary>true</IsPrimary>

</member>

<member>

<UserName>Bob</UserName>

<AccesseyId>2d1d5625f6202b08c8dd</AccessKeyId>

<Status>Inactive</Status>

<IsPrimary>false</IsPrimary>

</member>

</AccessKeyMetadata>

<IsTruncated>false</IsTruncated>

</ListAccessKeysResult>

<ResponseMetadata>

<RequestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</RequestId>

</ResponseMetadata>

</ListAccessKeysResponse>
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455  STS KSEHEHGHE]

00S N F R AL B2ALT 7] . STS (Security Token Service) J& Az 14 7 H AL IR I U )
A ) Web %% . d8IE STS, A LLUASE =5 MR B Pk —A~ B e X V5 AR E. 58
=5 N EH P AT DU R Zs ) AR E B O0S AP, 5&{# H 00S #4L 1) SDK K1) 7]

OOS API.

IS 42 A7 7] OOS API I, FH 7 /5 Bk 22 4= 4% (SessionToken) #5417 7E1%5 K header H B
PLE SR ZE LN URL H, 4534 X-Amz-Security-Token,

® HRIFE

Date: Date

POST/?Action=GetSessionToken&DurationSeconds=seconds HTTP/1.1

Host: oos-js-iam.ctyunapi.cn

Authorization: SignatureValue

® FRSH

HHR ik BB ILIR
Action i /£GetSessionToken. &
DurationSeconds | & RHIAH RN, AR, JEH 15 70802 36 M. HH | 2

FRAREASOAR, #4400 InvalidDurationSeconds.

LG IVRE S

2 Sk ik

Credentials P U5 I AR RS B

SessionToken fiqeoesgl i

AccessKeyId Il B 5 1) AK

SecretAccessKey Il B 7 1) SK

Expiration T B st (1]

RequestId 15RID
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® ER=Hi

POST /?Action=GetSessionToken&DurationSeconds=7200 HTTP/1.1
Host:00s-js-iam.ctyunapi.cn

Date: Wed, 01 Mar 2012 12:00:00 GMT

Authorization: AWS 8lebcl6ddc8d2af82c90:thdUi9VAkzhknilLj963Ir0OPGi0g

® i

<GetSessionTokenResponse>
<GetSessionTokenResult>
<Credentials>
<SessionToken>5373212313e795ba5a649c40d64441b6181194d7c0cO8
33¢337dbc954b113eb37b66abeab6751b890320fc5f7253482e87a0ca50f7bcb
221fdc9f4620e232721e
</SessionToken>
<AccessKeyId>sts.1310458e7d0d73109ba7</AccessKeyId>
<SecretAccessKey>9af52496afb6cOf5bab542
eclbec4e52c19093e2
</SecretAccessKey>
<Expiration>2018-10-29 17:38:21</Expiration>
</Credentials>
</GetSessionTokenResult>
<ResponseMetadata>
<RequestId>cb4cbf7cdd3f4572</RequestId>
</ResponseMetadata>

</GetSessionTokenResponse>
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4.6 Backoff 1} AA

2 00S ZRGRSEN:, BN ARAEHN, 00S £rik[[% i 503 Wi ROR A S AT Retry-After
M ko iR

HTTP/1.1 503 Service Unavailable

x-ctyun-request-id: abdcf4945d14406a-30383a4b4e4948542d6b6e696854
Retry-After: 90

Date: Tue, 6 May 2014 ©8:02:58 GMT

Content-Length: 133

Content-Type: text/xml

Connection: close

Server: CTYUN

<?xml version='1.0' encoding='UTF-8'?>
<Error>
<Code>SlowDown</Code>
<Message>Please reduce your request rate.</Message>

</Error>
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REH R BRER Hik
400 Bad The defalut trigger is already
Request DefalutTriggerAlreadyEXists exists trigger L&A 1L
You did not provide the
number of bytes specified by
400 Bad the Content-Length HTTP >Rk Content-Length A
Request IncompleteBody header Xt o
400 Bad The maximum size of a CORS | XML XK FEA e R L
Request InvaildBucketCorsConfigure XML you provided is 64KiB. | 64KiB.
400 Bad
Request InvaildBucketCorsConfigure InvaildBucketCorsConfigure CORS Mt B Te3%
400 Bad The XML you provided is not
Request InvaildBucketCorsConfigure valid. WA RRAE) XML % Ko
400 Bad
Request InvalidArgument i K457 host 153K 3k
400 Bad
Request InvalidArgument X RAFEAEHE
Bucket POST must contain a
field named 'policy'. If it is
400 Bad specified, please check the
Request InvalidArgument order of the fields. WAZREL A policy .
Bucket POST must contain a
field named 'signature’. If it is
400 Bad specified, please check the
Request InvalidArgument order of the fields. WAZL & signature
400 Bad InvalidArgument The IndexDocument Suffix is | IndexDocument #1 Suffix A~
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Request not well formed RE N7 .
7t H PUT Bucket Logging
B OB, i TargetBucket
400 Bad A7, N TargetPrefix 04
Request InvalidArgument R
7E 18 F PUT Bucket Logging
400 Bad PEIIF, TargetPrefix [ i
Request InvalidArgument ANBE#EEL T 900B,
400 Bad
Request InvalidArgument The trigger name is invalid Trigger % FTc3% .
400 Bad
Request InvalidArgument the bucket name is:xx Bucket & F TR
400 Bad
Request InvalidArgument The endpoint is not exists Endpoint AN F1E
400 Bad
Request InvalidArgument The replica mode is invalid WE 1] replca mode TEAL.
400 Bad
Request InvalidArgument The endpoint is duplicate Endpoint X .
400 Bad ID length should not exceed
Request InvalidArgument allowed limit of 255B rule id K FEEAREEE L 255B.
400 Bad At least one action needs to be | SR A ZIAC B i HH A,
Request InvalidArgument specified in a rule Days 5% Date.
400 Bad Days' for Expiration action
Request InvalidArgument must be a positive integer Days 2N I 54
400 Bad Date' must be at midnight Date 24404 1S08601 4% 2K,
Request InvalidArgument GMT FHH N UTC I A
400 Bad maxUploads should between K BT EUE TSR N
Request InvalidArgument 0~1000 [0,1000].
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400 Bad The length of delimiter must | delimiter K AfEEE 1.
Request InvalidArgument be 1. FEH R e o,
400 Bad maxKeys should between maxKeys BUE LA
Request InvalidArgument 0~1000 [0,1000]-

x-amz-limitrate invalid. The
400 Bad input should be positive x-amz-limitrate HU{E 42004 1E
Request InvalidArgument integer. B
400 Bad The 'Content-Length’ Field Content-Length AZJE: IE %
Request InvalidArgument Format Invalid .
400 Bad The 'Expires' Field Format
Request InvalidArgument Invalid Expires k&= AIE# -
400 Bad the object size should be less | 13 _FAL XS RANRE I
Request InvalidArgument than 5T 5TiB.
400 Bad The metadata size should be
Request InvalidArgument less than 2K JToHHRE AR 2KiB.
400 Bad Insufficient information. PE AR, RSN IE
Request InvalidArgument Origin request header needed. | .
400 Bad
Request InvalidBucketName the bucket name is:xx Bucket % I -
400 Bad
Request InvalidObjectName the object name is:xxx X R4 TF TR
400 Bad PartNumber FEUE A1,
Request InvalidPartNumber 10000].
400 Bad EH RGN, AR
Request InvalidPartSize Ja—h/NT 5MiB.
400 Bad Invalid Policy: JSON
Request InvalidPolicyDocument INVALID:xxx TG L json A% 3
400 Bad InvalidPolicyDocument Invalid according to Policy: policy WALE FIRE 525
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Request Extra input fields:xxx B ——%F Mo
The maximum size of a policy
400 Bad document you provided is for 25 FE S K FE A RE R I
Request InvalidPolicyDocument 20KiB. 20KiB.,
400 Bad Policy could not be parsed as a
Request InvalidPolicyDocument valid JSON string RGN json A%,
400 Bad Policy is missing required
Request InvalidPolicyDocument element - Statement MG AL E Statement.
400 Bad Policy is missing required
Request InvalidPolicyDocument element - Principal TR DAZNIC & Principal .
400 Bad Policy element has invalid
Request InvalidPolicyDocument value - Principal Principal {EC#%.
400 Bad Policy is missing required
Request InvalidPolicyDocument element - Resource REE L AUNC B Resource.
400 Bad Policy is missing required TR 1Y) Resource Jt 3 AR
Request InvalidPolicyDocument element - Resource content 1H .
400 Bad Policy has invalid resource -
Request InvalidPolicyDocument XX Resource Jo4%.
400 Bad Policy has an invalid condition
Request InvalidPolicyDocument key - xx condition key JE{
400 Bad
Request InvalidPolicyDocument No such condition type - xx condition type JCAL.
400 Bad Action does not apply to any
Request InvalidPolicyDocument resource(s) in statement Action JE2.
400 Bad Policy is missing required
Request InvalidPolicyDocument element - Effect HWE L INC & Effect.
400 Bad Policy element has invalid
Request InvalidPolicyDocument value - Effect : xxx Effect oK.
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400 Bad Policy element has invalid
Request InvalidPolicyDocument value - Version : Xxx Version J£2.
400 Bad The website redirect location X-amz-website-redirect-
Request InvalidRedirectLocation must be non-empty. location Sk ANRE AT
The website redirect location X-amz-website-redirect-
400 Bad must have a prefix of 'http://' location W Z5A Hi 4%
Request InvalidRedirectLocation or 'https://" or '/'. ‘http://' «  ‘https:/I* BT
The length of website redirect | x-amz-website-redirect-
400 Bad location cannot exceed 2,048 | location 1 & A G I
Request InvalidRedirectLocation characters. 2048,
400 Bad Missing required header for i 2RkK L2147 Content-
Request InvalidRequest this request: Content-MD5 MD5.
400 Bad The maximum size of a prefix
Request InvalidRequest is 1024 Prefix f KA 1024
Rule ID must be unique.
400 Bad Found same ID for more than
Request InvalidRequest one rule Rule ID AReEE .
Found two rules with same
400 Bad prefix 'xx’ and 'xxx‘ for [F]— Bucket 77 4% A i J&] 4]
Request InvalidRequest same action type Expiration FLUAGEA M F 1) prefix.
Found overlapping prefixes
400 Bad 'xx” and 'xx‘ for same action [A]— Bucket PN HIAS[E A i
Request InvalidRequest type Expiration BRI =S
The number of concurrent
400 Bad connections exceeds the I R] I SR s EE I T
Request InvalidRequest limit, please slow down. RVFITEE, TE S EAR.
400 Bad W SR JENT 5 Y range #E1THE
Request InvalidRequest DL, IBAUEXS GRANASEE /N

166




XERT
=D
State Cloud

00S H k& HS-V5

T 5TiB.
This copy request is illegal
because it is trying to copy an
object to itself without
400 Bad changing the object's metadata | & fill X G i 06 A& B B
Request InvalidRequest or storage class. AR
RE M7 B RAReth €
400 Bad Can not specify the storage x-amz-storage-class 17+
Request InvalidStorageClass class. L
400 Bad H #7 Bucket ANM7AERE TG H
Request InvalidTargetBucketForLogging the target bucket name is: xx | #x Bucket FJRLR
400 Bad H #5 Bucket ANM7AERE TG H
Request InvalidTriggerSourceBucketForLogging | the target bucket name is: xx Fr Bucket [RIALE .
400 Bad i LS HIBRTEE hitp 155K
Request InvalidURI url,
urldecode fi%, 7 ZfHH
400 Bad url ##E (1) encode 7 i£EX uri
Request InvalidURI the uri is:xx Hhg,
400 Bad The specified URI couldn't be
Request InvalidURI parsed. URI fi# T 1% o
The XML you provided was
not well-formed or did not
400 Bad validate against our published
Request MalformedXML schema. R XML AREHL
The XML you provided was
not well-formed or did not
400 Bad validate against our published
Request MalformedXML schema. Rk XML AE#E.
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400 Bad
Request MalformedXML CORS Rule is empty. CORS Rule A RERNZ S
The number of CORS Rules
400 Bad you provided cannot exceed CORS Rules MAgE L
Request Malformed XML 100. 100.
The length of CORS Rule ID
400 Bad you provided cannot exceed CORS Rule ID K FEARE#E
Request MalformedXML 255 characters. 255 MR
400 Bad
Request Malformed XML AllowedOrigin does not exist. | AllowedOrigin NFAE
400 Bad AllowedMethod does not
Request MalformedXML exist. AllowedMethod A 777E
400 Bad AllowedOrigin xx can not AllowedOrigin 5 % H g4y
Request MalformedXML have more than one wildcard. | —/MEFECST
400 Bad AllowedHeader xx can not AllowedHeader iz % X gk
Request Malformed XML have more than one wildcard. | # — MEBLFHF -
ExposeHeader xx contains
wildcard. We currently do not
400 Bad support wildcard for ExposeHeader A~gE4% 5 1H AL
Request Malformed XML ExposeHeader. ¥ o
400 Bad Please enter an integer not less | MaxAgeSeconds ANfg/N T
Request MalformedXML than -1. 0.
400 Bad CORSRule ID @470 5e ME—
Request Malformed XML CORS Rule ID is not unique. 1o
The XML you provided was
not well-formed or did not
400 Bad validate against our published
Request MalformedXML schema. 400 Bad Request
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400 Bad
Request TooManyBuckets Bucket $i & L& 21k LR
400 Bad
Request TriggerAlreadyEXists The trigger is already exists trigger C.&AF1E
403 bucket G i #AE AN SCHFIE 4
Forbidden AccessDenied il
403
Forbidden AccessDenied P s SRR,
A B bucket website, 7t

403 Y8 ] cname J7 iR
Forbidden AccessDenied 00S.

The OOS service has been

closed due to overdue

payment. If the overdue

payment exceed 15 days, the
403 data will be deleted. Please MR B, 20 S R S B
Forbidden AccessDenied recharge it in time. o
403 the user's balance is not MR B, 20 S R S B
Forbidden AccessDenied enough H o
403 the user's permission is not
Forbidden AccessDenied enough BURA 2
403
Forbidden AccessDenied please use primary access key | 75 ZL{# F = accesskey.

k3 access key H & list LLH

403 . access key N HTZE X}
Forbidden AccessDenied Access Denied Ko
403 4k access key AN AESAT
Forbidden AccessDenied Access Denied bucket 7l FI45 A o
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403 JEE key HEEXTHC key N
Forbidden AccessDenied Access Denied T ZE 0 G AT 454
403 Invalid according to Policy:
Forbidden AccessDenied Policy Condition failed:xxx 2544 AN

TZE 4405, Signature Expires
403 1 AWSAccessKeyld #ANfE
Forbidden AccessDenied Access Denied NAE
403 the secret token is expired.
Forbidden AccessDenied expiration: secret token i #.
403
Forbidden Forbidden TR >R 1) Bucket ANFTE .
403 Access-Control-Request-
Forbidden Forbidden Method A~ IEFff -
403 Access-Control-Request-
Forbidden Forbidden Method A RE N7
403 Tk ik 5 CORSRule AT
Forbidden Forbidden fic o
403
Forbidden Forbidden CORSRule ANF1E
403 The object "%s/%s" is illegal, | X EIEENT S, ARYF
Forbidden IllegalObject forbid copy. L,
403
Forbidden InvalidAccessKeyld InvalidAccessKeyld Accesskeyid TERL -
403 Accesskeyid TR
Forbidden InvalidAccessKeyld
403
Forbidden permissionlsNotAllow BRA A
403 RequestTimeTooSkewed The difference between the % 7 i s 1) M1l 55 285 S P (1]
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Forbidden request time and the server's AN—F,

time is too large.

X E AR, g O0S (1)

403 R 24 FUNIAG 1 725 7 I 25 44 1
Forbidden SignatureDoesNotMatch CIRTS

The request signature we

calculated does not match the
403 signature you provided. Check
Forbidden SignatureDoesNotMatch your key and signing method. | 2% A 1EHf .
403
Forbidden UnaccessibleRegion FH P24 11 B2 5 AR AR o
404 Not
Found NoSuchBucket %A It Bucket.
404 Not
Found NoSuchBucket the request bucketname is  xx | It Bucket A 77 .
404 Not
Found NotSuchBucketPolicy WA LRI
404 Not The lifecycle configuration A i JE R0 PR G AN
Found NoSuchLifecycleConfiguration does not exist. fE.
404 Not
Found NoSuchUpload TR I3 B R
404 Not The resource you requested
Found NoSuchUpload does not exist & R FERAAEAE
405 Method
Not Allowed | MethodNotAllowed 00S A FFixiE K.
405 Method The specified method is not
Not Allowed | MethodNotAllowed allowed against this resource. | N3 Ff A .
409 Conflict | BucketAlreadyExists BucketAlreadyExists Bucket % ¥ V7 1E
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bucket|owner already exists in

409 Conflict | BucketOwnerAlreadyEXists pool Bucket % FR V1L
412 The pre-conditions x-amz- F € AT & 25 x-amz-copy-

Precondition

copy-source-if-modified-since

source-if-modified-since A~

o

Failed PreconditionFailed you specified did not hold Y

500 Internal

Server Error | GetObjectFailed KA BRI

500 Internal

Server Error | Upload Part Failed oy EAR R

500 Internal

Server Error | Copy Object Fail SR SRR

500 Internal

Server Error | Copy Upload Part Failed S EAE R BRI
500 Internal

Server Error | Abort Multipart Upload Failed Zabar i BAR R
500 Internal

Server Error | Delete Object Failed TR SRR UL

503 Service

Unavailable

SlowDown

Please reduce your request

rate.

BRI SRR
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5.1 £ HttpURLConnection 7%

(N EZN

package cn.ctyun.oos.sample;
import java.io.InputStream;

import java.io.OutputStream;
import java.net.HttpURLConnection;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Locale;

import java.util.Random;

import java.util.TimeZone;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;

public class HttpUrlConnectionSample {
private static final int CONN_TIMEOUT

10000;

private static final int READ_TIMEOUT

30000;
private static final String DATE_STR = "EEE, d MMM yyyy HH:mm:ss ‘GMT'";
private static final SimpleDateFormat DATE_FMT = new SimpleDateFormat(DATE_STR,
Locale.ENGLISH);
static {
TimeZone gmt = TimeZone.getTimeZone("GMT");

DATE_FMT.setTimeZone(gmt);

Private final String host;
Private final int port;
Private final String ak;

Private final String sk;
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public HttpUrlConnectionSample(String host, intport, String ak, String sk)
{

this.host = host;

this.port = port;

this.ak = ak;

this.sk = sk;

}

private String authorize(String httpVerb, String date, String bucket, String

objectName) throws Exception {
String stringToSign = httpVerb + "\n\n\n" + date + "\n/" + bucket + "/" +
objectName;
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(new SecretKeySpec(sk.getBytes("UTF-8"), "HmacSHA1"));
byte[] macResult = mac.doFinal(stringToSign.getBytes("UTF-8"));

String signature = newString(Base64.encodeBase64(macResult), "UTF-8");

String authorization = "AWS " + ak + + signature;

returnauthorization;

}

Public void put(String bucket, String objName, byte[] data) throws Exception
{
String date = DATE_FMT.format(new Date());
String authorization = authorize("PUT", date, bucket, objName);
URL url = new URL("http", host, port, "/" + bucket + "/" + objName);
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setUseCaches(false);
conn.setFixedLengthStreamingMode(data.length);
conn.setRequestProperty("Date", date);
conn.setRequestProperty("Authorization"”, authorization);
conn.setConnectTimeout (CONN_TIMEOUT);
conn.setReadTimeout (READ_TIMEOUT);
conn.setDoOutput(true);
conn.setRequestMethod ("PUT");
conn.connect();
try (OutputStream out = conn.getOutputStream()) {

out.write(data);
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out.flush();
}

intcode = conn.getResponseCode();

System.out.println("code="

}

+ code);

Public void get(String bucket, String objName) throws Exception {
String date = DATE_FMT.format(new Date());
String authorization = authorize("GET", date, bucket, objName);
URL url = new URL("http", host, port, "/" + bucket + "/" + objName);
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setUseCaches(false);
conn.setRequestProperty("Date", date);
conn.setRequestProperty("Authorization", authorization);
conn.setConnectTimeout (CONN_TIMEOUT);
conn.setReadTimeout (READ_TIMEOUT);
conn.setDoInput(true);
conn.setRequestMethod("GET");
conn.connect();
int code = conn.getResponseCode();
System.out.println("code=" + code);
try (InputStream in = conn.getInputStream()) {
byte[] buffer = new byte[1024 * 8];
while (in.read(buffer) Il= -1) {
}

Public void delete(String bucket, String objName) throws Exception {
String date = DATE_FMT.format(new Date());
String authorization = authorize("DELETE", date, bucket, objName);
URL url = new URL("http", host, port, "/" + bucket + "/" + objName);
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setRequestProperty("Date", date);
conn.setRequestProperty("Authorization"”, authorization);
conn.setConnectTimeout (CONN_TIMEOUT);

conn.setReadTimeout (READ_TIMEOUT);
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conn.setRequestMethod("DELETE");
conn.connect();
int code = conn.getResponseCode();

System.out.println("code=" + code);

}

Public static void main(String[] args) throws Exception {
String host = "oos-nm2.ctyunapi.cn";
Int port = 80;

String ak = "your_ak";

String sk = "your_sk";
String bucket = "bucket_name";
String objName = "object_name";

byte[] data = new byte[1024 * 1024 * 10];
Random rand = new Random();
rand.nextBytes(data);
HttpUrlConnectionSample s = new HttpUrlConnectionSample(host,
s.put(bucket, objName, data);
s.get(bucket, objName);

s.delete(bucket, objName);
}

port, ak, sk);
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PL R 2 %M X ) O0S API Endpoint A1 IAM Endpoint 5138, 7£ 17 [ &AM X BRI, 1518

FH%J 82 (] Endpoint.

HiIX OOS API Endpoint OOS IAM Endpoint
Jt5xt 2 | 0os-bj2.ctyunapi.cn 00s-bj2-iam.ctyunapi.cn
RE 00s-nm2.ctyunapi.cn 00s-nm2-iam.ctyunapi.cn
IRAN 00s-hz.ctyunapi.cn 00s-hz-iam.ctyunapi.cn
L5 00s-js.ctyunapi.cn 00s-js-iam.ctyunapi.cn
I 00s-gz.ctyunapi.cn 00s-gz-iam.ctyunapi.cn
|y 00s-hg-bj.ctyunapi.cn 00s-hg-bj-iam.ctyunapi.cn
i 00s-hg-sh.ctyunapi.cn 00s-hg-sh-iam.ctyunapi.cn
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