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HBlock & 7 [ FL {5 R E = B E R B 47 7R BLE 24t (Storage Resource Reutilization
System, fiiFk SRRS) , & i EFAFEERHEHE, LI 7 &M P SRR E S,
308 FH I 55 s N FL A 3 ) R A A 5 U5 8l v T P P READLRE A, A A iSCSI iR it
AT, A ARG &5 (BT IRSTE) ], SEIU BRI R LA .
I, A R4 B A B e s 1t S A& RC e 71, JoiR T 2o kg, B
ANV I B ARG RO 4t e Y

Kubernetes j& — MTEAESERE RS, W LSSIESERPELEE. B39 485,
AP <5ThEE. 18T Kubernetes AT AP HIE N T, PRGBS FEN T, ToE0 38T i B DI RE
TR T, ACRECE BRI

AV AEAE ] Kubernetes #5528 as iy, I8 7 ZAE I A4k F5 A% (Persistent Volume)
JEMSL T Pod MUFERERRIR, ERIAEM IS Pod B35, EFMT S POIEREALE, A
HARMEZE T P 8 Pod 6 7H,  SEBL 1 THEL B UEANAA Ak BHR A MRS . Kubernetes CSI {4

A LN RS N IR S AL T7Gi Bt 1. Kubernetes £E7F AP (15015 A B3 FE A B 1 MR,
P 1 RIS ATLE Pod DY B S N A o 2 s v A FH AR 0 PR B RS B RR e, /R 22
W T A E Ve S ERE AR R G, Bd s B AR B R S T RE AR SR B
Kubernetes i@ 1t PV. PVC. Storageclass &t 1 —Fjas KI5 T4k B & BENLE], IR H 5
N T &2 74#82 1 Container Storage Interface (CSD #Hll, H-T7E Kubernetes fAM 74k R
Gt B RS — ERRHERAEAEE B O, i O] DO R SR IR S5 . AR R AT ]
s L T AR ERE D HEAT APl R A S, e 1 Kubernetes f SR AE A7 HLAR Dy 28 S A7
fiti %% . HBlock Container Storage Interface(CSI)4fif4 & —FI 754 CSI M IE K IRBNFEFF -

HBlock CSI #fiff 5 Kubernetes £ 1%, 7J LA Kubernetes $2 it imtEfe. AT B, mmTEEMEEA
A . HBlock CSI A 2244 40~ B
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K1.HBlock CSI 4 {42 4 &
HBlock CSI #iffiz2177E CSI Pod "', CSI Pod il it P4 f4H 8 3R A I AL an B I, G B2
MIBR HEEREN B A S EIE. FAFEABLE HBlock 77 iR Xt R — 4~ iISCSI LUN. 4
Kubernetes #1 (%) Pod 75 B 1Z& K, #idid iSCSI PrXAE Pod FT{E P EES i _F %
LUN, Pod i F§ LUN XJ 5 #)8iE H skt T35
HBlock CSI fifF B A DL T4 A
® FuEMEsE: HBlock CSIE I A7t AT 5 B IR 58 A RS, SEIL T SR MRRES . HBlock
CSHEfFLAZ BT i, A RIE T 81T AR E .
o AV Xt T EE B EHBlock CSHAMEH MBURME B, SCRHMERIN® AR E, 7
SARIER P AR 24, AR EHEREEGER.
® it MESE: HBlock CSHEfT NS T a2, AR T B KRG AR, ATLlig
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ITEEZMIRE RS b, WBRIFE 2 75 R I AN 5 M A R AR 20 2R

FIGEMR: CRFEAPV. ZIAPV. BhAPVCEZ MM 7k, I Al MRS S b v FH 7 22

RIFOE. HBFMHE.

B APV VEEMHYAMLIHEIEIPY, EHTHFMEED, ARSI E K
IR RERSNip7B= o

B FAPV: HLESPVCEIEMIPY, LFiRAIAIEPY, KREiE StorageClassl /7 fifi Bt
J55E X, KubernetesHt X MRIEPVCAIABIEPV. EH THMERZ, (HAAEERE
A F B3 5

B ZAPVC: @i StatefulSetH §i 52 ) StorageClasssh &5 8 #PVC, KubernetestR
StorageClass it & (15 5., H3hfi K HBlock CSH&E I HBlock % . &M T HE&
A ZAPod, FHNHEBAHEERI R
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2.1 FMREK

ZAEHE HBlock 3.5.0 B LA BRRA, VE4HZe3E 1 FE 2 0L HBlock 7= i i 7 F- it o

Kubernetes £ node 7 55 W1 75 Z 44 HBlock 1145 KA pod $2 Bt AMLAE %, 7 BLEIE,
iSCSl initiator A & MPIO, JfE /5 node 15, 74 Aefg 1IEH HE2,

2.2 BT

T H %S
Kubernetes V1.18 & UL I
docker 19.03 & Ll I
2.3 REIRT)

HBlock CSI 7] UL FIIIA s st AT 2 (i ] (RIARTT AE AR » AT U HELM J7 X
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3.1 BE

HBlock CSI i F SR LA R R 2225 7750, F P vl AR IR A5 Ol e B e vp —Fh 3t 47 22 2% .
® ZEwdE: &M T Kubernetes R S EANZHIE E 5.
® Docker AT %% EHTHAZHHE 5.

3.1.1 ZEERE

AT UL R 223288 GEF T Kubernetes S2RE 0T S BEAZ NEE R -
1. 7£ Kubernetes master #1 node _|fift [T 223541,

unzip stor-csi-driver-1.3.0.zip

2. {1 Kubernetes master £l node b5 N4fift4514% .

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. 1E Kubernetes master 75 S AT ERE BIA, SERIGEE I 22345 .

cd deploy
./deploy.sh

I E, ATLAESILLF pod. HBlock i plugin PL % Sidecar 25 8% 15 3 5

[root@server ~]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-nb2rm  3/3 Running © 116s
csi-storplugin-node-9sj6z 2/2 Running © 116s
csi-storplugin-node-g8rwn 2/2 Running © 116s
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3.1.2 docker AR H R L%

L AMERZ, " MEAA G 2% HBlock CSI 1, #4:7F Kubernetes [T 5 s b
HFNHE . PR SRR B G, BSEE M YAML SCEE image Hidi A FA G
B R L, AT B A R AT 58 2

FEAERE AT — B IG5 LHAT T R AE

1 2%,

unzip stor-csi-driver-1.3.0.zip

2. SR

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. HEBBRIAE.

docker tag stor-csi-driver:1.3.0 XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

docker push XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

HAdr,  XXXXXXXXX.XXX:5000 A FA O HihE
4, BELG.

cat /etc/docker/daemon.json

5. &k YAML A% B bt
&4 deploy/csi-storplugin-node.yaml Z {4 storplugin X} 37 image ] value 24

XXX XXX XXX XXX:5000/stor-csi-driver:1.3.0.

volumeMounts:
- mountPath: /csi
name: socket-dir
- mountPath: /registration
name: registration-dir
- name: storplugin
#AOHE G AL

image: XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

6. FATHEE A

cd deploy
./deploy.sh
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3.2 {EPE;

JAA 7 A A 4R e

R B EI% HBlock CSI, EUEIR ATTERR sc. statefulset. pod. pve. pv, A LAFAT T4
XIT pods pve. pv, ZEEERINT pod > pve > pv PAT MR A4

TR Ko L BT o

ﬂﬂU]‘é‘? SC:

kubectl delete

sc storageclassname

MR statefulset:

kubectl delete

statefulset statefulsetname

--cascade=true

illES pod:

kubectl delete

pod podname

B pvc:

kubectl delete

pvc pvchame

Mk pv:

kubectl delete

pv pvname

AT E % A< Jundeploy.sh 1%k CSI.

cd deploy
./undeploy.sh
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3.3 AL

WRE T HBlock CSI, R4S M sc. statefulset. pod. pve. pv, AT EIEHIAR,
P22 %2 ORI HBlock CSIEIH] .

1. HATEIEREIA /Jundeploy.sh #1%; CSI.

cd deploy
./undeploy.sh

2. NEUECH CSI e ty, #ATRE, AP RSIRRER.
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3.4 BLERY
3.4.1 B2 E HBlock jj5al it

HBlock CSI i {4-@ it 1 A HBlock ) HTTP RESTful API #E4T 474t 46 00 FRERIE, BB e% .
Wb ¥ HAES. HERLERAV R HBlock RESTful API (1) URL #hdik Al [
YLB: SCHFRENTEEZ AN HBlock, f35: HBlock HLpLER A . HBlock £ HEAR -
A DA 2100 SR B0 B HBlock 7 fr) i dil:
1. B E .
&2 deploy/csi-plugin-conf/csi-configMap.yaml it & S 4+, apiEndPointList fic & v HBlock
HTTP RESTful API il 135 11, storProvider fic & A HBlock.

apiVersion: vi1
kind: ConfigMap
metadata:

name: csi-plugin-stor
data:

config.json: |-

[

"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock",
"csiApiTimeout": csiApiTimeout
¥
{

"clusterID": "cluster2",

"apiEndPointList": [
"https://xx.xx.xx.xx:xx"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout
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¥
{

"clusterID": "cluster3",

"apiEndPointList": [

"https://xX.XxX.Xx.xX:xx",

"https://xX.XxX.xXx.xx:xx",

"https://XX.XX. XX, XX:XX"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout

i35

A IBIER

clusterID

f5 %€ HBlock fIkRiR, 1E csi-configMap HiE—,
HUE: 8, KR E 1~256, ol VS Rk e,
ML (-, FRXASKRNE.

storProvider HBlock /= & 44 K o v
HU{&: HBlock,

apiEndPointList | HBlock [ iz 55-#% 1P Hulik &2 API ¥ 155 B3 D4 KEX 7 HBlock | /&
IP #1 API 3 715 ) Kubernetes service 14

csiApiTimeout | $57€ HBlock il LUN HI5EFIf[A], FESEFFIT Al LUN AR | 15

We, Ak, RJEEB.
Bl AL BRAE Y 480, HAALREAD.
ER: B HBOAME.

Tl GHEEERERR HBlock A EAALIR HBlock

apiVersion: vl
kind: ConfigMap

metadata:

name: csi-plugin-stor

data:

10
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config.json: |-

[

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

2. MHIECESCE.

[root@server csi-plugin-conf]# kubectl apply -f csi-configMap.yaml

configmap/csi-plugin-stor configured

11
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3.4.2 B & HBlock 501 PR MFEE

HBlock CSI {41 f HBlock HTTP RESTful API B, FFEHALA /4 F 215 LA T2 44 A 0E,
44 HBlock FH 44, #1529 HBlock 1% f5 .
A L% R 3120 IR B HBlock 1 il F P 44 ALY
(—) B ekie B S
&4 deploy/csi-plugin-conf/csi-secret.yaml Bt B S 4 i 230

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
type: Opaque
data:
userKey: userkey //%I#zHBlock HIARIR. FI " 4 K BH5 )7 H 1) base64 4ty

userKey JR#G:

"clusterID": "clusterl",
n " " n
username": "storuser",

"password": "YOUR_PASSWORD1"
¥

"clusterID": "cluster2",
"username": "storuser",

"password": "YOUR_PASSWORD2"

}
]
ZH
28 ik B INIE
userKey X4 HBlock AR FH P 44 S35 RS I 245 Hr 1Y) base64 ifilh . e
clusterlD csi-configMap.yaml H1fc & 1] HBlock HIFRiR . 2
username HBlock & 3 53 1 4 . v

12
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password HBlock )& # 51 %5 =
A~
1. userKey HUEASUITR
[
{
"clusterID": "storli",
"username": "storuser",
"password”: "hblock12@"
¥
{
"clusterID": "stor2",
"username": "storuser",
"password": "hblockl2@"
}

]

2. ¥/ Base64 T HX} userKey Jafd 47 9mtD . Jmiidja 1 userKey Ui T

WwogICAgICB7CiAgICAgICAgImMNSAXNOZXIIRCI6G6ICIzdGOyMSISICAKICAgICAgICALIdXN1cm5hbWUiOiAic3Rv
cnVzZXIilLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOsCiAgICAgIHSKICAGICAgICAL
Y2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBh
c3N3b3JkIjogImhibG9jazEyQCIKICAgICAgfQogICAgXQo=

3. &ML E A deploy/csi-plugin-conf/csi-secret.yaml it & 24 iS4k

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
type: Opaque
data:
userKey: WwogICAgICB7CiAgICAgICAgIMNSAXNOZXJJRCI6ICIzdGOyMSISsICAKICAEICAgICAiIidXN1cm5h
bWUiOiAic3RvcnVzZXIiLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHS
KICAgICAgICAiY2x1c3R1cklEIjogInN@Ob3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCi

AgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

() L e B 3Cf

13
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[root@server csi-plugin-conf]# kubectl apply -f csi-secret.yaml

secret/csi-plugin-stor-secret configured

14
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3.43 EEMEER

X TR E S ) U E R, AT LR AN S AR BTG E . B I 7E HBlock H T &
T B4R F LMY (Challenge-Handshake Authentication Protocol, CHAP) , N7 Zid &
CHAP MIE I P AN S . N T iR EUE 4, UCRATINE A AOKREC E CHAP Y
FEAEH CHAP 730, % A ) chapUser 71 chapPassword Jy N2 4% 5 . Inas 5244 8 7] LU
AR {# ] deploy/csi-plugin-conf/csi-secret-decrypt.yaml H ] DecryptData it & 1) 2%
AR E SR I 775 5 HE4T AES (ECP. paddinges7) hN%%, %% 5 ()45 Rk4T base64 2wt .
A] AR R T3P IR EC B & AR
(—) BCE &=,

& lc B S deploy/csi-plugin-conf/csi-secret-decrypt.yaml # [ decryptFlag A1 decryptData

X
24

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret-decrypt
type: Opaque
data:
#He BN, BEN true U3H) B false CANEHD [ base6d Hifid 7 FF &
decryptFlag: decryptFlag
#H Y1 base64d Zifi 7 H, HHIKELIUN 16 {1
decryptData: decryptData  #%%[] base64 4fil

S8
ZH Eiipuy A INIE
decryptFlag mER R, BENtrue U5H) B false CREAD 1 | 2
Base64 4ifit ZFHf
WA :
® dHJ1ZQ==: JAMINE, true [ Base64 Zifid.
® ZmFsc2U=: ANJGHIN#, false [{] Base64 %ifid.
decryptData I 15 8H %A
ViH: B, thSHnHAE.

15
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WUE: TSR 16 AL 7R 8 o 75 20D IEAT Base64 Jifid

A~
1. JaHm#EER. Bl decryptFlag YRS A true, decryptData FIYEES A stor012345678901.
2. f#i/] Base64 1. H.%} decryptFlag. decryptData [ ¥ %34T A o

X} decryptFlag V5317 Base64 Jift, 4t )5 1) decryptFlag 40T -

dHI1ZQ==

%} decryptData Y5153 1T Base64 4wfi, 4mfitd )5 ) decryptData 11 F

Cc3RVCcjAXMJMONTY30DkwMQ==

3. e B A+ deploy/csi-plugin-conf/csi-secret-decrypt.yaml it & 4 i 2 5.

apiVersion: vi1
kind: Secret
metadata:
name: csi-plugin-stor-secret-decrypt
type: Opaque
data:
decryptFlag: dHJ1ZQ==

decryptData: c3RvcjAxMjMONTY30DkwMQ==

() B TC & SCAF csi-secret-decrypt.yaml

[root@server csi-plugin-conf]# kubectl apply -f csi-secret-decrypt.yaml

secret/csi-plugin-stor-secret-decrypt configured

(=) I e & 0.
PA#EZS PV R PV YAML it B 3CF (csi-pv-local.yaml) %1, % CHAP ALY, K
F AES 128 1 i, 75 PKCS7 ) Padding J% CHAP %8, FH-%f b 5 (1 25 itk 4T
Base64 Zmfid

apiVersion: vl

kind: PersistentVolume

metadata:

name: csi-pv-test

labels:

16
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app: stor-pv-test
spec:

capacity:

storage: 1Gi
volumeMode: Filesystem #%&#:, S HF Filesystem Al Block iz, ZRIAN Filesystem Fizt.
accessModes: # iRt
- ReadWriteOnce
persistentVolumeReclaimPolicy: Recycle
csi:
driver: stor.csi.k8s.io
volumeHandle: stor:lunl
volumeAttributes:

fsType: xfs

readOnly: "false"

#2 T EH CHAP ik

chapEnable: "true"

chapUser: username

chapPassword: password

chapUser Il chapPassword Jin & 45 1% :

(LD f#EH AES INZ TH. “TAEEX” 5 “ECB” , “HAMX” A “PKCS7” , “%
HKE” N “AES-128”7

(2) “hn=#%1” {4 DecryptData Fe & 1% 81 745 5 (6 R 2 3% 1 i decryptData Y8
g, BB 1 2445 vh s FH U5 A9 stor012345678901)

(3) BANINZE LA (chapUser 8 chapPassword HIJERD) , sy “JTih AES N cA” .
NI A chapUser=csi123 [ 5, chapPassword % &7 = B AT o

17
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AESIIZE/fREE

AESINE /EEEETE, TERTASIEMASES, ZissiTiEE,

I8 —: EAAesERMEE

(va) (2] (=)

Tt | Ecs 3 EHFeER | PCST %

== | stor012345678901

fssE | GoMIEERNERRIINES. =hZ=..

e
csi123
Vi
TAGER:
4 RiAIBasebdRIBAIGCM LIS S RMEE IR TAGESR .
%] 2.chapUser Jils%

JE AT X AE 45 FE
EHEEE | AES-128 S
EEE | FEATSCIIERERN..
=R
TGEARDM54nv783ncSIKDERQ==
A
A

18
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3.4.4 B & Multipath

HBlock K A X2 52840, B LUN ] LUB R 24> Target IQN #E47 %42 .
HaiR 044 deploy/csi-plugin-conf/multipath.conf H7f¢ vendor & CTYUN.

# This is a basic configuration file with some examples, for device mapper

# multipath.

#

# For a complete list of the default configuration values, run either

# multipath -t

# or

# multipathd show config

#

# For a list of configuration options with descriptions, see the multipath.conf
# man page

## Use user friendly names, instead of using WWIDs as names.
defaults {

user_friendly names yes

find_multipaths yes

uid_attribute "ID_WWN"

#verbosity 6

}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua”
rr_weight priorities
no_path_retry queue
prio alua
}
}

19
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examples H sk a5 1 A HBlock CSIE{ ] YAML ST, AT DR A5 =X
(filesystem 5% block) Eid L1124, BIAI{E Kubernetes £ #f 1 H HBlock B )%

FHGIARI R .

[root@server stor-csi-driver-1.3.0]# cd examples

[root@server examples]# tree

——— block-volumes
| F—— dynamic-pv
| | —— csi-app-local-pvc-block.yaml
| | F—— csi-pvc-local-block.yaml
| | L—— csi-storageclass-local.yaml
| F—— statefulset
| | —— csi-app-stateful-local-block.yaml
| | L—— csi-storageclass-local-stateful-block.yaml
| L—— static-pv
| F—— csi-app-local-pv-block.yaml
| F—— csi-pvc-local-nocreate-block.yaml
| L—— csi-pv-local-block.yaml
L—— filesystem-volumes
F—— dynamic-pv
| F—— 1local
| | —— csi-app-local-pvc.yaml
| | F—— csi-pvc-local.yaml
| | L—— csi-storageclass-local.yaml
| F—— 1local-chap
| | —— csi-app-local-pvc-chap.yaml
| | —— csi-pvc-local-chap.yaml
| | L—— csi-storageclass-local-chap.yaml
| L—— local-chap-decrypt
| —— csi-app-decrypt-local-pvc-chap.yaml
| F—— csi-pvc-local-chap-decrypt.yaml
| L—— csi-storageclass-local-chap-decrypt.yaml
—— statefulset
| F—— csi-app-stateful-local.yaml

20
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| L—— csi-storageclass-local-stateful.yaml
L—— static-pv

—— csi-app-local-pv.yaml

—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

21
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3.5.1 7S PV

& PV R IR E M YAML TR PV, &R TAHERD, FAASHZ S E
SEMS. MRS PVE, FFEAE HBlock HoctldirE, REAIE PV. PVC # Pod,
HBlock CSI i 7T H a4 1k, H:3 HBlock %

EHES PV R BRI

HBlock # ¢
N |
& . I
/ & '
s |
~ |
1.@1@%
/ " PV
/" 2.8IEEPV- FHH0

" —HBlock#XEx ~
EBR  \_ 38evc, PVCIBE |
ERa =PV o ,
\ ~ VG |
”“x& |
", . |
4 BIERPod, CSHEEE |
BTSN |
\ |
|

\‘ Pod

K354 PV i fEE
1. GUEES: G2 HBlock 5120 B S% HBlock H & F /1.
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2. GIEPV.
(1) Bk PV ) YAML fit & S0 1F
® EiFUN filesystem ) sf5], BU%E PV csi-pv-local-storllunO6a. =%

examples\filesystem-volumes\static-pv\csi-pv-local.yaml = {741 .

apiVersion: vl
kind: PersistentVolume
metadata: #JCEHE
name: csi-pv-local-storllun@6a #PV HIZFKR
labels: #5335
app: stor-pv-nocreate-storllun@6a #PV [JfriR
spec:
capacity:
storage: 66Gi #GA&E, AN GIB, AR ERKGAENSE T HBlock HAIEMNER &
volumeMode: Filesystem #%&#i:0, SZKF Filesystem Fl Block &, BRiAN Filesystem Fiz,
accessModes:
# Ui, Filesystem Bizl/1%: 2+ ReadWriteOnce, ReadOnlyMany (#5754 aT#1k)
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain #FFAfLE[RIULIRNE, X Retain fll Delete
csi:
driver: stor.csi.k8s.io
volumeHandle: "storl:lune@6a" #ifE HBlock &
volumeAttributes:
fsType: xfs  # GHFHEHBIBHRN M RA KR, FF xfs, exts
readOnly: "false"
isMultipath: "true" # 7% multipath
chapEnable: "false" #&7%{HH CHAP AiE
chapUser: "username"

chapPassword: "password"

® Ls4 Block, f1]# PV csi-pv-local-block-stor2lunbl. Z:7% examples\block-

volumes\static-pv\csi-pv-local-block.yaml = ) 7= o

apiVersion: vl

kind: PersistentVolume

metadata: #oHdE
name: csi-pv-local-block-stor2lunbil #PV IS4 FR
labels: #i3%s

23
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app: csi-pv-local-block-stor2lunbl
spec:
capacity:
storage: 22Gi #ERE, BA0NGIB, AR EMAEAENSET HBlock HAIENEAE
volumeMode: Block #&#i:, F#F Filesystem fl Block %, ERIAN Filesystem 1z,
accessModes: # Vi, Block # = #4537 FF ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain # FFAILE[EILHNE, SZ#F Retain fl Delete
csi:
driver: stor.csi.k8s.io #HBlock CSI fdiff
volumeHandle: "stor2:lunbl"  #}§E HBlock %
volumeAttributes:
readonly: "false"  #&7 AR G
isMultipath: "false" # &7 {fH Multipath, HBlock HAHLiRES, HUH false
chapEnable: "false" #/&75fdif] CHAP iAilE

PV K YAML B2 & X2 8k

24 i e

driver HBlock CSI #if4. H{f: stor.csi.k8s.io. &

FD

accessModes i [ A

e

® ReadWriteOnce: £ AJ LAl — A5 sl A5 (1 75
X

® ReadOnlyMany: =& Lk 2 A5 55 B 5277 2
HH. filesystem BT, &7 EHERTHS AL

® ReadWriteMany: 1] LA 2 /N1 A LA S 5 =
HH. AL Block B4 3

volumeHandle & 52 BRI HBlock 5: 4%k, N

clusterID:lunName.

P

clusterID: #&5€ HBlock [IFRIR, 1E csi-
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configMap.yaml HifE— . 7 WLECE HBlock 17 ] i
Hk.
lunName: HBlock H 1l 2 i1 45 44 7K .

volumeAttributes.fsType LR BI AR RGRA, CHe xfs, extd. | 5KfF
PR : B filesystem B A 3H .

volumeAttributes.readOnly s LA G
HUA

® "true".

iy

® "false",
ERIME N"false” .
ER: XEFEMATRE, H"true"s"false”.

volumeAttributes.isMultipath & 7518 A1 Multipath. %A

BUH:

® true"

® ‘false".

ERINE A" true™

EE:

® XHHEMANFRH, Rl"true"s false”.

® 11 HBlock FERERR AL HBlock 5% A 5 H
Al RS, B highAvailability 24 Disabled, 1t
QbR BB E N false”, 2 32 pod A Bh Ak
.

® ¢ HBlock BALAR, BLALTREE

"false".

oA

volumeAttributes.chapEnable | 27 f# F CHAP AIE, BUH:
® true".
® “false".

ERE y false™.
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EER: XEFEMANTRAE, Bl"true ol false".

volumeAttributes.chapUser CHAP IMIERIH P 44 Wi SR AL & S csi-secret-

oA

decrypt.yaml #[f] decryptFlag & true, 75 %} CHAP
INIERIFH 7 44 4% ] DecryptData Bt & %5 415 1#E47
AES (ECP. paddingcs7) IN%, IN% G i 4s kT
Base64 %, HA&VE WECEINZHER.

IV RTHUE: Frrfeal, KEVEHLE 3~64, HEE
HERE B A ma(L ) FEREZR(-). FRIZ(_)-
H9(O)AH, FRX KNG, HAGCR LB
Btk

volumeAttributes.chapPassword | CHAP TAEf %505 . a0 S FE & SC 4 csi-secret-

iy

decrypt.yaml # 1] decryptFlag & true, 75 %} CHAP
IF 25 %18 F| DecryptData I & ()35 8% 34T AES
(ECP. paddingcs7) hn%, hn% g rsh Rit1r
Base64 2wy, FAATE WAL E & HE.

I RTHUE: Frrdbal, KEEEE 12~16, ¥
M E KRG R PNEER B TRILOT W
PR, FRIX KNG,

HER:
® AN )7 AL E CHAP %1y, ES%EBMEHER.
® PV KRR & URERE, 12 PV ORI G 8RN AT AL #E3Z PV 41T, PV H]

DL Retain (fRE) . Recycle (FFIF) (¥ Delete (HIF%) . HBlock CSI f#ifFH

R 37 ¥ Retain A1 Delete, /~37#F Recycle.

B[O ERE Retain 45 5 ] LR RICE YR . 24 PersistentVolumeClaim % 44
TR, PersistentVolume AT IRAFAE, X N I G ALY “ CRIX
(released) ” o 1T LANRIAAER T — HOUNHIEWE, ZEEAREH T HAl
HAi. AT A
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BT RCGRRS Y Delete KIGECE, MIERSNE 20K PersistentVolume X 5 )\
Kubernetes 5,  [F]E tH 25 MBS R 15 Bt HH RS B BT S BRIP4 08 7= o Bl it
IV )45 2= 4k 2K 3 StorageClass #1152 B I RIS RS, 1% 3K IS BRI Delete. &2 i
AR AR EC & StorageClass. vE&:, AR PV H#E /2 HBlock &
LEATAIEN S, WAREEE Kubernetes K MMER1Z% -
(2) N FARCE M (L csi-pv-local-storllun06a.yaml J9%1) .

[root@server test]# kubectl apply -f csi-pv-local-storllun@6a.yaml

persistentvolume/csi-pv-local-storllun@6a created

(3) BGUEBIEER PV (LA csi-pv-local.yaml A1)

[root@server test]# kubectl get pv

NAME CAPACITY  ACCESS MODES  RECLAIM POLICY  STATUS CLAIM STORAGECLASS  REASON  AGE

csi-pv-local-storllun@6a  66Gi RWO Retain Available 20s

3. filEPVC
(1) #r# PVC 1) YAML JC & .
o GHEFUN filesystem, Hr#d PVC csi-pvc-local-nocreate-storllun06a 1 YAML Bt

B . 2% examples\filesystem-volumes\static-pv\csi-pvc-local-nocreate.yaml

7 B o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: csi-pvc-local-nocreate-storllun@6a # PVC & F
spec:

accessModes: #Vj AT

- ReadWriteOnce

resources:

requests:
storage: 66Gi  #EMAE, H7 GiB, Kubernetes £x22i45E K T25 T A5 &M PV
selector:

matchLabels:
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app: stor-pv-nocreate-storllune6a

® LAl Block, #1% PVC csi-pvc-local-nocreate-block-stor2lunbl f#)fc & 44

22 examples\block-volumes\static-pv\csi-pvc-local-nocreate-block.yaml H {7~

il

apiVersion: vi1

metadata:

spec:

accessModes:

- ReadWriteOnce

volumeMode: Block

resources:
requests:

storage: 22Gi
selector:

matchlLabels:

kind: PersistentVolumeClaim

name: csi-pvc-local-nocreate-block-stor2lunbl

app: csi-pv-local-block-stor2lunbl

(2) NHEE S (BLPVC csi-pve-local-nocreate-storllun06a.yaml Jyfi) .

[root@server test]# kubectl apply -f csi-pvc-local-nocreate-storllun@6a.yaml

persistentvolumeclaim/csi-pvc-local-nocreate-storllun@6a created

(3) 2L AR PVC (LA csi-pve-local-nocreate-storllun06a A1) .

[root@server test]# kubectl get pvc
NAME

csi-pvc-local-nocreate-storllune@6a

STATUS

Bound

VOLUME

csi-pv-local-storllun@6a

CAPACITY  ACCESS MODES STORAGECLASS

66G1 RWO

AGE

10m

ER:

® PVCIEIAEHINILE PV, 2PV HIAEEKNTET PVCHIAEN, Kubernetes 24
PVC 1 PV BT E . INHRA ZA PV # E 5%, SR FEH—4 PV #HATILR.

® PV I PVC [ E XA and selector 7B, 4 app BLE —3, SNICIELE .
1A selector F B, PVC &4 A BILE PV,

® PVCHIPVEE, PV EEMER, WMk PV, FHELMERIEER PVC.
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f1l% Pod.

f1% Pod,

JAA 7 A A 4R e

JFATPVC 5Kk, HBlock CSI iRt B 85 s b s (iR te) ,

(1) ¥# Pod i) YAML Bt & A4

LAE A filesystem, 1% Pod my-csi-app-local-pv-storllunO6a KL & 1, =

2 examples\filesystem-volumes\static-pv\csi-app-local-pv.yaml #7451 .

kind: Pod

apiVersion: vl

metadata:

name: my-csi-app-local-pv-storllun@6a #BI M Pod ZHK

spec:

containers:

- name: my-frontend #&&R&FK
image: busybox #iF & A a4 B E
imagePullPolicy: "IfNotPresent" #Z2%8i1% iIH HURNE

volumeMounts:

- mountPath: "/test6a" # BRI AR AR
name: lun@6a # XN volumes FR%E R ¥ IE 4

command: [ "sleep", "1000000" ]

volumes:

- name: lun@6a # volumes ¥XYHE44, T LATE volumeMounts FHE#

persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-storllun@6a # Pod &2l PVC 4 FK

1N Block, f1J% Pod csi-app-local-pv-block-stor2lunbl f¥) it & 4 csi-
app-local-pv-storllun06a.yaml, 7% examples\block-volumes\static-pv\csi-app-

local-pv-block.yaml )71l o

kind: Pod

apiVersion: vl

metadata:

name: csi-app-local-pv-block-stor2lunbl

spec:

containers:

- name: lunbl

image: busybox
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imagePullPolicy: "IfNotPresent"

volumeDevices:

- devicePath: "/dev/testbl"
name: lunbl

command: [ "sleep", "1000000" ]

volumes:
- name: lunbl

persistentVolumeClaim:
claimName: csi-pvc-local-nocreate-block-stor2lunbl

(2) NHIECE S (LA csi-app-local-pv-storllun06a.yaml ) .

[root@server test]# kubectl apply -f csi-app-local-pv-storllun@6a.yaml

pod/my-csi-app-local-pv-storllun@6a created

(3) Bk Pod FHEER) %

[root@server test]# kubectl get pod|grep my-csi-app-local-pv-storliluneéa
1/1 Running 0 92s

my-csi-app-local-pv-storllund6a

A LRSI AR T OL R T K {ttestba, HERAXT MW HBlock H1 )3 lun06a.

[root@server ~]# kubectl exec -it my-csi-app-local-pv-storllun@6a -- /bin/sh
/ # 1s
bin dev etc home lib lib64  proc root sys testba tmp usr var
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3.5.2 §I7S PV (F&#7S PVC)

A PV ZiEd PVC G PV, HFAATREIRATEE PV, R EZ8E1d StorageClass A7 1iff 5%
U5 LAF, Kubernetes s 2R 45 PVC ZhdS U PV, H3hfilk HBlock CSI i s 41
HBlock ()% . Zha PV EH TAHEERZE , (HAFGE TR AH R 3 5

BN PV I EERAEM T

»  HBlock&EF
/ T
p 4 — PV ., HBlocks
/
! 4 KubemnetesZt§
1-%7%;3# StorageClass , 1RiE
/ sz‘?ﬁﬂﬁ =T _
/ EE A NAR s P
/ " ShoragelGla=s StorageCIassEPE"j?éi E;%%&%ﬁgaﬁ@
" 2 pgstorage Class . =AY iz
Es 3 BPYC , 30
wage Classs_t_‘;%“ pVC K
-
N
6.8IZPod-, 15
PVCER
- Pod

Kl4.2h7 PV i FE A
1. @# StorageClass
(1) g StorageClass ] YAML fic & 1.
L A filesystem, fIl% StorageClass csi-stor-sc-local-stor1lun08 Y YAML fig & 3¢
4 csi-storageclass-local-stor1lun08.yaml. 7] LLZ2% examples\filesystem-

volumes\dynamic-pv\local\csi-storageclass-local.yam! 7 f#] 751 o

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@8 #StorageClass %#x
provisioner: stor.csi.k8s.io #HBlock CSI #HfF
parameters:
storageMode: Local # HBlock #H[I{FfitAY
fsType: xfs # GRHEHBIBHEN M RGRE, I xfs, exts
readOnly: "false" # ;&R &G
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sectorSize: "4096"  # HBlock W& IX K/, 3Z#F512,4096, HAFT
localStorageClass: "EC 2+1"  # HBlock & IUAMR

minReplica: "2" # H/PEIAE (I HBlock FEREGCHR) -

highAvailability: "ActiveStandby"  # HBlock #:mal Hfi .

writePolicy: "WriteBack" # HBlock %5 5EHg

isMultipath: "true" # REGEzIZE

maxSessions: "1" # iSCSI Target fOUFEZAIE AL iE%.

ECfragmentSize: "16" #ZUMHAZE F KA. BICREERN EC BT, BB EAERK, AN 20 .
serverNumbers: "2" #HBlock Target FifEMIARSS A 2E (INERBERCC )

clusterID: "storl" #HBlock #xi}
reclaimPolicy: Delete # PV R TN%, S ¥F Retain Al Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true # & AUY EH

#1530 Block, f1% StorageClass csi-stor-sc-local-stor1lun09 f YAML Bt & 4%
csi-storageclass-local-stor1lun09.yaml. 7] LLZ7% examples\block-volumes\dynamic-

pv\csi-storageclass-local.yaml # i) 7= 451

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@9 #StorageClass &#§

provisioner: stor.csi.k8s.io #HBlock CSI #ft

parameters:
storageMode: Local  #HBlock #&fI77fik2M
readOnly: "false" #e 15 DA G

sectorSize: "4096"  #HBlock WM A/, SCHF512,4096, HALTS
localStorageClass: "EC 2+1" #HBlock &L R

minReplica: "2" # f/NEIA% (X HBlock FERERSIHF) .

highAvailability: "ActiveStandby"  #HBlock % n] F#5ia.

writePolicy: "WriteBack" #HBlock &5 THH%

isMultipath: "true" #REH/HEIZE

maxSessions: "1" # iSCSI Target fOUFEZMIE AL iEH.

ECfragmentSize: "16" #ZMLHEsH K/Ah. BICREBEAY EC BNy, LR EA LR, &2
serverNumbers: "2" #HBlock Target ATEMIRS #ediE (B TR)

clusterID: "storl" #HBlock FRriH
reclaimPolicy: Delete  #PV [J[RIi3iN%, SC¥F Retain Al Delete
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volumeBindingMode: Immediate
allowVolumeExpansion: true #&27 Ly Bt
StorageClass i) YAML BB X425
ZH 5% B %IE
storageMode BIAEAE2EAY, S0FF Local. Cache. Storage f5 . =
Cache. Storage K/~ L4
fsType GWHRBIBBROIMERG A, CFE xfs, extd. A
PiBH: BN filesystem A 43,
readOnly A DL R S AT B A &
B "true". “false". ZRIN{H A"false”.
HER: XEFERMATRE, E"true"s"false”.
cloudBucketName LA TER OOS il i 44 5K b s
R 1EZ)JT A Bucket )4 fi A 1 E A& AR BE I

KA. FIEE

cloudPrefix WE O0S THIRTLR 448K, WEMHKAWE, GEESFE | &
AR LT S8 i 44 B2 SC R rpr e AN BORTEE AT, I EL3%
FAAEAE LA A4 ki 44 B RS e
KA. PR
WE: KEZVEHE 2 1~256.
cloudAccessKey 0OOS AccessKeylD., RSP D
KA. FHFHR, H
cloudSecretKey OOS SecretAccessKey . RS D
TR B S csi-secret-decrypt.yaml # 1] decryptFlag 4 H

true, 52X} secretKey Yit5f F| DecryptData B & )% A%}
BE47 AES(ECP. paddingcs7)ines, I & it)4s B ikaT
Base64 g, HAAVE WA ENFEBEK.

KR TR

>N
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cloudEndpoint

% & 00S Endpoint.

R FEE

b s
1

cloudObjectSize

B A7 7E OOS H R/

HUE: 128. 256. 512. 1024. 2048. 4096. 8192, Hifi &

KiB. BRiME N 1024,

AN
)

cloudStorageClass

W H O0S M3 A,
HYAE -
® STANDARD: Frifififit.

® STANDARD IA: &A1 M 47-0i% .

ERiNE N STANDARD.

iy

cloudCompression

TS R An s B A% % 00S.
B :

® Enabled: 7.

® Disabled: 5.

ERINE N Enabled.

iy

cloudSignVersion

00S HJiFRZE A AUETT
HUAH -

o Vv2: V2X&4,

® V4 VAKA,

ERMEN V2.

iy

cloudRegion

#7~ Endpoint B AT 7E X 45
VA ZEL I, LI,

KA. FIEE

S

deleteCloudData

MIERER, 2 EMERz EREEE.

A :

® true: MRz ER9HEE.
® false: MMz ERIEHE.
BRME N false.

oA
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sectorSize XA/, MRHER P SO RS 10 AR /N AL B S | B
B IX KN
HUfE: "512". "4096", AL NTTT. ERIME N"4096".

localStorageClass KA TURE . YRR E LS.

R

® single-copy: HEIA,

® 2-copy: WiEIA;

® 3-copy: —RHIA;

® ECN+M: 2. Hrh N. MOYIEEE, N>M,
H N+M<=128. Foni il #I8 N DB AR M
AR -

ERIAE )y EC 2+1.

oA

minReplica RNEIAEL (EBERCCR -

T RIS, REEEIABON X, RAEIARECN Y
(Y DA<X) , ZEFXREANE, 20 Y HEEESE Nk

Uy, AMNARRENEL. *T ECN+M X%, ki

ERPEIABIE N Y CLAH L NSYSN+MD , Z0# 2

SRE/DN Y R SRR IS S N, A AR IRE N

J% o

WAE: B MTREASE, BUETEEZ[L N], NOYEIARE

REMEIAL, BINMEN 1. 0T EC %, BUETEHEZN,

N+M], ERIMEN No

iy

ECfragmentSize MRS RN BIUARIEACY EC BN, ik E A
AR A 2
BYE: 1. 2. 4. 8. 16. 32. 64. 128. 256. 512. 1024.

i

2048, 4096, FA7SE KiB. ZRIMEN 16,

highAvailability ik . YRR E LS.
WA :

iy
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® ActiveStandby: JE3F 5, 1% IREONT N Target A
# 10N,

® Disabled: ZARH AT B, %485 KB B Target )
—/™ IQN.

BRIME N ActiveStandby .

writePolicy )5 TR o

IR

® \WriteBack: [F5, RIEIEEAZINIFE, LAREIZSE
P ), RS NS IS TR K
BiE, REVEESRAE MR

® \WriteThrough: %%, BPEUEFIKS NN MBE, FF
FEPIALHE i h e, R P i S . &M TR E
PEEORE R, BIEREER AR, HEdEB AR
PRA I 5

® \WriteAround: %5, BIHEES ANBEAL )G BRI N A
7, BNBANING, SLZR MR 5 S . & T
FeE M EOREGS, MEREE R AR, HEZ /05,

BRINE N WriteBack.

isMultipath JE 1% ] Msultipath. A

A

® true"

® "false".

ERINE A" true” s

HE:

® TN, BItrue" 5 false" .

® U4 HBlock 2 HE AL A 1) HBlock &% A7 J5 i T A
., BP highAvailability 4 Disabled, BtAb75ERE N
"false", #5232 pod & 3R
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® IRJE HBlock AL, LA B E Ny false™.

path i B APl B BE BB H sk (BCRBLCE RS . %
RGN AR E s H sk, 8 F IR 55 45 BB B9 BRI
H%x.

pool FAEIB TR, RoRmEAFMM, BRI B LR LA N | 5
XERRERGCHR) -
WAE: KOS 1~16, RAEHTBE. MR (-
) RRIZ (O HEL FRIXRANG, HAGCHR LR
MHCF Ik
BRI AL FH H At A7 it i

cachePool AR, RoRmRE A, BHREEBE N EEMW | &
M (BUERERRGSCRD .
BUE: KEJEHE 1~16, REeHfE. Bz -
) RRIZ (O HEL FRIXRANG, HAGCR LB
FECF Ik
W RAE WAREA BB =R A7 A
FE: b5 Z AR F— M.

maxSessions iISCSI Target 7o VF 37 [ B K2 1620 o
Huf: A, BUEVEE L, 1024], BOAEN 1.

serverNumbers Target FT7E IR 55 255 (AVERBERCCHRR) « i
BEOEA, BUEAL2 ], n NERNRSSPEE. BRAE
N 2.

faultDomains MR AE A P, B8 Target ATEEARSS #5105 (N | &
BERR R, DAMEAIE LUN B, LUN CHXH) Target £ 26 M
SRS ae IR IR I IR ST 45 . Bl anA7 ity rack 200,
HIRFMNEH 5 rackl. rack2. rack3. rack4 FT A, H.
faultDomains & 72 rackl. rack2, #-4 @& LUNK, LUN 3%
HK 1) Target £ 46 M rackl. rack2 PITA0 25 A7l s 1R AR 55 2
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TR BAATEREE, A R IRIE— DRSS A5

HEE:

® (Pt RIS path N, AREE %S

® IR LUNTRZE J s G- i A e A7 it T M v
AR P B AR . R LUN R E T & A7
fifi s, DU A e 28 A7 Tt P B B AR

BUE: DA RN, 1 S g T BAF) room., rack.

server. ] LMEE 2T R, (HAT RN SN T4 T

serverNumbers. 5 s I Z0) ] LA, BT 5344 Db e —

TR AR CUE PR SRRE R Ah h  4xigAe, A% 0N

name:name:name, MARTT FUTARZBHARE: HAT LU AT &R 7>

AL, HiZBRAE TR — . a0

default:roomé4:hblock_4. room4:hblock 4. hblock 4 7E&E#E 4

R da A R, B AR R e —, Tk

H—Hpwr,
chapEnable T H CHAP IIE, BUE: 4
® "true"
® false"”.
ERINE Ay false™.
HE: REFEMAFRE, H'true”si "false".
chapUser CHAP IERIF 44 an SR B E S csi-secret-decrypt.yaml | 75

H1[1) decryptFlag 4 true, 7% ZX CHAP IAUERIH - 24 4% H
DecryptData fic & 1) % $3 %} 147 AES (ECP. paddingcs7) Jil
B, NG4S R E4T Base64 gnhl, HAAVE L E &AL
X

N RTRUE: FRHRIEN, KETEHER 3~64, RAehs
BE, He, A)AR(L) BME(-). TRIZ(L). B9()4A
B FREX KNG, BACGCRE A B Tk

=
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chapPassword CHAP VIER RS . W S B S csi-secret-decrypt.yaml 1 | 5
(1] decryptFlag 4 true, 2% CHAP IE & 6548 H

DecryptData fic. & 1) % $A%] 14T AES (ECP. paddingcs7) Jin
B, N SRS KT Base6d i,  HLAA VR ILEE BN AR

&P%

NI TR, KATEER 12-16, BAUE S K
Bit, NSFE . FRGQHESTRES, 7
BEX 43 kAN

A

clusterID HBlock [{J#riR, 7E csi-configMap.yaml HiE—. i ILECE
HBlock v A Hi kit .

reclaimPolicy FEAAME IR .
HUAH -
® Retain: £,

iy

® Delete: 5.
ERIMEAN Delete.

volumeBindingMode SRR E IS ST Pod TR R4 5E .
HUA

® Immediate: TEIZRAE.

iy

® \WaitForFirstConsumer: iEiR%5E .
ERIME N Immediate

allowVolumeExpansion | A& JE .

A

® true: LITFEY &
® false: ANAHFEY E.
ERIME A false.

iy

(2) MNHIECE S (LL csi-storageclass-local-storllun08.yaml 94D

[root@server dynamic-pv]# kubectl apply -f csi-storageclass-local-storllun@8.yaml
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storageclass.storage.k8s.io/csi-stor-sc-local-storllun@8 created

(3) A FEAIZ N StorageClass (LA csi-storageclass-local-lun09.yaml A1) .

[root@server dynamic-pv]# kubectl get storageclass
NAME PROVISIONER RECLAIMPOLICY  VOLUMEBINDINGMODE  ALLOWVOLUMEEXPANSION  AGE

csi-stor-sc-local-storilune8 stor.csi.k8s.io Delete Immediate true 24s

HE: IFHINEGE CHAP H P #1465, 1 deploy/csi-plugin-conf/csi-secret-decrypt.yaml 3¢
47 decryptFlag 7B F5 L B oA true, H CHAP F /7 4 s it 7 B i B A AES %5 SCIF)
base64 #% . EAAT LIS WECE N

2. @& PVC
BI# PVC, FHA01 StorageClass S8k
(1) #HE PVC /1) yaml it & SO
LN filesystem, fIl%E PVC csi-pvec-local-stor1lun08 fHC & S csi-pve-local-
storllun08.yaml. =% examples\filesystem-volumes\dynamic-pv\local\csi-pvc-

local.yaml /1 {71

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-storllun@8 # PVC (1%
spec:
accessModes: #Ul#Z, filesystem fizlf)45 3 #F ReadWriteOnce
- ReadWriteOnce
resources:
requests:
storage: 77Gi #&%&E, HI AN GiB
storageClassName: csi-stor-sc-local-storllune8 #PVC ffifH] StorageClass % F

N Block, f1J% PVC csi-pve-local-block-stor1lun09 (K¢ & 14 csi-pve-local-

storllun09.yaml. =% examples\block-volumes\dynamic-pv\csi-pvc-local-block.yaml

7R B o

apiVersion: vl

kind: PersistentVolumeClaim
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metadata:
name: csi-pvc-local-block-storllun@9 # PVC f1& 7
spec:
accessModes: # Vjifis, Block #3 [ S #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
volumeMode: Block
resources:
requests:

storage: 88Gi #LAE, ¥/ N GiB

storageClassName: csi-stor-sc-local-stor1lun@9 #PVC {#iJH ¥ StorageClass K% T

(2) N HEE S (B esi-pve-local-storllun08.yaml A1)

[root@server dynamic-pv]# kubectl apply -f csi-pvc-local-storllun@8.yaml

persistentvolumeclaim/csi-pvc-local-storllun@8 created

(3) IUFE LA 1 PVC.

[root@server dynamic-pv]# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
csi-pvc-local-storllune8 Bound pvc-84b9a4b9-403d-41a5-96bc-8d1e@8c7abl5  77Gi RWO csi-stor-sc-local-storllun@8  27s
3. % Pod.

B4 Pod, JfH1 PVC KBk, HBlock CSIHffFH# HanEIE . #& 1k, 44k HBlock 1% .
(1) ¥ Pod ¥ YAML Pt & SCA,
L 2N filesystem, A1% Pod my-csi-app-local-stor1lun08 [ FC & ~C 14 csi-app-local-
pvc-storllun08.yaml. T LAZ% examples\filesystem-volumes\dynamic-pv\local\csi-

app-local-pve.yaml FF )71 .

kind: Pod
apiVersion: vl
metadata:
name: my-csi-app-local-storllune8
spec:
containers:

- name: my-frontend
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image: busybox  # FifRihhl

imagePullPolicy: "IfNotPresent" # HIUE R N

volumeMounts:

- mountPath: "/test8" # HEFHBIAELLN HArEE
name: lun@8

command: [ "sleep", "1000000" ]

volumes:
- name: 1lun@8 # Xf/% volumeMounts fH:#I0 H
persistentVolumeClaim:

claimName: csi-pvc-local-storilune8 # i pvc & F

N Block, £% Pod my-csi-app-local-block-stor1lun09 fJ1E & 2 14 csi-app-
local-pvc-storllun09.yaml. 1] LLZ7% examples\block-volumes\dynamic-pv\csi-app-

local-pvc-block.yaml H 7~ .

kind: Pod
apiVersion: vi1
metadata:

name: my-csi-app-local-block-stor1lun@9 #Pod f4#x

spec:
containers:
- name: my-frontend
image: busybox # fEf§Huhk
imagePullPolicy: "IfNotPresent" # FiHUEH{% 5FME
volumeDevices:
- devicePath: "/dev/test9" # IE#FHFIEZN HAREEE
name: lun@9  # XI5 volumes Hf] name

command: [ "sleep", "1000000" ]

volumes:

- name: 1lun@9 # X} volumeMounts fH:% 3 H
persistentVolumeClaim:

claimName: csi-pvc-local-block-storllune9 # i pvc K47

(2) N HECE S (P csi-app-local-pve-storllun08.yaml Jyf5i) .

[root@server dynamic-pv]# kubectl apply -f csi-app-local-pvc-storllun@8.yaml
pod/my-csi-app-local-storllun@8 created
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(3) EAFEAIZER Pod (LA csi-app-local-pve-storlun08.yaml A .

[root@server test]# kubectl get pod|grep my-csi-app-local-storllune8

my-csi-app-local-storllun@8 1/1 Running @ 27s

LB RIS DA H R T 81 test8.
[root@server ~]# kubectl exec -it my-csi-app-local-storllun@8 -- /bin/sh

/ # 1s

bin dev etc home lib lib64 proc root sys test8 tmp usr var

YER: HBlock CSIAHMEMYEH M HIBCE , 7£ HBlock SR [ 5h A& 540 Target, %, Target.
PV & — Xt RifIK R
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3.5.3 BIFS PVC

i StatefulSet H 45 72 [ StorageClass #1456 ## PVC, Kubernetes R4 StorageClass H it & [
55, B3R HBlock CSI A& HBlock %. 3 PVCIEMH T HAIASEIELA Pod, If
NHEBAFR I 5

Iz PVC M R BRI R

1.6 Storage Class
p StorageClass -

-~

2.@1_I§§Sta1_§fuls‘>et

S StatefulSet PVC - PV N

K9.3h4& PV AR

1. g Storageclass
(1) ¥rge StorageClass ] YAML fic & 1.
® EFUN filesystem, €)% StorageClass csi-storageclass-local-stateful-stor1lun10
(K BC B 014 csi-storageclass-local-stateful-storllun10.yaml. #J LAZ#%
examples\filesystem-volumes\statefulset\csi-storageclass-local-stateful.yaml 77 f#) 7~

.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-storageclass-local-stateful-storllunl® #StorageClass %5
provisioner: stor.csi.k8s.io #HBlock CSI #@ft
parameters:
storageMode: Local  #HBlock #H[I{FfiAY
fsType: xfs #EFEFHEH XHERGEHKEN, FF xfs. extd
readOnly: "false"  #&7bLHiy RE#%
sectorSize: "4096" # HBlock WX K/, SHF512,4096, HNAFH
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localStorageClass: "EC 2+1" # HBlock % IUAxHE
# minReplica il localStorageClass "EC N+M"H1[] N ERIAFHSE
minReplica: "2" # /P EIAEL (L HBlock EEHERRSCRD)
highAvailability: "ActiveStandby" # HBlock & nJ AR
writePolicy: "WriteBack"  # HBlock %5 %ig
isMultipath: "true" # R&EREzhIZE
maxSessions: "1" # iSCSI Target U@ K KEiE%L.
ECfragmentSize: "16" #ZMIIEL IR/ BICREADy EC NS, B EA B, 020 .
serverNumbers: "2" #HBlock Target FTfEMIIRSS 28 8m (IEERERR SRR
clusterID: "storl" #HBlock frif
reclaimPolicy: Delete #RFAMAERIYIHRS, X #F Retain Al Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true #¥EY &

® L4zl Block, fJ& StorageClass csi-storageclass-local-stateful-block-
storllunll ffJfic & SO 14 csi-storageclass-local-stateful-block-storllunll.yaml.
PLZ % examples\block-volumes\statefulset\csi-storageclass-local-stateful-

block.yaml .

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-storageclass-local-stateful-block-storllunill
provisioner: stor.csi.k8s.io
parameters:
storageMode: Local
readOnly: "false"
sectorSize: "4096"
localStorageClass: "EC 2+1"
# minReplica il localStorageClass "EC N+M""H1[) N BRIAFHEE
minReplica: "2"
highAvailability: "ActiveStandby"
writePolicy: "WriteBack"
isMultipath: "true"
maxSessions: "1"

ECfragmentSize: "16"
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serverNumbers: "2"

clusterID: "stori"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

StorageClass ] YAML B & SC 53 .

ZH i3y = EBIE

storageMode LI RA, SCRF Local. Cache. Storage #\. &
Cache. Storage #:UEK /R L =45

fsType G HEH BB BRI R G R, FFE xfs, extd. M
VL. BHACN filesystem I DA 3H,

readOnly st DL R i AT B &

HUHE: "true". "false". BRIAME N"false".
ER: XEFEMATRE, H"true"s"false”.

cloudBucketName CAFLE ) OOS FEA hf 1 44 FR o =Y
R 1EZ)H 8 Bucket B2 @y i %€ F& AR B o H

KA. FIEE

cloudPrefix wE O0S AT A%, WEMWHKAIRG, BHIES
FAAEAFAEAR LART S i 44 B0 2R ST b o SRR Fi € i
2%, W EHEAAELE LLG 2 PR 44 28 S0 e

KA. FREH

. KEVERZ 1~256.

gl

cloudAccessKey 0O0S AccessKeyID. BRVa DA

K. FIFE. 71

cloudSecretKey OOS SecretAccessKey BRVa DA
I S i B A csi-secret-decrypt.yaml 4] decryptFlag v | 3H

true, 75 EEXT secretKey YEALAH A DecryptData Bt & 1%
AR HE4T AES(ECP. paddinges7) N, IN%s Ja ()45 ik
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1T Base64 #ifiY, EARVE A EINBER .

KA. FREE .

cloudEndpoint & OOS Endpoint. BB

KR Fr5E. H

cloudObjectSize BEAFfEAE OOS H KK, 3
HUfE: 128. 256. 512. 1024. 2048. 4096. 8192, H
fisE KiB. BRIME N 1024,

cloudStorageClass W E O0S AR,
HUAE -
® STANDARD: Hr#EfEf#;

0

® STANDARD_IA: &S5 A /£ 4 .
RiME N STANDARD.

cloudCompression T EgEEdE F &% 00S.
HUfH -

® FEnabled: 2;

oA

® Disabled: 5.

ERIME N Enabled.

cloudSignVersion OO0S MiF R4 Wik T7 0
HfH -

. VZ: VZ ’ggo

gl

. V4: V4 ’ggo

ERIME N v2,

cloudRegion 7 Endpoint FEJ57th BT 7E X 45 XA
i VA ZE 4R, I IE,

ESINEL

deleteCloudData MGy, SR L rEdE.
EAE -
® true: MRz EIEIE.

oA
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o false: MRz _LAOEHE.
ERINME N false.

sectorSize FEIX KN WRIE 7 i S RGO B 1 i /N B %
TE A X KN
BUE: "512". "4096", AL AT . BRINME N"4096".

oA

localStorageClass AHAE TR AR BRI B IS EL
CIER

® single-copy: HLEIA.

® 2-copy: MEIA.

0

® 3-copy: —HEIA.

® ECN+M: gz, Hr N. M yIE#%,
N>M, H N+M<=128. FREHE 7 HI N A
B, AR M AMREEE .

ZRIE N EC 2+1.

gl

minReplica B/NEIARSEL (VEBERRCCFR) ©

ST EIARIE, BERIAEN X, B/EIARECH
Y (Y RASX) , ZEHEBREAN, 20Y HhEHES
NI, ARNARKG AN . % T EC N+M &A1)
%, RBOZERDEIAKRE RN Y CLAGH 2
N<Y<N+M) , 20 2 e F 204 Y R AR 5
P NET, AR REG NI -

HUE: B W TREIAS, BUEIEHEZ[L, NI, N AREIE
G EIAL, BIMEN 1. 6T ECH, HUHETEH
AN, N+M], BRIMEH N.

ECfragmentSize MRS EL S oK/ N BITUREEACH EC B, ik
B, BN,
BUE: 1. 2. 4. 8. 16, 32. 64. 128. 256. 512.

oA

1024. 2048. 4096, H.f/& KiB. ZRIAE N 16,
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highAvailability kTR BYRA R R B IS 73

BUA -

® ActiveStandby: JEzhF &, 1HERBEA N Target T
WA 1QN.

® Disabled: ZEH =T A, Z4E KON Target
T f—4~ IQN.

ERIME N ActiveStandby

0

writePolicy 5 1S N .
BUH:
® WriteBack: [A15, RIHdEE ARIANFFG, AR
LRI ERY), ZJE MR BN T
YEREEER IS, RE RS RA m g 5.
® \WriteThrough: &5, BIEIERIK S N N AFAE
H, HEMAHEE K fE, IR R S R .
EH T RGE 2Rk E, SR ERAE, Higix
B ONHIEE B R e B 55
® \WriteAround: %85, RIHES NRLAL S BB HUH R
WAF, GANBERLRI) )G, SLZ0R 8% ) i S S o
EH TR R, TR R A m, HE 2
S
ZRE Y WriteBack.

isMultipath Je 75 1f B Multipath. A
HUAH -

® "true".

® ‘"false”,
ERIME R "true”
R

® X HFREMNTLIE, Hl'true"s{"false”.
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® 4 HBlock 4EBER i F # HBlock 5 1A Ja I i vl
X, Bl highAvailability 4 Disabled, 1Ak 7 %
YL E Nyfalse”, 754 53 pod f5Eh LK

® L E HBlock HLALAR, UhAb B 13 E v false”.

iyl

path TR ATl B A B H o (DLERBLBSCEE) o
IR B N AR BdE H 3%, 8 R SS A4% AL I ERIA
B H %o

0

pool FAEIBAARR, FRon AT, B8R R &AL 2 A7
WA (RUEERERRCCRR .

BUE: KEWHEE 1~16, RAed i, e mikize
()« RRIZ (O dl, TR KNG, HAGH
LA BERTE Tk

BRI Atk 7 i 1

0

cachePool AR, R s A, BEIEE BB AN %
BTN (NEERERRCCRS)

W KIEVOEZE 1~16, HAgd7RE. B MR
()« MRIZL (O HEL PR RNE, HACGHF
DL BERIE 7 3k o

ARSI MARE A W B Bl A7 A

HE: S AR R — 2.

oA

maxSessions iSCSI Target S0 V& V. e K21l 4
HUE: %8, HUEJERZ[L, 1024], BAEN 1.

oA

serverNumbers Target FTER RS 28208 (ERBFRRCCRE)
BHOER, BUE AR, n], n AERNRSSEE. 2R
IME N 2,

faultDomains FRPEAF A b (R A 5 4, B Target FTAE AR 55 o5 10 51 %
ARG FE) » DMEGIEE LUN B, LUN SCHRH)
Target H 56 MAZ AR 55 83 F1 3R IR BRI TE IR &5 2% - Bl A7

oA
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fiiith 9 rack 2, HARFMENRI TR rackl, rack2. rack3.
rack4 H ()5 &, H faultDomains $i %€ rackl. rack2, I
2813 LUN B, LUN SCERHY Target f15% M rackl.
rack2 JI B &5 P G A7 Aifh L 1) IR 55 91 26 BLIEAT R 4%,
AT RUR A — N IR S5 %
EE:
® (A MR A path IR, ANREREZSEL.
® IR LUNTEIE | sl SAF I AN iR A7 A, UM
RGAF I PR BT F AR AR LUN R$6 € T &
AP, W N A7 it B 7T R R
BUE: DU AR, 9 s 200 w] B2 room.
rack. server. W] LAEE AT, AT RUHYDEE /N
T4 T serverNumbers. 1 s AT LAAN[E], (HT5 f 44
WZBME— o T R A FR AT DUE L FEAR 4R 4 i) 42 AT
#%3X9: name:name:name, MART fUFMRIERIEE; H
A LM A %A%, (HAZERAS TR AE AR RE AR AN M — . 1]
un default:room4:hblock 4. room4:hblock_4. hblock_4
FEAERF AN P IR IR R — 7 i, B AR R R 4
ME—, DML —EPTT,

clusterID HBlock [JFRr1H, 7E csi-configMap.yaml FrifE—. FEEE | &
& HBlock v [al k.

chapEnable T8 H CHAP IF, BUH: 3
® "true".
® “false".

ERME - false™.

W XEFEMANFERE, B true"=i false".

chapUser CHAP JEHIH 44 . G SR Ac & S csi-secret-
decrypt.yaml ] decryptFlag A true, 75 E%} CHAP A

iyl
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Ef) P 4448 ] DecryptData it & B & 815 3E4T AES
(ECP. paddinges7) n#, hn# a4 Rik1T Base64d
Zwh, FARvE A BN

MERTBUE: FReR e, KEJEHIE 3~64, HRpgh
BE Her, A)R(L)s BMZ(-). TRIZ(L). B9(:)
Ak, FRXRANG, BACHRLFREEr Ik .

chapPassword CHAP IAIE RS . an SR EC B S csi-secret-

0

decrypt.yaml #1 ] decryptFlag & true, 5 Z%F CHAP A

E K35 548 ] DecryptData Bt & 1) 2 5%+ #E47 AES
(ECP. paddinges7) W%, hn#Jam4h it Basebd

Zwh, FARTE B

IERTUE: AR, KEEEE 12~16, w2t

BRE PR NG E . TRILQ R R

TR, TR RNE,

reclaimPolicy AN [FISCR B
B -
® Retain: f£H.

gl

® Delete: &,

ERIME N Delete.

volumeBindingMode | 37 RI45 5 it 52 557 Pod 1 FE I 463 .
HfH -

® Immediate: . EI4EE .

oA

® \WaitForFirstConsumer: JEiRZR5E .

ERIMME N Immediate

allowVolumeExpansion | &Y & .

HUE -

® true: RNIFEYE.
® false: NAVFEY &,

oA
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BRINME N false.

(2) M FECE S (LA csi-storageclass-local-stateful-storllun10.yaml A .

[root@server statefulset]# kubectl apply -f csi-storageclass-local-stateful-storiluni@.yaml

storageclass.storage.k8s.io/csi-storageclass-local-stateful-storllunl@ created

2. gt StatefulSet.
(1) % StatefulSet 1Y) YAML Bt & S04

LA AN filesystem, @14 StatefulSet csi-app-stateful-local-stor1lun10 f#) YAML At

B A csi-app-stateful-local-storllun10.yaml. 7] PAZ2% examples\filesystem-

volumes\statefulset\csi-app-stateful-local.yaml = {741 .

apiVersion: vl
kind: Service
metadata:
name: csi-app-stateful-local-storllunil®
labels:
app: csi-app-stateful-local-storllunie
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:
app: csi-app-stateful-local-storllunle
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: csi-app-stateful-local-storllunl®
spec:
selector:
matchLabels:
app: csi-app-stateful-local-storllunle

serviceName: "csi-app-stateful-local-storllunle”
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replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-storllunl®
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-storllunie
image: busybox
ports:
- containerPort: 80
name: web
volumeMounts:
- name: lunle
mountPath: /test10
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunle

spec:

accessModes: [ "ReadWriteOnce" ] # Vi, filesystem #1145 Z#F ReadWriteOnce

storageClassName: "csi-storageclass-local-stateful-storllunie”

resources:
requests:

storage: 100Gi

LA N Block, fJ%E StatefulSet csi-app-stateful-local-block-lun11 /) YAML it & 044

csi-app-stateful-local-block-lun1l.yaml. £ examples\block-volumes\statefulset\csi-app-

stateful-local-block.yaml )7~ .

apiVersion: vl
kind: Service
metadata:
name: csi-app-stateful-local-block-1lunil
labels:
app: csi-app-stateful-local-block-1lunll

spec:
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ports:
- port: 80
name: web
clusterIP: None
selector:
app: csi-app-stateful-local-block-1lunll
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: csi-app-stateful-local-block-1lunil
spec:
selector:
matchLabels:
app: csi-app-stateful-local-block-1lunll
serviceName: "csi-app-stateful-local-block-lunll”
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-block-1lunil
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-block-lunll
image: busybox
ports:
- containerPort: 80
name: web
volumeDevices:
- name: lunll
devicePath: /dev/testll
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunll

spec:
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accessModes: [ "ReadWriteOnce" ]
#17 AE, Block M L FFOUF A : ReadWriteOnce. ReadOnlyMany. ReadWriteMany
volumeMode: Block #%# 30} Block
storageClassName: "csi-storageclass-local-stateful-block-storllunll”
resources:
requests:

storage: 101Gi

(2) BFARCE S (LA csi-app-stateful-local-stor1lun10.yaml ) .

[root@server statefulset]# kubectl apply -f csi-app-stateful-local-storilunl@.yaml
service/csi-app-stateful-local-storllunl® created

statefulset.apps/csi-app-stateful-local-storllunl® created

(3) BRIEAIZERY StatefulSet (LA csi-app-stateful-local-storllun10 A1) .

[root@server statefulset]# kubectl get statefulset |grep csi-app-stateful-local-storllunle

csi-app-stateful-local-storllunie 2/2 28m

I LUE B dh O 2 H:3 T A2 /test10,

[root@server ~]# kubectl exec -it csi-app-stateful-local-storilun10-© -- /bin/sh
/ # 1s
bin dev etc home lib 1ib64 proc root sys testlo tmp usr var

56



= e

KRG

State Cloud

HELM J5 A ffi FH f5 7

4 HELM 77\ 46 Ra

4.1 &%

HBlock CSI i 3 RF LA N W Ah 2226 7520, F P Rl DIAR a1 Dlade 5 rp — Ferdb 47 225

® ZEwdE. &M T Kubernetes R S EANZHIE E 5.
® Docker fA 7% d: &M T AR E 5.

411 BIERE

4223 HELM 3.12 )2 UL _F AR,

412 BERE

PAT LA N 23 PIR GE T Kubernetes S EEAZ HIHE S 5 -

1. 7£ Kubernetes master #1 node |- fif [T 223541,

unzip stor-csi-driver-1.3.0.zip

2. 1 Kubernetes master fil node b5 NG54 .

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. 1E Kubernetes master 75 S AT HRE BIA, SHATIEEI 235

[root@server stor-csi-driver-1.3.0 x64]# cd charts/csi-driver-stor/
[root@server csi-driver-stor]# helm install stor ./

NAME: stor

LAST DEPLOYED: Mon Apr 29 17:41:08 2024

NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:
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The Stor CSI Plugin has been published.
The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.XX.XX.XxX:xXX",
"https://xx.xx.xx.xx:xx",
"https://xx.xX.xx.xx:xx"
1,
"storProvider": "xx"
¥
{

"clusterID": "cluster2",

"apiEndPointList": [
"https://xx.xXx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"

1s

"storProvider": "xx

]

ZAEsE G, AT LAE B AR pod. HBlock f plugin LA X% Sidecar 25 #% 1E # JE 5«

[root@server csi-driver-stor]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-fn77v. 3/3 Running © 29s
csi-storplugin-node-45tvs 2/2 Running © 29s
csi-storplugin-node-spmc4 2/2 Running © 29s
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?%Eﬂ HELM J5 {8 F 4
4.1.3 docker FABHFRARE
HEBER L, A LME I FAG 7 202235 HBlock CSIHfif:, 4 fE Kubernetes [ T4 ¥ & 1

W ANIEE P A SRl R RS 2R e, BEUE T YAML SCIER] image MUl 9 FA &
BRI, PAT LR BIA R T SE 2

FERRBFH LR — B IR 5 & EPAT N HEAE:

I S

unzip stor-csi-driver-1.3.0.zip

2. SR

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. HEBBRIAE.

docker tag stor-csi-driver:1.3.0 XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

docker push XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

HAdr,  XXXXXXXXX.XXX:5000 A FA O HihE
4, BELG.

cat /etc/docker/daemon.json

5. 520 YAML 4& 44 Bt L.
&M charts\csi-driver-stor\values.yaml SC£FH csiStorPlugin HIME A

XXX XXX XXX XXX:5000/stor-csi-driver:1.3.0.

images:
# k8s H T4 Hil%
csiProvisioner: registry.aliyuncs.com/google containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0
csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-
registrar:v2.8.0
# CSI ofHEiM4%

csiStorPlugin: XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

6. 1t Kubernetes master 15 & AT 82 BIA, BHATHEMEID 22345,

[root@server stor-csi-driver-1.3.0 x64]# cd charts/csi-driver-stor/

[root@server csi-driver-stor]# helm install stor ./
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NAME: stor

LAST DEPLOYED: Mon Apr 29 17:41:08 2024
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.XxX.XX.xx:xx",
"https://xx.XxX.XX.xx:xx",
"https://xx.xX.xx.xx:xx"
1,
"storProvider": "xx"
¥
{

"clusterID": "cluster2",

"apiEndPointList": [
"https://xx.XxX.Xx.xx:xx",
"https://xx.XxX.Xx.xx:xx",
"https://xx.xx.xx.xx:xx"

1s

"storProvider": "xx

]

LRSS, AT LAE LA pod. HBlock [ plugin LA & Sidecar 75 %% 1E % J& 2

[root@server csi-driver-stor]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-fn77v. 3/3 Running © 29s
csi-storplugin-node-45tvs 2/2 Running © 29s
csi-storplugin-node-spmc4 2/2 Running © 29s
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4.2 ENE;

IR EE K CSI: EVEAE AT, SE A

1. EVEETAES
Ja’ values.yaml ST, FGFEGIHAS I B NEER, FF48 A 44 helm upgrade stor /347 53T .
PATHEW G, R )E, BFIGFEEAS RIS sc. statefulset. pod. pve. pv &
W, TFEFHIITIER. 7 sc. statefulset. pod. pve. pv, A LATAT T 416215 ot
REBEJE . % T pod. pve. pv, WAUEZIRET pod > pve > pv HATIHIER i 2 .

o ﬂﬂ”lzx/ﬂ? SC:

kubectl delete sc storageclassname

® % statefulset:

kubectl delete statefulset statefulsetname --cascade=true

o % pod:

kubectl delete pod podname

® ik pve:

kubectl delete pvc pvcname

® JHER pv:

kubectl delete pv pvname

2. PATENH AL HE CSI.

helm uninstall stor
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4.3 H

TR E A, NN charts/csi-driver-stor H 3%, ¥ & A B MTF AT AR — 2
£ charts/csi-driver-stor N AT T+ A A EIR]

helm upgrade stor ./
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4.4 Be B IEH
4.4.1 %8 HBlock fHXEE

HBlock CSI i {4-@ it 1 A HBlock ) HTTP RESTful API #E4T 474t 46 00 FRERIE, BB e% .
Wb ¥ HAES. HERLERAV R HBlock RESTful API (1) URL #hdik Al [
YLB: SCHFRENTEEZ AN HBlock, f35: HBlock HLpLER A . HBlock £ HEAR -
Al L2 IR 3120 3R 1% B HBlock 15 Al Hidil: .
() B E S, IR T E SO
1. f&I& charts/csi-driver-stor/values.yaml Bt B 3CfF, BcE HBlock 15 itk 5 7] FH F 44
MG, .

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.2

storConfig:

configlson:

[

"clusterID": "clusteri",
"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"
1,
"storProvider": "xx",
"csiApiTimeout": 480
1
{
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"clusterID": "cluster2",
"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"
1,

"storProvider": "xx",

"csiApiTimeout": 480

userKey:

IFsKIHsSKICJIjbHVzdGVySUQiOiAiY2x1c3R1cjEiLCAKICI1c2VybmFtZSI6ICIhZG1lpbiIsCiAicGFzc3dvemQiOiAic2tza2RuZEQwIgogfSwKIHSKI

CJjbHVzdGVySUQiOiAiY2x1c3R1cjIiLCAKICI1c2VybmFtZSI6ICI4eCIsCiAicGFzc3dvemQiOiAieHgiCiB9Cle=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv

staticPv:
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enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4
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ZHtiR

2 Hid oDV

A

storConfig HBlock AL & 15 5 -

A

clusterlD & 72 HBlock 45, 7E csi-configMap HifE—.
B 7R, KEUEZ 1~256, " VEg TR T,
ML (), FRXAKNE,

apiEndPointList | HBlock Ik %525 IP Hikik &2 API 3 155 B3 CL4 %8k T HBlock
IP F1 API ity 15 [#) Kubernetes service 15 4 .

'S HBlock [JIR 55 s 1P Hubik K AP 3y 151, A SRR TR,
SR HTA I 1P Hhhk K APLi 15 WL, HIHS
— AN,

i

Pt

storProvider HBlock 7= i 2 K .
Hufti: HBlock.

iy

csiApiTimeout | #85€ HBlock fil7# LUN FIZ5ER5R ], 7EZ A5 a9 LUN B & 2k
W, ik, REEIK.

WAl IERH, BRIME N 480, e,

R EUEHBOME.

FD

userKey X425 HBlock BIARIA . FH - 44 S B RS  F4°F £f 1Y) base64 2t .
userKey figmid it #2, I LLZ WLECE HBlock 15 6l F F 2 F1 %%
5.

chap AR E

iy

decryptFlag REBRmEER, BB N true D B false CREH)D )
Base64 Jw i 71 i

BUH::

® dHJ1ZQ==: JHHIM%, true [ Base64 4mht .

i

® 7ZmFsc2U=: ANJEHIN%E, false ) Base64 2wt .

decryptData Iz 54 %A
YA JE AN, LS,
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?%Ed HELM J5 2 il #6 7
BUE: JRSN 16 i 7 e . 7 B IRIDHET Base64 4fis .
decryptData ¥4 il 72 7] L2 WL AC B n s .
example M BRSBTS, B E 5E K storConfig. userKey. chap @
J&, HPRTLGEE TR —AMEEIIT O, SKERIE HBlock CSI 2 75
C&n LIRS JEH .

VR BEREBIRE, BERUT R ARG, G R A
Ko WLTERE, T EBRAERIITORAL N false, 45 1A SE41

e

2. NAHBECE SCE, 1F charts/csi-driver-stor N T EHTECE 4.

helm upgrade stor ./

(=) fff FBEAI 36IE HBlock Fit B 75 /i Th (AT3k)
BiBH: ik HBlock CSI L E T £/~ HBlock, @il fd FHREIBUEZ K. 140 HBlock
CSIXfRE 2 /> HBlock, U 7% 2 4% & HBlock FFEH .
1. AR
(1) BMBCE M charts/csi-driver-stor/values.yaml 1 example fIJT3%, FTIF—NEEH
40~ F1 i E 3T I blockVolumes #1) dynamicPv Jf 3%

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.2

# Samples of pod, pvc and storageclass
example:

# Mode of block
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blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: clusterl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterld: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl

clusterMode: true
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chapUser: SFFFzADcpZaUJKsYbPq54A==

chapPassword: tbHWrBep3RORhkFaW+f5Fw==

# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset

statefulset:

enable: false

clusterId: clusterl

clusterMode: true

# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv

staticPv:

enable: false

clusterId: clusterl

clusterMode: true

lunName: lune4

Example K1S¥ iR
S iR
enable ke =RAN (I

® true: JF/ERMI.

® false: Ui/,

R AR, VAT E RG], BRI B R . IR RS,
TR REGIIT A Ny false, TBE 4 5 1E A LIS

clusterld

}8 %€ HBlock HIFRIH.

clusterMode

& & HBlock & HERRIL &2 HALAR :
® true: HBlock ZEHK .
® false: HBIlock FHL .

chapUser

CHAP IIEMI I 44 .t SR Hc & ST csi-secret-decrypt.yaml /1) decryptFlag A
true, 7 ZXF CHAP MIERIH P 421§ H DecryptData At & {1 % 8354 #E4T AES
(ECP. paddingcs7) N, hn#jgn4s Rit1T Base64d gmtdh, HAKVE N EE N
B

MERTBUE: TR, KEGEE 3~64, REEHTRE. . As(.). M
BEZR(-). TRIZ(_). B9, FRXaRANG, HACR A7 Ry
TFk.
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chapPassword | CHAP Y IEMI 2565 . Wi SR AL B U csi-secret-decrypt.yaml H1 7] decryptFlag -4
true, 7 ZXT CHAP MIER 2 15 4% F] DecryptData it & 125 8%} 31T AES (ECP.
paddinges7) fN%, IN% a4 Rit1T Base6d 4ufid, HATE LECEMFER.
IERTUE: FRRE, KEGREZ 12~16, YOt & KEFERE NEFEE
e, TRZQTREDPIMERE, FRIX KNS,

(2)  MNHBCE X, 7 charts/csi-driver-stor | $4T 5 B lc B dr 4.

helm upgrade stor ./

(3)  B&ilE HBlock CSI 215 & n] LLIE S A H: WIS Ja B BIFE61 s Bh i 7 pod, TIJZRoR
HBlock CSI A] LLIE® 5 H . (AliE)

kubectl get pod

2. EFEER SR M TR, Oy g IR SR B R, U IR
(1) 7E values.yaml HoR#E5] F 548 4 false.
(2) #4764 helm upgrade stor ./ & .
(3)  #AT4 kubectl get pod F& BRI & 7515 .
U WERESPBRIEREG S, 96 RGP~ 4 sc. statefulset. pod. pvc. pv, EILTF3)

%pﬁﬁ%{j}“/\ o
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4.4.2 Bip B 7<)

o2 F 5%

CSI (LA 1.3.0 kA A1) XM A~ HBlock, ERFERRTERA LR «

® clusterID 2y storl, XFNEERERR. clusterlD 24 stor2, X HLALAR -

® ETENRMIRSS %S IP A1 APIA: 192.168.0.192:1443, 192.168.0.110:1443,
192.168.0.102:1443. FHLAR IR 5545 1P AT API % 1104 192.168.0.32:1443.

® AERERRIIF 4 MR A storusers hblock12@. BAHLAR K 4 F135 9K storuser
hblock12@. userKey J§fi%r UL =% B HBlock 5 I F 7 & ML~ 5 h i 5 3% 1. 2.

o ERUM NI AE ] CHAPNIE, W (R, TS HREMFER.

® 3L blockVolumes [IZHAS PV B4 (dynamicPv) , %:iF HBlock CSI & 75 EL & LA
IR

BIED R
(—) B E S, IR A B B .
1. 1&P4 charts/csi-driver-stor/values.yaml fit & 4, FC & HBlock vilaihl. Vi FH -~ 44
FNEERG ., it

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0
# stor £HER
storConfig:
# ClusterId And EndPointlList
configlson: |-

[

"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",

"https://192.168.0.110:1443",
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"https://192.168.0.102:1443"
1,
"storProvider": "HBlock"
¥
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

userKey: WwogICAgICB7CiAgICAgICAgIMNsdXN®ZXIIRCI6ICIzdGOyMSIsICAKICAgGICAgICALdXN1cmshbWUiOiAic3RveNnVzZXIilAogICAgICAET
CIWYXNzd29yZCI6ICI0oYmxvY2sxMKAiCiAgICAgIHOSCiAgICAGIHSKICAGICAGICAIY2x1c3R1ck1EIjogInNOb3 Ty IiwgIAogICAgICAZICI1c2VybmFtz

SI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgGICAgTQogICAgXQo=

chap:

# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true
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lunName: 1lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

2. RNFHBECE CE, 1F charts/csi-driver-stor T HTECE 4.

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Mon May 13 19:20:22 2024
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NAMESPACE: default

STATUS: deployed

REVISION: 13

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1
"storProvider": "HBlock"
¥
{

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

(=) A F FE 5iF HBlock Bt B2 A R (W)
PEBH: b4t HBlock CSI iR E T 2 /> HBlock, NIFEZEINF 2 4 HBlock IR

® I&iIF clusterID 5 storl 1) HBlock (£ERERR)
1. 3 B .
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(1) 1B & S charts/csi-driver-stor/values.yaml # example [ 7%, 1 IFFEB)

blockVolumes 1 [#zh#& PV ££41l, clusterlD 4 storl, clusterMode A true.

images:
# k8s BT HIA
csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0
csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
# CSI HdfFEL1R

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:

dynamicPv:
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# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

(2)  RNiHEE M, {E charts/csi-driver-stor AT EHIBCE 4.

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 08:45:46 2024
NAMESPACE: default
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STATUS: deployed

REVISION: 14

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1,
"storProvider": "HBlock"
¥
{

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1

"storProvider": "HBlock"

The plugin image is: stor-csi-driver:1.3.0

(3)  LiE HBlock CSI 25 C&m LAIEH A H: 405 5 F BIFE I s Eh & 57 pod, W3R

HBlock CSI 7] LLIEH 5 F o

[root@pm-001 csi-driver-stor]# kubectl get pod

NAME
csi-storplugin-controller-6c789569b9-mfh2q
csi-storplugin-node-fdqq7
csi-storplugin-node-tj7rf

my-csi-app-block-dynamic

READY
3/3
2/2
2/2
1/1

STATUS

Running
Running
Running

Running

RESTARTS

0

6 (5d13h ago)
0

0

AGE
13d
13d
13d
6m4ls

2. {ERINURZHEORE]: W R TR, Oy 1R S IR SERI R, iUE RS

(1) 1£ values.yaml #1, ¥4 dynamicPv i<k & N false.

images:
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csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterld: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl

clusterMode: true

78




X8R HELM 7738 i i #5 74

State Cloud

chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true

lunName: lune4

(2) #4764 helm upgrade stor ./ & .

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 09:09:05 2024
NAMESPACE: default

STATUS: deployed

REVISION: 15

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
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1,
"storProvider": "HBlock"
¥
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.32:1443"
1
"storProvider": "HBlock"
}
]
(3)  PAT A4 kubectl get pod A ZEFEFE 545 H, NI K pod AFLE,  BIUi BHFE
efF M.
[root@server csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running @ 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d14h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running © 14d

® &3 clusterlD A stor2 ff] HBlock CFAALARD
1. FEHS.
(1) BEfc B S04 charts/csi-driver-stor/values.yaml 1 example fJF5%, ¥ clusterMode
FIEBEIE SN false, clusterld iy stor2, ¥TFFFEH filesystem H B3 PV 7%,

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterld: storl

clusterMode: true
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# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset

statefulset:

#

enable: false
clusterId: clusterl
clusterMode: true

Sample of static pv. Path is templates/examples/block-volumes/static-pv

staticPv:

enable: false

clusterId: clusterl

clusterMode: true

lunName: 1lun@5

# Mode of filesystem
filesystemVolumes:

dynamicPv:

# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:

enable: true

clusterId: stor2

clusterMode: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:

enable: false

clusterId: clusterl

clusterMode: true

chapUser: user

chapPassword: skskdndDodkfL

# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt

localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==

chapPassword: tbHWrBep3RORhkFaW+f5Fw==

# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset

statefulset:

enable: false

clusterId: clusterl
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clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

(2)  MNHBECE X, 7 charts/csi-driver-stor | $4T 8 5T AC B fr 4 -

[root@server csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 10:20:50 2024

NAMESPACE: default

STATUS: deployed

REVISION: 22

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock"

}s

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1

"storProvider": "HBlock"

82




X8R HELM 7738 i i #5 74

State Cloud

(3)  BouE HBlock CSI &2 C & n PLIER A . Wi 5 )8 F AR sl ) 57 pod, NIZRIR
HBlock CSI 7] DL IE J3 H

[root@pm-001 csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running (%] 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d15h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running %] 14d
my-csi-app-filesystem-dynamic-local 1/1 Running (%] 4ml4s

2. EHNUEBNREG]: W E R TR, O T S IR SEElh R, U A AR
(1) 7£ values.yaml H1, ¥ clusterMode FJHUE A true, SSHAFEW] filesystem H1¥3)
APV I,

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl

clusterMode: true
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# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: stor2
clusterMode: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false

clusterId: clusterl
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clusterMode: true

lunName: lune4

(2)  PAT A4 helm upgrade stor /58 Hific &

[root@server csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 10:47:02 2024

NAMESPACE: default

STATUS: deployed

REVISION: 25

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [

{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock"

¥
{

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.32:1443"

1,

"storProvider": "HBlock"

}
]
(3)  #hATAr% kubectl get pod K & FEBE S5 T, 5 NIGIE R pod ANAEAE, B B
e .
[root@server csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
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csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running @ 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d15h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running © 14d
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4.5 FRAFE

i HELM J5 30223, CE HBlock CSIIJa, mITLMZIR NS ikaldss & PV, shd PV,

& PVC:

o IBMAWMMITIELIEES PV, ISPV, B PVC (BIERAAR -

® Z: i charts\csi-driver-stor\templates\examples T fI#ER, G ET H CMERE PV, ah&
PV. 3h& PVC, fiH] HELM #HATE 3. &R 1S 80T DL IR AT A 75 2 10 2 i

FEo
ERE: HSECK PV, PVC, POD BHHC & AW TRAESE ) charts o, fRZEHIH
ITEH.

charts\csi-driver-stor\templates\examples % 245 #4240 F -

[root@server stor-csi-driver-1.3.0_x64]# cd charts/
[root@server charts]# cd csi-driver-stor/
[root@server csi-driver-stor]# cd templates/
[root@server templates]# cd examples/

[root@server examples]# tree

—— block-volumes
| F—— dynamic-pv
| | F—— csi-app-local-pvc-block.yaml
| | —— csi-pvc-local-block.yaml
| | L—— csi-storageclass-local.yaml
| —— statefulset
| | —— csi-app-stateful-local-block.yaml
| | L—— csi-storageclass-local-stateful-block.yaml
| L—— static-pv
| F—— csi-app-local-pv-block.yaml
| F—— csi-pvc-local-nocreate-block.yaml
| L—— csi-pv-local-block.yaml
L—— filesystem-volumes
F—— dynamic-pv
| F—— local
| | —— csi-app-local-pvc.yaml
| | —— csi-pvc-local.yaml
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| | L—— csi-storageclass-local.yaml

| F—— 1local-chap

| | —— csi-app-local-pvc-chap.yaml

| | —— csi-pvc-local-chap.yaml

| | L—— csi-storageclass-local-chap.yaml

| L—— local-chap-decrypt

| —— csi-app-decrypt-local-pvc-chap.yaml

| F—— csi-pvc-local-chap-decrypt.yaml

| L—— csi-storageclass-local-chap-decrypt.yaml
—— statefulset

| F—— csi-app-stateful-local.yaml

| L—— csi-storageclass-local-stateful.yaml

L—— static-pv

—— csi-app-local-pv.yaml

—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

11 directories, 22 files
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Q:
A:

. {EB)%E Pod i, H1-F iSCSI driver 5] /1 H B4 4F FailedMount, fi{a] b3 ?
: AREH LL RPN R A

#4515 24 MountVolume.Setup failed for volume “xxxx”: Kubernetes.io/csi:
mounter.SetupAt failed: rpc error: code = Internal desc = iscsiadm error: iscsiadm: Could not
login to [iface: default, target: xxxx, portal: 192.168.0.1,3260].iscsiadm: initiator repoeted error
(12 - iSCSI driver not found. Please make sure it is loaded, and retry the operation)iscsiadm:
Could not login to all portalsLogging in to [iface: default, target: xxxx, portal: 192.168.0.1,3260]
(multiple) (exit status 12)

HH AR 9 J5L R /2 Kubernetes (1) node 5 i | %23 T iscsi-initiator-utils. CSI#fiff<x H
AERE iscsi-initiator-utils, Al T3 HBlock 145, node 75 mi b oW EE L4, W%,
T HEIER node i A iscsi-initiator-utils. EEVCEIZER 2 5 S A

#5515 BN MountVolume.Setup failed for volume “xxxx”: rpc error: code = Internal desc =
exit status 1

IR e R BT BE IR Rl node SR T Multipath 175 ok % #2 2] HBlock £E3 H IR 4
Target, {Hj& node 555 2 Al %255t MPI1O, [K b 75 L1275 &1 B9 MPIO (U device-

mapper-multipath device-mapper-multipath-libs) . FZEI%E 2 J5 5 )5 35 .

HBlock £/ T, EZISEIE PV iR, S HIKM LUN X2 /> Target IQN?
ENA PV XS MRS 75 3K AE HBlock 25618 LUN K5, AEASTN, WRE

7 highAvailability: "ActiveStandby", LUN J<EEXT N Target F A IQN, i
highAvailability 1% & & Disabled, LUN J<EEXT M Target T #—4 IQN.

Q:

% F HBlock £EEERR, fHRZhZS PV 8l 217 PVC BN, BlEERT), (HE ANEHEK

W, FREREAT A SRR E

A:

A REJEA
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® N RN SN T B/ NEIAS . 0T HBlock £EHFIR,  #lRRs AN EOR T-55 T35 1 e/ |
A BAEARET NI

® %Gt HBlock I s5im 2. GHEME, TILEEEE.

® LI, TEAR ) i HBlock Hi 1 #E BAR UL -

AR HERR LA_EJR RIS AR R, IEIRAR R = TAEA R
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6.1 RiBMERE

6.1.1 Pod
Pod 7& Kubernetes H1 8l @ FE& H T /NG, 2 PNERENESRIAEE, Pod FIIAESILER
G A T2, DL IE T R RE

6.1.2 Volume

Volume 7& Pod P ISL A6 WE IR, A an FIHAD Pod MHIF], S258s 6k, RIfE Pod A& SS
{Z1heE EH, Volume WA TR . (HAnH Pod &1k, 84 Volume B4 A B HH & 44
W

6.1.3 Persistent Volume (PV)

Volume H 8 oIk Fe AR B, AREEAIREIRS T K, K7 E Persistent Volume.
PV J& Kubernetes "' FF ALAAE BLUR, & — ML AEAE, & 1A dn AT Pod JooC. AniRAE
Kubernetes HiE 17 A IRA RS, L & MySQL, MongoDB i d11i] {4 Redis, RabbitMQ
2, WA EM PV, XFERME Pod & 1E AN ST KB .

Pod Pod

Volume — )

Volume Persistent Volume
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6.1.4 Persistent Volume Claim (PVC)

Persistent Volume Claim 5 PV [ 8. 7F Kubernetes i, EL3:§ PV {ENTEtERT, 7 24E
T AR AT QIR LT PV, I EANRIE. 1 PVC AT LUK Pod AT PV fE4E, B Pod AN B3 (#
H PV, TMiA&Ed PVC R PV, 1XFE, LHRERTAIE PV, HZEET StorageClass {47 fif
PR E LIF, Kubernetes st iR R FH TR, BhSAIE PV, XMIT KFCABISHER

6.1.5 StorageClass
StorageClass F T-#iiA AR FIAA625 8 . il PVC gl HBlock [AERT, 7 EAE
StorageClass H1fic & €)% HBlock &S 4L, WETUREA. BX KD, HERIEERE LS.

6.1.6 Container Storage Interface (CSI)

Container Storage Interface (CSD) ARG, B SIS g a8 AAEAG TR At v 2 (1Y)
HEAE. @k CSI, A gmHEas se A AT AA G SE UL T A7 IR SS, AR IR AR e LUK
(SRR ke S i e i

6.1.7 DaemonSet

DaemonSet i fREEREFFTAE (B T AIEIT—A Pod BIA, 475 AN BIERER, Pod il
BIB9S M ERE R R IRET, Pod Btk b AUk . HBlock CSI 445 F 1 &
DaemonSet 25 (] Pod &l 4y, STEREE 1 A L5 shidE .

6.1.8 StatefulSet

StatefulSet &G IR AR S 1) Pod #2441 28, StatefulSet F T4 —4H Pod 3B f¥ &, A LLE
ik Pod A 7 8 sl Ane 145
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