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HBlock & 7 [ FL {5 R E = B E R B 47 7R BLE 24t (Storage Resource Reutilization
System, fiiFk SRRS) , & i EFAFEERHEHE, LI 7 &M P SRR E S,
308 FH I 55 s N FL A 3 ) R A A 5 U5 8l v T P P READLRE A, A A iSCSI iR it
AT, A ARG &5 (BT IRSTE) ], SEIU BRI R LA .
I, A R4 B A B e s 1t S A& RC e 71, JoiR T 2o kg, B
ANV I B ARG RO 4t e Y

Kubernetes j& — MTEAESERE RS, W LSSIESERPELEE. B39 485,
AP <5ThEE. 18T Kubernetes AT AP HIE N T, PRGBS FEN T, ToE0 38T i B DI RE
TR T, ACRECE BRI

AV AEAE ] Kubernetes #5528 as iy, I8 7 ZAE I A4k F5 A% (Persistent Volume)
JEMSL T Pod MUFERERRIR, ERIAEM IS Pod B35, EFMT S POIEREALE, A
HARMEZE T P 8 Pod 6 7H,  SEBL 1 THEL B UEANAA Ak BHR A MRS . Kubernetes CSI {4

A LN RS N IR S AL T7Gi Bt 1. Kubernetes £E7F AP (15015 A B3 FE A B 1 MR,
P 1 RIS ATLE Pod DY B S N A o 2 s v A FH AR 0 PR B RS B RR e, /R 22
W T A E Ve S ERE AR R G, Bd s B AR B R S T RE AR SR B
Kubernetes i@ 1t PV. PVC. Storageclass &t 1 —Fjas KI5 T4k B & BENLE], IR H 5
N T &2 74#82 1 Container Storage Interface (CSD #Hll, H-T7E Kubernetes fAM 74k R
Gt B RS — ERRHERAEAEE B O, i O] DO R SR IR S5 . AR R AT ]
s L T AR ERE D HEAT APl R A S, e 1 Kubernetes f SR AE A7 HLAR Dy 28 S A7
fiti %% . HBlock Container Storage Interface(CSI)4fif4 & —FI 754 CSI M IE K IRBNFEFF -

HBlock CSI #fiff 5 Kubernetes £ 1%, 7J LA Kubernetes $2 it imtEfe. AT B, mmTEEMEEA
A . HBlock CSI A 2244 40~ B
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K1.HBlock CSI 4 {42 4 &
HBlock CSI #iffiz2177E CSI Pod "', CSI Pod il it P4 f4H 8 3R A I AL an B I, G B2
MIBR HEEREN B A S EIE. FAFEABLE HBlock 77 iR Xt R — 4~ iISCSI LUN. 4
Kubernetes #1 (%) Pod 75 B 1Z& K, #idid iSCSI PrXAE Pod FT{E P EES i _F %
LUN, Pod i F§ LUN XJ 5 #)8iE H skt T35
HBlock CSI fifF B A DL T4 A
® FuEMEsE: HBlock CSIE I A7t AT 5 B IR 58 A RS, SEIL T SR MRRES . HBlock
CSHEfFLAZ BT i, A RIE T 81T AR E .
o AV Xt T EE B EHBlock CSHAMEH MBURME B, SCRHMERIN® AR E, 7
SARIER P AR 24, AR EHEREEGER.
® it MESE: HBlock CSHEfT NS T a2, AR T B KRG AR, ATLlig
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ITEEZMIRE RS b, WBRIFE 2 75 R I AN 5 M A R AR 20 2R

FIGEMR: CRFEAPV. ZIAPV. BhAPVCEZ MM 7k, I Al MRS S b v FH 7 22

RIFOE. HBFMHE.

B APV VEEMHYAMLIHEIEIPY, EHTHFMEED, ARSI E K
IR RERSNip7B= o

B FAPV: HLESPVCEIEMIPY, LFiRAIAIEPY, KREiE StorageClassl /7 fifi Bt
J55E X, KubernetesHt X MRIEPVCAIABIEPV. EH THMERZ, (HAAEERE
A F B3 5

B ZAPVC: @i StatefulSetH §i 52 ) StorageClasssh &5 8 #PVC, KubernetestR
StorageClass it & (15 5., H3hfi K HBlock CSH&E I HBlock % . &M T HE&
A ZAPod, FHNHEBAHEERI R
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2.1 FMREK

ZAEHE HBlock 3.5.0 B LA BRRA, VE4HZe3E 1 FE 2 0L HBlock 7= i i 7 F- it o

Kubernetes £ node 7 55 W1 75 Z 44 HBlock 1145 KA pod $2 Bt AMLAE %, 7 BLEIE,
iSCSl initiator A & MPIO, JfE /5 node 15, 74 Aefg 1IEH HE2,

2.2 BT

T H %S
Kubernetes V1.18 & UL I
docker 19.03 & Ll I
2.3 REIRT)

HBlock CSI 7] UL FI A5 S0tk AT 2 (i ] (IR TG AE AR » AT U HELM J7 5
AT M H (HELM FREHTER) -
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3.1 BE

HBlock CSI i F SR LA R R 2225 7750, F P vl AR IR A5 Ol e B e vp —Fh 3t 47 22 2% .
® ZEwdE: &M T Kubernetes R S EANZHIE E 5.
® Docker AT %% EHTHAZHHE 5.

3.1.1 ZERE

AT UL R 223288 GEF T Kubernetes S2RE 0T S BEAZ NEE R -
1. 7£ Kubernetes master #1 node _|fift [T 223541,

unzip stor-csi-driver-1.3.0.zip

2. {1 Kubernetes master £l node b5 N4fift4514% .

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. 1E Kubernetes master 75 S AT ERE BIA, SERIGEE I 22345 .

cd deploy
./deploy.sh

I E, ATLAESILLF pod. HBlock i plugin PL % Sidecar 25 8% 15 3 5

[root@server ~]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-nb2rm  3/3 Running © 116s
csi-storplugin-node-9sj6z 2/2 Running © 116s
csi-storplugin-node-g8rwn 2/2 Running © 116s
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3.1.2 docker AR H R L%

L AMERZ, " MEAA G 2% HBlock CSI 1, #4:7F Kubernetes [T 5 s b
HFNHE . PR SRR B G, BSEE M YAML SCEE image Hidi A FA G
B R L, AT B A R AT 58 2

FEAERE AT — B IG5 LHAT T R AE

1 2%,

unzip stor-csi-driver-1.3.0.zip

2. SR

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. HEBBRIAE.

docker tag stor-csi-driver:1.3.0 XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

docker push XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

HAdr,  XXXXXXXXX.XXX:5000 A FA O HihE
4, BELG.

cat /etc/docker/daemon.json

5. &k YAML A% B bt
&4 deploy/csi-storplugin-node.yaml Z {4 storplugin X} 37 image ] value 24

XXX XXX XXX XXX:5000/stor-csi-driver:1.3.0.

volumeMounts:
- mountPath: /csi
name: socket-dir
- mountPath: /registration
name: registration-dir
- name: storplugin
#AOHE G AL

image: XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

6. FATHEE A

cd deploy
./deploy.sh
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3.2 {EPE;

JAA 7 A A 4R e

R B EI% HBlock CSI, EUEIR ATTERR sc. statefulset. pod. pve. pv, A LAFAT T4
XIT pods pve. pv, ZEEERINT pod > pve > pv PAT MR A4

TR Ko L BT o

ﬂﬂU]‘é‘? SC:

kubectl delete

sc storageclassname

MR statefulset:

kubectl delete

statefulset statefulsetname

--cascade=true

illES pod:

kubectl delete

pod podname

B pvc:

kubectl delete

pvc pvchame

Mk pv:

kubectl delete

pv pvname

AT E % A< Jundeploy.sh 1%k CSI.

cd deploy
./undeploy.sh
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3.3 AL

WRE T HBlock CSI, R4S M sc. statefulset. pod. pve. pv, AT EIEHIAR,
P22 %2 ORI HBlock CSIEIH] .

1. HATEIEREIA /Jundeploy.sh #1%; CSI.

cd deploy
./undeploy.sh

2. NEUECH CSI e ty, #ATRE, AP RSIRRER.
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3.4 BERY
3.4.1 B2 E HBlock jj5al it

HBlock CSI i {4-@ it 1 A HBlock ) HTTP RESTful API #E4T 474t 46 00 FRERIE, BB e% .
Wb ¥ HAES. HERLERAV R HBlock RESTful API (1) URL #hdik Al [
YLB: SCFRNTEEZ AN HBlock, f35: HBlock SLpLER AR . HBlock £ HEAR -
A DA 2100 SR B0 B HBlock 7 fr) i dil:
1. B E .
&2 deploy/csi-plugin-conf/csi-configMap.yaml it & S 4+, apiEndPointList fic & v HBlock
HTTP RESTful API il 135 11, storProvider fic & A HBlock.

apiVersion: vi1
kind: ConfigMap
metadata:

name: csi-plugin-stor
data:

config.json: |-

[

"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock",
"csiApiTimeout": csiApiTimeout
¥
{

"clusterID": "cluster2",

"apiEndPointList": [
"https://xx.xx.xx.xx:xx"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout
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¥
{

"clusterID": "cluster3",

"apiEndPointList": [

"https://xX.XxX.Xx.xX:xx",

"https://xX.XxX.xXx.xx:xx",

"https://XX.XX. XX, XX:XX"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout

i3

A ISR

clusterID

f5 %€ HBlock fIkRiR, 1E csi-configMap HiE—,
HUE: 8, KR E 1~256, ol VS Rk e,
ML (-, FRXASKRNE.

storProvider HBlock /= & 44 K o v
HU{&: HBlock,

apiEndPointList | HBlock [ iz 55-#% 1P Hulik &2 API ¥ 155 B3 D4 KEX 7 HBlock | /&
IP #1 API 3 715 ) Kubernetes service 14

csiApiTimeout | $57€ HBlock il LUN HI5EFIf[A], FESEFFIT Al LUN AR | 15

We, Ak, RJEEB.
Bl AL BRAE Y 480, HAALREAD.
R B HBOAME.

Tl GHEEERERR HBlock A BT HBlock

apiVersion: vl
kind: ConfigMap

metadata:

name: csi-plugin-stor

data:

10
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config.json: |-

[

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

2. MHIECESCE.

[root@server csi-plugin-conf]# kubectl apply -f csi-configMap.yaml

configmap/csi-plugin-stor configured

11
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3.4.2 B & HBlock 501 PR MFEE

HBlock CSI {41 f HBlock HTTP RESTful API B, FFEHALA /4 F 215 LA T2 44 A 0E,
44 HBlock FH 44, #1529 HBlock 1% f5 .
A L% R 3120 IR B HBlock 1 il F P 44 ALY
(—) B ekie B S
&4 deploy/csi-plugin-conf/csi-secret.yaml Bt B S 4 i 230

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
type: Opaque
data:
userKey: userkey //%I#zHBlock HIARIR. FI " 4 K BH5 )7 H 1) base64 4ty

userKey JRHG:

"clusterID": "clusterl",
n " " n
username": "storuser",

"password": "YOUR_PASSWORD1"
¥

"clusterID": "cluster2",
"username": "storuser",

"password": "YOUR_PASSWORD2"

}
]
ZH
ZH ik B INIE
userKey X4 HBlock AR FH P 44 S35 RS I 245 Hr 1Y) base64 ifilh . e
clusterlD csi-configMap.yaml H1fc & 1] HBlock HIFRiR . 2
username HBlock & 3 53 1 4 . v

12
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password HBlock )& # 51 %5 =
A~
1. userKey HUEASUITR
[
{
"clusterID": "storli",
"username": "storuser",
"password”: "hblock12@"
¥
{
"clusterID": "stor2",
"username": "storuser",
"password": "hblockl2@"
}

]

2. ¥/ Base64 T HX} userKey Jafd 47 9mtD . Jmiidja 1 userKey Ui T

WwogICAgICB7CiAgICAgICAgImMNSAXNOZXIIRCI6G6ICIzdGOyMSISICAKICAgICAgICALIdXN1cm5hbWUiOiAic3Rv
cnVzZXIilLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOsCiAgICAgIHSKICAGICAgICAL
Y2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBh
c3N3b3JkIjogImhibG9jazEyQCIKICAgICAgfQogICAgXQo=

3. &ML E A deploy/csi-plugin-conf/csi-secret.yaml it & 24 iS4k

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
type: Opaque
data:
userKey: WwogICAgICB7CiAgICAgICAgIMNSAXNOZXJJRCI6ICIzdGOyMSISsICAKICAEICAgICAiIidXN1cm5h
bWUiOiAic3RvcnVzZXIiLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHS
KICAgICAgICAiY2x1c3R1cklEIjogInN@Ob3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCi

AgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

() L e B 3Cf

13
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[root@server csi-plugin-conf]# kubectl apply -f csi-secret.yaml

secret/csi-plugin-stor-secret configured

14
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3.43 EEMEER

X TR E S ) U E R, AT LR AN S AR BTG E . B I 7E HBlock H T &
T B4R F LMY (Challenge-Handshake Authentication Protocol, CHAP) , N7 Zid &
CHAP MIE I P AN S . N T iR EUE 4, UCRATINE A AOKREC E CHAP Y
FEAEH CHAP 730, % A ) chapUser 71 chapPassword Jy N2 4% 5 . Inas 5244 8 7] LU
AR {# ] deploy/csi-plugin-conf/csi-secret-decrypt.yaml H ] DecryptData it & 1) 2%
AR E SR I 775 5 HE4T AES (ECP. paddinges7) hN%%, %% 5 ()45 Rk4T base64 2wt .
T] AR R T AP IREC B & AR
(—) BCE &=,

& lc B S deploy/csi-plugin-conf/csi-secret-decrypt.yaml # [ decryptFlag A1 decryptData

X
24

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret-decrypt
type: Opaque
data:
#He BN, BEN true U3H) B false CANEHD [ base6d Hifid 7 FF &
decryptFlag: decryptFlag
#H Y1 base64d Zifi 7 H, HHIKELIUN 16 {1
decryptData: decryptData  #%%[] base64 4fil

S8
28 Eiipuy A INIE
decryptFlag mER R, BENtrue U5H) B false CREAD 1 | 2
Base64 4ifit ZFHf
WA :
® dHJ1ZQ==: JAMINE, true [ Base64 Zifid.
® ZmFsc2U=: ANJGHIN#, false [{] Base64 %ifid.
decryptData I 15 8H %A
ViH: BN, thSHLE.

15
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WUE: TSR 16 AL 7R 8 o 75 20D IEAT Base64 Jifid

A~
1. JaHm#EER. Bl decryptFlag YRS A true, decryptData FIYEES A stor012345678901.
2. f#i/] Base64 1. H.%} decryptFlag. decryptData [ ¥ %34T A o

X} decryptFlag V5317 Base64 Jift, 4t )5 1) decryptFlag 40T -

dHI1ZQ==

%} decryptData Y5153 1T Base64 4wfi, 4mfitd )5 ) decryptData 11 F

Cc3RVCcjAXMJMONTY30DkwMQ==

3. e B A+ deploy/csi-plugin-conf/csi-secret-decrypt.yaml it & 4 i 2 5.

apiVersion: vi1
kind: Secret
metadata:
name: csi-plugin-stor-secret-decrypt
type: Opaque
data:
decryptFlag: dHJ1ZQ==

decryptData: c3RvcjAxMjMONTY30DkwMQ==

() B TC & SCAF csi-secret-decrypt.yaml

[root@server csi-plugin-conf]# kubectl apply -f csi-secret-decrypt.yaml

secret/csi-plugin-stor-secret-decrypt configured

(=) I e & 0.
PA#EZS PV R PV YAML it B 3CF (csi-pv-local.yaml) %1, % CHAP ALY, K
F AES 128 1 i, 75 PKCS7 ) Padding J% CHAP %8, FH-%f b 5 (1 25 itk 4T
Base64 Zmfid

apiVersion: vl

kind: PersistentVolume

metadata:

name: csi-pv-test

labels:

16
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app: stor-pv-test
spec:

capacity:

storage: 1Gi
volumeMode: Filesystem #%&#:, S HF Filesystem Al Block iz, ZRIAN Filesystem Fizt.
accessModes: # iRt
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
csi:
driver: stor.csi.k8s.io
volumeHandle: stor:lunl
volumeAttributes:

fsType: xfs

readOnly: "false"

#2 T EH CHAP ik

chapEnable: "true"

chapUser: username

chapPassword: password

chapUser Il chapPassword Jin & 45 1% :

(LD f#EH AES INZ TH. “TAEEX” 5 “ECB” , “HAMX” A “PKCS7” , “%
HKE” N “AES-128”7

(2) “hn=#%1” {4 DecryptData Fe & 1% 81 745 5 (6 R 2 3% 1 i decryptData Y8
g, BB 1 2445 vh s FH U5 A9 stor012345678901)

(3) BANINZE LA (chapUser 8 chapPassword HIJERD) , sy “JTih AES N cA” .
NI A chapUser=csi123 [ 5, chapPassword % &7 = B AT o

17
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AESIIZE/fREE

AESINE /EEEETE, TERTASIEMASES, ZissiTiEE,

I8 —: EAAesERMEE

(va) (2] (=)

Tt | Ecs 3 EHFeER | PCST %

== | stor012345678901

fssE | GoMIEERNERRIINES. =hZ=..

e
csi123
Vi
TAGER:
4 RiAIBasebdRIBAIGCM LIS S RMEE IR TAGESR .
%] 2.chapUser Jils%

JE AT X AE 45 FE
EHEEE | AES-128 S
EEE | FEATSCIIERERN..
=R
TGEARDM54nv783ncSIKDERQ==
A
A

18
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3.4.4 B & Multipath

HBlock K A X2 52840, B LUN ] LUB R 24> Target IQN #E47 %42 .
HaiR 044 deploy/csi-plugin-conf/multipath.conf H7f¢ vendor & CTYUN.

# This is a basic configuration file with some examples, for device mapper

# multipath.

#

# For a complete list of the default configuration values, run either

# multipath -t

# or

# multipathd show config

#

# For a list of configuration options with descriptions, see the multipath.conf
# man page

## Use user friendly names, instead of using WWIDs as names.
defaults {

user_friendly names yes

find_multipaths yes

uid_attribute "ID_WWN"

#verbosity 6

}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua”
rr_weight priorities
no_path_retry queue
prio alua
}
}

19
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examples H sk a5 1 A HBlock CSIE{ ] YAML ST, AT DR A5 =X
(filesystem 5% block) Eid L1124, BIAI{E Kubernetes £ #f 1 H HBlock B )%

FHGIARI R .

[root@server stor-csi-driver-1.3.0]# cd examples

[root@server examples]# tree

——— block-volumes
| F—— dynamic-pv
| | —— csi-app-local-pvc-block.yaml
| | F—— csi-pvc-local-block.yaml
| | L—— csi-storageclass-local.yaml
| F—— statefulset
| | —— csi-app-stateful-local-block.yaml
| | L—— csi-storageclass-local-stateful-block.yaml
| L—— static-pv
| F—— csi-app-local-pv-block.yaml
| F—— csi-pvc-local-nocreate-block.yaml
| L—— csi-pv-local-block.yaml
L—— filesystem-volumes
F—— dynamic-pv
| F—— 1local
| | —— csi-app-local-pvc.yaml
| | F—— csi-pvc-local.yaml
| | L—— csi-storageclass-local.yaml
| F—— 1local-chap
| | —— csi-app-local-pvc-chap.yaml
| | —— csi-pvc-local-chap.yaml
| | L—— csi-storageclass-local-chap.yaml
| L—— local-chap-decrypt
| —— csi-app-decrypt-local-pvc-chap.yaml
| F—— csi-pvc-local-chap-decrypt.yaml
| L—— csi-storageclass-local-chap-decrypt.yaml
—— statefulset
| F—— csi-app-stateful-local.yaml

20
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| L—— csi-storageclass-local-stateful.yaml
L—— static-pv

—— csi-app-local-pv.yaml

—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

21
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3.5.1 7S PV

& PV R IR E M YAML TR PV, &R TAHERD, FAASHZ S E
SEMS. MRS PVE, FFEAE HBlock HoctldirE, REAIE PV. PVC # Pod,
HBlock CSI i 7T H a4 1k, H:3 HBlock %

EHES PV R BRI

HBlock # ¢
N |
& . I
/ & '
s |
~ |
1.@1@%
/ " PV
/" 2.8IEEPV- FHH0

" —HBlock#XEx ~
EBR  \_ 38evc, PVCIBE |
ERa =PV o ,
\ ~ VG |
”“x& |
", . |
4 BIERPod, CSHEEE |
BTSN |
\ |
|

\‘ Pod

K354 PV i fEE
1. GUEES: G2 HBlock 5120 B S% HBlock H & F /1.
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2. GIEPV.
(1) Bk PV ) YAML fit & S0 1F
® EiFUN filesystem ) sf5], BU%E PV csi-pv-local-storllunO6a. =%

examples\filesystem-volumes\static-pv\csi-pv-local.yaml = {741 .

apiVersion: vl
kind: PersistentVolume
metadata: #JCEHE
name: csi-pv-local-storllun@6a #PV HIZFKR
labels: #5335
app: stor-pv-nocreate-storllun@6a #PV [JfriR
spec:
capacity:
storage: 66Gi #GA&E, AN GIB, AR ERKGAENSE T HBlock HAIEMNER &
volumeMode: Filesystem #%&#i:0, SZKF Filesystem Fl Block &, BRiAN Filesystem Fiz,
accessModes:
# Ui, Filesystem Bizl/1%: 2+ ReadWriteOnce, ReadOnlyMany (#5754 aT#1k)
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain #FFAfLE[RIULIRNE, X Retain fll Delete
csi:
driver: stor.csi.k8s.io
volumeHandle: "storl:lune@6a" #ifE HBlock &
volumeAttributes:
fsType: xfs  # GHFHEHBIBHRN M RA KR, FF xfs, exts
readOnly: "false"
isMultipath: "true" # 7% multipath
chapEnable: "false" #&7%{HH CHAP AiE
chapUser: "username"

chapPassword: "password"

® Ls4 Block, f1]# PV csi-pv-local-block-stor2lunbl. Z:7% examples\block-

volumes\static-pv\csi-pv-local-block.yaml = ) 7= o

apiVersion: vl

kind: PersistentVolume

metadata: #oHdE
name: csi-pv-local-block-stor2lunbil #PV IS4 FR
labels: #i3%s
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app: csi-pv-local-block-stor2lunbl
spec:
capacity:
storage: 22Gi #ERE, BA0NGIB, AR EMAEAENSET HBlock HAIENEAE
volumeMode: Block #&#i:, F#F Filesystem fl Block %, ERIAN Filesystem 1z,
accessModes: # Vi, Block # = #4537 FF ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain # FFALG[FIILHNE, S FF Retain fil Delete
csi:
driver: stor.csi.k8s.io #HBlock CSI fdiff
volumeHandle: "stor2:lunbl"  #}§E HBlock %
volumeAttributes:
readonly: "false"  #&7 AR G
isMultipath: "false" # &7 {fH Multipath, HBlock HAHLiRES, HUH false
chapEnable: "false" #/&75fdif] CHAP iAilE

PV K YAML B2 & 28R

ZH it LS

driver HBlock CSI #if4. H{f: stor.csi.k8s.io. &

FD

accessModes i [ A

HUE:

® ReadWriteOnce: & nJ LI — N5 LU S 1975
AW

® ReadOnlyMany: =& Lk 2 A5 55 B 5277 2
H#H. filesystem BT, & EHEATAA AL .

® ReadWriteMany: %50 DA 2 4S5 mi LA S 7 K
H#. 1Y Block #3145 32 5

volumeHandle & 52 BRI HBlock 5: 4%k, N

clusterID:lunName.

P

clusterID: #&5€ HBlock [IFRIR, 1E csi-
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configMap.yaml HiE—. £ LA E HBlock V5 [l i
Hk.
lunName: HBlock H 1l 2 i1 45 44 7K .

volumeAttributes.fsType LR BI AR RGRA, CHe xfs, extd. | 5KfF
PR B filesystem B WA 3H

volumeAttributes.readOnly s LA G
HUA

® "true".

iy

® "false",
ERIME N"false” .
ER: XEFEMATRE, H"true"s{"false”.

volumeAttributes.isMultipath & 7518 A1 Multipath. %A

BUH:

® true"

® ‘false".

ERINE A" true™

EE:

® XHHEMANFRH, Rl"true"s false”.

® 11 HBlock FERERR AL HBlock 5% A 5 H
Al RS, B highAvailability 24 Disabled, 1t
QbR BB E N false”, 2 32 pod A Bh Ak
.

® ¢ HBlock BALAR, BLALTREE

"false".

oA

volumeAttributes.chapEnable | 27 f# F CHAP AIE, BUH:
® true".
® “false".

ERE y false™.
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EER: XETFERMNTRAE, Bl"true ol false".

volumeAttributes.chapUser CHAP IMIERIH P 44 Wi SR AL & S csi-secret-

oA

decrypt.yaml #[f] decryptFlag & true, 75 %} CHAP
INIERIFH 7 44 4% ] DecryptData Bt & %5 415 1#E47
AES (ECP. paddingcs7) IN%, IN% G i 4s kT
Base64 %, HA&VE WECE INZEHEK.

IV RTHUE: Frrfeal, KEVEHLE 3~64, HEE
HERE B A ma(L ) FEREZR(-). FRIZ(_)-
H9(O)AH, FRX KNG, HAGCR LB
Btk

volumeAttributes.chapPassword | CHAP TAEf %505 . a0 S FE & SC 4 csi-secret-

iy

decrypt.yaml # 1] decryptFlag & true, 75 %} CHAP
IF 25 %18 F| DecryptData I & ()35 8% 34T AES
(ECP. paddingcs7) hn%, hn% g rsh Rit1r
Base64 2wy, FAAVE WAL E N &EHE.

I RTHUE: Frrdbal, KEEEE 12~16, ¥
M E KRG R PNEER B TRILOT W
PR, FRIX KNG,

EE:
® AN )T AL E CHAP %1y, ESHEBMEHER.
® PV KRR & URERE, 12 PV ORI G 8RN AT AL #E3Z PV 41T, PV H]

DL Retain (fRE) . Recycle (FFIF) (¥ Delete (HIF%) . HBlock CSI f#ifFH

R 37 ¥ Retain A1 Delete, /~37#F Recycle.

B[O ERE Retain 45 5 ] LR RICE YR . 24 PersistentVolumeClaim % 44
TR, PersistentVolume AT IRAFAE, X N I G ALY “ CRIX
(released) ” o 1T LANRIAAER T — HOUNHIEWE, ZEEAREH T HAl
HAi. AT A
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BT RCGRRS Y Delete KIGECE, MIERSNE 20K PersistentVolume X 5 )\
Kubernetes 5,  [F]E tH 25 MBS R 15 Bt HH RS B BT S BRIP4 08 7= o Bl it
IV )45 2= 4k 2K 3 StorageClass #1152 B I RIS RS, 1% 3K IS BRI Delete. &2 i
AR AR EC & StorageClass. vE&:, AR PV H#E /2 HBlock &
LEATAIEN S, WAREEE Kubernetes K MMER1Z% -
(2) N FARCE M (L csi-pv-local-storllun06a.yaml J9%1) .

[root@server test]# kubectl apply -f csi-pv-local-storllun@6a.yaml

persistentvolume/csi-pv-local-storllun@6a created

(3) BGUEBIEER PV (LA csi-pv-local.yaml A1)

[root@server test]# kubectl get pv

NAME CAPACITY  ACCESS MODES  RECLAIM POLICY  STATUS CLAIM STORAGECLASS  REASON  AGE

csi-pv-local-storllun@6a  66Gi RWO Retain Available 20s

3. filEPVC
(1) #r# PVC 1) YAML JC & .
o GHEFUN filesystem, Hr#d PVC csi-pvc-local-nocreate-storllun06a 1 YAML Bt

B . 2% examples\filesystem-volumes\static-pv\csi-pvc-local-nocreate.yaml

7 B o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: csi-pvc-local-nocreate-storllun@6a # PVC & F
spec:

accessModes: #Vj AT

- ReadWriteOnce

resources:

requests:
storage: 66Gi  #EMAE, H7 GiB, Kubernetes £x22i45E K T25 T A5 &M PV
selector:

matchLabels:
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app: stor-pv-nocreate-storllune6a

® LAl Block, #1% PVC csi-pvc-local-nocreate-block-stor2lunbl f#)fc & 44

22 examples\block-volumes\static-pv\csi-pvc-local-nocreate-block.yaml H {7~

il

apiVersion: vi1

metadata:

spec:

accessModes:

- ReadWriteOnce

volumeMode: Block

resources:
requests:

storage: 22Gi
selector:

matchlLabels:

kind: PersistentVolumeClaim

name: csi-pvc-local-nocreate-block-stor2lunbl

app: csi-pv-local-block-stor2lunbl

(2) NHEE S (BLPVC csi-pve-local-nocreate-storllun06a.yaml Jyfi) .

[root@server test]# kubectl apply -f csi-pvc-local-nocreate-storllun@6a.yaml

persistentvolumeclaim/csi-pvc-local-nocreate-storllun@6a created

(3) 2L AR PVC (LA csi-pve-local-nocreate-storllun06a A1) .

[root@server test]# kubectl get pvc
NAME

csi-pvc-local-nocreate-storllune@6a

STATUS

Bound

VOLUME

csi-pv-local-storllun@6a

CAPACITY  ACCESS MODES  STORAGECLASS

66G1 RWO

AGE

10m

EE:

® PVCIEIAEHINILE PV, 2PV HIAEEKNTET PVCHIAEN, Kubernetes 24
PVC 1 PV BT E . INHRA ZA PV # E 5%, SR FEH—4 PV #HATILR.

® PV I PVC [ E XA and selector 7B, 4 app BLE —3, SNICIELE .
1A selector F B, PVC &4 A BILE PV,

® PVCHIPVEE, PV EEMER, WMk PV, FHELMERIEER PVC.
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f1l% Pod.

f1% Pod,

JAA 7 A A 4R e

JFATPVC 5Kk, HBlock CSI iRt B 85 s b s (iR te) ,

(1) ¥# Pod i) YAML Bt & A4

LAE A filesystem, 1% Pod my-csi-app-local-pv-storllunO6a KL & 1, =

2 examples\filesystem-volumes\static-pv\csi-app-local-pv.yaml #7451 .

kind: Pod

apiVersion: vl

metadata:

name: my-csi-app-local-pv-storllun@6a #BI M Pod ZHK

spec:

containers:

- name: my-frontend #&&R&FK
image: busybox #iF & A a4 B E
imagePullPolicy: "IfNotPresent" #Z 28815 iIh HURNE

volumeMounts:

- mountPath: "/test6a" # BRI AR AR
name: lun@6a # XN volumes FR%E R ¥ IE 4

command: [ "sleep", "1000000" ]

volumes:

- name: lun@6a # volumes ¥XYHE44, T LATE volumeMounts FHE#

persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-storllun@6a # Pod &2l PVC 4 FK

1N Block, f1J% Pod csi-app-local-pv-block-stor2lunbl f¥) it & 4 csi-
app-local-pv-storllun06a.yaml, 7% examples\block-volumes\static-pv\csi-app-

local-pv-block.yaml )71l o

kind: Pod

apiVersion: vl

metadata:

name: csi-app-local-pv-block-stor2lunbl

spec:

containers:

- name: lunbl

image: busybox
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imagePullPolicy: "IfNotPresent"

volumeDevices:

- devicePath: "/dev/testbl"
name: lunbl

command: [ "sleep", "1000000" ]

volumes:
- name: lunbl

persistentVolumeClaim:
claimName: csi-pvc-local-nocreate-block-stor2lunbl

(2) NHIECE S (LA csi-app-local-pv-storllun06a.yaml ) .

[root@server test]# kubectl apply -f csi-app-local-pv-storllun@6a.yaml

pod/my-csi-app-local-pv-storllun@6a created

(3) Bk Pod FHEER) %

[root@server test]# kubectl get pod|grep my-csi-app-local-pv-storlluneéa
1/1 Running 0 92s

my-csi-app-local-pv-storllund6a

A LRSI AR T OL R T K {ttestba, HERAXT MW HBlock H1 )3 lun06a.

[root@server ~]# kubectl exec -it my-csi-app-local-pv-storllun@6a -- /bin/sh
/ # 1s
bin dev etc home lib 1lib64  proc root sys testba tmp usr var
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3.5.2 §I7S PV (F&#7S PVC)

A PV ZiEd PVC G PV, HFAATREIRATEE PV, R EZ8E1d StorageClass A7 1iff 5%
U5 LAF, Kubernetes s 2R 45 PVC ZhdS U PV, H3hfilk HBlock CSI i s 41
HBlock ()% . Zha PV EH TAHEERZE , (HAFGE TR AH R 3 5

BN PV I EERAEM T

»  HBlock&EF
/ T
p 4 — PV ., HBlocks
/
! 4 KubemnetesZt§
1-%7%;3# StorageClass , 1RiE
/ sz‘?ﬁﬂﬁ =T _
/ EE A NAR s P
/ " ShoragelGla=s StorageCIassEPE"j?éi E;%%&%ﬁgaﬁ@
" 2 pgstorage Class . =AY iz
Es 3 BPYC , 30
wage Classs_t_‘;%“ pVC K
-
N
6.8IZPod-, 15
PVCER
- Pod

Kl4.2h7 PV i FE A
1. @# StorageClass
(1) g StorageClass ] YAML fic & 1.
L A filesystem, fIl% StorageClass csi-stor-sc-local-stor1lun08 Y YAML fig & 3¢
4 csi-storageclass-local-stor1lun08.yaml. 7] LLZ2% examples\filesystem-

volumes\dynamic-pv\local\csi-storageclass-local.yam! 7 f#] 751 o

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@8 #StorageClass %#x
provisioner: stor.csi.k8s.io #HBlock CSI #HfF
parameters:
storageMode: Local # HBlock #H[I{FfitAY
fsType: xfs # GRHEHBIBHEN M RGRE, I xfs, exts
readOnly: "false" # ;&R &G
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sectorSize: "4096"  # HBlock W& IX K/, 3Z#F512,4096, HAFT
localStorageClass: "EC 2+1"  # HBlock & IUAMR

minReplica: "2" # /P EIAE (I HBlock TERERRSCRR) -

highAvailability: "ActiveStandby"  # HBlock #:mal Hfi .

writePolicy: "WriteBack" # HBlock %5 5EHg

isMultipath: "true" # REGEzIZE

maxSessions: "1" # iSCSI Target fOUFEZAIE AL iE%.

ECfragmentSize: "16" #ZUMHAZE F KA. BICREERN EC BT, BB EAERK, AN 20 .
serverNumbers: "2" #HBlock Target FifEMIARSS A 2E (INERBERCC )

clusterID: "storl" #HBlock #xi}
reclaimPolicy: Delete # PV R TNE, (¥ Retain fll Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true # & AUY EH

#1530 Block, f1% StorageClass csi-stor-sc-local-stor1lun09 f YAML Bt & 4%
csi-storageclass-local-stor1lun09.yaml. 7] LLZ7% examples\block-volumes\dynamic-

pv\csi-storageclass-local.yaml # i) 7= 451

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@9 #StorageClass &#§

provisioner: stor.csi.k8s.io #HBlock CSI #ft

parameters:
storageMode: Local  #HBlock #&fI77fik2M
readOnly: "false" #e 15 DA G

sectorSize: "4096"  #HBlock WM A/, SCHF512,4096, HALTS
localStorageClass: "EC 2+1" #HBlock &L R

minReplica: "2" # f/NEIA% (X HBlock FERERSIHF) .

highAvailability: "ActiveStandby"  #HBlock % n] F#5ia.

writePolicy: "WriteBack" #HBlock &5 THH%

isMultipath: "true" #REH/HEIZE

maxSessions: "1" # iSCSI Target fOUFEZMIE AL iEH.

ECfragmentSize: "16" #ZYMLHEI KA. BICRIEAN EC BN, LI EA LR, A28
serverNumbers: "2" #HBlock Target ATEMIRS #ediE (B TR)

clusterID: "storl" #HBlock FRriH
reclaimPolicy: Delete  #PV [J[RIi3iN%, SC¥F Retain Al Delete
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volumeBindingMode: Immediate
allowVolumeExpansion: true #&27 Ly Bt
StorageClass i) YAML BB X425
ZH 5% B %IE
storageMode BIAEAE2EAY, S0FF Local. Cache. Storage f5 . =
Cache. Storage K/~ L4
fsType GWHRBIBBROIMERG A, CFE xfs, extd. A
PiBH: BN filesystem A 43,
readOnly A DL R S AT B A &
B "true". “false". ZRIN{H A"false”.
HER: XEFERMATRE, E"true"s"false”.
cloudBucketName LA TER OOS il i 44 5K b s
R 62T A Bucket )4 fi A 1 E A& ALOR BE I

KA. FIEE

cloudPrefix WE O0S THIRTLR 448K, WEMHKAWE, GEESFE | &
AR LT S8 i 44 B2 SC R rpr e AN BORTEE AT, I EL3%
FAAEAE LA A4 ki 44 B RS e
KA. PR
WE: KEZVEHE 2 1~256.
cloudAccessKey 0OOS AccessKeylD., RSP D
KA. FHFHR, H
cloudSecretKey OOS SecretAccessKey . RS D
TR B S csi-secret-decrypt.yaml # 1] decryptFlag 4 H

true, 52X} secretKey Yit5f F| DecryptData B & )% A%}
BE47 AES(ECP. paddingcs7)ines, I & it)4s B ikaT
Base64 g, HAAVE WA EMFEBK.

KR TR

>N
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cloudEndpoint

% & 00S Endpoint.

R FEE

b s
1

cloudObjectSize

B A7 7E OOS H R/

HUE: 128. 256. 512. 1024. 2048. 4096. 8192, Hifi &

KiB. BRiME N 1024,

AN
)

cloudStorageClass

W H O0S M3 A,
HYAE -
® STANDARD: Frifififit.

® STANDARD IA: &A1 M 47-0i% .

ERiNE N STANDARD.

iy

cloudCompression

TS R An s B A% % 00S.
B :

® Enabled: 7.

® Disabled: 5.

ERINE N Enabled.

iy

cloudSignVersion

00S HJiFRZE A AUETT
HUAH -

o Vv2: V2X&4,

® V4 VAKA,

ERMEN V2.

iy

cloudRegion

#7~ Endpoint B AT 7E X 45
VA ZEL I, LI,

KA. FIEE

S

deleteCloudData

MIERER, 2 EMERz EREEE.

A :

® true: MRz ER9HEE.
® false: MMz ERIEHE.
BRME N false.

oA
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sectorSize JRIX KN ARYE R P SO R S8 1O AR IR N B | S
Jid X R
HUfE: 512", "4096", AT, BRIAMEY"4096",
localStorageClass KA TURE . YRR E LS. @
HUAA -

® single-copy: HEIA,

® 2-copy: WiEIA;

® 3-copy: —RHIA;

® ECN+M: 2. Hrh N. MOYIEEE, N>M,
H N+M<=128. Foni il #I8 N DB AR M
AR H R -

ERIAE )y EC 2+1.

minReplica RNEIAEL (EBERCCR -

T RIS, REEEIABON X, RAEIARECN Y

(Y DA<X) , ZEFXREANE, 20 Y HEEESE Nk

Uy, AMNARRENEL. *T ECN+M X%, ki
ERPEIABIE N Y CLAH L NSYSN+MD , Z0# 2
SRE/DN Y R SRR IS S N, A AR IRE N
J% o

WAE: B MTREASE, BUETEEZ[L N], NOYEIARE
REMEIAL, BINMEN 1. 0T EC %, BUETEHEZN,

N+M], ERIMEN No

iy

redundancyOverlap LT SRR ((ERRCCRD - EHIEIIRET, [H
— A BEE HIAS RN EA 73 BRI AT AEAS R s, ik
PEIRARIAI, VPRI G TURITEIE N, K2 BdEEIA
JEAE [R]— /Nt R 7 A fEAN R path I

ER: WIRAEAEI MR I0  path, BESEOAN AR
WAE: xfEIAER, BUEVEE R, mIA%K], BOMER 1

i
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T ECHEE, HUEIEHIZ[L, M+N], BRMEN 1.
ECfragmentSize ARSI B KA BIURI EC B, WIREA | 1
AR )
HUff: 1. 2. 4. 8. 16, 32, 64. 128. 256. 512. 1024,
2048. 4096, Hfis KiB. BRIME A 16.
highAvailability T EREE AR, BRI E S 7
R
® ActiveStandby: AEIER, %G RPN Target T HIHT
# 10N,
® Disabled: ZEH AT, %G RBO B Target Y
—/ IQN,
BRiME N ActiveStandby .
writePolicy 5 1) 55 HEH @
EIER
® \WriteBack: [H15, HIEIEEABNF)GE, ARG
PSR, ZJE WS AN, TR R
Bm, REVEESRA SRR
® WriteThrough: %%, EPEUEFIK S5 NNEMMEL, FF
FEPIALH S i h e, PR A P im G R . & TARE
PRERE S, SUEREERA R, HHiB5 AR SR
PRI 5%
® \WriteAround: %5, BIHEE S ANHAAL )G BRSO N A
1, BHNHALEI)G, SLZR AR 5 S . & T
FEMEERE S, MEREE R A E, HEZHm5.
ERIME N WriteBack.
isMultipath F& 7518 B Msultipath.. %A
A
® "true"

36




e e

N By S 4

State Cloud

® ‘"false".

NN (VS

HEE:

® XHFHmEmMANFATH, Hl'true s false”

® 4R HBlock 7 i 3 FH 1) HBlock & %A 5 FH = m] A
30, R highAvailability &y Disabled, AL Z#E A
"false", 5232 pod & 3R

® iR 2 HBlock HALAR, AL EE T E Hy false™.

path TRE G BE 1 BdE B = (BURBLBGZR .
AR B AG I ANR E e H o, 8 R 55 4 i B I BOA Bt
EB

iy

pool fEfE AR, RonmAAE I, SR R AT N
EEBERCRE) o

B KRR 1~16, HAEHRE. M mmms (-

) v PRI (O Hl, FERX RN, HAUSFR LB
AHCF Ik

BRUMAT FH Al A7 it

iy

cachePool ARG IR, LR R AT AL, B B S %A ik
My EERERRGCRR) ©

BUE: KEJEHELE 1~16, HApedhsEE Mz (-

) v FRIZ (O HEL FRIX ARG, BACGCFR L 7R
Ik S

WUER A G MR A B md A7 A7 i

HE: b5 Z AR 2 [F— M.

iy

maxSessions iSCSI Target 70 ¥ 237 Al e K2 1650
. %, BUETEEIZE[L, 1024], ERIMEN 1.

i

serverNumbers Target Fr7E IR S5 A dicim (AUVEERERRCCHR) «
BEOE, BUE N2, n], n AEBNIRSSNEE. BIME

iy
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N2,

faultDomains BHIIRSS iR EAS B . Rt bmis, G

Target JT7E Ik 55 x5 (RUERERRGCS) , BAMEEIE LUN

i, LUN SKERHY) Target L5 iz IR 55 #5136 i B P72 IR

595 WIUNAFEf A rack 2, FAR MBS rackl.

rack2. rack3. rackd F11#75 5, H. faultDomains &€

rackl. rack2, JF4f% LUN B, LUN S<EER) Target 856

M rackl. rack2 Fir Gl AR A T Y IR 55 28 81U 3R BLEAT

¥, B EIRGE MRS AR

R

® (7t RSN path LRI, AREXEIZSEL.

® IR LUNTRIE | il G- i MR A7k, T M s
AT IR R SFIER . W LUN RfEE T 447
fifiithy, DU I A7 b e 45757 S 81 3R

BUE: P B, 5 S Z00 AT BLE] room. rack.

server. AJLAHREZ T AL HZT RN T4 T

serverNumbers. 5 LI A LR, (B R84 A A0HE— .

T RAAPRA] DA SRR R b 4 g A, A% 0N

name:name:name, MARTT FUTARBHARE: AT LUE AL &R 2>

AR, (HZERAE T LR Fh e — . it

default:room4:hblock_4. room4:hblock_4. hblock 4 fE4ERE

S da I A R, B AR R A e —, Tk

H—RIw],

oA

i

chapEnable 53 CHAP IE, HUA:
® "true",

® “false”.

BRINE Ay false™.

HE: XEFTFEMANTRE, Bl "true"sy false"
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chapUser

CHAP VIERIH 1 44 . an S HBC & S csi-secret-decrypt.yaml
H 1] decryptFlag 4 true, 7% ZX CHAP IAUERIH 7 44 4% H

DecryptData fic. & 1) % $A%] 14T AES (ECP. paddingcs7) Jin
B, N SRS KT Base64d i,  HLAA VR LI BN AR

&P%

NEHTHUE: TR, KEEHE 3~64, RAEHT
BBy Ae(L)s RERRZR(-) MRIZ(L). BR()H4
i, FRX KNG, HACGOR L B Tk

AN
)

chapPassword

CHAP PAUERIZ RS . an SEAC B SCAH: csi-secret-decrypt.yaml #
(1) decryptFlag o4 true, 522X CHAP AR ) % 65 4 F
DecryptData fic. & 1) % $Ax 14T AES (ECP. paddingcs7) Jn
%, I 55 BT Base64 4ify, FATE U EC B AN SR
X

IERTIBUE: PR, KEJEERZ 12~16, BAH5 K
bk, PNEER B TRILQOPHEDWII TR, &
BHX 7 KNG

iy

clusterID

HBlock [i#riR, 7E csi-configMap.yaml HiiE—. { ILECE
HBlock v Rl bkt .

reclaimPolicy

R A [N SR
HUE:

® Retain: {RE

® Delete: ffx.
ERIME A Delete.

iy

volumeBindingMode

7RISR E L2554 Pod IR SR 5E
HUAH -

® Immediate: S7ZEI4EE .

® WaitForFirstConsumer: JEIR4E5E .
FRIMEA Immediate.

i
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allowVolumeExpansion | fLVFET . 3

HUE

® true: RVFEY JE.
® false: ARVFET E,
ERIME A false.

(2) MNHIECE 4 (Ll csi-storageclass-local-storllun08.yaml 9%

[root@server dynamic-pv]# kubectl apply -f csi-storageclass-local-storllun@8.yaml

storageclass.storage.k8s.io/csi-stor-sc-local-storllun@8 created

(3) IIEAIE StorageClass (LA csi-storageclass-local-lun09.yaml A1) .

[root@server dynamic-pv]# kubectl get storageclass

NAME PROVISIONER RECLAIMPOLICY  VOLUMEBINDINGMODE  ALLOWVOLUMEEXPANSION  AGE

csi-stor-sc-local-storilune8 stor.csi.k8s.io Delete Immediate true 24s

ER: WHEINERE CHAP F 7 £ %469, N deploy/csi-plugin-conf/csi-secret-decrypt.yaml 3C
b decryptFlag B FE L &y true, B CHAP R J 44 A5 0 7 B b A1 Bl AES 25 31
base64 # . AT L2 AL E & H.

2. g PVC
@17 PVC, FHF1 StorageClass J<Hk .
(1) Hr#E PVC /Y yaml it & 044
L 2N filesystem, f1J% PVC csi-pve-local-stor11un08 [ & S csi-pve-local-
storllun08.yaml. Z7% examples\filesystem-volumes\dynamic-pv\local\csi-pvc-

local.yaml /1 {71

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-storllun@8 # PVC [
spec:
accessModes: #VjlE, filesystem #z([H=5Z#F ReadWriteOnce

- ReadWriteOnce
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resources:
requests:

storage: 77Gi #G#HE, AN GiB

storageClassName: csi-stor-sc-local-storllun@8 #PVC {#H [ StorageClass HI%F

LA 20~ Block, )% PVC csi-pve-local-block-stor11un09 ffc & S csi-pve-local-

storllun09.yaml. =% examples\block-volumes\dynamic-pv\csi-pvc-local-block.yaml

7R B

apiVersion: vl

kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-block-stor1lun@9 # PVC %7
spec:
accessModes: # Vil#Ezl, Block fEzUf)4: % #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
volumeMode: Block
resources:
requests:
storage: 88Gi #LGAE, H/I N GiB

storageClassName: csi-stor-sc-local-storllun@9 #PVC f#fff] StorageClass H14

(2) NHEE S (B csi-pve-local-storllun08.yaml Jyf1) .

[root@server dynamic-pv]# kubectl apply -f csi-pvc-local-storllun@8.yaml

persistentvolumeclaim/csi-pvc-local-storllun@8 created

(3) RiEC&aIEH PVC.

[root@server dynamic-pv]# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
csi-pvc-local-storllune8 Bound pvc-84b9a4b9-403d-41a5-96bc-8d1e@8c7abl5  77Gi RWO csi-stor-sc-local-storllun@8  27s
3. @I Pod.

GI%E Pod, J£F1 PVC ¢Hk. HBlock CSIfifH R Hahfla. #:01b. #4k HBlock A% .
(1) Hr# Pod /) YAML B & S0,
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HE N filesystem, 1% Pod my-csi-app-local-stor1lun08 [t & .44 csi-app-local-
pvc-storllun08.yaml. W] LLZ% examples\filesystem-volumes\dynamic-pv\local\csi-

app-local-pvec.yaml HF )74 .

kind: Pod
apiVersion: vi1
metadata:

name: my-csi-app-local-storllun@8

spec:
containers:
- name: my-frontend
image: busybox  # fifGHiik
imagePullPolicy: "IfNotPresent" # PR S
volumeMounts:
- mountPath: "/test8" # HEHBIAELLN HArKE
name: lun@8
command: [ "sleep", "1000000" ]
volumes:
- name: lun@8 # X{/¥ volumeMounts (14370 H
persistentVolumeClaim:
claimName: csi-pvc-local-stor1lunes # ifif] pvc K& T
1R N Block, flZE Pod my-csi-app-local-block-stor1lun09 f it & 3244 csi-app-
local-pve-storllun09.yaml. ] BLZ2% examples\block-volumes\dynamic-pv\csi-app-
local-pvc-block.yaml 1 (7451 .
kind: Pod

apiVersion: vl
metadata:
name: my-csi-app-local-block-stor1lun@9 #Pod 14 Fx
spec:
containers:
- name: my-frontend
image: busybox # Hifgihuit
imagePullPolicy: "IfNotPresent" # HilUEi{%5n%
volumeDevices:
- devicePath: "/dev/test9" # I FIELLN HAREE
name: 1un@9  # Xt/ volumes Fff] name
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command: [ "sleep", "1000000" ]
volumes:
- name: 1lun@9 # X% volumeMounts HIHEHINH
persistentVolumeClaim:

claimName: csi-pvc-local-block-storllune9 # i pvc K& T

(2) MNAECE S (LA csi-app-local-pve-storllun08.yaml i)

[root@server dynamic-pv]# kubectl apply -f csi-app-local-pvc-storllun@8.yaml

pod/my-csi-app-local-storllun@8 created

(3) BFEIE A Pod (LA csi-app-local-pve-storlun08.yaml Al .

[root@server test]# kubectl get pod|grep my-csi-app-local-storilune8

my-csi-app-local-storllune8 1/1 Running © 27s

Al LB B 28 O 4 H 3 T I 42 /test8.

[root@server ~]# kubectl exec -it my-csi-app-local-storllun@8 -- /bin/sh

/ # 1s
bin dev etc home 1lib 1lib64 proc root  sys test8 tmp usr var

EE: HBlock CSIFAFARIEH P HIBCE, £ HBlock HEREA H 3G &M Target, 4. Target.
PV & —— X MR R
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3.5.3 BIFS PVC

i StatefulSet H 45 72 [ StorageClass #1456 ## PVC, Kubernetes R4 StorageClass H it & [
55, B3R HBlock CSI A& HBlock %. 3 PVCIEMH T HAIASEIELA Pod, If
NHEBAFR I 5

Iz PVC M R BRI R

1.6 Storage Class
p StorageClass -

-~

2.@1_I§§Sta1_§fuls‘>et

S StatefulSet PVC - PV N

K9.3h4& PV AR

1. g Storageclass
(1) ¥rge StorageClass ] YAML fic & 1.
® EFUN filesystem, €)% StorageClass csi-storageclass-local-stateful-stor1lun10
(K BC B 014 csi-storageclass-local-stateful-storllun10.yaml. #J LAZ#%
examples\filesystem-volumes\statefulset\csi-storageclass-local-stateful.yaml 77 f#) 7~

.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-storageclass-local-stateful-storllunl® #StorageClass %5
provisioner: stor.csi.k8s.io #HBlock CSI #@ft
parameters:
storageMode: Local  #HBlock #H[I{FfiAY
fsType: xfs #EFEFHEH XHERGEHKEN, FF xfs. extd
readOnly: "false"  #&7bLHiy RE#%
sectorSize: "4096" # HBlock WX K/, SHF512,4096, HNAFH
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localStorageClass: "EC 2+1" # HBlock % IUAxHE
# minReplica il localStorageClass "EC N+M"H1[] N ERIAFHSE
minReplica: "2" # /P EIAEL (L HBlock EEHERRSCRD)
highAvailability: "ActiveStandby" # HBlock & nJ AR
writePolicy: "WriteBack"  # HBlock %5 %%
isMultipath: "true" # R&EREzhIZE
maxSessions: "1" # iSCSI Target U@ K KEiE%L.
ECfragmentSize: "16" #ZMIIEL IR/ BICREADy EC NS, B EA B, 020 .
serverNumbers: "2" #HBlock Target FTfEMIIRSS 28 8m (IEERERR SRR
clusterID: "storl" #HBlock frif
reclaimPolicy: Delete #RFAMAERIYIHRS, X #F Retain Al Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true #¥EY &

® L4zl Block, fJ& StorageClass csi-storageclass-local-stateful-block-
storllunll ffJfic & SO 14 csi-storageclass-local-stateful-block-storllunll.yaml.
PLZ % examples\block-volumes\statefulset\csi-storageclass-local-stateful-

block.yaml .

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-storageclass-local-stateful-block-storllunill
provisioner: stor.csi.k8s.io
parameters:
storageMode: Local
readOnly: "false"
sectorSize: "4096"
localStorageClass: "EC 2+1"
# minReplica il localStorageClass "EC N+M""H1[) N BRIAFHEE
minReplica: "2"
highAvailability: "ActiveStandby"
writePolicy: "WriteBack"
isMultipath: "true"
maxSessions: "1"

ECfragmentSize: "16"

45




e e

N By S 4

State Cloud

serverNumbers: "2"

clusterID: "stori"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

StorageClass ] YAML B & SC 5%

ZH i3y /LR

storageMode LI RA, SCRF Local. Cache. Storage #\. &
Cache. Storage #:UEK /R L =45

fsType G HEH BB BRI R G R, FFE xfs, extd. M
PEEH: BN filesystem i b3 .

readOnly st DL R i AT B &

HUHE: "true". "false". BRIAME N"false".
ER: XEFEMATRE, H"true"s"false”.

cloudBucketName CAFLE ) OOS FEA hf 1 44 FR o =Y
R 1EZ)H 8 Bucket B2 @y i %€ F& AR B o H

KA. FIEE

cloudPrefix wE O0S AT A%, WEMWHKAIRG, BHIES
FAAEAFAEAR LART S i 44 B0 2R ST b o SRR Fi € i
2%, W EHEAAELE LLG 2 PR 44 28 S0 e

KA. FREH

. KEVERZ 1~256.

gl

cloudAccessKey 0O0S AccessKeyID. BRVa DA

K. FIFE. 71

cloudSecretKey OOS SecretAccessKey BRVa DA
I S i B A csi-secret-decrypt.yaml 4] decryptFlag v | 3H

true, 75 EEXT secretKey YEALAH A DecryptData Bt & 1%
AR HE4T AES(ECP. paddinges7) N, IN%s Ja ()45 ik

46




e e

N By S 4

State Cloud

1T Base64 #ifiY, EARVE A EINBER .

KA. FREE .

cloudEndpoint & OOS Endpoint. BB

KR Fr5E. H

cloudObjectSize BEAFfEAE OOS H KK, 3
HUfE: 128. 256. 512. 1024. 2048. 4096. 8192, H
fisE KiB. BRIME N 1024,

cloudStorageClass W E O0S AR,
HUAE -
® STANDARD: Hr#EfEf#;

0

® STANDARD_IA: &S5 A /£ 4 .
RiME N STANDARD.

cloudCompression T EgEEdE F &% 00S.
HUfH -

® FEnabled: 2;

oA

® Disabled: 5.

ERIME N Enabled.

cloudSignVersion OO0S MiF R4 Wik T7 0
HfH -

. VZ: VZ ’ggo

gl

. V4: V4 ’ggo

ERIME N v2,

cloudRegion 7 Endpoint FEJ57th BT 7E X 45 XA
i VA ZE 4R, I IE,

ESINEL

deleteCloudData MGy, SR L rEdE.
EAE -
® true: MRz EIEIE.

oA
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o false: MRz _LAOEHE.
ERINME N false.

sectorSize FEIX KN WRIE 7 i S RGO B 1 i /N B %
TE A X KN
BUE: "512". "4096", AL AT . BRINME N"4096".

oA

localStorageClass AHAE TR AR BRI B IS EL

CIER

® single-copy: HLEIA.

® 2-copy: MEIA.

® 3-copy: —HEIA.

® ECN+M: 2|z, Hr No MOy,
N>M, H N+M<=128. Fo¥Hdi7r&Is N F
B, IR M AR .

ZRIME N EC 2+1.

0

minReplica B/NEIARSEL (VEBERRCCFR) ©

ST EIARIE, BERIAEN X, B/EIARECH
Y (Y RASX) , ZEHEBREAN, 20Y HhEHES
NI, ARNARKG AN . % T EC N+M &A1)
%, RBOZERDEIAKRE RN Y CLAGH 2
N<Y<N+M) , 20 2 e F 204 Y R AR 5
P NET, AR REG NI -

HUE: B W TREIAS, BUEIEHEZ[L, NI, N AREIE
G EIAL, BIMEN 1. 6T ECH, HUHETEH
AN, N+M], BRIMEH N.

gl

redundancyOverlap LB RIAS (ERRRCCRD .« fEHUR TR B

N, A EAR AR B 5 A BRI AT LE S ] (1 e e
B, Y HRIEAIRRT, SRVFIREE SR TUR TS I, K
Z A BRI AT [F) — AN st AR 23 A E AN 5] 119

oA
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path .

HER: WA SRR Y path, WS EA AR
BUE: X EIAR, BUETEEZ[L, BIA%], BMEN
1; AT ECHI, HBUEVEHEZ[L, M+N], ERMEN 1.

ECfragmentSize MRS RN BIUREADY EC B, ik | &
BAER, B2
HfE: 1. 2. 4. 8. 16, 32. 64, 128, 256. 512,
1024. 2048. 4096, Hf72 KiB. ERIMEY 16.
highAvailability se ik fEE A B BRI E LS o
HUAH
® ActiveStandby: JEzhF %, %GR Target T
IFTH IQN.
® Disabled: ZEHI S AT AR, %45 KIS B Target
THI— IQN.
ERIME M ActiveStandby .
writePolicy % 1) 5 R 4
AR :

® \WriteBack: [0S, RIHEE ARANLFG, SR
MBS, ZERRPE N . EH T
VEREEOR R, FE MEERA = M5t

® \WriteThrough: &5, HIE [R5 N A AZ R
#, HEMAEE KD fE, IR R S .
EH T REMERE S, SYERERA S, Hidl
BN B B B 7 5

® WriteAround: %5, HIEEE NBAL G BRI B
WAE, SNBSS G, SCZNR R S ).
EH TR R, MR R AR, HE 2
L 0E775 8
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ZRIAME N WriteBack

isMultipath f& 15 A Multipath., At

BUA -

® “true"

® ‘false".

ERINE " true™.

EE:

® IXHFHEMANFAH, Hl"true"s"false”

® Uit HBlock SEHEAR {4 ) HBlock A& A Ja vl
i, Bl highAvailability 4 Disabled, 1Ak 75 %
BB Nfalse”, 54 T3 pod 5 BRI

® R HBlock AL, AL E I E Dy false”.

0

path TREAFHG Bl 108l B 3 (BURHLARCZRRD .
IR B G N AR E Bl H 3%, 8 R S5 A% AL I ERIA
A H .

pool FAETBAARR, FRoRm &AM, GBI R AR AE 2 A
WA (RUERRFRRSCRR) .

BUE: KEWHEE 1~16, Reedv i, Hermaikize
()« FRIZ (O dHl, FRX KNG, HAGH
LA BRI Tk

BRVNE FH JE Bl 4 i v o

gl

cachePool FEFI AR, Rom s A A, BHEE E RS AN
fefiipy (IUERBERRCCRR)

BUE: KEEHEGE 1~16, RAeh i, Bkt
()« RRIZ (O 4, TR RS, HAGH
PL BRI 7Tk

A RANSHS MR AN U B iy T A7 A7t

ER: A S ZAAAF A RE S [F] — M

iyl
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maxSessions iSCSI Target S0 V&V e K2 1h 40 4
HE: He%, BUEVERELZ[L, 1024], BRAEN 1.

serverNumbers Target FT7E RSS2 40 E (IEERFRR SRR 73
BEOV, BUEH[2, n], n RERNIRSSREE. 2K
WEA 2.

faultDomains BRI RSmEEA BE R . WAL, g |5

Target FT{E S5 as B2 (IERREIRCCHE) , DMEE] &
LUN i, LUN B¢ Target L2 M iZ IR 452851 22 ik
PEPTAE R S5 4% 1 anA7Adith )y rack 2, LAl o
rackl. rack2. rack3. rack4 #[)75 si, H faultDomains
7€ rackl. rack2, AFAIE LUNK, LUN SCEKR
Target {5 M rackl. rack2 Ffr L& I LA il i ) AR 55 75
PR BHATIESE, BT AIRE— DRS4S
EE:
® (rfiith RN path LRI, ARk B1%S 4.
® UUR LUNJRE | Rl e fr il MR 2847 itk T A
AR PR BT M. AR LUN R$6E T &
AP, W N A7 ittt P B 75T R BIR
BUE: DU AR, =9 s 200 W] BAE) room.
rack. server. FJLAREZ AT AL (HZM R EE N
T4 T serverNumbers. 5 S 0] LAAN[E], (HA5 m 44
WNZME— o 1 5 A4 AR A] DA AR AR B Fh b b B AR A2
#%3X9: name:name:name, MART SUFMRIERIEE; H
T LME R A, (HIZBRAS TR SRR R AN M — 1]
4 default:room4:hblock 4. room4:hblock 4. hblock 4
RN R RFE T A, B AR
ME—, MMEiEH—RIn],

clusterID HBlock 451, 7E csi-configMap.yaml HiE—. FEILEE | 2
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¥ HBlock VjjriHuhE .

chapEnable R4 CHAP WAGE, HUfH:

oA

® "true".
® "false",
BRINE v false”

EE: XBEFEMATRE, RI"true"2"false" .

chapUser CHAP AR 44 T SR B & S csi-secret-
decrypt.yaml #1 ] decryptFlag & true, 5 2% CHAP A
EfH P 4448 ] DecryptData it & 1) % 8% 3E4T AES
(ECP. paddinges7) %, hn# & r4h 51T Base6s
G, FARTE N BN

MERTBUE: PR e, KEVEHZ 3~64, RAREHF
BEC By AJR(L) FERRER(-). PRIZK(L). B9(:)
MR, R RANE, HASR L R k.

iyl

chapPassword CHAP IAIER)#6S .  an SR B A csi-secret-

gl

decrypt.yaml #1 ] decryptFlag & true, 5 Z%} CHAP A

E K25 448 ] DecryptData Bt & ) 25 5%+ 347 AES
(ECP. paddinges7) %, hn# &4 Rit1T Base6s

i, HARVE R EMFEHREN.

MERTBUE: PR eREa, KEVEHE 12~16, ©Aif,

EPNCESSNINCE 2SN € N 8t @ LT E VO

T, FRX KNG,

reclaimPolicy FE A RIS
HWAH -
® Retain: f£8&.

oA

® Delete: %,
PRIME A Delete.

volumeBindingMode | 37 BI455E I8 & 554 Pod i BERS 96 € .

0
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HUE -

® Immediate: SZEPZEE .

® WaitForFirstConsumer: ZEIRZF5E .
ERIME N Immediate.

allowVolumeExpansion | o454 & .

HUE -

® true: RVFEY E.
® false: NAVEHY .
ERIMEL false.

iyl

(2) M HECE S (LA csi-storageclass-local-stateful-stor1lun10.yaml 1)) .

[root@server statefulset]# kubectl apply -f csi-storageclass-local-stateful-storiluni@.yaml

storageclass.storage.k8s.io/csi-storageclass-local-stateful-storllunl® created

2. Bl StatefulSet.
(1) Hr# StatefulSet ) YAML fc & SCHF.
LA AN filesystem, @)% StatefulSet csi-app-stateful-local-stor1lun10 f#) YAML A
B A csi-app-stateful-local-storllun10.yaml. 7] LAZ2% examples\filesystem-

volumes\statefulset\csi-app-stateful-local.yaml = )71 .

apiVersion: vi
kind: Service
metadata:
name: csi-app-stateful-local-storllunl®
labels:
app: csi-app-stateful-local-storllunie
spec:
ports:
- port: 80
name: web
clusterIP: None

selector:
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app: csi-app-stateful-local-storllunie
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: csi-app-stateful-local-storllunle
spec:
selector:
matchLabels:
app: csi-app-stateful-local-storllunie
serviceName: "csi-app-stateful-local-storlilunle”
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-storllunl®
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-storllunie
image: busybox
ports:
- containerPort: 80
name: web
volumeMounts:
- name: lunle
mountPath: /testlo
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunle@
spec:
accessModes: [ "ReadWriteOnce" ] # Vi, filesystem B[4 #F ReadWriteOnce
storageClassName: "csi-storageclass-local-stateful-storlilunie”
resources:

requests:

storage: 100Gi
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#5305 Block, fll7 StatefulSet csi-app-stateful-local-block-lun11 /) YAML Bt & S04
csi-app-stateful-local-block-lun1l.yaml. 2% examples\block-volumes\statefulset\csi-app-

stateful-local-block.yaml = )74 .

apiVersion: vl
kind: Service
metadata:
name: csi-app-stateful-local-block-1lunil
labels:
app: csi-app-stateful-local-block-1lunll
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:
app: csi-app-stateful-local-block-1lunll
apiVersion: apps/vil
kind: StatefulSet
metadata:
name: csi-app-stateful-local-block-1lunil
spec:
selector:
matchLabels:
app: csi-app-stateful-local-block-1lunll
serviceName: "csi-app-stateful-local-block-lunil®
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-block-1lunil
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-block-lunill

image: busybox
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ports:
- containerPort: 80
name: web
volumeDevices:
- name: lunll
devicePath: /dev/testll
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunll
spec:
accessModes: [ "ReadWriteOnce" ]
#HHER, Block UG L F V74 2: ReadWriteOnce. ReadOnlyMany. ReadWriteMany
volumeMode: Block #%# 30} Block

storageClassName: "csi-storageclass-local-stateful-block-storllunll”

resources:
requests:

storage: 101Gi

(2) NHEE X (LL csi-app-stateful-local-storllun10.yaml A1) .

[root@server statefulset]# kubectl apply -f csi-app-stateful-local-storiluni@.yaml

service/csi-app-stateful-local-storllunl® created

statefulset.apps/csi-app-stateful-local-storllunl® created

(3) BRIEAIZERY StatefulSet (LA csi-app-stateful-local-storllun10 A1)

[root@server statefulset]# kubectl get statefulset |grep csi-app-stateful-local-storllunle
csi-app-stateful-local-storllunlie 2/2 28m

A LUE BB O A 1 #510/test10.

[root@server ~]# kubectl exec -it csi-app-stateful-local-storllunl@-0 -- /bin/sh
/ # 1s
bin dev etc home lib 1lib64  proc root sys testle tmp usr var
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3.5.4 A% PV MRS imiEEM =2

WL PV RS A B S, U Pod R R R IR ERGE R, — |

A DA TR s S R RE, 53— J7 T AT DASR TR I P S8 AN 25 4 e
RIIRZAE: HBlock FIFEik 2R 5]~ room, rack, server, A BEIHE PV AR S5 iR B A5 R .
kil 3
1. {51k PV RIKIPT Pod.
kubectl delete -f podl.yaml -f pod2.yaml -f podN.yaml
2. VEE PV I IRSS i AL

® NAREEE R PV MRS IR L, (8 T 8

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN

o AL CA BT PV RS Ik E, H a4

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN --overwrite

pv-name: SRR v IE AL E N PV 2K,

faultDomains: HMIARSS uiEFEA BIE B . WIEAFAEM TS, &0 Target Fr e

MR55#HIFNR (NEEREMGIRE) » LUN SBR[ Target £85I i IR 55 45 41 35 ik 8

TEMRSS %o BIAnAEAd it rack 20, HARFMANH o rackl. rack2. rack3. rackd HH]

1A%, H faultDomains &€ rackl. rack2, HPAfE4 LUN [ Target B, LUN JCHK[)

Target fL 5 M rackl. rack2 AT 6 & A7 fifi it ) IR 55 2% 71 3R LA TIE 8%, A rack [R

e — A RSS

EE:

B XF[E— PV, H faultDomains fJHUE 24 21 E 7£ HBlock £ERE )[Rl — 7 f#it Y

W faultDomains FJEUE MK T 504 T HBlock SEREAF il ith eIl 2 . pldn, 5
FAAEI default 1M A5 A rack, T faultDomains X REFC B 2 rack B4 server
LT e, AFECE ST rack SEZAT AL 0 roomls

B ORERCEEEN M. FU: rackl,rackl, B serverl,rackl:serverl.

3. JE3I PV KEHIFTE Pod.

Kubectl apply -f podl.yaml -f pod2.yaml -f podN.yaml
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4 HELM 77\ 46 Ra

4.1 &%

HBlock CSI #fifF 2 A R R 22357530,  F P o] DUAR 3 155 10 e 8 L Fp — Fh gk AT 22 2
® ZH7d: EHT Kubernetes SERE T B E AR L HEEE 5.
® Docker FA B 7 23t & T A2 E S .

411 BIERE

L4223 HELM 3.12 )2 UL _F AR,

412 BERE

HATUA T 3858 GEH T Kubernetes 2 BE 5 S BEA Z I B 5) -
1. 1{F Kubernetes master #1 node Ffi# & 223540,

unzip stor-csi-driver-1.3.0.zip

2. {E£ Kubernetes master fIl node b5 NG54 .

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. f£ Kubernetes master 7 53 $hAT & B A, BEATHEIFA 3.

[root@server stor-csi-driver-1.3.0_x64]# cd charts/csi-driver-stor/
[root@server csi-driver-stor]# helm install stor ./

NAME: stor

LAST DEPLOYED: Mon Apr 29 17:41:08 2024

NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None
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NOTES:
The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xX.xx.xx:xx"
1
"storProvider": "xx"
¥
{

"clusterID": "cluster2",

"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"

1s

"storProvider": "xx

]

ZAESE G, AT LAE B AR pod. HBlock H plugin LA X% Sidecar 25 8% 1E 5 A 5«

[root@server csi-driver-stor]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-fn77v. 3/3 Running © 29s
csi-storplugin-node-45tvs 2/2 Running © 29s
csi-storplugin-node-spmc4 2/2 Running © 29s
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4.1.3 docker FABHFRARE
HEBER L, A LME I FAG 7 202235 HBlock CSIHfif:, 4 fE Kubernetes [ T4 ¥ & 1

W ANIEE P A SRl R RS 2R e, BEUE T YAML SCIER] image MUl 9 FA &
BRI, PAT LR BIA R T SE 2

FERRBFH LR — B IR 5 & EPAT N HEAE:

I S

unzip stor-csi-driver-1.3.0.zip

2. SR

cd stor-csi-driver-1.3.0

docker load < stor-csi-driver.tar

3. HEBBRIAE.

docker tag stor-csi-driver:1.3.0 XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

docker push XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

HAdr,  XXXXXXXXX.XXX:5000 A FA O HihE
4, BELG.

cat /etc/docker/daemon.json

5. 520 YAML 4& 44 Bt L.
&M charts\csi-driver-stor\values.yaml SC£FH csiStorPlugin HIME A

XXX XXX XXX XXX:5000/stor-csi-driver:1.3.0.

images:
# k8s H T4 Hil%
csiProvisioner: registry.aliyuncs.com/google containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0
csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-
registrar:v2.8.0
# CSI ofHEiM4%

csiStorPlugin: XXX.XXX.XXX.XXX:5000/stor-csi-driver:1.3.0

6. 1t Kubernetes master 15 & AT 82 BIA, BHATHEMEID 22345,

[root@server stor-csi-driver-1.3.0 x64]# cd charts/csi-driver-stor/

[root@server csi-driver-stor]# helm install stor ./
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NAME: stor

LAST DEPLOYED: Mon Apr 29 17:41:08 2024
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.XxX.XX.xx:xx",
"https://xx.XxX.XX.xx:xx",
"https://xx.xX.xx.xx:xx"
1,
"storProvider": "xx"
¥
{

"clusterID": "cluster2",

"apiEndPointList": [
"https://xx.XxX.Xx.xx:xx",
"https://xx.XxX.Xx.xx:xx",
"https://xx.xx.xx.xx:xx"

1s

"storProvider": "xx

]

LRSS, AT LAE LA pod. HBlock [ plugin LA & Sidecar 75 %% 1E % J& 2

[root@server csi-driver-stor]# kubectl get pod | grep csi

csi-storplugin-controller-6c789569b9-fn77v. 3/3 Running © 29s
csi-storplugin-node-45tvs 2/2 Running © 29s
csi-storplugin-node-spmc4 2/2 Running © 29s
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4.2 ENE;

IR EE K CSI: EVEAE AT, SE A

1. EVEETAES
Ja’ values.yaml ST, FGFEGIHAS I B NEER, FF48 A 44 helm upgrade stor /347 53T .
PATHEW G, R )E, BFIGFEEAS RIS sc. statefulset. pod. pve. pv &
W, TFEFHIITIER. 7 sc. statefulset. pod. pve. pv, A LATAT T 416215 ot
REBEJE . % T pod. pve. pv, WAUEZIRET pod > pve > pv HATIHIER i 2 .

o ﬂﬂ”lzx/ﬂ? SC:

kubectl delete sc storageclassname

® % statefulset:

kubectl delete statefulset statefulsetname --cascade=true

o % pod:

kubectl delete pod podname

® ik pve:

kubectl delete pvc pvcname

® JHER pv:

kubectl delete pv pvname

2. PATENH AL HE CSI.

helm uninstall stor
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4.3 H

TR E A, NN charts/csi-driver-stor H 3%, ¥ & A B MTF AT AR — 2
£ charts/csi-driver-stor N AT T+ A A EIR]

helm upgrade stor ./
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4.4 Be B IEH
4.4.1 %8 HBlock fHXEE

HBlock CSI i {4-@ it 1 A HBlock ) HTTP RESTful API #E4T 474t 46 00 FRERIE, BB e% .
Wb ¥ HAES. HERLERAV R HBlock RESTful API (1) URL #hdik Al [
YLB: SCFRNTEEZ AN HBlock, f35: HBlock SLpLER AR . HBlock £ HEAR -
Al L2 IR 3120 3R 1% B HBlock 15 Al Hidil: .
() B E S, IR T E SO
1. f&e& charts/csi-driver-stor/values.yaml it & 3044, ALE HBlock ilal btk 5 i) FH 7 44
MG, .

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.2

storConfig:

configlson:

[

"clusterID": "clusterl”,
"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"
1,
"storProvider": "xx",
"csiApiTimeout": 480
1
{
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"clusterID": "cluster2",
"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"
1,

"storProvider": "xx",

"csiApiTimeout": 480

userKey:

IFsKIHsSKICJIjbHVzdGVySUQiOiAiY2x1c3R1cjEiLCAKICI1c2VybmFtZSI6ICIhZG1lpbiIsCiAicGFzc3dvemQiOiAic2tza2RuZEQwIgogfSwKIHSKI

CJjbHVzdGVySUQiOiAiY2x1c3R1cjIiLCAKICI1c2VybmFtZSI6ICI4eCIsCiAicGFzc3dvemQiOiAieHgiCiB9Cle=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv

staticPv:
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enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4
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SRR
ZH 3% REIBIE
storConfig HBlock AL & 15 5 - s
clusterlD &7 HBlock [I#5riH, 7E csi-configMap HifE—. p
WE: R, KERERZ 1~256, ofDLESFRE. 207,
MBEML (-, FRX KNG,
apiEndPointList | HBlock [Pl 55-#5 IP #ikik & APl 3 55 B T4 %HE T HBlock | /&
IP F1 API ity 15 [#) Kubernetes service 15 4 .
'S HBlock [JIR 55 s 1P Hubik K AP 3y 151, A SRR TR,
SR HTA I 1P Hhhk K APLi 15 WL, HIHS
— /MR,
storProvider HBlock 7= i 44 K o v
HU{A: HBlocks
csiApiTimeout | 457 HBlock fill#d LUN 55N 8], FESEAFI RN LUN BI&R | &5
W, i, RIEEIR.
BUE: 1E8%, BUMEDY 480, HALEFD.
ER: EUUEHBOME.
userKey X142 HBlock AR 44 S 3RS 1 245 HR 1Y) base64 4wl . &
userKey fIgmitid 72, W LAZ ILECE HBlock 15 6l Fi F* 2 1%
5.
chap hnas s = E o
decryptFlag REBRmEER, BB N true D B false CREH)D ) &
Base64 Jw i 71 i
BUH::
® dHJ1ZQ==: JHHIM%, true [ Base64 4mht .
® ZmFsc2U=: A a3 N, false i) Base64 4ifil.
decryptData Iz 54 %A
YA BN, HSHLIE,

67
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BUE: JRSN 16 i 7 e . 7 B IRIDHET Base64 4fis .
decryptData (14 A% 72 1T DA 2 L Be B N AR
example M BRSBTS, B E 5E K storConfig. userKey. chap @
J&, HPRTLGEE TR —AMEEIIT O, SKERIE HBlock CSI 2 75
C&n LIRS JEH .

W FEREEIR, EUCRTTR — ], 82 e B AR
Ko WLTERE, T EBRAERIITORAL N false, 45 1A SE41

e

2. NAHBECE SCE, 1F charts/csi-driver-stor N T EHTECE 4.

helm upgrade stor ./

(=) fff FBEAI 36IE HBlock Fit B 75 /i Th (AT3k)
BiBH: ik HBlock CSI L E T £/~ HBlock, @il fd FHFEIBUEZ K. 14N HBlock
CSIXfRE 2 /> HBlock, U 7% 2 4% & HBlock FFEH .
1. AR
(1) BMBCE M charts/csi-driver-stor/values.yaml 1 example fIJT3%, FTIF—NEEH
40~ F1 i E 3T I blockVolumes #1) dynamicPv Jf 3%

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.2

# Samples of pod, pvc and storageclass
example:

# Mode of block
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blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: clusterl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterld: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl

clusterMode: true
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chapUser: SFFFzADcpZaUJKsYbPq54A==

chapPassword: tbHWrBep3RORhkFaW+f5Fw==

# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset

statefulset:

enable: false

clusterId: clusterl

clusterMode: true

# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv

staticPv:

enable: false

clusterId: clusterl

clusterMode: true

lunName: lune4

Example K1S¥ iR
S iR
enable ke =RAN (I

® true: JF/ERMI.

® false: Ui/,

R BEEEI, EUCOUTE RG], B2 ARG AR R . BIETE RS
TR REGIIT A Ny false, TBE 4 5 1E A LIS

clusterld

}8 %€ HBlock HIFRIH.

clusterMode

& & HBlock & HERRIL &2 HALAR :
® true: HBlock ZEHK .
® false: HBIlock FHL .

chapUser

CHAP IIEMI I 44 .t SR Hc & ST csi-secret-decrypt.yaml /1) decryptFlag A
true, 7 ZXF CHAP MIERIH P 421§ H DecryptData At & {1 % 8354 #E4T AES
(ECP. paddingcs7) N, hn#jgn4s Rit1T Base64d gmtdh, HAKVE N EE N
B

MERTBUE: TR, KEGEE 3~64, REEHTRE. . As(.). M
BEZR(-). TRIZ(_). B9, FRXaRANG, HACR A7 Ry
TFk.
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chapPassword | CHAP Y IEMI 2565 . Wi SR AL B U csi-secret-decrypt.yaml H1 7] decryptFlag -4
true, 7 ZXT CHAP MIER 2 15 4% F] DecryptData it & 125 8%} 31T AES (ECP.
paddinges7) fN%, HN% a4 Rit1T Base6d 4ufid, HATE LECEMFER.
IERTUE: FRRE, KEGREZ 12~16, YOt & KEFERE NEFEE
e, TRZQTREDPIMERE, FRIX KNS,

(2)  MNHBCE X, 7 charts/csi-driver-stor | $4T 5 B lc B dr 4.

helm upgrade stor ./

(3)  B&ilE HBlock CSI 215 & n] LLIE S A H: WIS Ja B BIFE61 s Bh i 7 pod, TIJZRoR
HBlock CSI A] LLIE® 5 H . (AliE)

kubectl get pod

2. EFEER SR M TR, Oy g IR SR B R, U IR
(1) 7E values.yaml HoR#E5] F 548 4 false.
(2) #4764 helm upgrade stor ./ & .
(3)  #AT4 kubectl get pod F& BRI & 7515 .
U WRECSDBRIEREG S, 96 RGP~ 42 sc. statefulset. pod. pvc. pv, EITF3)

%pﬁﬁ%{j}“/\ o
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4.4.2 Bip B 7<)

N 3 %

CSI (LA 1.3.0 kA A1) XM A~ HBlock, ERFERRTERA LR «

® clusterID 2y storl, XFNEERERR. clusterlD 24 stor2, X HLALAR -

® ETENRMIRSS %S IP A1 APIA: 192.168.0.192:1443, 192.168.0.110:1443,
192.168.0.102:1443. FHLAR IR 5545 1P AT API % 1104 192.168.0.32:1443.

® AERERRIIF 4 MR A storusers hblock12@. BAHLAR K 4 F135 9K storuser
hblock12@. userKey VAL A] L2 % B E HBlock V5 8] B F* A RIS R v (15 0% 1. 2.

o ERM NI AE ] CHAPNIE, W (R, TS HREMFERN.

® 3L blockVolumes [IZHAS PV B4 (dynamicPv) , %:iF HBlock CSI & 75 EL & LA
IR

BIED R
(—) B E S, IR A B B .
1. 1&P4 charts/csi-driver-stor/values.yaml fit & 4, FC & HBlock vilaihl. Vi FH -~ 44
FNEERG ., it

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0
# stor £HER
storConfig:
# ClusterId And EndPointlList
configlson: |-

[

"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",

"https://192.168.0.110:1443",
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"https://192.168.0.102:1443"
1,
"storProvider": "HBlock"
¥
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

userKey: WwogICAgICB7CiAgICAgICAgIMNsdXN®ZXIIRCI6ICIzdGOyMSIsICAKICAgGICAgICALdXN1cmshbWUiOiAic3RveNnVzZXIilAogICAgICAET
CIWYXNzd29yZCI6ICI0oYmxvY2sxMKAiCiAgICAgIHOSCiAgICAGIHSKICAGICAGICAIY2x1c3R1ck1EIjogInNOb3 Ty IiwgIAogICAgICAZICI1c2VybmFtz

SI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgGICAgTQogICAgXQo=

chap:

# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true
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lunName: 1lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

2. RNFHBECE CE, 1F charts/csi-driver-stor T HTECE 4.

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Mon May 13 19:20:22 2024
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NAMESPACE: default

STATUS: deployed

REVISION: 13

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1
"storProvider": "HBlock"
¥
{

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

(=) A F FE 5iF HBlock Bt B2 A R (W)
VEBH: b4t HBlock CSI iR E T 2 /> HBlock, NI IGF 2 4 HBlock IR .

® I&iIF clusterID 5 storl 1) HBlock (£ERERR)
1. 3 B .
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(1) 1B & S charts/csi-driver-stor/values.yaml # example [ 7%, 1 IFFEB)

blockVolumes 1 [#zh#& PV ££41l, clusterlD 4 storl, clusterMode A true.

images:
# k8s BT HIA
csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0
csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
# CSI HdfFEL1R

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:

dynamicPv:
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# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

(2)  RNiHEE M, {E charts/csi-driver-stor AT EHIBCE 4.

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 08:45:46 2024
NAMESPACE: default
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STATUS: deployed

REVISION: 14

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1,
"storProvider": "HBlock"
¥
{

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1

"storProvider": "HBlock"

The plugin image is: stor-csi-driver:1.3.0

(3)  LiE HBlock CSI 25 C&m LAIEH A H: 405 5 F BIFE I s Eh & 57 pod, W3R

HBlock CSI 7] LLIEH 5 F o

[root@pm-001 csi-driver-stor]# kubectl get pod

NAME
csi-storplugin-controller-6c789569b9-mfh2q
csi-storplugin-node-fdqq7
csi-storplugin-node-tj7rf

my-csi-app-block-dynamic

READY
3/3
2/2
2/2
1/1

STATUS

Running
Running
Running

Running

RESTARTS

0

6 (5d13h ago)
0

0

AGE
13d
13d
13d
6m4ls

2. {ERINURZHEORE]: W R TR, Oy 1R S IR SERI R, iUE RS

(1) 1£ values.yaml #1, ¥4 dynamicPv i<k & N false.

images:
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csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterld: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl

clusterMode: true
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chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true

lunName: lune4

(2) #4764 helm upgrade stor ./ & .

[root@server csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 09:09:05 2024
NAMESPACE: default

STATUS: deployed

REVISION: 15

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

80




X8R HELM 7738 i i #5 74

State Cloud
1,
"storProvider": "HBlock"
¥
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.32:1443"
1
"storProvider": "HBlock"
}
]
(3)  PAT A4 kubectl get pod A ZEFEFE 545 H, NI K pod AFLE,  BIUi BHFE
efF M.
[root@server csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running @ 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d14h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running © 14d

® &3 clusterlD A stor2 ff] HBlock CFAALARD
1. FEHS.
(1) BEfc B S04 charts/csi-driver-stor/values.yaml 1 example fJF5%, ¥ clusterMode
FIEBEIE SN false, clusterld iy stor2, ¥TFFFEH filesystem H B3 PV 7%,

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterld: storl

clusterMode: true

81



e e

e HELM 75 3£ Fil $5 7

State Cloud

# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset

statefulset:

#

enable: false
clusterId: clusterl
clusterMode: true

Sample of static pv. Path is templates/examples/block-volumes/static-pv

staticPv:

enable: false

clusterId: clusterl

clusterMode: true

lunName: 1lun@5

# Mode of filesystem
filesystemVolumes:

dynamicPv:

# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:

enable: true

clusterId: stor2

clusterMode: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:

enable: false

clusterId: clusterl

clusterMode: true

chapUser: user

chapPassword: skskdndDodkfL

# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt

localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==

chapPassword: tbHWrBep3RORhkFaW+f5Fw==

# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset

statefulset:

enable: false

clusterId: clusterl
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clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

(2)  MNHBECE X, 7 charts/csi-driver-stor | $4T 8 5T AC B fr 4 -

[root@server csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 10:20:50 2024

NAMESPACE: default

STATUS: deployed

REVISION: 22

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [
{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock"

}s

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1

"storProvider": "HBlock"
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(3)  BouE HBlock CSI &2 C & n PLIER A . Wi 5 )8 F AR sl ) 57 pod, NIZRIR
HBlock CSI 7] DL IE J3 H

[root@pm-001 csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running (%] 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d15h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running %] 14d
my-csi-app-filesystem-dynamic-local 1/1 Running (%] 4ml4s

2. EHNUEBNREG]: W E R TR, O T S IR SEElh R, U A AR
(1) 7£ values.yaml H1, ¥ clusterMode FJHUE A true, SSHAFEW] filesystem H1¥3)
APV I,

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiStorPlugin: stor-csi-driver:1.3.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: storl
clusterMode: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl

clusterMode: true
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# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: stor2
clusterMode: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false

clusterId: clusterl
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clusterMode: true

lunName: lune4

(2)  PAT A4 helm upgrade stor /58 Hific &

[root@server csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Tue May 14 10:47:02 2024

NAMESPACE: default

STATUS: deployed

REVISION: 25

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.3.0

The Stor Cluster Info is: [

{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock"

¥
{

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.32:1443"

1,

"storProvider": "HBlock"

}
]
(3)  #hATAr% kubectl get pod K & FEBE S5 T, 5 NIGIE R pod ANAEAE, B B
e .
[root@server csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
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csi-storplugin-controller-6c789569b9-mfh2q 3/3 Running @ 14d
csi-storplugin-node-fdqq7 2/2 Running 6 (5d15h ago) 14d
csi-storplugin-node-tj7rf 2/2 Running © 14d
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4.5 FRAFE

i HELM J5 30223, CE HBlock CSIIJa, mITLMZIR NS ikaldss & PV, shd PV,

& PVC:

o IBMAWMMITIELIERS PV, ISPV, B PVC (BIERAAR -

® Z: i charts\csi-driver-stor\templates\examples T fI#ER, G ET H CMERE PV, ah&
PV. 3I& PVC, fiH] HELM #HATE 3 . &R 1S 80T DL IR AT B 75 2 10 2 20

=
FR: AP ECK PV, PVC, POD FIRAE AN AT AEHEF 1) charts 1, FREH ) H
TR,

charts\csi-driver-stor\templates\examples % 245 #4240 F -

[root@server stor-csi-driver-1.3.0_x64]# cd charts/
[root@server charts]# cd csi-driver-stor/
[root@server csi-driver-stor]# cd templates/
[root@server templates]# cd examples/

[root@server examples]# tree

—— block-volumes
| F—— dynamic-pv
| | F—— csi-app-local-pvc-block.yaml
| | —— csi-pvc-local-block.yaml
| | L—— csi-storageclass-local.yaml
| —— statefulset
| | —— csi-app-stateful-local-block.yaml
| | L—— csi-storageclass-local-stateful-block.yaml
| L—— static-pv
| F—— csi-app-local-pv-block.yaml
| F—— csi-pvc-local-nocreate-block.yaml
| L—— csi-pv-local-block.yaml
L—— filesystem-volumes
F—— dynamic-pv
| F—— local
| | —— csi-app-local-pvc.yaml
| | —— csi-pvc-local.yaml
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| | L—— csi-storageclass-local.yaml

| F—— 1local-chap

| | —— csi-app-local-pvc-chap.yaml

| | —— csi-pvc-local-chap.yaml

| | L—— csi-storageclass-local-chap.yaml

| L—— local-chap-decrypt

| —— csi-app-decrypt-local-pvc-chap.yaml

| F—— csi-pvc-local-chap-decrypt.yaml

| L—— csi-storageclass-local-chap-decrypt.yaml
—— statefulset

| F—— csi-app-stateful-local.yaml

| L—— csi-storageclass-local-stateful.yaml

L—— static-pv

—— csi-app-local-pv.yaml

—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

11 directories, 22 files
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Q:
A:

. {EB)%E Pod i, H1-F iSCSI driver 5] /1 H B4 4F FailedMount, fi{a] b3 ?
: AREH LL RPN R A

#4515 24 MountVolume.Setup failed for volume “xxxx”: Kubernetes.io/csi:
mounter.SetupAt failed: rpc error: code = Internal desc = iscsiadm error: iscsiadm: Could not
login to [iface: default, target: xxxx, portal: 192.168.0.1,3260].iscsiadm: initiator repoeted error
(12 - iSCSI driver not found. Please make sure it is loaded, and retry the operation)iscsiadm:
Could not login to all portalsLogging in to [iface: default, target: xxxx, portal: 192.168.0.1,3260]
(multiple) (exit status 12)

HH AR 9 J5L R /2 Kubernetes (1) node 5 i | %23 T iscsi-initiator-utils. CSI#fiff<x H
AERE iscsi-initiator-utils, Al T3 HBlock 145, node 75 mi b oW EE L4, W%,
T HEIER node i A iscsi-initiator-utils. EEVCEIZER 2 5 S A

#5515 BN MountVolume.Setup failed for volume “xxxx”: rpc error: code = Internal desc =
exit status 1

IR e R BT BE IR Rl node SR T Multipath 175 ok % #2 2] HBlock £E3 H IR 4
Target, {Hj& node 555 2 Al %255t MPI1O, [K b 75 L1275 &1 B9 MPIO (U device-

mapper-multipath device-mapper-multipath-libs) . FZEI%E 2 J5 5 )5 35 .

HBlock £/ T, EZISEIE PV iR, S HIKM LUN X2 /> Target IQN?
ENA PV XS MRS 75 3K AE HBlock 25618 LUN K5, AEASTN, WRE

7 highAvailability: "ActiveStandby", LUN J<EEXT N Target F A IQN, i
highAvailability 1% & & Disabled, LUN J<EEXT M Target T #—4 IQN.

Q:

% F HBlock £EEERR, fHRZhZS PV 8l 217 PVC BN, BlEERT), (HE ANEHEK

W, FREREAT A SRR E

A:

A REJEA
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® N RN SN T B/ NEIAS . 0T HBlock £EHFIR,  #lRRs AN EOR T-55 T35 1 e/ |
A BAEARET NI

® %Gt HBlock I s5im 2. GHEME, TILEEEE.

® LI, TEAR ) i HBlock Hi 1 #E BAR UL -

AR HERR LA_EJR RIS AR R, IEIRAR R = TAEA R
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6.1 RiBMERE

6.1.1 Pod
Pod 7& Kubernetes H1 8l @ FE& H T /NG, 2 PNERENESRIAEE, Pod FIIAESILER
G A T2, DL IE T R RE

6.1.2 Volume

Volume 7& Pod P ISL A6 WE IR, A an FIHAD Pod MHIF], S258s 6k, RIfE Pod A& SS
{Z1heE EH, Volume WA TR . (HAnH Pod &1k, 84 Volume B4 A B HH & 44
W

6.1.3 Persistent Volume (PV)

Volume H 8 oIk Fe AR B, AREEAIREIRS T K, K7 E Persistent Volume.
PV J& Kubernetes "' FF ALAAE BLUR, & — ML AEAE, & 1A dn AT Pod JooC. AniRAE
Kubernetes HiE 17 A IRA RS, L & MySQL, MongoDB i d11i] {4 Redis, RabbitMQ
2, WA EM PV, XFERME Pod & 1E AN ST KB .

Pod Pod

Volume — )

Volume Persistent Volume

92



X8R B 3

State Cloud

6.1.4 Persistent Volume Claim (PVC)

Persistent Volume Claim 5 PV [ 8. 7F Kubernetes i, EL3:§ PV {ENTEtERT, 7 24E
T AR AT QIR LT PV, I EANRIE. 1 PVC AT LUK Pod AT PV fE4E, B Pod AN B3 (#
H PV, TMiA&Ed PVC R PV, 1XFE, LHRERTAIE PV, HZEET StorageClass {47 fif
PR E LIF, Kubernetes st iR R FH TR, BhSAIE PV, XMIT KFCABISHER

6.1.5 StorageClass
StorageClass F T-#iiA AR FIAA625 8 . il PVC gl HBlock [AERT, 7 EAE
StorageClass H1fic & €)% HBlock &S 4L, WETUREA. BX KD, HERIEERE LS.

6.1.6 Container Storage Interface (CSI)

Container Storage Interface (CSD) ARG, B SIS g a8 AAEAG TR At v 2 (1Y)
HEAE. @k CSI, A gmHEas se A AT AA G SE UL T A7 IR SS, AR IR AR e LUK
(SRR ke S i e i

6.1.7 DaemonSet

DaemonSet i fREEREFFTAE (B T AIEIT—A Pod BIA, 475 AN BIERER, Pod il
BIB9S M ERE R R IRET, Pod Btk b AUk . HBlock CSI 445 F 1 &
DaemonSet 25 (] Pod &l 4y, STEREE 1 A L5 shidE .

6.1.8 StatefulSet

StatefulSet &G IR AR S 1) Pod #2441 28, StatefulSet F T4 —4H Pod 3B f¥ &, A LLE
ik Pod A 7 8 sl Ane 145
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