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HBlock /& H B HE RE = H EHER KA IR R4t (Storage Resource Reutilization
System, &% SRRS) , & —KEEBAFEERIEHIS, LI 12 SR E X7,

K 108 FH IR 55 24 T JFL A B P DR) BB A o 8 D 4 A e T P R BB SOV, e vt 1SCST WML B it
AATARIAEMEIR S, HRA AR (BOLMIZFERS 2D A, LIRS IEE LR .
IR, P2 S RE R A R s A o SAERCRE 1, ToiR 1T 8 g ki Big,  BY
TNV P B AR S RN 4 5 7Y

Kubernetes »& — MR MABEH G KRG, WTLLRMAREHNEINETE. BT A
YA ETRE . Wi Kubernetes AJ APRIECESZE N, PRI RN, TCAEXTHERT I S H T g
T GIR, AR (R Af

MV AEf# F Kubernetes #5525 45, 8% & 2 HIF AL . ¥ A% (Persistent Volume)
SEMANL T Pod FIAEREHRIR, EHAEM RS Pod B35, TEEMET AP RIERASES, BIANKE
FARPLA T B S K Pod (A, SEBL T UH SR BEUEAAAA% BRI RS . Kubernetes CSI 14
T UL A RS B BB AALTE RS /7. Kubernetes SEFRET (115575 fi 305 A B4 WA
M S5 RIS ATHE Pod A IRECHE PR S5 B RS o 25 28 Hh A T B 2808 B IRES B AR 7, 7R 2
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Kubernetes i PV, PVC. Storageclass $&ft 1 —Fom K15 T4l AAAG & BELS], FF H.5]
N T B 247482 1 Container Storage Interface (CSI) #L#, F-T7E Kubernetes F14MI 7 fif &
G0 2 AT — B RRE A B 1, ol 1% LVn] LU A SRR R IR S5 . ARt R
BT AR UERE AT AR AR D2 B, R AR Kubernetes [ A= A LA N 28 2R 4R A7
ik %%. HBlock Container Storage Interface(CSI)JH 4 & —Fh 5 & CSI ML I BRSNFE ST o
HBlock CSI #fiff5 Kubernetes £, 7] LLA Kubernetes J2 it GE I & mATSEMFEA
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IRk EEERAE AL S RE . AR ABTE HBlock /SR I B — /> iSCST LUN. 4
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mHAPV: RVEEMHYAMLCHRIRRPY, &M TE#ERD, HFHASHEEBY
BLEE BN R.
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2.1 SREEK

A5 E HBlock 3.5.0 B BRRA, V423 id #25 WL HBlock /= & FH P Fiit

2.2 BITIFE

E28: ¥R A
Kubernetes V1.18 LAk
docker 19.03 J¢ LA |

P68 : 7F Kubemetes JRAZT BT 1.21, H CSIMASE T4 T 1.3.00, HAEATHIBRT, a2

1%, Jaun Target T )5, XHFHAZNEIE, pod A3ZFM .,

2.3 REIEFN
HBlock CSI 1 LA il Iy st itk 47 245 (/1) IR GEFIER)  to o LLAE A HELM J5 2%
AT 2 (HELM FREHEE) .
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3 AL ERERE

3.1 &%

WIS S NBAIE, HBlock CSI i s A 5 3R 25 mt, T DUMRHE 1% S e F2 3 b — Py
o

® ZH SN 1EH T Kubernetes S7 1 S HUR A £ I3 B3 5

® Docker FAr BRI TR &M T AL EMEG .

3.1.1 HIE&H

iscsiOnHost (1.5.1 ZHIARAA SRR B LS HD BT FPAS [F] ) 22 e i A
® ITIRIRZE (Z2dERT 1% B S %(-iscsi-on-host) : iscsidv multipathd 5747 3EFRE B 75 FALE 30 H
Bz,
® XPIRE (LM A B S H(--iscsi-on-host) : iscsid. multipathd SF# 32 H CSI POD
R B,
F P AT DIARSE BRGSO, 32 54T JTF iscsiOnHost JT-5%:
® R il & Kubernetes ##f %3 —% HBlock CSIAEf4, mJ AR 51 W 7 % b i) —F
B iHR) 223 —% HBlock CSIAGif; HA e HAbGF, 8 7 — & 18 AL E 4T HoR
KA %% iscsidv multiapthd SFH FERR ) H B TR EGHR, 2RI AN 15 B --iscsi-on-
hos, EN#TE EHLMY iSCSI initiator A MPIO, FH Ji5 node %5 5.
B HHi%3 % HBlock CSI, HJA£EAHE & T %% HBlock CSI i+l HohddF,
2 %% HBlock CSI i # & --iscsi-on-host, 1 EAHL H 17 %% iscsid. multipathd.
VLB : B HTITF iscsiOnHost NFTHAIRAS, 1 FHLE AT %% iscsid. multipathd.
® k%L % HBlock CSI, B FR 1 %%é HBlock CSI 4, b2 UAtidifl, 2%
HBlock CSI i ¥ & --iscsi-on-host, T8 FHLH 1T %% iscsid. multipathd.



e WA 7 345 PR 45

State Cloud

3.1.1.1 2% HBlock CSI B} iscsiOnHost HEFIRES
22%¢ HBlock CSI I AN5 & —-iscsi-on-host, #1#¢fE EHLA iSCSI initiator B A MPIO, - 5
node 9 5
1. ENEAE ML iSCSI initiator.
a) {FILIFAEAH iSCSIARS -

systemctl stop iscsid

systemctl disable iscsid

b) EIEE EAHLE iSCSI.
® IR EEAE RS CentOS/RHEL, #HI#K A4 :

yum remove iscsi-initiator-utils

o HHAE 24t/ Ubuntu/Debian, F1# a1

apt-get remove --purge open-iscsi

TR PUTEIEL iSCSI /4, B 713 iSCSI # A &, BH b2 HEhEE 52 Kkt
PRI R A, R TE MR IR UG, B 58 0 AR 7 R8G5 B AT

2. #H#EIE FHLE multipathd.
a) f¥1EIFEEFTE FHLA multipathd k%5 .

systemctl stop multipathd
systemctl disable multipathd

b) EHEfE FHLE multipathd.
® R EE RS2 CentOS/RHEL, H1#E M2

yum remove device-mapper-multipath device-mapper-multipath-1libs

o 1 HH:AE 24t/ Ubuntu/Debian, F1& ST

apt-get remove multipath-tools

R PATEIE multipathd v, BRI NIGIUE, B 5 0 A M5 0 R i i
AT -

3.1.1.2 ZR%EHBlock CSI A iscsiOnHost A¥THIRES
7 %% HBlock CSI I+ 15 B --iscsi-on-host, FC &1 EHLHT iscsid Al multipathd:
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1. 1 Kubernetes fiTH ) slave 79 515 EHL %35 iSCSI T H., FHMAC B /etc/iscsi/iscsid.confo
a) ZHEE FEHLAY iSCSI T H.
o N EAE RS CentOS/RHEL, i %¢3E iscsi-initiator-utils, ZZ3Ear2A1 1.

yum -y install iscsi-initiator-utils

VER: 223 iSCSI initiator 6.2.0-874-10 B¢ VL _F A,
® U FAE RS Ubuntu/Debian, ZHfrSU0 R

apt install open-iscsi

b) B/etc/iscsi/iscsid.conf it & 4.

#FE R iscsi target T EZIKE, 4% iscsid.safe_logout ¥ &} No

iscsid.safe_logout = No

c) TEXTE FENLE BN iSCSIHEFE

systemctl enable iscsid
systemctl restart iscsid
# Bl 1SCST M FRIRAIER

systemctl status iscsid

2. f£ Kubernetes AT ] slave 5 & 15 FALAC & MPIO.
a) ‘%% MPIO,
ViBH: Wi C 2% MPIO, ZHE D IR,
® X7 CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-1libs

® X+ Ubuntu:

apt install multipath-tools

b) FLE MPIO.
1) Xifil /usr/share/doc/device-mapper-multipath-X. Y.Z/multipath.conf (HH X Y.Z
4 multipath FSEPRIAS, 5 HE SPR1E L & FE multipath.conf) %)
/etc/multipath.conf
2) {E/etc/multipath.conf F3 fjidn it & :
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VER: B E S multipath.conf H, U158 multipath #7 5 devices &84 HA M [F S 44,
multipath H IS EE = E 5% devices PHISEE. A T IEH{TH HBlock 45, 7 ZMIBR

multipath B (1) 5 N 71 BAH R K S 4
defaults {

user_friendly_ names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"
rr_weight priorities
no_path_retry queue

prio alua

}

}
c) H )3 multipathd %%,
® XJT CentOS:

systemctl restart multipathd
systemctl enable multipathd

® T Ubuntu:

systemctl restart multipath-tools.service

3.12 ZREEANFEHRHNAR

PATCL 23508 GEH T Kubernetes ZERE I 1T SIMEAZ HIHE 5, LL 1.5.1 1 X86 A
D
1. 7£ Kubernetes master fil node b fif /& 22354,
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unzip stor-csi-driver-1.5.1_x64.zip

2. 1{E Kubernetes master il node 5 AN4EHH-4551%

cd stor-csi-driver-1.5.1 x64

docker load < stor-csi-driver.tar

3. £ Kubernetes master 9 s AATHZ IIAS, 5 BUda 1 ) 22 3% .
ER: A /E[F— Kubernetes H7f /1 2¢ %5 % & HBlock CSI, 7K deploy 73 UAS [A) SC432,
HEBIBRZ X,
MR O a8 7 I ICH CRDs, 68T T34
BB TECZREAPUEA I CRDs SCHF Kubernetes Snapshot [1) v1 API.

cd deploy
./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

R Z A RIEAH ) CRDs, T AT A4

cd deploy
./deploy.sh --include-snapshot-crd [ --iscsi-on-host ] [ --driver-name=driver_name ] [ -

-driver-namespace=driver_namespace ]

28 Ei:ip)

--driver-name HBlock CSI 3R 4 F5 .

BUE: e, KEEHEE 1~63, RuthhgF

BE, 7, AR (OME R (s, BAXGCHR L BRak
Bertske ZEIEHILESFS .

BRAINE A stor.csik8s.io.

HER: 7E[F— Kubernetes Z28f ', HBlock CSI 33/ 44

PRALZME—, AREHEKE

--driver-namespace HBlock CSI 45 5€ 1) Kubernetes i 44 7= [f] o
U A 442 AN ERIAE default, B HnT DIARIA
5, HAEOLIE. 35 %32 & HBlock CSI, L2
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JENA 5 A e R

RGBSR E A A B 44 25 A
ER: 4021 Kubernetes iy 4 25 [0 L Al L4 AFAE

--iscsi-on-host

SEAPRERE SR A AE EALE B .

WA :

® WEZSH: FIJFIRE, iscsid. multipathd ~F 43
2 i fE ELE shpgR .

® NEE LS KHUIIRA, iscsid. multipathd 573
AR 1 CSI POD JE .

YEBH . A0SR R — Kubernetes S 23 £ £

HBlock CSI 8¢ HAtidifF, --iscsi-on-host j2dbik

"
2.

ZHESERUR, A LLE LU pod. HBlock ) plugin DA} Sidecar 48 1E % J5 2] :
BiEH: 1 Kubernetes fir 4 ¥ [A]9E default, 7526 H A7 % kubectl get pod -n namespace & ifi.

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-gtwvd 4/4 Running (%] 58s
csi-storplugin-node-6gjhh 2/2 Running (%] 58s
csi-storplugin-node-fqv5c 2/2 Running 0 58s
snapshot-controller-0 1/1 Running (%] 58s

3.1.3 docker FATSNBIEH AR

EHmBERZE, W LME AR 7 223 HBlock CSI 4G, ##%7E Kubernetes I ATAH 7 il I
RN HP A el iR R IR 2R Grh, BEUEIF YAML SCHF ) image Hiht A 6
G AE, PAT SRR R e 2

AEMTER SRS H BT PRFERME (BL 1511 X86 A B -

1. fREZdEa.

unzip stor-csi-driver-1.5.1 _x64.zip

2. FAIEFGR

10
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cd stor-csi-driver-1.5.1 x64

docker load < stor-csi-driver.tar

3. HEERBBRIAE.

docker tag stor-csi-driver:1.5.1 XXX.XXX.XXX.XXX:port/stor-csi-driver:1.5.1

docker push xxx.XxxX.XxX.xxx:port/stor-csi-driver:1.5.1

Hr, XXX.XXX.XXX.XXX:port AL HE
4. BEMG.

cat /etc/docker/daemon.json

5. &k YAML Bif% 4 Bl
&4 deploy/csi-storplugin-node.yaml SCf4H1 storplugin X3 image [ value 5

XXX.XXX.XXX.XXX:port/stor-csi-driver:1.5.1.

volumeMounts:
- mountPath: /csi
name: socket-dir
- mountPath: /registration
name: registration-dir
- name: storplugin-node
#A OB Bk

image: XXX.XXX.XXX.Xxx:port/stor-csi-driver:1.5.1

6. PATHEEMIA

VER: A E[F— Kubernetes 2 #f 1 %2 %% %2 £ HBlock CSI, 7% deploy 73 IUAS [F) SC 143k,

HEWBRZ K.
WIR O e | IRIBAHSCH CRDs, BEHAT T4
VB 7SR IE A CRDs 32 fF Kubernetes Snapshot ] v1 API.

cd deploy
./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

UMK 2B RIEAH K CRDs, T HAT T 414

cd deploy

./deploy.sh --include-snapshot-crd [ --iscsi-on-host ] [ --driver-name=driver_name ] [ -

-driver-namespace=driver_namespace ]

11
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28 iR

--driver-name HBlock CSI 3X5)) %4 FK

BUE: 8, KEEHEE 1~63, REEH/NEF

B Hr . AR (OB GA R, HASCR LA BEER
HrHtske BIEHIESST 5.

BRINE A stor.csik8s.i0.

HERE: {E[A— Kubernetes ££5f 7+, HBlock CSI 3544

PRALZME—, AREHEE

--driver-namespace HBlock CSI 455 1 Kubernetes iy 4 %5 [f] o
Ry 44 23 (8 N ERANE default, SR DIAE
5, HAWTEH LI, 57 %32 E HBlock CSI, L7
NEFESREANF ) fir 44 25 6] o

HERE: 402 M Kubernetes iy 4 25 [0 WA 20 LA AFAE

--iscsi-on-host SPAP R A AT H1E ENLE B

B :

® WHEIZSH: FTIFIRE, iscsid. multipathd sF 3 i
P2 E1E EALE B

& AWEIZZE: KHUPIRE, iscsid. multipathd 5F 3"
A2 CSTPOD Ja St

VeEH: R RIFE[E]— Kubernetes FE#E 1 22 £ &

HBlock CSI 8 HA#fifF, --iscsi-on-host &k

ZISER)E, FILAEFE|PLT pod. HBlock ) plugin PA N Sidecar %5 %8 1E % JH 81
P : Wik Kubernetes iy 42X [A]9E default, 75 Z#H 474 kubectl get pod -n namespace £y,

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-qtvkd 4/4 Running © 44m
csi-storplugin-node-d2tkb 2/2 Running © 44m

12




e e

KRG

State Cloud

JENA 5 A e R

csi-storplugin-node-x9w2h

snapshot-controller-0

2/2
1/1

Running

Running

(]

(]

44m

44m

13
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3.2 E#;

PiB: % Kubernetes fE#EHE% 7 £ % HBlock CSI, FHER EXM MM ZEKRAET, KIKEK
AT EN AR A o

W ELH% HBlock CSI, EVUEMIBRIAR, SRJ5I1EFR sc. statefulset. pod. pve. pv, FF#EAT
EE .

L 3RAT T 50 i 2 IR B A 26 S48

kubectl delete volumesnapshots -n namespace --all
kubectl delete volumesnapshotcontents volumesnapshotcontentname

kubectl delete volumesnapshotclasses volumesnapshotclasnames

2. AJPAHAT FAIA 215 R s statefulset. pod. pves pve X T pod. pve. pv, WAZ0H% I
J¥ pod > pve > pv HATIIBR v 4
JIBS sc:

kubectl delete sc scname

MIFR statefulset:

kubectl delete statefulset statefulsetname --cascade=true

MR pod:

kubectl delete pod podname -n namespace

HER pve:

kubectl delete pvc pvcname -n namespace

ﬂﬂ'JP’f% pv:

kubectl delete pv pvname -n namespace

3. PUTEIEIA
HIAT oA &

cd deploy

./undeploy.sh [ --driver-name=driver_name ] [ --driver-namespace=driver_namespace ]

14
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NS EEF A CRDs, W HAT T o1l 4

cd deploy

./undeploy.sh --include-snapshot-crd [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

ZH iR

--driver-name HBlock CSI IXEh 44 F5
15 HBlock CSI BXEh 4 ¥R oA stor.csik8s.i0, HZHn]
PIAEE, HARENIE,

--driver-namespace HBlock CSI 4} 5E [f] Kubernetes iy % %% [A] .
N 44 22 AN ERIME default, BESHA UAIHA
5, HAbE LI,

15




e e

X8R WA 7 345 PR 45

State Cloud

3.3 AL
3.3.1 iscsid SFHFHBMNEATHNALK

VI RESEREVIE iR T

® TIERHTIRA LIRS FE R E S H - -iscsi-on-host (1.5.1 ZHIRANGER B IZSHD
THI R A BT W B %S

® JHHITHR A E T 2% --1scsi-on-host.

FEPR:

L EHREhEE: HIRER G RABBERITT R 8 docker R BRAFEBRHIT R TP IR,
T BH Z AN IS .

2. AEFHGRFR BN RO N 2 HBlock AHGHE & -
® &1 deploy/csi-plugin-conf/csi-configMap.yaml, #fiff 5 T2 i iR A (e B — 2.
® 12X deploy/csi-plugin-conf/csi-secret.yaml, {5 T+ 2% AR A G E — 2.
® & deploy/csi-plugin-conf/csi-secret-decrypt.yaml, i {5 F+ 25 B iR AS i B — 20

3. FETFHARA ) /deploy AT R B A T -
® TR e A B B8 - -iscsi-on-host (1.5.1 ZRIAA AR B 1%

B, THRUERAEEAA R EIZSH, AT M2

./deploy.sh

® TIEHIT G IR B E T B4 --iscsi-on-host, AT T 414

./deploy.sh [ --iscsi-on-host ] [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

YLBH: WIRFHHAT--iscsi-on-host FTHRA, T

® --iscsi-on-host: ENIESHL.

® --driver-name: JHEHTACARIIRENZFR, QIR TR HTHRAS I IR B 44 PR BRI
fE stor.csi.k8s.io, AILAAHHISHL.

® --driver-namespace: FFHTMAYE 1] Kubernetes i 44 75 [0, WIER T HTIR
AR 5E i) Kubernetes i 4 4 [0 N ERIME default, tESHTLIAEHE .
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3.3.2 iscsid SFHPHIER BB ENM AR

NG DAL %I BT K FHRATIRA 2B h % B S - -iscsi-on-host (1.5.1 Z AR

AABREZSED , AFERARE R ESE--1iscsi-on-host.

TP IR:

1. #{E CSI AR, LARAF &5 4 POD i kss, BT, $AT Fola4E,
ZLEH P IATEIE PV B PV. POD £E#f7fif . E1% POD &% CSI AL S5 .

kubectl delete daemonset csi-storplugin-node

2. 1E Kubernetes FTH 1] slave 15 515 E A% %% iSCSI T H., FFAC B /etc/iscsi/iscsid.confs
a) %% iSCSI T.H.

® UIEEE RS CentOS/RHEL, i %3 iscsi-initiator-utils, Z3Er A1

yum -y install iscsi-initiator-utils

® I REAE 245 /& Ubuntu/Debian, 354y 20

apt install open-iscsi

b) 1&/etc/iscsifiscsid.conf it & LA .

#NTEJEH iscsi target T HZNKE, HA15H iscsid.safe_logout W E N No

iscsid.safe_logout = No

c) T1EXTE ENL)E BN iSCSI L .

systemctl enable iscsid
systemctl restart iscsid
# WA iSCSI HHFERASIEH

systemctl status iscsid

3. 1E Kubernetes AT ¥ slave 7 5575 EAHLAL & MPIO.
a) %3 MPIO,
VLB : W 2% MPIO, ZBSIEIR.
® Xf T CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-1libs
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® X+ Ubuntu:

apt install multipath-tools

b) FLE MPIO.

1) &l /usr/share/doc/device-mapper-multipath-X. Y.Z/multipath.conf (7 X Y.Z
49 multipath FISEFRhA S, 1HHRHE SEFRTE L& 3K multipath.conf) ]
/etc/multipath.conf

2) {E/etc/multipath.conf H 340 i & .

FER: A E SO multipath.conf #7, U158 multipath #5435 devices #7 HHA AH RIS 4L,

multipath H I ZHME = T devices FINSEME. N T IEH T HBlock %, 7 ZH

multipath #8571 BAR R K 24

defaults {
user_friendly_names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"
rr_weight priorities
no_path_retry queue
prio alua
}
}

c) )3 multipathd iz 5%
® Xf T CentOS:

systemctl restart multipathd
systemctl enable multipathd

® T Ubuntu:

18
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systemctl restart multipath-tools.service

4. MIER 2 R AIBC B SO

kubectl delete cm stor-multipath-conf -n namespace

5. WHIKEIEHER: RIEZES ARBEITTA K docker BB RAFBRKITT K E TP IR,
EAS. & [Ee SN eI

6. TEFHRIER XS RS R 22 HBlock AHSGHE H «
® {514 deploy/csi-plugin-conf/csi-configMap.yaml, Fi{# 5T+ iR A IR B — 3.
® {514 deploy/csi-plugin-conficsi-secret.yaml, #fiff: 5 T2 Ai A e B — 2.
® & deploy/csi-plugin-conf/csi-secret-decrypt.yaml, #fifs 5 FH2% i A< i B — 24

7. TEFFFSRA /depoly H 3 F AT T Fan & T2

./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-namespace=driver_namespace ]

LR

® --iscsi-on-host: EWMIESHL.

® --driver-name: JHHTMCARIIRENZIR, WERTHHT A B 9K 44 FROVERIMEA
stor.csi.k8s.io, FUMNHILSH.

® --driver-namespace: FFZHTMRAYSE I Kubernetes @iy 44 75 (8], WIS+ Hi AR AL
7€ ] Kubernetes i % ¥ [A] Y ERIME default, WSHFTLUAEE,

8. JHEJakut:
® A CSIPOD, $4T ps -ef, A B & W% A HEFE: multipathd -f, iscsid -f.
® [ LI{ETE EHLESHFEG] POD, AT HERRAFEMIR, HIATIREIER .
® =5 Kubernetes T [ slave T EHLTT &, #RINS A5 POD ReIlEMfE 3. (IR ALE
EEEWE M, g, >

19
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3.4 BLEHE
3.4.1 Big & HBlock o)t

HE: 7 Kubernetes LI T £ %2 HBlock CSI, FHES AN M ZHBET, ME
HBlock V5 itk %% HBlock CSI ] LA $% [F]— HBlocko
HBlock CSI #i{4i@iL 1 F HBlock ) HTTP RESTful API #H{T 771k & B4 1E, Blintl@ s,
MERE ¥ AE%. FERER{FViR HBlock RESTful API [ URL itk Al 1,
YA : SCREXTHEZ AN HBlock, f3f: HBlock LA . HBlock SEHEAR .
A LA R R 2120 BRI B HBlock 15 Al Hidik
1 fEokie & o
&4 deploy/csi-plugin-conf/csi-configMap.yaml it & W, apiEndPointList it & & HBlock
HTTP RESTful API #ilik #1351, storProvider Ft & 4 HBlocko

apiVersion: vl
kind: ConfigMap
metadata:
name: csi-plugin-stor
namespace: @DRIVER_NAMESPACE@
data:
config.json: |-

[

"clusterID": "clusterl",

"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx. xx:xx"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout

}s

"clusterID": "cluster2",

"apiEndPointList": [

20
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"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock",
"csiApiTimeout": csiApiTimeout
¥
{
"clusterID": "cluster3",
"apiEndPointList": [
"https://xX.xx.xx.xx:xx",
"https://xX.xx.xx.xx:xx",
"https://XX.XX.XX.XX:XX"
1,
"storProvider": "HBlock",
"csiApiTimeout": csiApiTimeout
}
]
Z2¥
BH ik R
=
metadata.name ConfigMap YR IR A K &
HU{H csi-plugin-stor, A~A] B 4.
metadata.namespace | 487 ¥] Kubernetes iy 4 25 [1] 2

HUAA -

® R L HBlock CSI, 2 Effie, B
ZFBAAB SO By 44 2 [AME . 52 esi-
configMap.yaml SCHFIEER . TRAFHN S, AHOCHAD
ERIAT A AR

® IRIE K %% HBlock CSI, M BUBUEAR RN
@DRIVER NAMESPACE@, AT deploy %3 A<
i, BPA] E 30 A B Ay 44 216

clusterID

& %€ HBlock J¥RriR, 7E csi-configMap HME—.
BUE: e, KEUREDE 1~256, 7] L& 26,

21
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storProvider HBlock = i 4 FK o &
HUE: HBlocke.

apiEndPointList HBlock fJ R 5528 IP #ihit &2 APL %05, S 4 xEKT | 2
HBlock IP A1 API 3w 15 ] Kubernetes service #8544 -

csiApiTimeout i€ HBlock & LUN WISEAFIT A, ESEFFI I LUN | &
BUERIN, ol RJEEIR
BUE: BB, BRMEDY 480, BALRTD.
R EBEHEME.

A XHEERENR HBlock F1HAHT i HBlock

apiVersion: vl
kind: ConfigMap
metadata:
name: csi-plugin-stor
namespace: default
data:
config.json: |-

[

"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1B
"storProvider": "HBlock",
"csiApiTimeout": 480
¥
{

"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.32:1443"
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1s

"storProvider": "HBlock"

2. N HHCE S

[root@server csi-plugin-conf]# kubectl apply -f csi-configMap.yaml

configmap/csi-plugin-stor configured
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3.4.2 Bt E HBlock i8] F P& MEH/L

HER: % Kubernetes B HE P& E | £ % HBlock CSI, FLER HX M ZREHAET, KE
HBlock Vi i) H 7 44 M1 E A
HBlock CSI i1 HBlock HTTP RESTful API i, 75 EHEMAEH /42 Faid DL T2 44 NG,
)7 409 HBlock 17 44, %155 HBlock )&
AT LU IR 21 IR IC B HBlock 15 [A] FH P 44 A b .
(—) B BE E S

&4 deploy/csi-plugin-conf/csi-secret.yaml Bt & A4 (S 3.

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
namespace: @DRIVER_NAMESPACE@
type: Opaque
data:
userKey: userkey //%I#: HBlock AR, F ' 44 K %05 175 5 1) base64 Zwtid

userKey Jihg:

[
{
"clusterID": "clusterl",
"username": "storuser",
"password": "YOUR_PASSWORD1"
}s
{
"clusterID": "cluster2",
"username": "storuser",
"password": "YOUR_PASSWORD2"
}
]
Z2H
28 HiR R Ah
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H
metadata.name Secret BT ) BTIH AR o v
HUHE csi-plugin-stor-secret, /N AJ 5 4,
metadata.namespace | Z5E i) Kubernetes iy % 45 ] . &
HUAH -
® T4 %% HBlock CSI, n# =M T, B
B BAEAB SO N Ay 44 72 [AME . 56 R csi-
configMap.yaml XHFIME L TRAFFFRI G, AHOCHC
AR B AR
® L K 2% HBlock CSI, M BHUE AR A
@DRIVER NAMESPACE@, T deploy %% HIA
i P AT N i Eer Sy P VA R el LET
userKey X4 HBlock ISR 7 4 305 0245 5 ) base64 9 | 72
i,
clusterID csi-configMap.yaml HH AL E ) HBlock HIFR1R =
username HBlock [ B G 1 4 . v
password HBlock [ P 73 2105 . &
ZN/E

1. userKey RS UN T

[

"clusterID": "storl",
"username": "storuser",

"password"”: "hblockl2@"
¥

"clusterID": "stor2",
"username": "storuser",

"password": "hblock12@"
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]

2. fiiH Base64 L E X} userKey VRIS ST 9l . Fatd 5 i) userKey W1 F

WwogICAgICB7CiAgICAgICAZImMNSAXNOZXIJIRCI6ICIzdGOYMSISICAKICAgICAZICAiIidXN1cm5hbWUiOiAic3Rv
cnVzZXIiLAogICAgICAZICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHSKICAgICAgICAL
Y2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdGO9ydXN1ciIsCiAgICAgICAgInBh
c3N3b3JkIjogImhibG9jazEyQCIKICAgICAgfQogICAgXQo=

3. B E S deploy/csi-plugin-conf/csi-secret.yaml Bt & XA H IS HL.

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
namespace: default
type: Opaque
data:
userkKey: WwogICAgICB7CiAgICAgICAgImMNSdXNOZXJIIRCI6ICIzdGOYMSISICAKICAgICAgICAidXNlcm5h
bWUi0iAic3RvcnVzZXIiLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOsCiAgICAgIHS
KICAgICAgICAiY2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCi

AgICAgICAgINBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

(—) M ECE A

[root@server csi-plugin-conf]# kubectl apply -f csi-secret.yaml

secret/csi-plugin-stor-secret configured
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3.4.3 EEEMEERN
HRE: 4 Kubernetes ZERE A #0387 £ 2 HBlock CSI, FAES BN NI ZEEHA T, HEINZ%
i,

TG B SO ) SRS B, AT DUR A IR AT RO E . S 5 /E HBlock T B
7 AR FIAEDMY (Challenge-Handshake Authentication Protocol, CHAP) , 75 Eifid &
CHAP MERIH P 2 &S . AT HREIE 24, SUCRAIN# AR S CHAP %65,
FEAE ] CHAP J7 UK, %\ ¥ chapUser Fll chapPassword A3 745 & o 0% 545 85 Al DA
THTFEAE K 18 deploy/csi-plugin-conf/csi-secret-decrypt.yam] F1 /) DecryptData it & (1) 25
HNHER B 775 R 64T AES (ECP. paddinges7) W%, hN%5 o 45 BiHE4T base64 Hifid .
AR TSP BREC B IR -
(—) BN,

& B4 L B A+ deploy/csi-plugin-conf/csi-secret-decrypt.yaml H1f¥] decryptFlag A1 decryptData

"
ZH.

apiVersion: vl

kind: Secret

metadata:
name: csi-plugin-stor-secret-decrypt
namespace: @DRIVER_NAMESPACE@

type: Opaque

data:
BTN, BEN true USH)D 5 false CREAD 1) base64 JafFFF
decryptFlag: decryptFlag
#E YN base6d FlFATH:, HHIKEZLIUN 16 fiL
decryptData: decryptData  #%%] base64 Zifil

S
S iR R b
H
metadata.name Secret BT ) B IH AR o &
HUE csi-plugin-stor-secret-decrypt, ANAJ 5 4,
metadata.namespace | Z55E ) Kubernetes it % 4% [A] . yis
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WA :

® R L HBlock CSI: iy 2= W Efise, B
ST BAEME O B A 4 2 AME, IR RRTE R csi-
configMap.yaml SCHFREER . TRAFHN G, AHOCHAD
BHRIA BB AR

® HRIE K L HBlock CSI: I BXBUH MR FEN
@DRIVER NAMESPACE@, AT deploy %34
), BT 30 8 0t B dr 44 751

decryptFlag B G HmERER, GBEN true J5H) 2K false (A3
F) [¥) Base64 il 74

R

® dHJ1ZQ==: JEHIN%, true [ Base64 Jifil.

A

® 7ZmFsc2U=: ANJa A%, false i) Base64 .,

decryptData I A . %A
V. JHH N, WSHNIE,

B JEESN 16 ML 77 ef o 75 EXT IR E1T Base64 4
i

i

1. JaRm#Es. #in decryptFlag FIEAS N true, decryptData HIJEAS N stor012345678901.

2. f#iH] Base64 T. 24T decryptFlag. decryptData YRS AT 4mt .
X} decryptFlag Jifd 31T Base64 4wt , 4afidf5 ) decryptFlag WiF:

dHJ1ZQ==

%} decryptData J5fi%3E1T Base64 mfidh, ZftJa i decryptData 1R :

c3RvCjAXMIMONTY 30DkwMQ==

3. BBL E UM deploy/csi-plugin-conf/csi-secret-decrypt.yaml Bt B A4 H IS4 .

apiVersion: vi

kind: Secret

metadata:
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name: csi-plugin-stor-secret-decrypt
namespace: defualt

type: Opaque

data:
decryptFlag: dHJ1ZQ==

decryptData: c3RvcjAxMjMONTY30DkwMQ==

(=) B FHBC & S esi-secret-decrypt.yaml o

[root@server csi-plugin-conf]# kubectl apply -f csi-secret-decrypt.yaml

secret/csi-plugin-stor-secret-decrypt configured

(=) B E I
PLEAS PV 1 PV YAML Bt & SCfF Cesi-pv-local.yaml) A, J1% CHAP ERIZ1Y, K
FHl AES 128 fi7in%, 78 PKCS7 [ Padding % CHAP 264, JEXt % 5 1) 45 ik 4T
Base64 Zfd

apiVersion: vl
kind: PersistentVolume
metadata:
name: csi-pv-test
labels:
app: stor-pv-test
spec:
capacity:
storage: 1Gi
volumeMode: Filesystem #5430, 7 ff Filesystem l Block #i3(, ZRIAA Filesystem f.
accessModes: # Tzl
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
csi:
driver: stor.csi.k8s.io
volumeHandle: stor:1lunl
volumeAttributes:
fsType: xfs
readOnly: "false"
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#R A CHAP ik
chapEnable: "true"
chapUser: username

chapPassword: password

chapUser 1 chapPassword Il 5 1% :
(1D /] AES & TR, “TAREE” 8 “ECB” ,  “BH7efi” v “PKCS7” , “#
P 9 “AES-1287 .
(2) “hn#%%H” {fH DecryptData B B 1) % EH F 45 5 (W 2P 3R 1 HY) decryptData 175
i, WP R 1 28] 8 A IRAS N stor012345678901).
(3) #ANZE LA (chapUser 8¢ chapPassword YRS ) , iy “HFih AES IN#E CA”
T B4R chapUser=csil123 Bin% 773, chapPassword % & J7 2N & RIA] .
AESTNZE/fEE
AESHIS AREES TE, TEBATACSIISHIACSES, THEM ISR,

B8 —: GEAAESEAMEE

|gnm | | mmmE | =
Tl | ECB = EFET, | PKCST # EEAKE | AES-128 3
== | stor012345678901 nEeE | SEATREEIEEE..

fnss | GOMIIEEERRIINES. AaZ..

hoEE: NEEE:
csi123 TGARDMS54nv783ncSIKDENQ==
4 A
TAGEER:

ERIABasefRIEAIGCM T IFE S ENESINTE TAGER...

K]2.chapUser 1%
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examples H x5 78 H HBlock CSI i1 YAML U1, F P vl AR s B =
(filesystem B block) EetI 124, EIF/E Kubernetes S5 H {8 HBlock Bl )%
HRBIAA T (LA X86 ) 1.5.1 lRAAHD -

JENA 5 A e R

[root@k8s-master stor-csi-driver-1.5.1_x64]# cd examples

[root@k8s-master examples]# tree

F—— block-volumes
F—— dynamic-pv

I
I
|
|
|_
I

|

—— clone-pvc-from-pvc.yaml

F—— clone-pvc-from-snapshot.yaml
—— csi-app-local-pvc-block.yaml
—— csi-pvc-local-block.yaml

—— csi-storageclass-local.yaml
F—— snapshotclass.yaml

L—— snapshot.yaml

statefulset

—— csi-app-stateful-local-block.yaml

L—— csi-storageclass-local-stateful-block.yaml

static-pv

F—— csi-app-local-pv-block.yaml

F—— csi-pvc-local-nocreate-block.yaml

L—— csi-pv-local-block.yaml
—— filesystem-volumes

F—— dynamic-pv

F—— 1local

F—— clone-pvc-from-pvc.yaml
F—— clone-pvc-from-snapshot.yaml
—— csi-app-local-pvc.yaml

F—— csi-pvc-local.yaml

F—— csi-storageclass-local.yaml
—— snapshotclass.yaml

L—— snapshot.yaml

F—— 1local-chap

—— csi-app-local-pvc-chap.yaml
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| | —— csi-pvc-local-chap.yaml
| | L—— csi-storageclass-local-chap.yaml
| L—— local-chap-decrypt
| F—— csi-app-decrypt-local-pvc-chap.yaml
| —— csi-pvc-local-chap-decrypt.yaml
| L—— csi-storageclass-local-chap-decrypt.yaml
—— statefulset
| —— csi-app-stateful-local.yaml
| L—— csi-storageclass-local-stateful.yaml
L— static-pv
F—— csi-app-local-pv.yaml
F—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

L—— snapshots

L

static-snapshot
—— snapshot-content.yaml

L—— snapshot.yaml

13 directories, 32 files
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3.5.1 5 PV

A& PV IR EEMH YAML CHEEIER PV, EH TAHER D, AN B E
SRR, A PVE, T8 HBlock 26811735, SRIFAIE PV. PVC il Pod,
HBlock CSI i r] Azl Ak, 3 HBlock 1%

fEHES PV I ERAE T

HBlock # ¢
A |
/ g '
/ & '
s |
~ |
1.@1@%
/ " PV
" E-ﬁ'J_iiP-‘-"':'#iﬂ

/_—HBlock X A
EBR  \_ 38evc, PVCIBE |
“EReEEPV o |
\ ~ VG |
"“xh |
", . |
4 BIERPod, CSHEEE |
BTSN |
\ |
|

\‘ Pod

K354 PV i fE R
1. GIE%E: 6% HBlock &P IR1EZ2% HBlock H J Ffits
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2. GIE PV,
(1) #i#E PV ) YAML fic & 1
o GHEHUCA filesystem f7nfl, Bl PV csi-pv-local-storllun06a. =%

examples\filesystem-volumes\static-pv\csi-pv-local.yaml H [{) 741 .

apiVersion: vl
kind: PersistentVolume
metadata: #JCEdE
name: csi-pv-local-storllun@6a #PV [ FK
labels: #4535
app: stor-pv-nocreate-storilun@6a #PV [IFriH
spec:
capacity:
storage: 66Gi #GAE, M N GiB, AR EMEA RN ST HBlock H AN GA =
volumeMode: Filesystem #%&:#53, S #F Filesystem fl Block #, ERiAN Filesystem iz,

accessModes:

# ViR, Filesystem iR 1% % #F ReadWriteOnce, ReadOnlyMany (F5 i ZEHEATH ML)

- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain #fFAfLERIWHNS, Y FF Retain il Delete
csi:
driver: stor.csi.k8s.io
volumeHandle: "storl:lun@6a" #fi HBlock &
volumeAttributes:
fsType: xfs  # GHHFEHBIBH/M M RGRA, HF xfs, exts
readOnly: "false"
isMultipath: "true" # 27&{HH multipath
chapEnable: "false" #/&7/fif] CHAP iAilE

chapUser: "username"

chapPassword: "password"

® 5N Block, % PV csi-pv-local-block-stor2lunbl. 2% examples\block-

volumes\static-pv\csi-pv-local-block.yaml H )7~ .

apiVersion: vi1

kind: PersistentVolume

metadata: #JCEIE
name: csi-pv-local-block-stor2lunbl #PV 44 FR
labels: #4532
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app: csi-pv-local-block-stor2lunbl

spec:

capacity:

storage: 22Gi #EAE, BANGIB, AR E &R ERSE T HBlock HEIE M GA &
volumeMode: Block ##&#, F#F Filesystem Al Block #i3, ZRiAN Filesystem fk.

accessModes: # Vjifs, Block #ix[)4 2 #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany

- ReadWriteOnce

persistentVolumeReclaimPolicy: Retain # FFAME[HIILTEIS, SZFF Retain 1 Delete

csi:

driver: stor.csi.k8s.io #HBlock CSI ##f4:

volumeHandle: "stor2:lunbl" #3585 HBlock %

volumeAttributes:

readonly: "false"  #&H S
isMultipath: "false" # J275f#H Multipath, HBlock AHLARES, HUH false
chapEnable: "false" #/&751# ] CHAP AiE

PV K] YAML B X H-S5H#R
¥ Eit:3%) =&
driver HBlock CSI 3xZ) % F5% . &
HUfE: HBlock CSI %2} 13K B 44 F5
accessModes LIRS =

HUAE -

® ReadWriteOnce: #&5 nJ LU —AN 17 s LA S 1

® ReadOnlyMany: & 1] DAgE 2 N5 S BL R 5007
R filesystem U, &/ EHEATH 0
1k

® ReadWriteMany: & 1] DA 2 AT LA 7

A (L Block A 45 3 FF
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volumeHandle ¥a 2 BAK R HBlock #4#%, B A =

clusterID:lunName o

clusterID: #5&3€ HBlock bR, 7E csi-
configMap.yaml FHE—. ¥ ILECE HBlock 5 [
k.

lunName: HBlock F A5 4 FR

volumeAttributes.fsType

GBS RG R, CFF xfs,
extd,

Ve BTN filesystem B 4 3H

K AF

volumeAttributes.readOnly

BHUAR o .
HUAH -
® true".
® false".
ERINME A "false"
ER: XEFEMATAE, B true" 5 "false" .

o

volumeAttributes.isMultipath

& 7518 F Multipath.

HUA

® 'true",

® ‘'false".

ERIME N "true”

TR

® XHTFEMANTFATER, Rl'true"5{ "false" .

® i f HBlock £EAF I8 H] ) HBlock %A
M E TR, RBI highAvailability 4
Disabled, JAb 77223 E Jy false”, A<
i pod JA BRI

® {22 HBlock ML, MALFEKEN

"false",

%At

36




PN - A 7 S A A 7
State Cloud
volumeAttributes.chapEnable A CHAP IE, HUA: @

® '"true",

® 'false".

BRAIME N " false"

HR: XETFEMATFRE, B"true"5{ " false"s

volumeAttributes. chapUser

CHAP IMIEMFH P 4 o Wi BC & S esi-secret-
decrypt.yaml 1] decryptFlag A true, g 2%
CHAP ALE FH 2 44 4§ ] DecryptData it B 1) % £/
%34T AES (ECP. paddinges7) %%, )&
25 R AT Base64 Hifih, FARTEWECEMEHEN .
INERUE: FRHRER, KEJEHEZ 3~64, H
EEHTRE BT, AR RIREZR(-). TFRIZ
(_) B50HAM, FRXpRANG, HACH

iyl

volumeAttributes. chapPassword

CHAP IEFI S . Wi SR AC B SCHF csi-secret-
decrypt.yaml F1f¥] decryptFlag A true, 72X}
CHAP A IE R Z 84§ ] DecryptData it & 1) 25 275
BE4T AES (ECP. paddinges7) W%, % & HI45
AT Baseo4 Hifh, FARVENAEE B
IERTHUE: Frrdkal, KEJEEE 12~16,
VAR EREFEE NEFEE T FRIZO)
) DR FRE, FREIX RN

o

TR

® InEE N 7 & CHAP %

I, 1§ 5B MBEHEN .

® PV RIS S URERE, 1£ PV #OR I RN iZ T Ab B % PV, 1T, PV A

PL#E Retain (fREH) . Recycle (FHFIA) Bi34 Delete (MIER)

HIY SZ$F Retain Fll Delete, A7 #F Recycles

HBlock CSI ##ift H
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B [F|CRES Retain {453 H 7 AT AT RICETYR . 2 PersistentVolumeClaim % G4

BRI, PersistentVolume HAIIAEAE, X BLAEER BN “ DRI
(released) ” o BT FARAIEEIT—HONEIRE, Z&EIEAREH T HAh

HA, B0 RETF I R0ZE .

B TR A Delete MGRCE, MIFRBIE2H4 PersistentVolume X KM
Kubernetes 5[5,  [FIA 23 AN IER Bt T RS B BT S BEAAAE 5 72 . shAs it
I [ 45 22 4k K H: StorageClass H 15 (1 B SR MG, %SNS ERIAN Delete. 7 EE 17
ARSI P B SRR B StorageClass. VER, W PV i I 92 HBlock
LIRS, NARIEE Kubernetes SKMIBR %% .

(2) NHBCE X (LA esi-pyv-local-stor1lun06a.yaml 9 .

[root@server test]# kubectl apply -f csi-pv-local-storllun@é6a.yaml

persistentvolume/csi-pv-local-storllun@6a created

(3) IUFEIER) PV,

[root@server test]# kubectl get pv

NAME CAPACITY  ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON

csi-pv-local-storlluneba  66Gi RWO Retain Available

AGE

20s

3. Al PVC
(1) ik PVC [ YAML e & S A
o GHiHUN filesystem, #H1%: PVC csi-pve-local-nocreate-storllun06a '] YAML At

B X M. 2% examples\filesystem-volumes\static-pv\csi-pvc-local-nocreate.yaml

7R B

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
name: csi-pvc-local-nocreate-storllun@6a # PVC (% 7F
namespace: default

spec:

accessModes: #Uj AL
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- ReadWriteOnce
resources:
requests:
storage: 66Gi  #E&EMIZAE, ¥4I GiB, Kubernetes &2R4FE K TS TiZ A &N PV
selector:
matchLabels:

app: stor-pv-nocreate-storllun@6a

® 5N Block, ##: PVC csi-pve-local-nocreate-block-stor2lunbl [HFC & SCA4 .
2% examples\block-volumes\static-pv\csi-pvc-local-nocreate-block.yaml H [ 75

il

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: csi-pvc-local-nocreate-block-stor2lunbl

namespace: default
spec:
accessModes:
- ReadWriteOnce
volumeMode: Block
resources:
requests:

storage: 22Gi
selector:
matchLabels:

app: csi-pv-local-block-stor2lunbl

PVC ] YAML I E XS H#iR
S 9% ol
I

metadata.name PVC B4 HK &

metadata.namespace EAEIE &
HUf: HBlock CST 22 ZE 465 1) fiy 4 25 18] 4 FK o

storage L E, 247 GiB. . A
Kubernetes 23 590 € K T-% T %245 &K PV,
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app YE [ PV 475 B

(2) MNHABCE M (BLPVC csi-pve-local-nocreate-stor1lun06a.yaml A .

[root@server test]# kubectl apply -f csi-pvc-local-nocreate-storllun@éa.yaml

persistentvolumeclaim/csi-pvc-local-nocreate-storllun@6a created

(3) IIECZ6)#E# R PVC (LA csi-pve-local-nocreate-storllun06a “Afl)
V. a4 A9E default, 7243 @74 kubectl get pvc -n namespace
i,

[root@server test]# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
csi-pvc-local-nocreate-storllun@6a  Bound csi-pv-local-storllun@6a  66Gi RWO 10m

® PVCHEEIAEEHSILE PV, 4 PVHAEEKNTET PVCIWAEER, Kubernetes 234
PVC M PV #7488 . WIRA ZA~ PV &Rl 2 5%k, 25— PV AT ILE.

® PV I PVC it & U+ Ul selector FB, HA app MARCE —5, HMLIESE .
WA selector 7B, PVC 2HRHEZERILE PV.

® PVCHMPVEE)E, PVIEMER, WFMER PV, FEEMERIEER PVC,

4. BIEE Pod.
A% Pod, 1 PVC KHK. HBlock CSIffH B2 e kg b (R AM ) ,
(1) ## Pod 1) YAML B B 30 f
® LN filesystem, )& Pod my-csi-app-local-pv-stor1lun06a [ & X, &

% examples\filesystem-volumes\static-pv\csi-app-local-pv.yaml H [F] 7~ .

kind: Pod

apiVersion: vl

metadata:
name: my-csi-app-local-pv-storllun@6a #AIE 1) Pod K
# Set to the actual namespace

namespace: default #HBlock CSI ZZ%EM405E iy 44 45 A

spec:
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containers:
- name: my-frontend #HEZSHZIK
image: busybox #1F B AR HEB
imagePullPolicy: "IfNotPresent" #Z #8515 M HURHE
volumeMounts:
- mountPath: "/test6a" # GHEEAET H AR
name: lun@6a # XL volumes #r%E T 1) 556 44
command: [ "sleep", "1000000" ]

volumes:

- name: lun@6a # volumes T4, T LATE volumeMounts F#E%

persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-storllun@6a # Pod 1 & 1# H ) PVC % FK

® 5N Block, 6% Pod csi-app-local-pv-block-stor2lunbl D & LA csi-

app-local-pv-stor1lun06a.yaml, Z7% examples\block-volumes\static-pv\csi-app-

local-pv-block.yaml H ff) 7 1 o

kind: Pod
apiVersion: vl
metadata:
name: csi-app-local-pv-block-stor2lunbl
# Set to the actual namespace
namespace: default
spec:
containers:
- name: lunbl
image: busybox
imagePullPolicy: "IfNotPresent"
volumeDevices:
- devicePath: "/dev/testb1l"
name: lunbl
command: [ "sleep", "1000000" ]
volumes:
- name: lunbl
persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-block-stor2lunbl
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(2) MHBCE S (LA csi-app-local-pv-storllun06a.yaml A1) .

[root@server test]# kubectl apply -f csi-app-local-pv-storllun@6a.yaml
pod/my-csi-app-local-pv-storllun@6a created

(3) B Pod HHEHI
BB Wiy 42 EHE default, 7FEA{EH A4 kubectl get pod -n namespace | grep

Podname‘fif@o

[root@server test]# kubectl get pod|grep my-csi-app-local-pv-storllun@6a
my-csi-app-local-pv-storllun@6a 1/1 Running © 92s

A DLE BI85 O H:3 T 4% /test6a, S XT N HBlock %% lun06a.

[root@server ~]# kubectl exec -it my-csi-app-local-pv-storllun@é6a -- /bin/sh
/ # 1s
bin dev etc home lib 1ib64  proc root sys test6a tmp usr var
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3.5.2 hA PV (#7S PVC)

A4 PV il PVC 81K PV, M ATEIRATE & PV, HE# StorageClass {EA7if Bt
J55E XLIF, Kubernetes Hi et PVC &G4 PV, H3Ifilk HBlock CSI #3461 2
HBlock 1%, h& PVIEH TG E, (GG ISR ) 5 .

HHZIAS PV I F ZERAR DR

A HBlockEEEF
/ N T PV HBlock
Y —, —)
/ .

! 4 Kubernetes=$;
1315@%3% StorageClass , 1RiE

s sz‘?ﬁﬂiﬁ [EHEEH] _
/! HEIMNARE 5 G ey

e " Storage Class  gioageClassthpg sy e E%Haéﬁ%éﬁ%ggaﬁfc
2 pustorage Class . APV =
=Es 3 BJEPVC , 770
wage Classs_t_‘;%“ pVC K
-
Y

6. 8liZPod-, #FE
PVCHEE

M Pod

K4 304 PV 2
1. % StorageClass
(1) #r#E StorageClass ) YAML fc & 1.
LA AN filesystem, GIZE StorageClass csi-stor-sc-local-stor11un08 #] YAML At & X
4 csi-storageclass-local-stor1lun08.yaml. 7] LAZ% examples\filesystem-

volumes\dynamic-pv\local\csi-storageclass-local.yaml H ff] 751 o

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
# Set to the actual driver name
name: csi-stor-sc-local-stor1lun@8 #StorageClass &#x
# Set to the actual driver name
provisioner: stor.csi.k8s.io # HBlock CSI ZZZH}IIXZ)4FR.
parameters:

storageMode: Local # HBlock #HIfEfESMY
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fsType: xfs # GHHBBNBERIMERGRA, LHF xfs, extd

readOnly: "false" # U H T AEHE

sectorSize: "4096"  # HBlock W HIHX K/, HF512,4096, FAAIF
localStorageClass: "EC 2+1"  # HBlock &L

minReplica: "2" # H/MEIAE (I HBlock EREMCIHR) .
highAvailability: "ActiveStandby"  # HBlock %Al FI#.
writePolicy: "WriteBack" # HBlock %5 5%

isMultipath: "true" # &EGEINEIE

maxSessions: "1" # iSCSI Target foifFZ A K< ibE.

ECfragmentSize: "16" #ZYMIFLELN 70 FroK/he BIUREEA Dy EC BN, IR EA AR, BN ZHE
serverNumbers: "2" #HBlock Target T7EMIIRSS2ediE (IR FR)
clusterID: "storl" #HBlock f5iHl

reclaimPolicy: Delete # PV [J[EIZRMS, Z¥F Retain fll Delete

volumeBindingMode: Immediate

allowVolumeExpansion: true # &R ES

LN Block, BI%E StorageClass csi-stor-sc-local-stor11un09 ] YAML it & S A4
csi-storageclass-local-stor1lun09.yaml. 7] LAZ7% examples\block-volumes\dynamic-

pv\csi-storageclass-local.yaml H )7~ 51 .

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@9 #StorageClass %k
provisioner: stor.csi.k8s.io # HBlock CSI Z¥ERHIUXBIZFK.
parameters:
storageMode: Local  #HBlock FHHIfEMEIEMY
readOnly: "false" #e i UL R 507 XEEE
sectorSize: "4096"  #HBlock HAEMIEX A/, 3CHF 512,4096, HALTAT
localStorageClass: "EC 2+1"  #HBlock & U &
minReplica: "2" # H/PEIA% (X HBlock &ERFRSCHR) «
highAvailability: "ActiveStandby"  #HBlock %7 Al a0,
writePolicy: "WriteBack" #HBlock 155 S
isMultipath: "true" #E&KREzhHEE
maxSessions: "1" # iSCSI Target FCVFE MR KL 1G4 .
ECfragmentSize: "16" #ZYMIISHEEN ;A KA. BIUREY EC BN, B EA LN, &2,
serverNumbers: "2" # HBlock Target FTAERIARS 2ediE (INERERCH) -
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clusterID: "storl" #HBlock Frif
reclaimPolicy: Delete  #PV [J[EIKSRHS, X ¥F Retain il Delete
volumeBindingMode: Immediate
allowVolumeExpansion: true #&# Y EE
StorageClass ] YAML EC B XS
ZH iR p i
NIE
metadata.name StorageClass [ 44 FK . py
provisioner HBlock CSI 3Kzl 44 F5 &
HU{E: HBlock CSI Z &2 Y RB) 44 F5K o
storageMode LI, SCFF Local. Cache. Storage 153, &
Cache. Storage B KR =%
fsType GHAER BB R RGRA, SR xfs, extd. A
P : HBHEACN filesystem B4 IH .
readOnly e 15 LA R AT B A &
HUE: "true". "false". BRIAE A"false".
ER: XEFEMATRH, B true" 5 "false" .
cloudBucketName CAFLER OOS FEMEAH I A FR o b=
R 1HZ)JTE Bucket A fi J& HHBE S LR B - Zo DA
KM, FRH 1H
cloudPrefix WH O0S HHIRI AR, WEITHKLWE, BEIRSMTFE | &
AR LA 25 A 44 B9 3SR i sRORIBERTER, T E %
FAARALE LG 24 R i 44 I 2R S
K. TR
BUH: KEEVEH R 1~256.
cloudAccessKey OO0S AccessKeylID. k=
KA FRH Ze DA
H
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cloudSecretKey OOS SecretAccessKey . t=
U R & Y esi-secret-decrypt.yaml [ decryptFlag A Lth
true, 522X secretKey YRt {# H DecryptData Iic & 240X | 3K
BEAT AES(ECP. paddinges7) I, hn fg i 4s R4
Base64 Znfid, HARTE I EMEHEHER.

KM FAEH

cloudEndpoint & OOS Endpoint. t=
KM TR G

1

cloudObjectSize HHRAfEAE OOS H IR/ @

BUE: 128. 256+ 512, 1024. 2048. 4096. 8192, A&
KiB. ERIMEA 1024,

cloudStorageClass WE 00S Wit .

AR -
® STANDARD: ¥rifififi&.

iy

® STANDARD IA: &S5 v 774
BRINME N STANDARD.

cloudCompression T E4eEdE & % 00S.
HUE :

® Enabled: 2.

iy

® Disabled: %

¥RIAME N Enabled.

cloudSignVersion 0O0S i R 244 WE T =
A :

o V2: V24,

iy

® v4: vA%4,

BOMEY v2.

cloudRegion 7~ Endpoint 0T LE X 35 %A%
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VA ZZANS, HILIE.

KR FhFH .

iy

deleteCloudData MR, 25 MER = _EREdE.
WA

® true: MRz LHIEHE.

® false: MR ERIEHE.
ERE A false.

sectorSize FRIX KN RIEE P im SO R 40 /O HAE B/ N R e 48
Fi XK/
HUE: "512". "4096", HAANFETT. BRIMEN"4096".

o

localStorageClass AHAEfE TR AR BRI B S HL.

HUH -

® single-copy: HLEIA;

® 2-copy: MEIA;

® 3-copy: —HIA;

® ECN+M: A, Hrh No MOYIEEA, N>M,
H N+M<=128. FR8HE - FI NN B, JFHERM
A H R

ERINE N BC 2+1.

iy

iy

minReplica e/ NEVAREL (EFERCCED

RIS, REGRIAEN X, RRIAREONY
Y RA<X) , ZEFREGAN, £20Y HE8IES AL
I, AVNEKGNE . 3T EC N+M X145, BikiZ
GR/MRIABBEN Y (IR L NSYSNHAMD 5205 /2
BAEDNY FEAR AT N, ARG N
J I o

WAl Bd. W TEIAL, BUETEEZ[1, N], N AR
XEMRIAL, BIMEN 1. 5T ECH, BUETEEZN,
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N+M], BRIMEN N.

redundancyOverlap BRI SRIAE EFRRCZED » PR ITTRETT, [H
— B AN R EA/ 53 BN AT AEAS [F) R e, il
PRI, RVFIRIESERITURITEIEN, K2 hBdEaE4«
JAE Rl — /N bsdgirr, (R2 2 A fE AN A path L.

HER: WUIRAEAE IR0 Y path,  BESEAERL
Wl WEIAR, BUETEER, BIA%], BOMER 1
T ECHE, BUEVEELZ[1, M+N], BRIMEN 1.

iy

ECfragmentSize AWM R e BRIy EC U, ik EA
AR I

HUE: 1. 24 4. 8. 164 32, 64, 128, 256, 512, 1024,

iy

2048, 4096, Hif7sE KiB. ZRIMEN 16,

highAvailability EEFEE R YRR E IS5

MU

® ActiveStandby: JHB)E4, %A RPN N Target N FIFT
A IQN.

® Disabled: ZEA] S AT B, 1% REXT R Target R
—/> IQN.

iy

BRIME A ActiveStandby

iy

writePolicy B RN

MU

® WriteBack: [H'5, HIEIESANZINM)G, SLZIREIZEE
PO S Y, 2 RS N & M R R
B, FEEERA RS

® WriteThrough: %5, RIE#EFEIN 5N ANAAAMME, If
TEW RS RIh G, FHRER S . &R T E
VEERE R, BURERA S, HEL S N MEE SR
PR LU 5%
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® WriteAround: %5, RIEHES5 NS EVREHOMH B2 A
17, BNHALRIG, SLZR %) S . @& T
FaE MEEORE S, TERRE R A, HEZM .

ZRINHE N WriteBack.

isMultipath J& 75 1# B Multipath. At

CIER

® ‘"true".

® '"false".

BRAIME N "true"

R

o XHFEMATFE, B"true"5("false"s

® IR HBlock £ FERR ¥ FH (1) HBlock 4534 i A i ml A
i, HP highAvailability & Disabled, AT E R EH
"false", 32T pod JH B KM,

® (1 JE HBlock HEHLAR, IAbTEE % E N false",

path TR E A G B B B 3 (BURBLBGZR .
IR BV N AR R H o, (8 R 55 4 i B I BOA Bl
H %o

iy

iy

pool FAEIBAARR, TR, BRI R AR AR ZAF IR N
(BUERBERCRT) o
BUE: KEVEEE 1~16, RAg 7R By mamse (-

v RRIZ OO Al FRIX RS, BB LT R
ATk
BRI Sl A7 it

iy

cachePool AR AR, LR EATAE N, SR B B NixAr ik
N (ERRERRGCR) -

WAE: KEEJEHZ 1~16, RAEHFBE Bkt (-

) v TRIZ (O HEL FRX ARG, BACGCR LR
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AEF Ik
U RANSHS MR AN U B Ry TG A7 A fiit
WR: AL SRR AR R F — MEfib.

iy

maxSessions iSCSI Target SO VFEE 1M K21
HWE: B4, DUATEHE (1, 1024], BRIMEN 1.
HR: BEAHN filesystem, HUEREEN 1,

serverNumbers Target JIT7ERIIRSS d 8 E (ERERCCRD -
BEOE, BUEN2, n], n NERARSSMEE. BRiIME
N 2.

i

faultDomains BIIRS mEEA BE R . ARG R, Al
Target FITEMR S 2 MIFIR (UEBEIRSCR) , DAMEAIE LUN
If, LUN JCIRH Target 185 MAZ IR 55 25 51 38 H e 45 B 76 ik
553 BINAFAEI A rack 200, A4 B EE rack1

rack2. rack3. rack4 T A, H faultDomains 5 &

iy

rackl. rack2, FS4 B LUN K, LUN B Target {256

M rackl. rack2 FTELE (1 AR At 1) R 25 25 51 3R L EAT i

#.

TR

® TEEIB AR EIE A path BN, ARG E %S

® 1R LUNRE [ sl S 7t A i A7 fith, T A st
ZEAF M IR S AR . W LUN RI85E T IR&AS
figr i, T Mg A7 it it R T B #R

BUE: LA s IB RN, 49 U400 T BAE) room. rack«

servero FJ LLFRE 20 L HRT RN BN TET

serverNumbers. SCRF—AN mININZ IR, (HR R R gk —

A server, I HLIEFEN server NEESRTHIER . W —A7

ML IRECS 2 S 80T RN A server #BOERE, R

Gi o RS ILTT i, ST s R SRk
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chapEnable T CHAP WIE, HUE: o
. "true"o
® '"false".

ERIME N "false"
HE: XEFEMNTAH, Bl"true"sl"false" .

iy

chapUser CHAP WIEMIH P 4. Ui SRAC B S csi-secret-decrypt.yaml
H1f¥) decryptFlag J9 true, %2547 CHAP W H 7 44 4 H
DecryptData it & 1% 8% 17 AES (ECP. paddingcs7) i
B, NG4S B3 4T Base6d gt ,  ELAAVE WECE N

&E‘Ja

NEHATHUE: TR, KEZEHLE 3~64, RAEH T
B RUY. AR RIRRZR(- ). PRIZR(D). B (04l
i FERIX KNG, BAGCR L BTk

i

chapPas sword CHAP WEFI%0S . A SR EC B SO esi-secret-decrypt.yaml H
() decryptFlag 4 true, 52X CHAP WA 1% f5 48 FH
DecryptData it & )% S X347 AES (ECP. paddinges7) Ml
%, NS IS T Base64 iti, FLARVE W ACE NA
X

MERTHUE: PR RER, KETEREE 12~16, LAHES K
FYEE NFEE B TRROTMEDHRER, F
BEX 43 RN

clusterID HBlock HFriH, 7E csi-configMap.yaml HME—. ¥ WEE &
HBlock Vi [R]#ik: .

reclaimPolicy B MG RIS B o
HA .
® Retain: .

iy

® Delete: MR,
ERINE N Delete
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volumeBindingMode A7 BN YR e b /& 5 A Pod TR EERT SR 5E . 5

HYfE
® Immediate: .RBIZRE.

® WaitForFirstConsumer: ZEIR45E .

ZRE N Immediate .
allowVolumeExpansion | fR¥FE&EY . o
LS
® true: NEYE.
® false: ARVFEY E.
BINE A false.

(2) MNHBCE S (BL csi-storageclass-local-stor1lun08.yaml A1)
[root@server dynamic-pv]# kubectl apply -f csi-storageclass-local-storllun@8.yaml
storageclass.storage.k8s.io/csi-stor-sc-local-storllun@8 created

(3)  IuEfIZE R StorageClass.

[root@server dynamic-pv]# kubectl get storageclass
NAME PROVISIONER RECLAIMPOLICY  VOLUMEBINDINGMODE  ALLOWVOLUMEEXPANSION  AGE
csi-stor-sc-local-stor1lun@8  stor.csi.k8s.io Delete Immediate true 24s

FE: WHEMERE CHAP F 7 Z A% 6%, NI deploy/csi-plugin-conf/csi-secret-decrypt.yaml 3
47 decryptFlag FE FHECE N true, H CHAP F )7 & R0 7 BL L AUC B o AES % ST
base64 # . BARTT L2 L E NEHEK .

2. fig pvC
@1 PVC, FFA StorageClass F<Hk .
(1) ¥ PVC ¥ yaml Bt & S04
LA AN filesystem, GIZE PVC csi-pve-local-stor11un08 HIFC & L4 csi-pve-local-
storllun08.yaml. Z7% examples\filesystem-volumes\dynamic-pv\local\csi-pvc-

local.yaml 17~ %1 .
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-storl1lun@8 # PVC (%%
# Set to the actual namespace
namespace: default
spec:
accessModes: #Vjl#R, filesystem fz{[{)% 5 #F ReadWriteOnce
- ReadWriteOnce
resources:
requests:
storage: 77Gi #G7&E, ¥l N GiB

storageClassName: csi-stor-sc-local-storllun@8 #PVC [ StorageClass 1%

LA N Block, A% PVC csi-pve-local-block-stor11un09 FEC & A4 csi-pve-local-
stor1lun09.yaml. 27 examples\block-volumes\dynamic-pv\csi-pvc-local-block.yaml

K7 B

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-block-stor1lun@9 # PVC (% F
# Set to the actual namespace
namespace: default
spec:
accessModes: # Vjifis, Block iz [+ 7 #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
volumeMode: Block
resources:
requests:
storage: 88Gi #&&AE, ¥ N GiB
storageClassName: csi-stor-sc-local-storllun@9 #PVC ffif ] StorageClass 4 F

PVC ] YAML B B S8 HR

S iR y )
WIR
metadata.name PVC 4 FK . &
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metadata.namespace s 2 =
HUfE: HBlock CSI 22%Em 455 ¥y 44 25 [A] 4 AR
storage GHAE, Hi7 GiB. &
storageClassName fe % PVC FT{fH 1) StorageClass % #%. &

(2) MNHBCE S (LA csi-pve-local-storllun08.yaml A1)

[root@server dynamic-pv]# kubectl apply -f csi-pvc-local-storllun@8.yaml

persistentvolumeclaim/csi-pvc-local-storllun@8 created

(3)  IHUF 261K PVC.

BB Wiy HdE default, 75FEfH H T4 kubectl get pve -n namespace £

[root@server dynamic-pv]# kubectl get pvc

NAME STATUS VOLUME CAPACITY  ACCESS MODES STORAGECLASS AGE
csi-pvc-local-storlilun@s8 Bound pvc-84b9a4b9-403d-41a5-96bc-8d1e@8c7abl5 77Gi RWO csi-stor-sc-local-storilune8 27s
3. @& Pod.

% Pod, JfAHI PVC KHK. HBlock CSIHifHHs B ol #%3{t. H:4k HBlock H1%-
(1) ¥ Pod [¥] YAML FiC & A,
LHEACN filesystem, GI%E Pod my-csi-app-local-stor1lun08 HFC & 14 csi-app-local-
pve-stor1lun08.yaml. 7] PAZ% examples\filesystem-volumes\dynamic-pv\local\csi-

app-local-pve.yaml H 741

kind: Pod
apiVersion: vl
metadata:
name: my-csi-app-local-storllune8
# Set to the actual namespace
namespace: default #HBlock CSI %2545 i 44 25 1]
spec:
containers:
- name: my-frontend
image: busybox  # ffgithhl
imagePullPolicy: "IfNotPresent" # PR G REE
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volumeMounts:
- mountPath: "/test8"  # F:EFIZIEM HARKE
name: lun@8
command: [ "sleep", "1000000" |
volumes:
- name: lun@8 # XJN volumeMounts 441 H
persistentVolumeClaim:

claimName: csi-pvc-local-stor1lune8 # i pvc K% 7

LALLM Block, A% Pod my-csi-app-local-block-stor11un09 Y & A4 csi-app-
local-pve-storllun09.yaml. 1] LAZ7% examples\block-volumes\dynamic-pv\csi-app-
local-pve-block.yaml H 7~ 11 o

kind: Pod
apiVersion: vl
metadata:
name: my-csi-app-local-block-stor1lun@9 #Pod 4 ¥k
# Set to the actual namespace
namespace: default #HBlock CSI ‘ZZZ&R} 4R 5 i 42 25 [H]
spec:
containers:
- name: my-frontend
image: busybox # #ifgHihl
imagePullPolicy: "IfNotPresent" # HiENEi1% KM%
volumeDevices:
- devicePath: "/dev/test9" # HEHFIEIRM HIrEE
name: 1un@9  # X volumes H'[f] name
command: [ "sleep", "1000000" |
volumes:
- name: 1un@9 # X} volumeMounts {1341 H
persistentVolumeClaim:

claimName: csi-pvc-local-block-stor1lun@9 # I pvc 45

(2) MNHBCE S (LA csi-app-local-pve-stor1lun08.yaml A1)

[root@server dynamic-pv]# kubectl apply -f csi-app-local-pvc-storllun@8.yaml
pod/my-csi-app-local-storllun@8 created
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(3)  IAEEIER Pod.
BB W ar 4T EEE default, 7FEAEH 74 kubectl get pod -n namespace | grep

Podname'ﬁiﬁﬂo

[root@server test]# kubectl get pod|grep my-csi-app-local-storllun@s

my-csi-app-local-storlluno8 1/1 Running © 27s

M AIERIRS P OLHY, T #1E /test8,

[root@server ~]# kubectl exec -it my-csi-app-local-storllun@8 -- /bin/sh
/ # 1ls

bin dev etc home lib 1ib64 proc root sys test8 tmp usr var

VR : HBlock CSI MR H P HIBLE, 7& HBlock fE#fr Ha)EI 5 Target, 4. Target.
PV & — X MHIK R
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3.5.3 BIE& PVC

T StatefulSet "5 7€ [ StorageClass )& % PVC, Kubernetes H4 StorageClass H1FiC & 1)
518, H3fmR HBlock CSIHfF0IE HBlock % . #I4s PVCEH T HaESLIELZA Pod, JIf
NHEBA I 5

i BhAs PVC [ = BRAR W R

1.6 Storage Class
p StorageClass -

L4

-~

2.@_I§§Sta1_eful8et .
""-\..\ A
S StatefulSet PVC - PV N
F
|
A Pod
9.2 7 PVC i 2

1. A% Storageclass.
(1) #7# StorageClass [f] YAML fic & S 1F .
® GiEACH filesystem, fI% StorageClass csi-storageclass-local-stateful-stor1lun10
(I B A csi-storageclass-local-stateful-storllun10.yaml. 7] LAS25

examples\filesystem-volumes\statefulset\csi-storageclass-local-stateful.yaml ' f{)7~

.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
# If there is a conflict with other StorageClass, you can change it to another name
name: csi-storageclass-local-stateful-storllunl@ #StorageClass &#%
# Set to the actual driver name
provisioner: stor.csi.k8s.io # HBlock CSI ZZ3%ifIBREN 44 FK .
parameters:
storageMode: Local  #HBlock F&AIFEMEA
fsType: xfs #HHEH XM RERE, XHF xfs. extd
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readonly: "false" #2HH B AEHE
sectorSize: "4096" # HBlock GMIEX K/, 3CHf 512,4096, HALTFHT
localStorageClass: "EC 2+1" # HBlock HTUAMRA
# minReplica fll localStorageClass "EC N+M"Hf#] N BRIAAHEE
minReplica: "2" # f/MEIA% (L HBlock ZERFARCCHF)
highAvailability: "ActiveStandby" # HBlock %7 r] FfH
writePolicy: "WriteBack"  # HBlock %5 %Kig
isMultipath: "true" # EGEINEIE
maxSessions: "1" # iSCSI Target FYFELHIA KL IEHL.
ECfragmentSize: "16" #ZYMIFLEL 70 FroK/he BIUREA Dy EC N, IR EA AR, BN 2
serverNumbers: "2" #HBlock Target FifEHIIRSS#S5E (IR
clusterID: "storl" #HBlock f5i}l
reclaimPolicy: Delete #FFAMGFITKNS, Z#F Retain Al Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true #R¥EY R

® LN Block, % StorageClass csi-storageclass-local-stateful-block-
storllunl1 FIFC & SCAF csi-storageclass-local-stateful-block-storllunl 1.yaml. A
PAZ% examples\block-volumes\statefulset\csi-storageclass-local-stateful-

block.yaml.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
# If there is a conflict with other StorageClass, you can change it to another name
name: csi-storageclass-local-stateful-block-storlilunll
# Set to the actual driver name
provisioner: stor.csi.k8s.io
parameters:
storageMode: Local
readOnly: "false"
sectorSize: "4096"
localStorageClass: "EC 2+1"
# minReplica fll localStorageClass "EC N+M"Hf#] N BRIAAHEE
minReplica: "2"

highAvailability: "ActiveStandby"
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writePolicy: "WriteBack"
isMultipath: "true"
maxSessions: "1"
ECfragmentSize: "16"
serverNumbers: "2"
clusterID: "storl"
reclaimPolicy: Delete
volumeBindingMode: Immediate
allowVolumeExpansion: true
StorageClass ] YAML BB XS4
S Eii 3% TR E
metadata.name StorageClass % . &
provisioner HBlock CSI ZX% 4 FK &
HUE: HBlock CSI %2250 110X E) 44 FK
storageMode B RT, S7FF Local. Cache. Storage 13, 5=
Cache. Storage B\ F R =4,
fsType LR BRI R G R, SCFF xfs, ext4. %A
BB BEN filesystem B 4 3H .
readOnly Fe s UL R et AT B HE 3 &
HUE: "true". "false". ERINE AN"false".
ER: XEFEMAFZRE, Bl true"5( "false"
cloudBucketName CUELE [P OOS BRI 44 7R BSPa A
VER: BT )E Bucket A B A e IS MR RS . | 3H
HRA: FRFE
cloudPrefix WHE O0S FINHETR A, WEIRAKE, BHdE | &
SAFAEATAE I CART S 44 B2k e . iR 4E €
BUZR, W EBAT i 7E LG PR 44 2R SR e,
KR FREH
BUE: KEEHEZ 1~256.
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cloudAccessKey 0O0S AccessKeyID. BB
R FF 1H
cloudSecretKey 0OS SecretAccessKey. RSV DA
W RCE AT csi-secret-decrypt.yaml H11f] decryptFlag | 3
N true, i ER secretKey Y58 DecryptData At &
12 40X 134T AES(ECP~ paddinges7) N, % 5 1
25 AT Base64 Filt, AAKVENEEMFHEK
KA. FIFER.
cloudEndpoint HE O0S Endpoint. BB
K. FFiH 1A
cloudObjectSize AR REAE OOS FHIT KN, i
HUE: 128, 256, 512, 1024, 2048. 4096. 8192,
AL KiB. BRIMEN 1024,
cloudStorageClass WHE 00S WAt . 4
HUE -
® STANDARD: HFrifEf7fif;
® STANDARD IA: RS0 A £74
ERIAME ¥ STANDARD.
cloudCompression g dE L& 2 00S. 5
HUE -
® Enabled: /&;
® Disabled: %,
ERIAEN Enabled.
cloudSignVersion OO0S H1iE R4 AIETT 3 4
B :

o v2: V24,
® vi4:. vA%,

ERMEN v2.
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cloudRegion 7~ Endpoint E 5t B 7E [X 35 %M
i V420, I,
R FRFH

deleteCloudData MR, 2 S ER = _E R .
HUH -

® true: MRz EAIHEE.

® false: MMk LHIEE.
ERUME N false.

iyl

sectorSize FA X RN AR 2 7 i SO 2R 48 /O 434 1 /N B
BT A B X RN

HUfE: "512" "4096", FALNFAT. BRIMEN
"4096"

iyl

localStorageClass AMAEAE TR AR BRI E IS

HBUE

® single-copy: FLEIA

® 2-copy: MHEIA.

® 3-copy: —FRIA,

® ECN+M: Aigtt. Hd N M OyIEE%,
N>M, H N+M<=128. FRREHE2HIMN A
B, JRARR MRS H i -

ERIAE Y EC 2+1.

iyl

minReplica e/ NEIAEL (ERBERRCZ R

AT EIABERE, BERASN X, /DRI
NY (YRASX) , ZEFXRGAR, 20 Y 43
BENBY), AMARRKRENBD) . X T EC N+M
XHE, REZERDEIABIKENY CLAH 2
NSY<N+MD D40 2 B 20 Y ISR SRR
RGN, ARG N -

iyl
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BUE: B8 XTREIAE, BUEERZ[LN], NA&
BIAB G MEIAL, BIAEN 1. T ECH,
YN, N+M], ZRME N N.

redundancyOverlap G E AR (DUERRBCCRE « 8RR
— A B AN [F R A 3 e BN AT AEAS [

PR, A REAA R, RVFIRIE S T RIS IR

T, R 2 A B B AS TRCAE [F) — A st (B R A

TEA IR path L.

HE: ARSI S path, ESEAAE

e

WA XEIAEEN, BUETEEZ[, BIA%], S0AME

N1 T ECHER, BUEYEHEZE[L, M+N], ERME

M 1o

0

ECfragmentSize LML RN B IR BC BT, b
BEEA AR, 020,
HUA: 1. 2. 4. 8. 16+ 32, 64. 128, 256, 512,

oA

1024. 2048. 4096, Hf7s2 KiB. ERIMEN 16.

highAvailability kR . ARG B LS.

XA :

® ActiveStandby: JZIE %, %A RS M Target
FFTA IQN.

® Disabled: ZEA ST, 1% KRN M. Target
F—A~ IQN.

BRIMEA ActiveStandby .

0

0

writePolicy G 1S B

HUH -

® WriteBack: [H%5, RI¥#EEASINAF)E, AR
[l 2525 7 i 5 B, 2 Ja FESD B NG . TS
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TRHERE R B, FE HEESRA R I 5.

® WriteThrough: &5, RIH¥E RN 5N A 1A
B, IEMARE S RN E, PR R b
yo WEHTROEMEERE R, SHERERA,
Ha i 5 N 2 B S B 355

® WriteAround: 285, EVEEES ARG BB RO
RLAAE, HNBEAR RN IG, SEZR [E% 7 i 5
e EHTREMERE R, WaeERkAR, H
520 R

ERINE N WriteBack

isMultipath & 75 # F Multipath. A

HUH -

® ‘"true".

® '"false".

BRAME N "true"

HE:

o XHFTFEMAFITH, Bl"true"5{"false",

® R HBlock £ FERAE FH ) HBlock 4547 Ji H
A AR, BP highAvailability 4 Disabled, 4t
W E N false", 502 S8 pod BN KM .

® X2 HBlock HLHLAR, Al E K E N false".

path B OE At R A H s (DURPURGCRR)
IR BV G I AR E B H o, (AR ST a5 i EL AR
IWHE H %

oA

pool AR, FROREBRAATMM, B8 e VA% AT
(FRVSICIE ST & S D

BUE: KEJEHEDE 1~16, REEHFRE B Mk
2 (o) L RRIZ O A, FRX 2 KRANE, HAL

0
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SCRELAABEANE 7Tk
BRI FH B Al A7 it it

cachePool FAFIAAAR, Rom s R, BRI E T A
ZAFREIL Y (DUERRERCCRR)

B KGR 1~16, REgdfl, M
2 (o) L RRIZ O A, FRX KNS, HAL
SCRELL BRSOk

UL RANIHS MR AN U B iRy S G A7 A7

HR: AL SRR AR R F — M E .

iyl

maxSessions iSCSI Target S0V I K2 1E 4L
WA H8, BUETEELZ(L, 1024], BRIMEN 1.
HER: BN filesystem, HUEHRAEN 1.

o

serverNumbers Target JIT{E IR 8 (ERCGCRD .
BEOL, BUE N2, n], n NEREN RS S IEE.
ERINEH 2.

oA

faultDomains BRI B S R . IRIEA MG RSk, B
# Target FTIEMR S 315K (IUERBERCCR) , LUME
G LUN I}, LUN K Target t856 il %5 841
KPR S 45 . BIIIAAAEIE N rack 200, H3h
FNAI 25 rack]. rack2. rack3. rack4 I A, H

iyl

faultDomains 8 7€ rackl. rack2, #F-4 G LUN K,
LUN S<BXH) Target A5G M rackl. rack2 Frfd & ) LEAT
it PR A 55245 31 3R BLIEAT IR 4% .

HER:
® (7 I HEICH path HE, ARERE %S

® IR LUN J5E 1wyl A7 i Al i A7 i, U
M TR G AR TR Y AR . W2R LUN A
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T7E 1 R AATARML, U MR A fid i P B 71

FIFK
BUE: DL R s in, 5 s 2o m] B
room. rack. server. FJLLREZ NI, HET A
I EEE /N T 25T serverNumbers. 35— N1 SR
o, HRFIRAGEE — server, I Hik#EH)
server NEES AT EE . QIR —A15 s I I ES
Z FECW NI server HIHEIERE, W RS2 20
BB R, R TS R AR BRI R

Fm

clusterID HBlock IR, 7E csi-configMap.yaml HME—. 1 I,
BCE HBlock 7 fa) ik .

chapEnable JE 758 ] CHAP AGE, BUH:

iyl

. "tme" o
® 'false",
BRINE " false" .

EE: XEFTFBEMANTRE, Bl"true"5("false".

chapUser CHAP VIEMTH F 44 . G R BCE SCF csi-secret-
decrypt.yaml 1] decryptFlag 4 true, %% CHAP
WAIE ¥ 7 4418 ) DecryptData Bt & (15 915} 47
AES (ECP. paddinges7) JI%, N 545 R3AT
Base64 4, HAATENACEMBEER.

MEERTUE: 7RI, KETEREE 3~64, HAEH
TR HUE AAN(L) BREZR(-). FRIZ(O). B
FOEB, FEX RN, HARE L BB
FIF ko

iyl

chapPassword CHAP M IERI 26 . dn SR AL & S csi-secret-

gl

decrypt.yaml H 1] decryptFlag 4 true, 5% %) CHAP
IE R Z 6518 ] DecryptData Bt B H % 8% 3547 AES
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(ECP. paddinges7) JN#, Jne st fiksr
Base64 %ifid, FAATE W ECE MR

INEFHRUE: FRBA, KETERERZ 12~16, L0
WEHEKETR, NEFR B FRIZLOFHED
PR FAE, FRIX KNS

reclaimPolicy FF AN FISCR B o
HWAH -

® Retain: #H.

iyl

® Delete: MR,

ERIME AN Delete.

volumeBindingMode SRR E I 2 Sy Pod YA LI SR E
B :

® Immediate: .RIZR5E.

0

® WaitForFirstConsumer: ZEIR4J5E .

ERIME N Immediate »

allowVolumeExpansio | fL¥F#&d J&.

n EEIER

® true: NVFEY R
® false: NAVFETJE.
ERIME A false.

oA

(2) MHBCE X (BL csi-storageclass-local-stateful-stor1lun10.yaml 45D

[root@server statefulset]# kubectl apply -f csi-storageclass-local-stateful-storllunl@.yaml

storageclass.storage.k8s.io/csi-storageclass-local-stateful-storllunl® created

2. # StatefulSet.
(1) % StatefulSet ) YAML BC & (A
LAEAN filesystem, GIZE StatefulSet csi-app-stateful-local-storllun10 #] YAML At
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B M csi-app-stateful-local-storllun10.yaml. 7] LAZ% examples\filesystem-

volumes\statefulset\csi-app-stateful-local.yaml H ) 7= 45

apiVersion: vi
kind: Service
metadata:
name: csi-app-stateful-local-storllunl®
# Set to the actual namespace
namespace: default # HBlock CSI ‘ZZ4EHF4H5E i 44 25 (A1 4 HK
labels:
app: csi-app-stateful-local-storllunle

spec:
ports:

- port: 80

name: web

clusterIP: None
selector:
app: csi-app-stateful-local-storllunile
apiVersion: apps/vil
kind: StatefulSet
metadata:
name: csi-app-stateful-local-storllunle
# Set to the actual namespace
namespace: default # HBlock CSI ZZ3MI4RE w4 =5 (B ZFK o
spec:
selector:
matchLabels:
app: csi-app-stateful-local-storllunile
serviceName: "csi-app-stateful-local-storlluni@"
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-storllunile
spec:

terminationGracePeriodSeconds: 10
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containers:
- name: csi-app-stateful-local-storllunle
image: busybox
ports:
- containerPort: 80
name: web
volumeMounts:
- name: lunle
mountPath: /testl0
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunl@
spec:
accessModes: [ "ReadWriteOnce" ] # Vi, filesystem HzUH 457 ReadWriteOnce
storageClassName: "csi-storageclass-local-stateful-storllunie”
resources:
requests:

storage: 100Gi

L AN Block, #1)# StatefulSet csi-app-stateful-local-block-lunl1 ] YAML Fic & 344
csi-app-stateful-local-block-lunl1.yaml. 7% examples\block-volumes\statefulset\csi-app-

stateful-local-block.yaml /1 F] 741 .

apiVersion: v1
kind: Service
metadata:
name: csi-app-stateful-local-block-1lunll
# Set to the actual namespace
namespace: default # HBlock CSI 34K 5E 1 44 25 B 44 K
labels:
app: csi-app-stateful-local-block-1lunil

spec:
ports:

- port: 80

name: web

clusterIP: None

selector:
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app: csi-app-stateful-local-block-1lunill
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: csi-app-stateful-local-block-1lunll
# Set to the actual namespace
namespace: default # HBlock CSI “ZZ%EIF4E5E i 42 25 [0 4K .
spec:
selector:
matchLabels:
app: csi-app-stateful-local-block-1lunil
serviceName: "csi-app-stateful-local-block-lunil"
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-block-1lunil
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-block-lunll
image: busybox
ports:
- containerPort: 80
name: web
volumeDevices:
- name: lunll
devicePath: /dev/testll
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunll
spec:
accessModes: [ "ReadWriteOnce" ]
#U7 I , Block HiztE LA M4 30: ReadWriteOnce. ReadOnlyMany. ReadWriteMany
volumeMode: Block ##:1# 3}y Block

69




e e

X8R WA 7 345 PR 45

State Cloud

storageClassName: "csi-storageclass-local-stateful-block-storllunil™
resources:
requests:

storage: 101Gi

(2) M HIBCE X (LA csi-app-stateful-local-stor1lun10.yaml A1)

[root@server statefulset]# kubectl apply -f csi-app-stateful-local-storllunl@.yaml

service/csi-app-stateful-local-storllunl® created

statefulset.apps/csi-app-stateful-local-storllunl® created

(3) IS UEG] %Y StatefulSet (LA csi-app-stateful-local-storllun10 A1)

BB W ar 4 EHE default, 7FEAEH 74 kubectl get statefulset -n

namespace|grep statefluname 1),

[root@server statefulset]# kubectl get statefulset |grep csi-app-stateful-local-storllunl@
csi-app-stateful-local-storllunle 2/2 28m

LR RIE ST O HE, 1 15 /test10.

[root@server ~]# kubectl exec -it csi-app-stateful-local-storllun10-0 -- /bin/sh
/ # 1s
bin dev etc home lib 1ib64  proc root Sys testle tmp usr var
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3.5.4 A% PV AR FIRERENME

R PV IR S HHERA B R, AL Pod HiHE R IR AAEGE PO IMER S R, — 5T
A AP TS SR S YRR, 5 — 7 T AT DASR T R 1 T SE M RIS BE T
AU A%:: HBlock ITEAEIZE AN room, rack, server, A AL PV AR 555 BN BAS B
TR D IR R
1. %1 PV RERHI T Pod.
kubectl delete -f podi.yaml -f pod2.yaml -f podN.yaml
2. VRE PV RS RS E

® AR R PV BRSNSl 4

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN

o ISULHI OB PV MRS ImERN E, M Mol

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN --overwrite

pv-name: 75 £ EE R S5 v AL B PV 4 HR.

faultDomains: HEMMRFIIEREA EEE . WA EEEE, E04 Target FrfE

HREG 2R MBI (NEERFRR SCHFE) » LUN SKHEY Target H50 M AR 25 28 91 36 H ik 5 T

TEMRSS 3. BInAF B rack 03], HARFMENR 6 rack]. rack2. rack3. rack4 ¥

#5755, H faultDomains i 72 rackl. rack2, AFAf&M LUN [¥) Target i, LUN Bk

Target L6 M rackl. rack2 FrEl & B AE it ) AR 55 38 21 3k kAT ie 5. AT ARG E &

AR, MR A RIS 2 S BN R A2 server HRBLESE, W RGie

RGN AL, WS TS s gk gRik 4%

TR

m T PV, H faultDomains [7HUE 4 F1FR & 7F HBlock SEHE M A — A7 it ith A .

B faultDomains [IHUE SR T 8025 T HBlock SEREAF M IO Ptk 2% . o, %
TEfifit default SR I8EE 00N rack, NI faultDomains X BEFC & M rack BL server
SERNAT R, AERCE E T rack HHMT S, W room 1.

3. B3 PV RERHIFTH Pod.

Kubectl apply -f podil.yaml -f pod2.yaml -f podN.yaml
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4 HELM 77\ 4ERE

4.1 I

R FNIATE, HBlock CSI i # FH HELM J7 2\ 2e 250, AT DARR IR 175 ik £ L o — Fof
Jiiks

o ZAEFABBRIIITN: EHT Kubernetes SR s AL (3B 5%

® Docker A FANBAR M A EH T A MEE .

4.1.1 FIEFH

CL42¢%E HELM 3.12 S PL EJRAR .
iscsiOnHost (1.5.1 ZHTAA LR EIZSEHD I P FIAE 1 22 28 2
® FITPIRE (&% B values.yaml 4 iscsidOnHost *4 true) : iscsid. multipathd 574713
e AU s
® CHPIRE (&R % E values.yaml 24 iscsidOnHost 4 false) : iscsidv multipathd 5F4
BEFEHT CSIPOD JA B
F P AT AR BRSO, G FE2 54T T iscsiOnHost 5%
® IR &l Kubernetes £E 4 % 2% —% HBlock CSIfdiff, w] LLERE T HIMFI A EH i —Fh:
B it 2edk—% HBlock CSIHffF BAN 22 e oAt di A, BGE A — 618 EHL B 280 HoR
KA %% iscsid. multiapthd ~FHERR ) H B TR EGTHR], 23R E values.yaml
Z:%) iscsidOnHost 4 false, #1%f5 =MLY iSCSI initiator LA & MPIO, FH 5 node i
W HAT%3 % HBlock CSI, HJRZEAHE =& 7 2% HBlock CSI#fifH o HAb (T,
%% HBlock CSI K% E values.yaml %] iscsidOnHost 4 true, 15 EALEH 1T %2 iscsid.
multipathd.
PeBH . A UUE & E values.yaml %] iscsidOnHost A true, 15 EALE 4T %% iscsid.

multipathd.
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® X732 4 HBlock CSI, Bi# FR [ %3¢ HBlock CSI 4b, b2 de Hopthddifl, <23
HBlock CSI i #% & values.yaml 24 iscsidOnHost 4 true, 15 FALE 1T %% iscsid.

multipathd.

4.1.1.1 &% HBlock CSI B} iscsiOnHost JgXHIRAS
‘%4% HBlock CSI B % B values.yaml ZX4{ iscsidOnHost A4 false, #1#%f5 FEHLHY iSCSI initiator
PAJ MPIO, 3 5 node 15 £i:
1. E#fE EHLA iSCSI initiator.
a) 1F1EIFEEH iSCSI k% .

systemctl stop iscsid

systemctl disable iscsid

b) #I% iSCSI,
® NHHAE RS CentOS/RHEL, H1# 4T :

yum remove iscsi-initiator-utils

® UIHEEAE RS & Ubuntu/Debian, HZE AU T :

apt-get remove --purge open-iscsi

VR PUTEIEL iSCSI Ar s, B 7 #13 iSCSI A 5, o HBhEIE L 5 2 SCHK
MR, BRI IA S FIRUE, 5 X A P2 SR B JE RS M i B AT

2. HI#AE FHLE) multipathd.
a) ¥ 1EIF%%FH multipathd AR 45

systemctl stop multipathd
systemctl disable multipathd

b) #H#E1E FHLE multipathd.
® NHHAE RS CentOS/RHEL, H1# 4 -

yum remove device-mapper-multipath device-mapper-multipath-1libs

® U EAE RS & Ubuntu/Debian, HIZE A UIT:

apt-get remove multipath-tools

R HATENE multipathd #r 0, EBOEAENNKIAE N IGUE, 5 X 2L A Te R e i
AT .
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4.1.1.2 REHBlock CSI B} iscsiOnHost HITFIRES

%% HBlock CSI B % B values.yaml Z4{ iscsidOnHost A true, At & iscsid Fll multipathd:

1. f£ Kubernetes [T A [f] slave 15 sifi F A1 %42 iSCSI TR, FHCE /etc/iscsi/iscsid.conf.
a) % iSCSI L H.

® IR #EE RS2 CentOS/RHEL, % %% iscsi-initiator-utils, ZZZEar2 U1 T :

yum -y install iscsi-initiator-utils

VEE: 223 iSCSI initiator 6.2.0-874-10 8% LA _F A .
® U FE RS /& Ubuntu/Debian, ZREarSU1R:

apt install open-iscsi

b) 1&/etc/iscsifiscsid.conf Fit & A4 o

#WNF5EH iscsi target T HEAZNKE, HA154¥ iscsid.safe_logout &N No

iscsid.safe_logout = No

c) TEXTEFENLE BN iSCSIH#HFE

systemctl enable iscsid
systemctl restart iscsid
# Wil iSscSI HHERGIEH

systemctl status iscsid

2. {f Kubernetes FIT A 1] slave 77 £ 185 EAHLAC E MPIO.
a) ‘%% MPIO.
Y RO 24 MPIO, ZWSICARR.
® Xf T CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-1ibs

® T Ubuntu:

apt install multipath-tools

b) B MPIO.
1) &l /usr/share/doc/device-mapper-multipath-X. Y.Z/multipath.conf (I X Y.Z
4 multipath FJSEPRIRA S, TR YS9 brfE L & 48 multipath.conf) 3|
/etc/multipath.conf.
2) {E/etc/multipath.conf #4400 g & .
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ER: BB SO multipath.conf B, #15%: multipath #54> 5 devices #70 H1 A FH [F1 S 3L,
multipath H IS EE = E 5% devices PHISEE. A T IEH{TH HBlock 45, 7 ZMIBR
multipath {5 51| FEBAHFE I 250

defaults {
user_friendly_ names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"
rr_weight priorities
no_path_retry queue

prio alua

}

}

c) H )3 multipathd %%,
® XJT CentOS:

systemctl restart multipathd # CentOS

systemctl enable multipathd

® T Ubuntu:

systemctl restart multipath-tools.service # Ubuntu

4.1.2 ZESANFEEHER

PATUL 225098 GE A T Kubernetes £EHE I T S EAZ FITE 5, LA 1.51 119 X86 i A
D
1. 7£ Kubernetes master fil node b fif /& 22354,
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unzip stor-csi-driver-1.5.1_x64.zip

2. {E Kubernetes master fl node S NG H-451% .

cd stor-csi-driver-1.5.1 x64

docker load < stor-csi-driver.tar

3. 7 Kubernetes master 5 ;i HATHBZ A, BEATHEAF B 222
VERE: H{ER— Kubernetes £+ 2235 2 & HBlock CSI, 4% charts 43 U [F) S04 2,

EV-di v E2V 8

a) MRPEATE &M, FIWE 150K charts/csi-driver-stor/value.yaml H' iscsiOnHost. #15

%% 2 HBlock CSI, 1875 &4 charts/csi-driver-stor/value.yaml H [ driverName

F1 driverNamespace -

ZH iR i
IR

driverName HBlock CSI BXzh 44 Fx . v
BUE: #rdeal, KEUEZ 1~63, Raeth
HERk, B A EORERL AR, B
LA REE I k. 2R R LRSS .
FRIME N stor.csik8s.i0.
R {E[F— Kubernetes Z£# 71, HBlock CSI 3K
BAFRLIME—, AREEH.

driverNamespace HBlock CSI 455E ) Kubernetes iy % =5 [0l #7ia % | /&
%% £ HBlock CSI, AAAUNTEE S E ANF ) fir 44
] o
HE: WIUNCAAAER Kubernetes iy 44 ¥ [A] .
BOMEN: default.

iscsiOnHost SEAP R A A HAE ENLE B &

EIER
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® true: FIJFIRZAS, iscsid. multipathd 5747 iERE

HI 1 E AL B

® false: KHMPIRA, iscsid. multipathd SF3 EFE
1 CSI POD Ji3 8l (A 5

BRIME A false.

Ve W TFRITE [ — Kubernetes £EHF 2235 %
£ HBlock CSI 8¢# HARAG M, HUE N true.

b) PATREEA .
RO A2 7 I ICH CRDs, WEHAT Flar4:
VB : 75 O PR AH 9% CRDs SZ#F Kubernetes Snapshot [ vl AP,

cd charts/csi-driver-stor/

helm install stor ./ --skip-crds

R AR 2R IE IS CRDs, iEHUAT F 44

cd charts/csi-driver-stor/

helm install stor ./

ZHESERUR, ATCLEZILLF pod. HBlock ) plugin DA} Sidecar 48 1E % J8 2] :
BB : WIR Kubernetes i 4 A1 FE default, 724 H 74 kubectl get pod -n namespace £ ifi.

[root@server csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wrdtb 4/4 Running © 5ml1@s
csi-storplugin-node-41zr9 2/2 Running © 5m1es
csi-storplugin-node-jx95c 2/2 Running © 5m10s
snapshot-controller-0 1/1 Running © 5m10s
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4.1.3 docker FABSNEEHN SR

E SRR, A LM RA 7 3 %3 HBlock CSI#fifF, @4 ff Kubernetes A 7 ik
RN H P Al m s G BB, ABSEE S YAML SO image Hiki 9 AL 6
AR L, BT 2R A R AT 58 22 23

FEAERF T — & IS4 AT T HEAERAE (BL 1.5.1 9 X86 hiA A -

1. fREz3ea.

unzip stor-csi-driver-1.5.1_x64.zip

2. AR

cd stor-csi-driver-1.5.1 x64

docker load < stor-csi-driver.tar

3. HERFERINE.

docker tag stor-csi-driver:1.5.1 XXX.XXX.XXX.XXX:port/stor-csi-driver:1.5.1

docker push xxx.xxX.xxx.xxx:port/stor-csi-driver:1.5.1

Hdr, xxx.xxx.xxx.xxx:port NG HIbE
4. BEMLE.

cat /etc/docker/daemon.json

5. &% YAML &51% $ Bt bt .

& charts\csi-driver-stor\values.yaml SC £ H csiStorPlugin F{E A XXX XXX XXX.XXX:port/stor-

csi-driver:1.5.1,

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: XXX.XXX.XXX.XXXx:port/stor-csi-driver:1.5.1

6. 1t Kubernetes master 17 siHATHBE A, HEATIEMF 0043,
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R A7E[A— Kubernetes S8+ %44 2 & HBlock CSI, ¥ charts 73 iUA [|] S 4F 352,

HEMWBEZ K.

a) MRIPEETE S, HIWE B IEEL charts/csi-driver-stor/value.yaml F iscsiOnHost. 15
%42 % HBlock CSI, 475 ZAELX charts/csi-driver-stor/value.yaml ] driverName

F1 driverNamespace »

28 ik =i
IR
driverName HBlock CSI Xzl 4 75 . =

BUE: T/, KEEHEE 1~63, Haghh
HERE BT A AORERLOA R, HAGE
R REE I k. 2R IR LRSS .
BRINE A stor.csik8s.io.

HER: 7E[A— Kubernetes 228+, HBlock CSI 3K
AR IME—, AREEH .

7

driverNamespace HBlock CSI 455 ] Kubernetes iy % 45 ]« 45 5
3£ % HBlock CSI, WAUARES EANIFE

1A

HER: DAUNCELAFER Kubernetes i 4 7 [A] .

BEA: default.

%
#

FD

iscsiOnHost SPAPEERE A TS HE ENLE B

B

® true: FJJFIRZ, iscsid. multipathd ¥4 HEFE
H 15 AL sl .

® false: FMIIRAS, iscsid. multipathd <74 i FE
Hi CSI POD J& 3 I

BRINE K false.

YA . W RIFE R — Kubernetes SE4E 236 2

% HBlock CST 5l HoAbAh 1, HUEN true.
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b)  PATLBERIA:
R O e 17 IRBAHSCH CRDs, EHAT Tlar 4
Ve : 75 E O LR IGAE 5¢ CRDs 3 #F Kubernetes Snapshot [ vl API.

cd charts/csi-driver-stor/

helm install stor ./ --skip-crds

WSRO 2R PRI AR R ) CRDs, T AT T 41 &

cd charts/csi-driver-stor/

helm install stor ./

ZIESER)E, FILUEFE|PLT pod. HBlock ) plugin PA N Sidecar %548 1E 5 JH 81
BB : WIR Kubernetes iy % 2 [A]9E default, 75244 H 474 kubectl get pod -n namespace £ .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-qtvkd 4/4 Running © 44m
csi-storplugin-node-d2tkb 2/2 Running © 44m
csi-storplugin-node-x9w2h 2/2 Running © 44m
snapshot-controller-0 1/1 Running © 44m
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4.2 EE;

PiB: % Kubernetes fE#EHE% 7 £ % HBlock CSI, FHER EXM MM ZEKRAET, KIKEK
AT EN AR A o

WEREEE CSI, BWBEMIBRTRR, SR/5TEBR sc. statefulsets pods pve. pv, FEEATEIZL.
1 3RAT T 50 i 2 IR B A O S48

kubectl delete volumesnapshots -n namespace --all
kubectl delete volumesnapshotcontents -n volumesnapshotcontentname

kubectl delete volumesnapshotclasse volumesnapshotclassname

2. ATPAHAT T 275 PR sc statefulsets pods pves pve XIT pod. pve. pv, WhZiiRg I
¥ pod > pvc > pv $UAT MIBR Ay 2
® HER sc:

kubectl delete sc scname

® MR statefulset:

kubectl delete statefulset statefulsetname --cascade=true -n namespace

o i I-’lx/ﬂé pod:

kubectl delete pod podname -n namespace

® R pve:

kubectl delete pvc pvcname -n namespace

® JHER pv:

kubectl delete pv pvname -n namespace

3. fELSERAE charts/csi-driver-stor $HAT EI 2 fy 2 E13k CSI.

helm uninstall stor
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4.3 AL
4.3.1 iscsid SFHFHEBMUBEATHH K

VI RESEREVIE iR T

3.

® FHERTHINA values.yaml 15 S 4 iscsidOnHost (1.5.1 Z RiiRAARER B %S
B, AHJEHA values.yaml 1A iscsidOnHost {3 values.yaml H1 24§
iscsidOnHost 1% & A false.

® THEHTHINAS values.yaml 1 iscsidOnHost 4 false, FHZJ5 A values.yaml H 2%
iscsidOnHosts 1 & A false.

® TH T T2 )5 values.yaml H ) Z4L iscsidOnHost #5°A) true.

BRIKEN A EREZR SR ABRBI TR docker AR RGBT 2 = 571 IR,

SNEBHT RIS .

FETFHR A charts/csi-driver-stor N2 values.yaml, f#3: HBlock #H2<Ht & 5 T 2% Hif ik

ENp IR

TETH R WA K charts/csi-driver-stor 04T 31 ar 2T+ -

helm upgrade stor ./

4.3.2 iscsid ST HIEB I BITE EN HOHR
A GBS %7 BT

THHT B RAS values.yaml FH 3 S 30 iscsidOnHost (1.5.1 Z BiRA AN fE & B iZ S50

F 25 values.yaml H1 24 iscsidOnHost % & A true.

THERGTHIRRAS values.yam] F1 33 iscsidOnHost ¥ & A4 false, JF4%J5 values.yaml H1 5%
iscsidOnHost % & 4 true.

FiE CSIAHFRNSS, VLRSS 4 POD fra ks, WHiTHE AL, $UTFo&4 ),
B P PATRIE PV MHBR PV, POD H:#i 7. #H# POD % CSIAH KRS .

kubectl delete daemonset csi-storplugin-node

2.

7E Kubernetes T 1 slave 75 &5 AL 223 iSCSI L H., FFAC & /etc/iscsi/iscsid.confo
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a) %% iSCSI LA,
® N EAE RS CentOS/RHEL, i %¢3E iscsi-initiator-utils, Z3EaA 11 .

yum -y install iscsi-initiator-utils

® ¥ E R4 & Ubuntu/Debian, 34 0F:

apt install open-iscsi

b) 1&/etc/iscsifiscsid.conf Fit & A4 .

#TH A iscsi target T HBNKE, A43¥ iscsid.safe_logout ¥ & ¥ No

iscsid.safe_logout = No

c) fEXTE ENLEBh iSCSIHEFE .

systemctl enable iscsid
systemctl restart iscsid
# I iSCST HEFERASIEH

systemctl status iscsid

3. {E Kubernetes B I slave 75 54 EALALE MPIO.
a) %A MPIO.
B W C 2% MPIO, 2R IE IR,
® Xf T CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-1libs

® XIT Ubuntu:

apt install multipath-tools  #Ubuntu

b) A& MPIO.

1) &l /usr/share/doc/device-mapper-multipath-X. Y.Z/multipath.conf (I X Y.Z
4 multipath FJSEPRIRA S, TEHRYE 92 brfE L & 4L multipath.conf) 3|
/etc/multipath.conf.

2) fE/etc/multipath.conf H 38 N0 T g & -

R fic B M multipath.conf H, W15 multipath #5415 devices #4>HF A AHFI S %L,

multipath ' ZHUE S o devices PHIZHUA. T IEH A HBlock %%, 75 XM ER

multipath H1 5 715 B R i 24
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defaults {
user_friendly_names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"
rr_weight priorities
no_path_retry queue
prio alua
}
}

¢) HJ3 multipathd ARk 5%
® XIT CentOS

systemctl restart multipathd # CentOS

systemctl enable multipathd

® XF Ubuntu

systemctl restart multipath-tools.service

# Ubuntu

B AR NS .

5. TEFFZFRAI charts/csi-driver-stor N values.yaml:
® i1l HBlock MHIGHLE 5 FH L i A AH A .

® iscsidOnHost B N true.

LETH % A [ charts/csi-driver-stor 04T T 16y 4 T+4% -

TH R EREZE R ANEBRTRA K docker AERAFRB TR Z WAL,
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helm upgrade stor ./

7. THRERA:
® i A% CSIPOD, $UAT ps -ef , TN 4 W% A #EFE: multipathd -f, iscsid -fo
® T LLYETE EHUESHFES] POD, AT SRR, HIATIREIER .
® )5 Kubernetes T [ slave T EHLTT &, MHINSAF5= POD e IERIE 3. (WAL
EEEWE R, kg, >
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4.4 BLERY
4.4.1 % E HBlock fHXEE

HBlock CSI ##if4i@id 1 F HBlock [¥) HTTP RESTful API #HT /7146 & B AE, Flintlad s,
MIBRE . ¥ 6%, 752 EG{FU7 17 HBlock RESTful API 1) URL il Flug
YLBA: SZEPNE 2 A HBlock, f#5: HBlock HALRA . HBlock SRR -
A LA R R 20 SR 1 B HBlock U5 Al HidE
() B E S, IR G E S
1. &2 charts/csi-driver-stor/values.yaml it & 3C£F, FCE HBlock Vil Ui al 7 4
G, .

driverName: stor.csi.k8s.io

driverNamespace: default

iscsiOnHost: true

csiProvisioner: registry.aliyuncs.com/google containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.1

storConfig:

configlson: |-

"clusterID": "clusteri",
"apiEndPointList": [

"https://XX.XX.XX.XX:xXX",
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"https://xx.xx.xXX.xXx:xx",
"https://xx.xx.xx.xx:xx"
1,

"storProvider": "xx",

"csiApiTimeout": 480

I
{
"clusterID": "cluster2",
"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xXx.XX.XX. XX XX",
"https://xx.xx.xx.xx:xx"
1,
"storProvider": "xx",
"csiApiTimeout": 480
}
]
userkKey:

IFSKIHsSKICJjbHVzdGVYySUQiOiAiY2x1c3R1cjEiLCAKICI1c2VybmFtZSI6ICIhZGlpbiIsCiAicGFzc3dvemQiOiAic2tza2RuZEQwIgogfSWKIHSKI

CJjbHVzdGVYySUQiOiAiY2x1c3R1cjIiLCAKICI1c2VybmFtZSI6ICI4eCIsCiAicGFzc3dvemQiOiAieHgiCiB9Cl0=

chap:

# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl

clusterMode: true
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# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block -volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1un®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:

enable: false
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# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap

localcChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL

# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-

encrypt

localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: luno4

snapshots:

# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:

enable: false

clusterId: clusterl

sourceLunName: lul

snapshotName: si

89




X8R HELM 77 2 ffi Fl 457

State Cloud

¥R

S| R y YA
R

driverName HBlock CSI 3Kz %4 FK =

W TR, KETER 163, RS, 5
o ARORERAROMR, RIS BRI k.
S LSS

ERINEN stor.csi.k8s.i0.

driverNamespace | HBlock CSI 455 [f') Kubernetes iy 4 %5 ] . &
EE: VIAUACEAFLER Kubernetes iy 44 75 [A] .
BAMEA: default.

iscsiOnHost SEERE AR T HAE ENLE B &

HUH -

® true: FTJFIRZS, iscsid. multipathd ¥4 HERE i7g EALE
ANAE.

® false: KPR, iscsid. multipathd SF3#EFE 1 CSI POD
JE B

BRIMEA falses

Ao

storConfig HBlock fit 15 & -

e

clusterID & & HBlock 4511, fE csi-configMap HHE—,
BE: rrrdtal, KEVEH R 1~256, WRIEE T EE
FOMBEMZ (0, FRXO KNG,

apiEndPointList HBlock ]I 45 %% TP it & API i IS, B ©4KEL T &
HBlock IP il API 3 5 ) Kubernetes service 184 .

5 HBlock MRS %% 1P ikt & API % 151, 40 SR 5ERE
fR, SESEERE TR TP bk Ko APT 3% 105 40 SR BHLAR,
RIS —AEpmr,

Pt

storProvider HBlock 7= i % F
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HWfH: HBlock,
csiApiTimeout & & HBlock fill & LUN HJSE RIS H], FESEAFITAI A LUN Al | &
R, R, SRS ER
HUfE: IEEEEL, BRIMECH 480, HAL2FD.
EE: S HBIME.
userKey X4 HBlock IARIR L FH P 44 B3R5 (1 45 5 1) base64 % 7
i,
userKey M4fidid#2, A2 WECE HBlock T [R] F /42 M %
1.
chap AR E . 5
decryptFlag mEmEENR, B’ENtue FH) X false CREAD | 2
(¥ Base64 % i 745 5 o
TR
® dHJ1ZQ==: JAH/N%, true ¥ Base64 Fifil.
® ZmFsc2U=: AJFHINE, false i) Base64 gl
decryptData IN2 B 4H . %A
VLB : EHINE, hSHUbIE.
BUE: JEI5R 16 A7 5F 8 . T8 ZEXHEIS 1T Base64 4
i,
decryptData [t 2 A LA 2 WLEC B 2 = .
example I B S FHEBIRTF S, LB 58K storConfig. userKey 5
chap J&, FIF AT LodEE HFE — ARG, SREHIE HBlock
CSI & B4 n LLIEH B .
R WIETHSE, TEWEIIT AN false, Gt R
[y S i R

2. MHEE X, fE charts/csi-driver-stor N 4T 5 AL & v 2 o

helm upgrade stor ./
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() FHREGI 36AE HBlock Bt B A2 5 REh (ATE)
PiBH: % HBlock CSI HELE T %4 HBlock, #i3U{# FIFEFIAEZ k. 40 HBlock
CSIXfRE 2 4~ HBlock, I FFIE 2 4~%f B HBlock HIAEA] .
1. 3 )
(1) Bk E S charts/csi-driver-stor/values.yaml H example 17756, FT R
Example HZ##d

ZH

it1p%)

enable

PRs S ENCIE

® true: JTE/RH.

® false: JFafi/Rfl.

ER: WIETEHUGE, 2RI AN false, #EG5 IEASLE R

clusterld 5 7€ HBlock [FIARIH

clusterMode fi& 7€ HBlock J& R IL 2 # bR :
® true: HBlock £E#R .
® false: HBlock LA

chapUser CHAP INIERTH P % o WIS E S esi-secret-decrypt.yaml H ) decryptFlag N
true, 7520 CHAP MIEI A/ 44 Fl DecryptData BC & (% §1%1 21T AES

(ECP. paddinges7) BN, M4 5 045 R AT Base6d i, BARiE WACE N

B
T iUE: PR, KEGHEE 3~64, REeHFRE $r. Alri(.). H
B(-) TRIZ(_). B5CHHEM, FRXpRNG, HACH LR
ke

chapPassword | CHAP tAIER) S . 2R IEC B S csi-secret-decrypt.yaml H1 ] decryptFlag

true, i B4t CHAP L) %15 (# ] DecryptData fit & %5405 #£47 AES (ECP.
paddinges7) JN%, NG 45 T Base6d ifid, EARVELAREMBEZER .
INERTRUE: FRHREENR, KEUER 12~16, DAEEKEFEE. NEFEE
e NRIZOTEDPIRFERE, FERX 3RS,
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snapshot.enable | #& 5 /8 F PR HEAEH
® true: JiHl.
® false: ANJHH

clonePv.enable | J&15 )3 H v EFEH
® true: A,
® false: ANEH.

(2)  MNHBCE X, 7 charts/csi-driver-stor AT B HTHC B f7 2 o

helm upgrade stor ./

(3)  %iF HBlock CSI 2B TV m] LUIEH B H: Wi s BRG] DI #57 pod, MIZRIR
HBlock CSI mJVLIEH J5 o aniR PR AN so b5 Gl i o, 1d B IR AT v P D g 1IR3 .
(Ali%)

kubectl get pod
kubectl get volumesnapshots

kubectl get pvc

2. AFFIREG: BB TR, N TG IR SR e, U AR

(1) 1£ values.yaml HURFEFI T RAL N falses

(2) T4 helm upgrade stor ./ AL E .

(3)  #ATA4 kubectl get pod. kubect] get volumesnapshots. kubectl get pve 18 2 #E451 12
i

VLB AR FIREBIS, A EREGI 2R sc. statefulset. pod. pve. pvs
volumesnapshots, 1Y T2 E FIX L8 TT Y5 .

o
LT
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4.4.2 LB RHI

N F %

CSI (LA 1.5.1 fA N1 X # 4> HBlock, SEARERAI ML .

® clusterID Jy storl, XfRIEEREM. clusterID A stor2, XJRLEAUAR.

o ERERRMIARSS2E IP F1 API Jy: 192.168.0.64:1443. 192.168.0.65:1443. 192.168.0.67:1443 .
BANLIR B AR 25 2% TP AT APT 3 14 192.168.0.66:1443 .

® ERLIRI S LGN storusers hblock12@. EANLRRIKIFH & A1 25154 storuser
hblock12@. userKey J5f% Al A2 L E HBlock U 6 F P BB R~ H P TE 1. 2.

o ERERURIPHLGSAEH CHAP IE, WFFFH, WS HEREMFBERN.

® & FHFEH blockVolumes 57 PV B£45 (dynamicPv) , 3&ilF HBlock CSI /& 75 L4 A LA
R

BAEPR
() BEBCE SO, R R S
1. 1BEk charts/csi-driver-stor/values.yaml Ft & 3, BCE HBlock Uy stk Vjinl P 44
BT, In#s .

driverName: stor.csi.k8s.io

driverNamespace: default

iscsiOnHost: true

images:

csiProvisioner: registry.aliyuncs.com/google containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.1

storConfig:
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configlson: |-

[

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

Y

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

userKey: WwogICAgICB7CiAgICAgICAgIMNSdXNOZXJIJIRCI6GICIzdGOyMSISICAKICAgICAgICALIdXN1cmShbWUiOiAic3RvenVzZXIilLAogICAgICAEI
CIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHSKICAgICAgICAiIY2x1c3R1ck1EIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtZ

SI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgfQogICAgXQo=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl
clusterMode: true

# Sample of snapshot using dynamic pv.
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snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true

chapUser: user
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chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: s1

2. MHEE X, 7 charts/csi-driver-stor N W4T 5 AL & a2 o

[root@k8s-master csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Sun Apr 27 11:20:59 2025
NAMESPACE: default

STATUS: deployed

REVISION: 2

TEST SUITE: None

NOTES:
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The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.1

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
}s
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.66:1443"
1,
"storProvider": "HBlock",

"csiApiTimeout": 480

(=) 1 FHRE1 563 HBlock it B /2 5 A (Alik)
V6B : Utk HBlock CSI HECE T 2 4 HBlock, MIFEZEIGHF 2 4 HBlock [RIREM .

® IGiF clusterID A storl ) HBlock (£EFERR)
I =LEEER R
(1) BEkt & S/ charts/csi-driver-stor/values.yaml H' example (K735, T FREH]
blockVolumes FIZNZS PV #£45], PRIBRITEFETF G, clusterID A storl, clusterMode

N true.
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images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.1

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: true
# Sample of clone pv using snapshot.
clonePv:
enable: true
# Sample of clone pv using dynamic pv.
clonePv:
enable: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block -volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true

# Sample of static pv. Path is templates/examples/block-volumes/static-pv
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staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==

# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
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statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: s1

(2)  MNHBCE X, 7 charts/csi-driver-stor N T B HECE 72 -

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 11:38:43 2025

NAMESPACE: default

STATUS: deployed

REVISION: 3

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.1

The Stor Cluster Info is: [

"clusterID": "storl",
"apiEndPointList": [
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"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",

"csiApiTimeout": 480

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  IGiE HBlock CSI 25 ] LIEH A WS 8 F R i) 57 pod, IR
HBlock CSI AJPAIER JAH o tn R PRI ve b5 At i Iy, 1t P FERI o0 [ D e IR %5 o

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wr4tb  4/4 Running 2] 62m
csi-storplugin-node-41zr9 2/2 Running ] 62m
csi-storplugin-node-jx95c 2/2 Running ] 62m
my-csi-app-block-dynamic 1/1 Running 2] 18m
snapshot-controller-0 1/1 Running ] 62m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshots

NAME READYTOUSE ~ SOURCEPVC SOURCESNAPSHOTCONTENT ~ RESTORESIZE  SNAPSHOTCLASS SNAPSHOTCONTENT CREATIONTIME  AGE

csi-dynamic-snapshot-block  true csi-pvc-local-block 1 csi-dynamic-snapclass-block  snapcontent-53f92ad6-faa9-47c7-850a-d7304a4b1594  3m35s 3m4ls

[root@k8s-master csi-driver-stor]# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

clone-pvc-from-pvc-block Bound pvc-34e4f98f-4a87-4a38-9a4d-633940160c09  1Gi RWO csi-stor-sc-local-dynamic-block  6m25s
clone-pvc-from-snapshot-block  Bound pvc-37f0324c-2836-4979-8b4de-858c3ce3df54  1Gi RWO csi-stor-sc-local-dynamic-block  6m25s
csi-pvc-local-block Bound pvc-47fef833-791d-4a3b-b93b-c94f198c9d3b 1Gi RWO csi-stor-sc-local-dynamic-block 6m25s.

2. (FHRWESI RG] @R EH TRE, SN TS IR S o, d WU A .
(1) {E values.yaml /1, ¥4 dynamicPv IR PRIGHT TR B E N false.

images:
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csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot -controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.1

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: storl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block -volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true
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lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false

clusterId: clusterl
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clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl

sourceLunName: lul

snapshotName: s1

(2)  #ATAT4 helm upgrade stor ./H AL & -

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 13:54:58 2025

NAMESPACE: default

STATUS: deployed

REVISION: 8

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.1

The Stor Cluster Info is: [
{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1,

"storProvider": "HBlock",
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"csiApiTimeout": 480

¥

{
"clusteriD": "stor2",
"apiEndPointList": [

"https://192.168.0.66:1443"

1
"storProvider": "HBlock",
"csiApiTimeout": 480

}

]

(3) AT 4 kubectl get pod Fa &GS 15, & NIAIER POD. i PVC #A
1A1E, BIud BAFEE 5 .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE

csi-storplugin-controller-79df7bf49c-wrdtb 4/4 Running © 3h19m
csi-storplugin-node-41zr9 2/2 Running © 3h19m
csi-storplugin-node-jx95c 2/2 Running © 3h19m
snapshot-controller-0 1/1 Running © 3h19m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshots
No resources found in default namespace.

[root@k8s-master csi-driver-stor]# kubectl get pvc

No resources found in default namespace.

® Il clusterID 4 stor2 ff) HBlock CFRATLAR)
1. 3 FEE.
(1) 1B B SO charts/csi-driver-stor/values.yaml 7 example fJF3%, T IFRER]
blockVolumes H1[{12h#& PV FEI . PRERFI T RETF G, K clusterMode MHUEE A

false, clusterld A4 stor2.

images:

csiProvisioner: registry.aliyuncs.com/google containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
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csiSnapshotter: registry.aliyuncs.com/google containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.1

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: stor2
clusterMode: false
# Sample of snapshot using dynamic pv.
snapshot:
enable: true
# Sample of clone pv using snapshot.
clonePv:
enable: true
# Sample of clone pv using dynamic pv.
clonePv:
enable: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block -volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem

filesystemVolumes:
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dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localcChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:

enable: false
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clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: si

(2)  MNHBCE X, 7 charts/csi-driver-stor AT B H AL E a7 2 o

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 14:07:14 2025

NAMESPACE: default

STATUS: deployed

REVISION: 9

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.1

The Stor Cluster Info is: [

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480
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"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  IFE HBlock CSI &5 & n] AR B A @R a H BB I 57 pod, WIERR
HBlock CSI A PLIEH 5 H o an PR S G e oy, d W PR RN o FE D RE IR

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wrdtb  4/4 Running @ 3h31m
csi-storplugin-node-41zr9 2/2 Running @ 3h31m
csi-storplugin-node-jx95¢c 2/2 Running @ 3h31m
my-csi-app-block-dynamic 1/1 Running © 38s
snapshot-controller-0 1/1 Running @ 3h31m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshots

NAME READYTOUSE ~ SOURCEPVC SOURCESNAPSHOTCONTENT ~ RESTORESIZE ~ SNAPSHOTCLASS SNAPSHOTCONTENT CREATIONTIME

csi-dynamic-snapshot-block  true csi-pvc-local-block i, csi-dynamic-snapclass-block  snapcontent-eadd468b-0024-4378-8957-8c4da77bb94d  48s

[root@k8s-master csi-driver-stor]# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
clone-pvc-from-pvc-block Bound pvc-a5979ae5-ddda-4c48-bOc7-077c838645fe  1Gi RWO csi-stor-sc-local-dynamic-block  66s
clone-pvc-from-snapshot-block  Bound pvc-91b8c7f7-cd75-4028-a616-547b415f2a8e  1Gi RWO csi-stor-sc-local-dynamic-block  66s
csi-pvc-local-block Bound pvc-d8676b60-a20f-4cbf-8fd3-d97e7a9fc32d 1Gi RWO csi-stor-sc-local-dynamic-block 66s

2. (FHRWESI RG] R B 7RG, O TS IR R S ph o, @ WU A .
(1) 1E values.yaml #, ¥ blockVolumes #1225 PV FEG . TR HE AN o B 5% 15 B AT

false.

images:

csiProvisioner: registry.aliyuncs.com/google containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot -controller:v6.3.0
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csiStorPlugin: stor-csi-driver:1.5.1

# Samples of pod, pvc and storageclass

example:

# Mode of block

blockVolumes:

# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv

dynamicPv:

# Sample of statefulset with dynamic pv.

enable: false
clusterId: stor2

clusterMode: false

# Sample of snapshot using dynamic pv.

snapshot:

enable: false

# Sample of clone pv using snapshot.

clonePv:

enable: false

# Sample of clone pv using dynamic pv.

clonePv:

enable: false

statefulset:

#

enable: false
clusterId: clusterl

clusterMode: true

Path is templates/examples/block-volumes/statefulset

Sample of static pv. Path is templates/examples/block-volumes/static-pv

staticPv:

enable: false
clusterId: clusterl
clusterMode: true

lunName: 1lun@5

# Mode of filesystem

filesystemVolumes:

dynamicPv:

# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local

local:

enable: false

clusterId: clusterl

clusterMode: true

# Sample of snapshot using dynamic pv.

snapshot:
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enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: 1luno4

snapshots:

# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:

enable: false

clusterId: clusterl

sourceLunName: lul

snapshotName: s1
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(2) #4742 helm upgrade stor ./ H AL & -

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 14:13:27 2025

NAMESPACE: default

STATUS: deployed

REVISION: 10

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.1

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
¥
{

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  PAT A4 kubectl get pod K EFEF R A ER, = WIAIER POD. HERAT PVC #iA
1F1E, BIud BAFE 5 .

[root@k8s-master csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wrdtb 4/4 Running © 3h37m
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csi-storplugin-node-41zr9 2/2 Running © 3h37m
csi-storplugin-node-jx95c 2/2 Running © 3h37m
snapshot-controller-0 1/1 Running © 3h37m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshots
No resources found in default namespace.
[root@k8s-master csi-driver-stor]# kubectl get pvc

No resources found in default namespace.
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45 FAABFR

i} HELM 77302235, Bc & HBlock CSI iiIhfG, W PAZIR R ¥ vk G52 PV, 314 PV,
A& PVC:

PR B FH TR RN 28 S PV 3074 PV 3074 PVC (B AR R) .
28 charts\csi-driver-stor\templates\examples N IFEG], Gl JE T HOWES PV, I8
PV. )& PVC, i/ HELM BT . SRS H0T L2 A8 B 7 R 1 2 50
B

HR: A ECHPY, PVC, POD HIEHLE A AT BAEIEFI charts 1, TEH ' H
1T
charts\csi-driver-stor\templates\examples %25 B2 01~ (L 1.5.1 1) X86 A A i)

[root@server stor-csi-driver-1.5.1_x64]# cd charts/
[root@server charts]# cd csi-driver-stor/
[root@server csi-driver-stor]# cd templates/
[root@server templates]# cd examples/

[root@server examples]# tree

F—— block-volumes

F—— filesystem-volumes

—— dynamic-pv
—— 00-snapshot.yaml
—— 01-snapshotclass.yaml
F—— clone-pvc-from-pvc.yaml
F—— clone-pvc-from-snapshot.yaml
—— csi-app-local-pvc-block.yaml
—— csi-pvc-local-block.yaml

L—— csi-storageclass-local.yaml

|
|
|
|
|
|
|
—— statefulset
| —— csi-app-stateful-local-block.yaml
| L—— csi-storageclass-local-stateful-block.yaml
L— static-pv
—— csi-app-local-pv-block.yaml
F—— csi-pvc-local-nocreate-block.yaml

L—— csi-pv-local-block.yaml
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| F—— dynamic-pv
F—— 1local

F—— 00-snapshot.yaml
—— 01-snapshotclass.yaml

—— clone-pvc-from-pvc.yaml
F—— clone-pvc-from-snapshot.yaml
—— csi-app-local-pvc.yaml

—— csi-pvc-local.yaml

L—— csi-storageclass-local.yaml

F—— 1local-chap

F—— csi-app-local-pvc-chap.yaml
—— csi-pvc-local-chap.yaml

L—— csi-storageclass-local-chap.yaml

L—— local-chap-decrypt

F—— csi-app-decrypt-local-pvc-chap.yaml
—— csi-pvc-local-chap-decrypt.yaml

L—— csi-storageclass-local-chap-decrypt.yaml

| —— statefulset

—— csi-app-stateful-local.yaml

L—— csi-storageclass-local-stateful.yaml

| |

static-pv

F—— csi-app-local-pv.yaml
F—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

L—— snapshots

L

static-snapshot

F—— snapshot-content.yaml

L—— snapshot.yaml

13 directories, 32 files
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5.1 #Eik

HBlock CSI #8iF3Z £5F LA T P Fh 1) e e fe i) o7 =K
o Fific B O RIE, % HBlock H & A B R LT 3] Kubernetes o
o ZIAGIEERIR: AR HTSCAAERRIE, TZiEid PVC 3SR #IRIE,

5.2 Tilic & 6 2R
5.2.1 TRECE 61 1R AR
B4 : HBlock % CUAFE R AR,

CINYSCRURY 2 ST RelfE L NG
1. 1% VolumeSnapshotContent 1] YAML fit & 1.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotContent
metadata:
# If there is a conflict with other VolumeSnapshotContent, you can change it to another name
name: csi-static-snapshot-content
spec:
deletionPolicy: Delete
driver: stor.csi.k8s.io
source:
snapshotHandle: clusterID:sourcelLuName:snapshotName #clusterID, HB J§i#:, HB [{ItR[H
volumeSnapshotRef:
name: csi-static-snapshot #snapshot /] name: csi-static-snapshot XfN, CSI HER[EK4 5
namespace: default

VolumeSnapshotContent ] B 3 HS¥ .

S i3 E
WHIE
metadata.name VolumeSnapshotContent [ F5x . &
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A PRI

spec.deletionPolicy

R e HS . MIBR VolumeSnapshot i G2 i J il

VolumeSnapshotContent #:1E, )5

DeletionPolicy 2 5K IREHAT -

® U1} DeletionPolicy #& Delete, JiKJZ /7 fifi Rk
H& 2= F1 VolumeSnapshotContent — it # i
238

® IR DeletionPolicy #& Retain, Ji)Z Al

>

VolumeSnapshotContent #i2x# £ 5

=]
e

spec.driver

HBlock CSI ZXZ) 44 FK
HU{& : HBlock CSI Z¢ 25} X5 4 FK o

spec.source. snapshotHandle

HBlock H PP

EiWAF

clusterID:sourceLuName:snapshotName

® clusterID: csi-configMap.yaml H1/iC & [
HBlock HIFRIH

® sourceLuName: HBlock H I IEE 144
PR o

® snapshotName: HBlock 1 ERIE ) 42 FK .

spec.volumeSnapshotRef.name

PR, 24 HBlock TREHLES 2] Kubernetes
iy, HAFRTE 5 VolumeSnapshot Ft & 4

] metadata.name ffiF—%zk,

fim

spec.volumeSnapshotRef.namespace

el 1
BB : HBlock CSI Z23E 4552 ] Kubernetes £
PASICIEZY i

Fm

2. & VolumeSnapshot ] YAML fit & 14

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot

metadata:
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name: csi-static-snapshot
# Set to the actual namespace
namespace: default
spec:
source:
# If there is a conflict with other VolumeSnapshotContent, you can change it to another name

volumeSnapshotContentName: csi-static-snapshot-content

VolumeSnapshot FAC B XS %

S 3% =5
IR
metadata.name RIBLZFR. FHEY P

VolumeSnapshotContent it & SC {4 H ]
spec.volumeSnapshotRef.name frfF—
Y

metadata.namespace i 44 7 ] =
HUfE: HBlock CSI %230 465 (1)

Kubernetes iy 44 25 [8] 2 K o

A

spec.source.volumeSnapshotContentName | VolumeSnapshotContent ¥4 FK .

3. M. VolumeSnapshotContent 1 VolumeSnapshot [1Jfic & S 1F .

kubectl apply -f VolumeSnapshotContent.yaml

kubectl apply -f VolumeSnapshot.yaml

4. BEMPE,

kubectl get volumesnapshots [snapshotName] [ -n namespace ]
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N 375t HBlock Y5454 lunal, RN lunal-snapshot, 7E CSI H G PLEE csi-static-

snapshot-lunal.

1. fil% VolumeSnapshotContent f*JC & S 4 snapshot-content-lunal.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotContent
metadata:
name: csi-static-snapshot-contentl
spec:
deletionPolicy: Delete
driver: stor.csi.k8s.io
source:
snapshotHandle: clusterl:lunal:lunal-snapshot
volumeSnapshotRef:

name: csi-static-snapshot-lunal

namespace: default

2. fI% VolumeSnapshot [¥JIC & LA snapshot-static-snapshot-lunal.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-static-snapshot-lunal
namespace: default
spec:
source:

volumeSnapshotContentName: csi-static-snapshot-contentl

3. W VolumeSnapshotContent 1 VolumeSnapshot [1FC & 1.

[root@k8s-master stor-examp]# kubectl apply -f snapshot-content-lunal.yaml
volumesnapshotcontent.snapshot.storage.k8s.io/csi-static-snapshot-contentl created

[root@k8s-master stor-examp]# kubectl apply -f snapshot-static-snapshot-lunal.yaml

volumesnapshot.snapshot.storage.k8s.io/csi-static-snapshot-lunal created

4. BAEDEE,

[root@k8s-master stor-examp]# kubectl get volumesnapshots

NAME READYTOUSE ~ SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE  SNAPSHOTCLASS SNAPSHOTCONTENT CREATIONTIME  AGE

csi-static-snapshot-lunal true csi-static-snapshot-contentl 1 csi-static-snapshot-contentl  7ml2s

8mds
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5.3 Bh7S O R R
5.3.1 ThiSEIE R

GUE/ G
® 44 HBlock FHC/Y PVC, HXMif¥] HBlock 45 Local £
® TEPATILEAEZ AT, WEHIRREN T AEEE O AL, RES & P miEs, &
iR PR C A FP RS b G PRI ET:
B ORJE block B ER 7 WPAT sync &
B R filesystem R IG: WHRE Ui FF sync -f (A[LLEE sync --help fiF
AEERGLF , R IHHAT sync -f 74 BTER P uiT sync f14 .

CIRYSGibORY P Jille s RS PN G
1. % VolumeSnapshotClass ] YAML [it & 34

apiVersion: snapshot.storage.k8s.io/v1

kind: VolumeSnapshotClass

metadata:
# If there is a conflict with other VolumeSnapshotClass, you can change it to another name
name: csi-dynamic-snapclass

# Set to the actual driver name

driver: stor.csi.k8s.io

deletionPolicy: Delete

VolumeSnapshotClass ] YAML Bt B X 4S54 :

Y Hik i
g
metadata.name VolumeSnapshotClass ] 4% FK . =
driver HBlock CSI BRB) %4 F5% - &
HU{#: HBlock CSI %% HIUKEN 44 FK o

2. % VolumeSnapshot [) YAML fig & S 1F.

apiVersion: snapshot.storage.k8s.io/v1

kind: VolumeSnapshot

metadata:
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name: csi-dynamic-snapshot
# Set to the actual namespace
namespace: default
spec:
# If there is a conflict with other VolumeSnapshotClass, you can change it to another
name
volumeSnapshotClassName: csi-dynamic-snapclass

source:

persistentVolumeClaimName: csi-pvc-1local

VolumeSnapshot ] YAML Bt & SCH-23

ZH i3 pogiy
PME

metadata.name CSI H IR 1) A 7R =

metadata.namespace i 44 23 [ &

HUfti: HBlock CSI 2234 E 1K)

Kubernetes 77 %4 25 [0 2 F5

Fm

spec.volumeSnapshotClassName VolumeSnapshotClass HJ 44 F% .

o

spec.source.persistentVolumeClaimName | CSI # PVC [ 4% F.

3. W.H VolumeSnapshotContent I VolumeSnapshot HJFC & 44

kubectl apply -f VolumeSnapshotClass.yaml

kubectl apply -f VolumeSnapshot.yaml

4. BEHEMRME,

kubectl get volumesnapshots [snapshotName] [ -n namespace ]
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MF3%%: VolumeSnapshotClass ] % #5 A csi-dynamic-snapclass-block, PVC 44 %A csi-
pvc-local, £ CSI H AR csi-dynamic-snapshot-block-1 .

1. 8% VolumeSnapshotClass [fJHC & (A4 csi-dynamic-snapclass-block-snapshotclass1.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:

name: csi-dynamic-snapclass-block

driver: stor.csi.k8s.io

deletionPolicy: Delete

2. flE VolumeSnapshot HEC & A+ csi-dynamic-snapshot-block-1.yaml.

apiVersion: snapshot.storage.k8s.io/v1l

kind: VolumeSnapshot
metadata:
name: csi-dynamic-snapshot-block-1
namespace: default
spec:
volumeSnapshotClassName: csi-dynamic-snapclass-block

source:

persistentVolumeClaimName: csi-pvc-local

3. MW E 4 VolumeSnapshotClass A1 VolumeSnapshot & 44

[root@k8s-master stor-examp]# kubectl apply -f csi-dynamic-snapclass-block-snapshotclassl.yaml
volumesnapshotclass.snapshot.storage.k8s.io0/csi-dynamic-snapclass-block created
[root@k8s-master stor-examp]# kubectl apply -f csi-dynamic-snapshot-block-1.yaml

volumesnapshot.snapshot.storage.k8s.io/csi-dynamic-snapshot-block-1 created

4. BB,

[root@k8s-master stor-exanp]# kubectl get csi -dynamic -snapshot-block -1

NAME READYTOUSE ~ SOURCEPVC SOURCESNAPSHOTCONTENT ~ RESTORESIZE ~ SNAPSHOTCLASS SNAPSHOT CONTENT CREATIONTIME  AGE

csi-dynamic-snapshot-block-1  true csi-pvc-local 1 csi-dynamic-snapclass-block  snapcontent-afofd37b- 32ff-428e-b94c- 52509324763  5m50s 5m53s

123



= e

X8R AT %

6 BlEmbEE

6.1 BT RBEERIES
6.1.1 BT RBOERIES

B3R CSIH CAArrERIE.

CIRYSGibOND w7 Jeilfe -l e o

1. BIE 5K StorageClass it B X (AlE)
YLl : R RIS A w5 StorageClass fYE%: StorageClass #FA77E, (HZHUE A,
I LA 5 % StorageClass H 1B A HE

apiVersion: storage.k8s.io/v1l

kind: StorageClass

metadata:
name: csi-stor-sc-local

provisioner: stor.csi.k8s.io

parameters:
clusterID: clusterID
storageMode: Local
sectorSize: sectorSize
localStorageClass: LlocalStorageClass
minReplica: minReplica
redundancyOverlap: redundancyOverlap
ECfragmentSize: ECfragmentSize
highAvailability: highAvailability
writePolicy: writePolicy
isMultipath: isMultipath
pool: pool
cachePool: cachePool

flattenVolumeFromSnapshot: "false"
maxCloneDepth: maxCloneDepth
maxSessions: maxSessions
serverNumbers: serverNumbers

faultDomains: faultDomains

chapEnable: "false"
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chapUser: username

chapPassword: password
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

TefEB ) StorageClass FCE X S35

S 5% piy
R
metadata.name StorageClass 14 FK o &
provisioner HBlock CSI BX%) 4 K . &
WU : HBlock CSI ‘%I HIEKEN 44 7R o
parameters.clusterID csi-configMap.yaml A E 1) HBlock FIFRiR. & | &
FEHJRER clusterID {RFF—Eo
parameters.storageMode G AR A i
HUf: Local. BRIMEA Local,
parameters.sectorSize X KN ARPER P SO R4 VO BAER B/ | 15
BRI E B B XK
HUfE: "512". "4096", AT, BRIMEN
"4096"
parameters.localStorageClass AHAEfE ORI AR A R B S &
HUH -
® single-copy: H.EIA;
® 2-copy: MEIA;
® 3-copy: —HIA;
® ECN+M: 2. Hri N MOvIE#
¥, N>M, H N+M<=128. FkHdh o &
BN AN B, AR M AR SR O -
ERIME N EC 2+1,
parameters.minReplica BNEIAEL R R - 4
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AT EIAERE, BEERAEN X, &DE]
AEONY (Y LFI<X) , ZHEFIREGAR, &
DY BEARENRT), AMARRE NS .
T EC N+M B4, R iZE R/ R A SR E
NY CUZHE NSYSN+M) , L2000 2 a2
Y BIBAE A H S N BT, A AR IR
EYN-2P

WU : #5. S TREIAE, BUETEREZ[LN], N
NEIAEXER AL, BRUIERN 1. XT EC
%, BUEYEELZEIN, N+M], ERIAEN N,

parameters.redundancyOverlap

BT BRI (UEBMESCR o FEHIRIIR
AT, F— BRI FEIAS 53 BRI A e
ANTE] AR, 2 B AIR I, A VAR YR
TURTTEIEIN, 4 247 B B A A [R]— A b
b, HRAAMEARFR path |

R WA R path, ESHA
A2

B : xTElAs, BUETEEZ[L, fA%], B
WA 1; T EC i, BUETEHE £,
M+N], BRMEH 1.

0

parameters.ECfragmentSize

AMIRGEL I B Ko BRI EC B
I, SEBEA AR, N .

HUE: 1. 24 4. 8. 16+ 32. 64. 128. 256,
512, 1024, 2048. 4096, A7/ KiB. BRIMEN

16.

oA

parameters.highAvailability

R . AR R E LS.
HA .
® ActiveStandby: JHaN T4, %A IREN N

iyl
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Target A IQN.
® Disabled: ZEFIm AT A, 126 GO M
Target T [)—> IQN.
BRIME A ActiveStandby

parameters.writePolicy

15 SRR
HEER
® WriteBack: [F5, BIEIESAB|INAE,
ZIR 25 % 7 0 5 ), 5 B BN
G TR B R, R R
E10E7 5=
° WmamW@=%5,WﬁﬁﬁW5AWﬁﬁ
, IEMACERE D f5, TR R P i
G EH TR ERE R, SR
KA E, BRI S N EE 2 B S
Y5t
® WriteAround: %25, HIER S ANMIAL S RUR:
BN AT, BANBEERINIG, SLZR A%
FUu S . S T AR E PR E , PERE
TRAE, BE 25
ZRIMEN WriteBack .

0

parameters.isMultipath

#7318 F Multipath.

IEIER

® "true".

® '"false"

BRIME N "true"

ER:

® XHFFEMANTIIE, Bl"true"B "false"
® iR HBlock £RERR AL ) HBlock &35 A Ja

KA
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s

Fimar AL, Bl highAvailability A
Disabled, I4b7sE & E N false", &N«
# pod A B KM

IR & HBlock FAALA, AL 75 24 E N "false"

parameters.path

TR G Bl BBl B 3 (BURHLARGZRRD .
RGBT AR E RS Hax, (RS as e E
BN H %o

0

parameters.pool

FERBIAARR, Ron A ArEffih, SRR RARAE
A (BURBERRGZRR ©

BUE: KEERE 1~16, RAgHFRE, S
Bz (- . NRIZ (O HEL FRIX RN
5, HAGCHRF Ly RS Ik
BRVA IS At 47 i v

oA

parameters.cachePool

A TR, R R A i, BHEE E %
BNZAHAEILA (IEFERRCCR) .

BUE: KEERE 1~16, RAgHsRE, Her i
Bz (- NRIZk (O HEL FRIX RN
5, HOCGHF LRIk

IR A WACRAS K B R G A A7 o
ER: RS A A RE R R — M E
e

oA

parameters.flattenVolumeFromSnapshot

Fe 1 W T v B A 5 PRI 10 X R Bk

A -

® ‘"true".

® '"false".

ERME N " false" -

ER: XEFEMANFR S, W true" 5" false"

oA

parameters.maxCloneDepth

I K TEREGIRIE, il BB A ORI,

oA
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s

AR TS = B ST Ik .
Wf: B4, BUEVEE R0, 15], BRIMEN 5.

parameters.maxSessions

iSCSI Target S0 VFEE S fe K231 4L
BUE: %4, BUEJCERZ[, 1024], BRMEN 1.
HEE: BHEAN filesystem, HUEHEEN 1,

gl

parameters.serverNumbers

Target FIrfE I A 55 aedicE (DUERBERGCRS) -
BHOL N, BUAA2, n], n AERERIRS 24K
o BRIMEN 2.

iyl

parameters.faultDomains

B IR SS e BAE B ARHE A7 i it P b
i, B Target FT7EMRS AR IIFIR (IUERBERE
), DUMEGIE LUN B, LUN SCEEHT Target 1
S MIZ MR %5 3 51 R I BT AE R 25 3 . Il A7 i
oy rack 5], HARFN B G rackl rack2.
rack3. rack4 F1HT £, H. faultDomains $i7 7€
rackl. rack2, FB-Af#E LUN B, LUN JGHGHY
Target 1t 56 M rackl. rack2 J 655 (A7 i fr)
IR 5% 45 51 2 BLBEAT 16 4%
TR
®  TEfikith (kIS N path RN, REEE %
® 1H LUN J8JE 1 i=id 42 A7 1t i 8 A7 it
UPINEBYS2 e bR by k= Rl =V | IFFS
LUN H$85E T & A7k, I I A7 b
R BT R AR
HUE: LA st aisim, 9 sl g0l vl LA 2
room. rack. server. A LAEEZANTI A, (HET
SN /N T2 T serverNumbers. SCHF— AN

BINInZ R, (BEAIR HEEE— server, FH.

il
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RN server NREH AT E S . R — A5 AU
DL EE 2 2 BOT N B4 server #H
B, W R G BB IEAT R, WS TS A gk 2k
HEFE

parameters.chapEnable

FETEF CHAP AAE, HUH:

® '"true".

® "false"

BRIME " false"

R XEFEMAFLRH, M true" 5" false"

0

parameters.chapUser

CHAP WIEWH F 44 . RN E S csi-secret-
decrypt.yaml 1] decryptFlag A true, 75 2%}
CHAP AEf P 44 4% ] DecryptData Bt & ) % £H
%1317 AES (ECP. paddinges7) M%, N5
25 AT Base64 fitih, FARTEWECE MBS
INERTPE: FREHRTER, KEEHEZ 3~64, W
REFH R BT AURI(. ) FIREZR(- ). TFRIZ
(_) B5(HdHB, FRXRNG, B
LA BF B Ik

iyl

parameters.chapPassword

CHAP W IEH) &5 . a0 JHAC B S0 csi-secret-
decrypt.yaml " [¥] decryptFlag N true, 75 EX}
CHAP AIE ) 2565 48 F] DecryptData Ft & ()55 51 %}
4T AES (ECP. paddingcs7) %, HN% 5 1145
RHEAT Base64 gfih, HAATE LECEMFER.
MERTBUE: FReREa, KEJEREE 12~16,
WAL S KGR NEFEE B, MRIZO)
DA ERE, FEIX RN .

gl

2. QI ekE S R E S

apiVersion: vl

kind: PersistentVolumeClaim
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metadata:
name: clone-pvc-from-snapshot
# Set to the actual namespace
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: csi-stor-sc-local
dataSource:
kind: VolumeSnapshot

name: csi-dynamic-snapshot

apiGroup: snapshot.storage.k8s.io

EBNEEXHFSH:
SR 3% T
WHIE

metadata.name TLIEA R AR o

metadata.namespace i 44 2 =
HU{E: HBlock CSI % 4E 1 45 5E ) Kubernetes iy
AR

spec.resource.request.storage REG IR E. &
BUE: BEHOEA, RT5 T DR N 1)U 25 25
&, A Gio

spec.storageClassName i, [ 45 1) storageClass. 4
VB : W] DL YRAE T storageClass, H1Hf#
VR A& storageClass, 1] A BE 7B .

spec.dataSource.kind BEIRIRE, BUE N VolumeSnapshot, x| /&
B Am e — MR

spec.dataSource.name CSI HHRIE ) 2 FR &

spec.dataSource.apiGroup fe e Bm VR APT 4, BUE 2 =
snapshot.storage.k8s.i0.
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3. MAHECE A,

kubectl apply -f StorageClass.yaml
kubectl apply -f clone.yaml

4, BEWES.

kubectl describe pvc clonename [ -n namespace ]
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6.1.2 7=l

N5t CSI AR 2 FRN csi-dynamic-snapshot-block-1, 7E CSI HH @I 25 & N 333 GiB H)
5 %% clone-pve-from-snapshot6.
1. Bl FEE ) StorageClass it & XA csi-stor-sc-clone6.yaml.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-clone6
provisioner: stor.csi.k8s.io
parameters:
clusterID: "clusteri”
flattenVolumeFromSnapshot: "false"
maxCloneDepth: "8"
maxSessions: "1"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

2. AT K B S clone-pve-from-snapshot6.yaml .

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-snapshoté
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 333Gi
storageClassName: csi-stor-sc-clone6
dataSource:
kind: VolumeSnapshot
name: csi-dynamic-snapshot-block-1

apiGroup: snapshot.storage.k8s.io

3. NAHECE AT,

[root@k8s-master stor-examp]# kubectl apply -f csi-stor-sc-clone6.yaml

storageclass.storage.k8s.io/csi-stor-sc-clone6 created
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[root@k8s-master stor-examp]# kubectl apply -f clone-pvc-from-snapshot6.yaml

persistentvolumeclaim/clone-pvc-from-snapshot6 created

4, BEWES.

[root@k8s-master stor-examp]# kubectl describe pvc clone-pvc-from-snapshoté
Name: clone-pvc-from-snapshot6
Namespace: default

StorageClass: csi-stor-sc-clone6

Status: Bound

Volume: pvc-ec79e26c-eab9-4afe-a772-alcl5bb05370
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner: stor.csi.k8s.io
Finalizers: [ kubernetes.io/pvc-protection]
Capacity: 333G1
Access Modes: RWO
VolumeMode : Filesystem
DataSource:

APIGroup: snapshot.storage.k8s.io

Kind: VolumeSnapshot

Name: csi-dynamic-snapshot-block-1
Used By: <none>
Events:

Type Reason Age From
Message

Normal Provisioning 57s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-ac4e-4fe7-b8cl-

710e560a39b8 External provisioner is provisioning volume for claim "default/clone-pvc-from-snapshot6"

Normal ExternalProvisioning 57s (x2 over 57s) persistentvolume-controller
waiting for a volume to be created, either by external provisioner "stor.csi.k8s.io" or manually created by system administrator

Normal  ProvisioningSucceeded 57s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-acde-4fe7-b8cl-

710e560a39b8 Successfully provisioned volume pvc-ec79e26c-eab9-4afe-a772-alc15bbo5370
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6.2 BT PVC RliE = &L
6.2.1 18 PVC BlEm[EE

AR A
® CSI 2447 1E HBlock #1< ) PVC, H%HM ) HBlock %4 Local =
o EHATHIRIEZRT, WEHIRIESE (PVO) MITAEHE CReAll, BEDaniRIEE s i
B, WARE AR AR B QTG
B ORJE block B ER 7 WPAT sync &
B R filesystem R IG: WHRE Ui FF sync -f (A[LLEE sync --help fiF
BEERG ) , ER AT sync -f @rds HUFER 7 IRAT sync frd.
AT LGE PU IR G e b A
B va [ % 1 StorageClass it & 4 (AJik) .
PBH: R T A SHAE £ StorageClass A4 StorageClass #RA71E, (HZHUEAF,
U LA 72 %45 StorageClass H AEUE A .

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:

name: csi-stor-sc-local
provisioner: stor.csi.k8s.io
parameters:

clusterID: clusterID

storageMode: Local

sectorSize: sectorSize
localStorageClass: LlocalStorageClass
minReplica: minReplica
redundancyOverlap: redundancyOverlap
ECfragmentSize: ECfragmentSize
highAvailability: highAvailability
writePolicy: writePolicy
isMultipath: isMultipath

pool: pool

cachePool: cachePool

flattenVolumeFromSnapshot: "false"

maxCloneDepth: maxCloneDepth

135



e e

X8R AT %

State Cloud

maxSessions: maxSessions
serverNumbers: serverNumbers
faultDomains: faultDomains
chapEnable: "false"
chapUser: username
chapPassword: password
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

TR StorageClass Bt B X433 :

2 iR p i
metadata.name StorageClass {14 FK =
provisioner HBlock CSI Xz 44 FK . &
HU{#: HBlock CSI 2% HIAKEN 44 K o
parameters.clusterID csi-configMap.yaml F i & [ HBlock I #x =
o T2 5YEEH clusterID PREF—F.
parameters.storageMode LI AR 4
HUH: Local. BRIMEN Local,
parameters.sectorSize B XK/ WRYE R P SO R G VO #AEH) | &

B /N AT 15 58 45 s X RN
HUE: "512". "4096", HANFT. BRIME

"4096" .
parameters.localStorageClass KA TR BHRAREELS | &
HUE :

® single-copy: HLEIA;

® 2-copy: MEIA;

® 3-copy: —HIA;

® ECN+M: A, Hd N, MK
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IEEA, N>M, H N+M<=128. £k
B RN DB IR M AR
B .

ERIMEN EC 2+1.

0

parameters.minReplica B/NRIARS (EREGCR .

X FREIABANE, BEEABN X, &
NRIABCRY (Y BAH<X) , GRS
A, B Y REAR S AR, A AR
WENEI. X T EC N+M RS, B
BZER/NEIABBCE N Y G2 2
NSY<N+MD A2 2 B AT E AN Y 1%L
PERAIG TG NTh, A MNA KGN,
iR

BUE: B XNTRIAES, BUETEHEE,
NI, N AEIAGEER AR, BIMEHN
1. X F ECH, BUEVEHEZEN, N+M], ER
UNEPSRE

parameters.redundancyOverlap G BRI ((ERRSCR  fE8dE
TJURBEAT,  [F— 1 HdE AN F EA 75 Fr
BRI AT LEAS [F) Bt Biesl, =2 P 5 R
W, RFREERICRITSIEN, K20
I B ASTRAE [/ — S s, H R A EA

o

[ ) path I,
HEE: WIRAAE SR E NN path, 2
AL

BB : SEIAR, BUEERIZ[L, B4
1, BOEN 1; T BCH#, BUETEH
1, M+N], ZRIAEN 1.
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parameters.ECfragmentSize MR RN BIIREAN ECHE | &
B, ML E AR, B2,
HUE: 1. 2. 4. 8. 16, 32. 64. 128,
256, 512, 1024, 2048. 4096, H.fiif&
KiB. ERMEN 16.

iyl

parameters.highAvailability RTEREE TS, B R RE LS

.

HUE -

® ActiveStandby: JAZIE K, ZEREKS
. Target ~IIFTA IQN.

® Disabled: ZEfmn] A, %6 KKK
Xt Target N 4> IQN.

RIME N ActiveStandby

oA

parameters.writePolicy LS R

A

® WriteBack: 5, BI¥#ES A\Z|HNAF
Je s SLZIRIAIZE R P i G Y, ZJE
S BN . 1 TR B R AL
A PEEOSR AN E 5.

® WriteThrough: %5, RIEdEFIN S5 A
WAL, JFEMAE S R E,
R B 0 5 R . & T AR PEELR
Bim, BrYERERAE, HEEEAR
Bl BRI 3 5

® WriteAround: %85, RIEES AWIAL)S
BRI A7, BB SIS, S
202 [815 F 3iig 55 py o d FH TRR E
K, MEREERAE, HEZbH
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s,
ERIME N WriteBack.

parameters.isMultipath S 58 F Multipath. I

HUAH -

® true".

o "false"

BRAME N "true"

HEE:

o XHFEMATFIE, Bl true"nl
"false"

® Uit HBlock &4 {1 H] H) HBlock A%
A e HmEaT B, B highAvailability
4 Disabled, Ith4b75E W E N "false",
T2 530 pod JE 8 ML

Wi 7& HBlock AL, AT EEEN

"false",

parameters.path T8 EAE G EER B8R H 3% (AL
) .

RGN AR BB H 5%, RS &
WCE EA S B 3%

iy

parameters.pool AR, FoRBEGMEL, BHIEREL
AR ZATEI N (DRI RS

BUE: KETUER 1~16, HAghTfE. 3
FRBEMEL (O . FRIZ (O Ak, F8
X5 KNG, BASCHR P BERECF I 3k
BRUMAE F EL Al A7 it vt

oA

parameters.cachePool AR, FonmiEZ AN, GHURE
TR B NZAEEIAN (EERERSCFE -

iyl
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WU KEEVSER 1~16, RAgmsEE. &
SRR (O . FRIZ O 4k, P
KA KNG, EALSHR DA R 3k
i RS WA TR AR B e A A7
VR (P S A R R — A
it

parameters.flattenVolumeFromSnapshot

e Wi v B S PRI o8 R Bk
IEIER

® ‘true".

® '"false"

FRIME Y " false"

ER: XERFEMAFRE, A true" 5L

"false",

iyl

parameters.maxCloneDepth

I KTLEGTRIE, 2 i B 1 B R IR
I, HrEVE R SRS 2 H AT W EE
Hfe: B8, BUEYEE 0, 151, BRIMEN
5.

oA

parameters.maxSessions

iSCSI Target S0 VP Fe K231 4

WO B4, BUETEREZ[L, 1024], BROME
M.

BRE: BRAN filesystem, HUEHAEN 1.

iyl

parameters.serverNumbers

Target T £ IK I 55 a8 (UERRERR L
) o

OV, BUEAL2, n], n AERENIRS &
M. BRIMEN 2.

oA

parameters.faultDomains

LIRSS ui AL BAE B ARIEAF B
fRilek, €% Target FT7ER S 28 HI5IEK ([N
BERRCEZHRE) . DAMER]E LUN B, LUN SCHC

iyl
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(1) Target 0.5 I AZ IR 55 5 41 22 r ik £ P 6 il
545 BIIAAEMA rack 440, H A
i #% rackl. rack2. rack3. rackd H[FT
5., H faultDomains $i5 7€ rackl. rack2,
2410% LUN B, LUN SRBEH) Target 56 A
rackl. rack2 FITEL & R LA A 1) IR 55 25 51
T EFATIESE
TR
® (AR path ZIRT, ARER
BiZZH.
® U LUNf5E | Sk AP A i 2447
fitiith, T AN PR G A It e 4 s )
. WH LUN 4858 T A7,
U M\ B A7 it it B 1T R IR
BUE: DU SR, 5 s gl n] Lo
#| room. rack. server. HJPLIEEZ AT
A R R BN T T
serverNumbers. SCHFF— P RIRINZ IR, H
SRR R Bk — server, Ff HIEFEH
server NRESRITHE S . WIR—7 s I
IIREGE 2 2 BT RN A ER server # B ik
B, MRS BRI i, ST sk
LIk FE .

o

parameters.chapEnable A H CHAPAGE, HUH:

® "true".

® '"false"

BNE A "false"

R XEREMATRH, BI"true"5L
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"false",

o

parameters.chapUser CHAP VIEMIH P 4. G0 R & ST csi-
secret-decrypt.yaml H1[#] decryptFlag 4 true,
T EL CHAP WIERI H P 44 48
DecryptData it & 1) % $A%) 1447 AES
(ECP. paddinges7) W%, 0% 5 045
BEAT Base64 gy, FARTE W AC BN EAR
Ko

I RTBUE: PR e, KEVEHEZ
3~64, WAeHiFhE. #. A)m(.). Ff
Z(-) TRIZ(_) B9 A, FEHX
DRANG, BAGCH LA R Tk

iyl

parameters.chapPassword CHAP IMERI 2 . i AT & SO csi-
secret-decrypt.yaml H[fY] decryptFlag 4 true,
5 2% CHAP AIE 1% i5{ H DecryptData
Mic B 1) PIX #E4T AES (ECP,
paddinges7) MN%, HN% G p4h BT
Base64 Jifd, E A&V WA EIMFEB .
IERTBUE: FRPRER, KR
12~16, AW HERE 7R NEFRL %
T FRIZROT DM RE, FEREX
PR

2. QUSRS B E ST

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-pvc-block
# Set to the actual namespace

namespace: default
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spec:

accessModes:
- ReadWriteOnce
volumeMode: Block
resources:

requests:

storage: 1Gi

# If there is a conflict with other StorageClass, you can change it to another name
storageClassName: csi-stor-sc-local-dynamic-block
dataSource:

kind: PersistentVolumeClaim

name: csi-pvc-local-block

RSN EXHSH:
S Ei:3%) p el
HIE

metadata.name TR 1 AR &

metadata.namespace i 44 2] . =
HU{E: HBlock CSI %2 4& I 45 5E ) Kubernetes i
R

spec.resource.request.storage FEG B E. &
BUE: RHOEA, K5 T DR N f) 5 2
&=, P Gie

spec.storageClassName i, B 45 ) storageClass. 4
PeBA: W LA R YRAG 1 storageClass, 4 fii H
V5451 storageClass, HJ LS FEL .

spec.dataSource.kind HHRIR I 2RA, BUE N &
PersistentVolumeClaim, F/~E3EEE—1
.

spec.dataSource.name CSI # PVC B4 FK. &

3. NS E S

kubectl apply -f StorageClass.yaml

kubectl apply -f clone.yaml
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4, BEWES.

kubectl describe pvc clonename [ -n namespace ]

144




e e

X8R AT %

State Cloud

6.2.2 745

MNH%5c: CSIHI) PVC A csi-pve-local2, f{E CSI H A% 7N 300 GiB )50 F£ 45 clone-pve-
from-pvc6.

1. A FCFEE ) StorageClass it & SCAF csi-stor-sc-clone6.yaml.,

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-clone6
provisioner: stor.csi.k8s.io
parameters:
clusterID: "clusteri”
flattenVolumeFromSnapshot: "false"
maxCloneDepth: "8"
maxSessions: "1"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

2. QI FEEECE S clone-pve-from-pve6.yaml

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-pvcé
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 300Gi
storageClassName: csi-stor-sc-clone6
dataSource:
kind: PersistentVolumeClaim

name: csi-pvc-local2

3. NAHECE A,

[root@k8s-master stor-examp]# kubectl apply -f csi-stor-sc-clone6.yaml
storageclass.storage.k8s.io/csi-stor-sc-clone6 created
[root@k8s-master stor-examp]# kubectl apply -f clone-pvc-from-pvcé.yaml

persistentvolumeclaim/clone-pvc-from-pvcé created
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4, BEWES.

[root@k8s-master stor-examp]# kubectl describe pvc clone-pvc-from-pvcé
Name: clone-pvc-from-pvcé
Namespace: default

StorageClass: csi-stor-sc-clone6

Status: Bound

Volume: pvc-6e7bfe39-437f-47f3-a976-9c9495d0577a
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner: stor.csi.k8s.io
Finalizers: [ kubernetes.io/pvc-protection]
Capacity: 300G1

Access Modes: RWO

VolumeMode : Filesystem
DataSource:
Kind: PersistentVolumeClaim

Name: csi-pvc-local2

Used By: <none>

Events:

Type Reason Age From
Message

Normal Provisioning 119s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-acde-4fe7-b8cl-

710e560a39b8 External provisioner is provisioning volume for claim "default/clone-pvc-from-pvc6"

Normal ExternalProvisioning 116s (x2 over 119s) persistentvolume-controller
waiting for a volume to be created, either by external provisioner "stor.csi.k8s.io" or manually created by system administrator

Normal ProvisioningSucceeded 116s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-acde-4fe7-b8cl-

710e560a39b8 Successfully provisioned volume pvc-6e7bfe39-437f-47f3-a976-9c9495d0577a
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7 & I o) @3

Q:
A:

: {EQUEE Pod iF, HF iSCSI driver 7] @ H B4R 45 FailedMount, U] ZbFE ?

FIREA PA T PSR

#5515 BN MountVolume.Setup failed for volume “xxxx”: Kubernetes.io/csi:
mounter.SetupAt failed: rpc error: code = Internal desc = iscsiadm error: iscsiadm: Could not
login to [iface: default, target: xxxx, portal: 192.168.0.1,3260].iscsiadm: initiator repoeted error
(12 - iSCSI driver not found. Please make sure it is loaded, and retry the operation)iscsiadm:
Could not login to all portalsLogging in to [iface: default, target: xxxx, portal: 192.168.0.1,3260]
(multiple) (exit status 12)

I AR B 1 5 Rl 2 Kubernetes Y node 15 i b £ %2346 T iscsi-initiator-utils. CSI4difF2> H
B¥E iscsi-initiator-utils, A T#E# HBlock 145, node 17l FILTRE R s, W Zd,
5 B EI 4 node 79 £ _E 1 iscsi-initiator-utils. I EIE 2 J5 B 5 T A

#5515 BN MountVolume.Setup failed for volume “xxxx”: rpc error: code = Internal desc =
exit status 1

H AR 1 7T 25 node SR T Multipath 177 2R3z 31 HBlock SR H 1 # A
Target, {H & node 17 5l HI Z23&id MPIO, AL 75 EE #1457 & B 1 MPIO (Wl device-

mapper-multipath device-mapper-multipath-libs) . # X EIZE 2 5 5 )5 7 Ao

HBlock H# 10T, ARG PV Hdgsd, Al H KK LUN X R 2 /b4 Target IQN?
A PV M IR 7 K 7E HBlock 1864 LUN K5, ST, wREE

7 highAvailability: "ActiveStandby", LUN J<EEXT N Target | K4 IQN, 41

highAvailability 13 & & Disabled, LUN <Xt Target FH—> IQN.

Q:

Xt HBlock ££E/R, NS PV BiE 3075 PVC GG, QIEERT), HEANHHER

W, wIRERAT AR A2
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] AR AN BN T i MBIV A K. 4T HBlock SEHERR,  #bsl NSO 25 146 (1 i/l
RE, BAEA RS NI o

® %51t HBlock IR&5Impk2EH . B, kS EHUE.

® LK, THRITR ) S HBlock Ui (1 W 26 3 45 1 L«

I AHERR DA R IR R AR e, IR R E B TAEAR.

Q: XFT HBlock SERER = il AR K%, 7E HBlock Mt P ATiL#% iSCSI Target J&, CSI¥H
7 iSCSLIER 7 B, TReR R ?

A: TJHEH T Kubernetes 8# HBlock CSI AR T, %687 E Kubernetes itATE
1.23 UL F, H HBlock CSI RATE 1.3.0 &L k.
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8.1 KRG

8.1.1 Pod
Pod 7& Kubernetes ' 6 i@ fIE /NG, £ PNEHEZNERIAE, Pod FHIAZSSILEL
A2 TR, DL BT A 28 I IE o

8.1.2 Volume

Volume 7& Pod WL Z /A 050, A B AR Pod #H[E], 574 55¢, BIff Pod FIIA S
A E S, Volume A2 52N, (HUNHE Pod &1k, 4 Volume A iy A A H & 44
o

8.1.3 Persistent Volume (PV)

Volume " HIEHETIEFF AR, AR E A RSIRF TR, FILTE Persistent Volume.
PV j& Kubernetes I FIFFAAFE IR, J&—FRZE 768, T @ AR Pod Joo6. WIARTE
Kubernetes HE /T A IRSIRS, HLun#dE FE MySQL, MongoDB Bi# 18] £ Redis, RabbitMQ
%, WamTFEMLH PV, XFERIE Pod 1B A2 Z R EE .

Pod Pod

Volume — )

Volume Persistent Volume
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8.1.4 Persistent Volume Claim (PVC)

Persistent Volume Claim f& PV [ 1. 7E Kubernetes #1, ELFAFH PV /E NIEMERT, 74
REEHE R AR AT AL PV, i EARIE. 1 PVC ALK Pod AT PV f#4H, B Pod AN 1
M PV, T2 PVCRAEM PV, XFE, LHRRATEIE PV, REiEid StorageClass FLA7 i
PRUEE X Uf, Kubernetes HLe iR IE I 2, ShSQIE PV, XM AMCONEhES BN

8.1.5 StorageClass
StorageClass F T A [F /A2 AL . il id PVC 34617 HBlock MG R, 7 27E
StorageClass H1Jit & )& HBlock #Z %, WEHITIAKR. BIX KN, BHEREEE.

8.1.6 Container Storage Interface (CSI)

Container Storage Interface (CSD) &Il HAFEHE T, B ESLIA 2R gmHESS A FE tE i < Al 1
AR, i CSI, 4tk ne e il AR A AE TR IR A IR SS . ARt it mT Loy
FRAT 75 28 O A8 A0 IR 55

8.1.7 DaemonSet

DaemonSet F{REREF ATA (BG4 W AIET— Pod BIA, 475 SN ZEERER, Pod &
BEASINR T S B 2 S MNERE P REFRET, Pod mi#E K 1Y . HBlock CSI 4844 FH #/&
DaemonSet 5[] Pod 518y, S7EE &7 A LA SHEF.

8.1.8 StatefulSet

StatefulSet #& A N IR S5 H Pod #5185 . StatefulSet F T8 B —4H Pod HIELE F¥ i, 7 LLER
ik Pod A 7 8 sl Al e 1H 45

8.1.9 namespace
£ Kubernete H', namespace (fy44 75 [A]1) A& — P 30 SE 8 BT U EAT A 2RI BG B AL . &
B— 18X, ¥ Kubernetes £EHE I N2 N REVEERE, 1> namespace #iA H L BTUH
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X4, Ul Pody PVC %5, iXELTYENT GAE 2 H ) namespace F &AL 1, AH R 44 PR B 55 J5 0T
IAFAE T A A namespace H AN 2772 A i 58

8.1.10 VolumeSnapshot
7f Kubernetes ', &R (VolumeSnapshot) FIR{7fit KRGt 4& R —NERIE .,

8.1.11 VolumeSnapshotContent

1E Kubernetes H, J&HE P REEH P EFGRRIE, ERT PersistentVolume & 457
HH R — AN BRI

8.1.12 VolumeSnapshotClass

ft Kubernetes ', VolumeSnapshotClass 7t ¥R $5 & J& T VolumeSnapshot AN A J@ . XLk
JE M ] Re A R — A7 il 45 - A R PR T 57

8.1.13 H[&

o B e ON— AN Kubernetes 251 & #ill i, A DMGATA bR iES — FERAE . ME— I IX
MAETEER, ANERGUE A “F” 25, MEHEmRESEE— M8 BB RHE S 5.

151



	1 产品定义
	2 部署安装
	2.1 环境要求
	2.2 运行环境
	2.3 安装驱动

	3 脚本方式使用指南
	3.1 安装
	3.1.1 前置条件
	3.1.1.1 安装HBlock CSI时iscsiOnHost为关闭状态
	3.1.1.2 安装HBlock CSI时iscsiOnHost为打开状态

	3.1.2 逐台导入镜像的方式
	3.1.3 docker私仓导入镜像的方式

	3.2 卸载
	3.3 升级
	3.3.1 iscsid守护进程位置不变的升级
	3.3.2 iscsid守护进程移动到宿主机的升级

	3.4 配置插件
	3.4.1 配置HBlock访问地址
	3.4.2 配置HBlock访问用户名和密码
	3.4.3 配置加密模式

	3.5 调用方式
	3.5.1 静态PV
	3.5.2 动态PV（静态PVC）
	3.5.3 动态PVC
	3.5.4 调整PV的服务端连接位置


	4 HELM方式使用指南
	4.1 安装
	4.1.1 前置条件
	4.1.1.1 安装HBlock CSI时iscsiOnHost为关闭状态
	4.1.1.2 安装HBlock CSI时iscsiOnHost为打开状态

	4.1.2 逐台导入镜像的方式
	4.1.3 docker私仓导入镜像的方式

	4.2 卸载
	4.3 升级
	4.3.1 iscsid守护进程位置不变的升级
	4.3.2 iscsid守护进程移动到宿主机的升级

	4.4 配置插件
	4.4.1 设置HBlock相关配置
	4.4.2 配置示例

	4.5 调用方式

	5 创建快照
	5.1 概述
	5.2 预配置创建快照
	5.2.1 预配置创建快照
	5.2.2 示例

	5.3 动态创建快照
	5.3.1 动态创建快照
	5.3.2 示例


	6 创建克隆卷
	6.1 通过快照创建克隆卷
	6.1.1 通过快照创建克隆卷
	6.1.2 示例

	6.2 通过PVC创建克隆卷
	6.2.1 通过PVC创建克隆卷
	6.2.2 示例


	7 常见问题
	8 附录
	8.1 术语解释
	8.1.1 Pod
	8.1.2 Volume
	8.1.3 Persistent Volume（PV）
	8.1.4 Persistent Volume Claim（PVC）
	8.1.5 StorageClass
	8.1.6 Container Storage Interface（CSI）
	8.1.7 DaemonSet
	8.1.8 StatefulSet
	8.1.9 namespace
	8.1.10 VolumeSnapshot
	8.1.11 VolumeSnapshotContent
	8.1.12 VolumeSnapshotClass
	8.1.13 克隆



