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HBlock 72 H' [H FLE R E = B EW RGBS R4 (Storage Resource Reutilization
System, fAi#% SRRS) , R—KBEHPAEMERIENZ, ST 2 P AR E A,
W08 FH MR 55 2% % FL A B DR BB A W R e i v T PR PR BB SO, S A vfE iSCST PSR it
AR IAAEIRS, HRGAMIRS & (AT RS 3D A, LI RIENELFH .
[FINF, 7= A R4 0 A WA e A I S I A& R RE 0, TG1R IT ZEM TH I R Pk, B
JIARNV P B AR G N 2 5

Kubernetes /& — MR A R ERE RS, ATLUSLIARERIN BEEE. BaY 4%
Aey2ETRe . T Kubernetes 1 LA E N, Poly RS, Joaex Has v s H DIfe,
TR, RARE A IR

MV AE S H Kubernetes 5 A5 28I, 3l 8 75 ZHFF A AEiE. FF A% (Persistent Volume)
ST T Pod MIAEREHIR, B ES Pod 56, EEMY AP aIER AR, WK
FAR AL TH B S Pod (A, SEBL T UH SR BRI BRI AR . Kubernetes CSI i
T UL RS S IR B AL TERERE /7. Kubernetes B2 3 T (0 1H 5075 3 kE A B4 N4
P A R ISATTE Pod P IECHE PS5 R 538 A I B0 R BURDIRS B AR I, R
BT et mPEREIAEE RS, B R B B S S R AR SRR
Kubernetes i#id PV. PVC. Storageclass $&}t " — Rl R i) T4 44 O A A8 8 B, JF A5
N T B 2$174#% 32 11 Container Storage Interface (CSD) HL#, F-T-7E Kubernetes M40t R
Gi 2 RS — BRI BRI 1, 813 D R DO RS IR AR IR 55 . AEfl Rt R
T BT bR BT AR AR S B,  AUAR(E H Kubernetes (¥ AE A7 REHLE 25 25 S (1 A7
fiti %% . HBlock Container Storage Interface(CSI)fif4 /& —Fh 54 CSI MG I IRBNFEF -

HBlock CSI4fiff15 Kubernetes 8%, 1] LA Kubernetes ikt As. M9 . Sl S IFEA
A7 fi . HBlock CSI i F4EM 0~ EIFTR
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1. HBlock CST 4 {221 P
HBlock CSI#fifHiz477E CSI Pod H1, CSI Pod @i M R BLEF A G 00 A a0, B0 dE Bt
MR HEEFIE R AL S . B FEAGTE HBlock A7 SEHE % B —4 iSCSI LUN. 4
Kubernetes 1] Pod 75 Z{# F %G 0, Hilid iSCSI PrisE Pod FT7E WL i - 3%
LUN, Pod fifi F§ LUN X B % B T35S .
HBlock CSI#dif B A LLTRR A
® FuEMEsE: HBlock CSHE I A A TH 5 B R 56 A RS, SEIL T BEUR MBS 25 . HBlock
CSHEfFLAZ B 7 i, A RIE T8 T AR e .
o AV X T RE A B fEHBlock CSHEMF T I BURE S, SRR AR E, 7
S ORUEF P HE 224, Aot S s S E R E L.
® HeAETE: HBlock CSHEfFLABE AL T s Ui, AT #AE RG A RIIRS], wLlig
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(FAESFIBRIE RS L IBRIRSEZES AR AT E P B A 2.
RAFHEIR: LREHAPYV. APV, SIEPVCSE R, I w AR S L 5 5
RIFQIGE . HEBAT %

BAPV: BIEAEH YAMLSCH B RIPY, & TSR, I BEASIHE BN
NERESYEE75

HAPV: ELENEPVCEIZEMPY, LFRATEIEPV, HE@d StorageClassil A7 i 5t
Ji5E AT, KubernetesHi < iRIEPVCENABIEEPV. EH THAMERZ, (7G5 ME
RYHHE ) (1 37 5% o

FAPVC: T StatefulSetH 45 5 [ StorageClass s &5 B PVC, Kubernetesti
StorageClass 1AL & 115 8., H3hfi &K HBlock CSIHEE @ HBlock %, &M T HE&
QEZ A Pod, HAHBEBAMET 5.

BHa Ry SCRPERIGATORE, SKIL BRI RIE Sy SR . DU IR SR FFE
I B] PR EIA . SefE 24 v A I Kubernetes & G S A A, & T UBAT ] B hn il
—AERAEH], ME— X RECE S, 5 B AR G 4R E s e F I ELA, AN B
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LR E HBlock 3.5.0 BLBA BRA, VRN e3id #2 2 0L HBlock 7= i 1 7 F

Kubernetes #E 8 1] node 17 55 1 5 75 420 HBlock 145 K°A pod $Efibr AL f7it, 75 B EI#;
iSCSI initiator LA 2 MPIO, 3F 3 node 55, A ReWs1E R H:# .
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3.1 &%

HBlock CSIAfifth S R LA I Widpzede 730, P Al DR I il 33 H h — b A7 22 2
® ZH%dE: WH T Kubernetes ERE T S EE AL WEE T =,

® Docker A BN %S: EHTHRZHHEY 5.

3.1.1 ZERE

PAT LA 2P (&R T Kubernetes SR T S BE A Z A E 5, L 1.5.0 1) X86 iitA
oL IDEE:
1. 7£ Kubernetes master fl node | fiff & 22341 .

unzip stor-csi-driver-1.5.0_x64.zip

2. 1E Kubernetes master Al node 5 N#fifF551% -

cd stor-csi-driver-1.5.0_x64

docker load < stor-csi-driver.tar

3. fE Kubernetes master 15 sl AT HRE AT, S8 Bl i 224 .
IR &2 | IRIBAHSCH) CRDs, TEH#AT T2
ViBH: 5O LM RIGA ¢ CRDs 3L £F Kubernetes Snapshot [1] vl API.

cd deploy

./deploy.sh
SRR B R IEAH G CRDs, 1 AT T A1l dr 4
cd deploy

./deploy.sh --include-snapshot-crd

HETERRE, FTLLEFILLT pod. HBlock H plugin PL K Sidecar 4% IEH & 8

[root@k8s-master csi-driver-stor]# kubectl get pod




XET B IENL Ok
State Cloud
NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-gtwvd 4/4 Running 0 58s
csi-storplugin-node-6gjhh 2/2 Running 0 58s
csi-storplugin-node-fqv5c 2/2 Running 0 58s
snapshot-controller-0 1/1 Running 0 58s

3.1.2 docker A RZEFR

HVEMER L, A LE RS R % HBlock CSTAfift:, #E4urE Kubernetes (1743 15 4k
WENIEAE . F P AR R R R B G b, B S YAML U1 image Huli A 6
G, BT 2R AR B AT e e

MR — B RS EHUT FHIERIE (LA 1.5.0 1) X86 WA A -

1 Rzt

unzip stor-csi-driver-1.5.0_x64.zip

2. SAHEMER

cd stor-csi-driver-1.5.0_x64

docker load < stor-csi-driver.tar

3. HEBRHEBING.

docker tag stor-csi-driver:1.5.0 XXX.XXX.XXX.XXX:port/stor-csi-driver:1.5.0

docker push Xxxx.XXX.XXX.XXX:port/stor-csi-driver:1.5.0

Hr,  xxxoxxx.xxx.xxx:port ARG HLHE,

4. BEME.

cat /etc/docker/daemon.json

5. &2 YAML 8 hr itk
&4 deploy/csi-storplugin-node.yaml L /45 storplugin X image ) value 4

XXX.XXX.XXX.XXX:port/stor-csi-driver:1.5.0.

volumeMounts:

- mountPath: /csi

name: socket-dir

- mountPath: /registration
name: registration-dir

- name: storplugin
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JAA 7 A A 4R e

#A0 BB L

image: XXX.XXX.XXX.XXx:port/stor-csi-driver:1.5.0

6. TATHERE A
WR O e |7 IRIBAHSCH CRDs, TEHAT T4
ViBH: ORI PRIEA S CRDs 3 £F Kubernetes Snapshot 1] vl API.

cd deploy

./deploy.sh
N R ZHFARIEAR L) CRDs, WEHAT a4
cd deploy

./deploy.sh --include-snapshot-crd

ZHESEUE, AT LLEFILLT pod. HBlock [ plugin LA & Sidecar 25 #% 1E 7 A 80

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-qtvkd 4/4 Running @ 44m
csi-storplugin-node-d2tkb 2/2 Running © 44m
csi-storplugin-node-x9w2h 2/2 Running © 44m
snapshot-controller-0 1/1 Running © 44m
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3.2 P

W E 2, HBlock CSI, @EVULMIBRTRIE, SR)575FR sc. statefulsets pod. pve. pv, FFIEAT
EIE

L AT A o 4 M e A DG 5481

kubectl delete volumesnapshots --all-namespaces --all
kubectl delete volumesnapshotcontents --all-namespaces --all

kubectl delete volumesnapshotclasses --all

2. ARAPAT FAI 4 TERR s statefulset. pod. pve. pve X pod. pve. pv, WAZIFZHE
J¥ pod > pve > pv AT MM B 2

B sc:

kubectl delete sc storageclassname

MR statefulset:

kubectl delete statefulset statefulsetname --cascade=true

MR pod:

kubectl delete pod podname

HER pve:

kubectl delete pvc pvcname

il B pv:

kubectl delete pv pvname

3. WATERBA.
AT T A4
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cd deploy
./undeploy.sh

U R LR IEAHC CRDs, AT T o1 a4

cd deploy

./undeploy.sh --include-snapshot-crd
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3.3 AR

WRE T HBlock CSI, fREZE4EAE M sc. statefulsets pods pve. pv, AT EIEHIAR,
P22 35 5T HBlock CST RIHT,

1. $ATEIE A /undeploy.sh EI % CSI,

cd deploy
./undeploy.sh

2. NEEOH CSI%t, PAT#EE, Ao b RS MRk,

10
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3.4 BB
3.4.1 F2 B HBlock 5ol it

HBlock CSI4#fFiEid & HBlock ) HTTP RESTful API#HT /71l & HEAE, HlineldE.
Wb ¥ ARG, FEICERV R HBlock RESTful API [#) URL ikl [
ULBA: LREXT 24 HBlock, f3%: HBlock HHLRA . HBlock HHER «
A DA R Z1 5 SR IC & HBlock 7 Il il
1. BECE S
&4 deploy/csi-plugin-conf/csi-configMap.yaml it & 3./, apiEndPointList Fit. & y HBlock
HTTP RESTful API #ihit: fl3 11, storProvider Fit & 4 HBlock.

apiVersion: vi1
kind: ConfigMap
metadata:

name: csi-plugin-stor
data:

config.json: |-

[

"clusterID": "clusterl",
"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock",
"csiApiTimeout": csiApiTimeout
¥
{
"clusterID": "cluster2",
"apiEndPointList": [
"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout

11
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¥
{

"clusterID": "cluster3",

"apiEndPointList": [
"https://xX.XxX.Xx.xX:xx",
"https://xX.XxX.xXx.xx:xx",
"https://XX.XX. XX, XX:XX"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout

}
]
ZH
2% i1 B
"
clusterID 5 %€ HBlock k51K, fE csi-configMap H1HE—. &
BUE: g, KEEHEZE 1~256, ATLLE& 7R 4
T OMEEREL (O, FRXS KNG,
storProvider HBlock /= i % 5 o 2

HU{H: HBlocks

apiEndPointList | HBlock HIfRSS %8 IP Huhl J2 APLUG 15, oiE 4R T &

HBlock IP 1 API ¥ 15 H) Kubernetes service 44 .

gl

csiApiTimeout | #53E HBlock @& LUN HJSEAFIN 8], (ESFAFIS ] 4 LUN @&
R, Ak, AR)EE .

BUE: AL, BRIME DY 480, HAALEAD.

R AU EGAE.

. GHEERERR HBlock F1EAHLIR HBlock

apiVersion: vl
kind: ConfigMap
metadata:

name: csi-plugin-stor

12
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data:
config.json: |-

[

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

¥

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.32:1443"
1,

"storProvider": "HBlock"

2. NHECESCF.

[root@server csi-plugin-conf]# kubectl apply -f csi-configMap.yaml

configmap/csi-plugin-stor configured

13
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3.4.2 Ft & HBlock ifj[al fl P& MEH

HBlock CSI#fiffifiH HBlock HTTP RESTful APIIN, 7B 44 F13 A5 DL T2 4 N,
M 408 HBlock H1 )7 44, %4 7y HBlock H# A4 .
A DA R Z1D SR IEC B HBlock 7 nl FH /7 44 R385
(—) B E AT
&4 deploy/csi-plugin-conf/csi-secret.yaml Bt B 4 S 3.

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
type: Opaque
data:
userKey: userkey //%I#zHBlock HIARIR. FI " 4 K BH5 )7 H 1) base64 4ty

userKey JRH5:

"clusterID": "clusterl",
n " " n
username": "storuser",

"password": "YOUR_PASSWORD1"
¥

"clusterID": "cluster2",
"username": "storuser",

"password": "YOUR_PASSWORD2"

}
]
ZH
¥ E1:5%) B VIE
userKey X4 HBlock ARIR P 4 JCB RS I 245 HR 1Y) base64 Hifil . =
clusterID csi-configMap.yaml H g & ) HBlock HIAR . =
username HBlock HI& G 7 44 v

14
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password HBlock /8 B 51 %5 15 T
7~ s

1. userKey WJURASATT

[

{
"clusterID": "storl",
"username": "storuser",
"password”: "hblock12@"
¥
{
"clusterID": "stor2",
"username": "storuser",
"password": "hblockl2@"
}

]

2. f#iH Base64 T BN userKey Yt 47wt . Zmhid s 1 userKey WiR:

WwogICAgICB7CiAgICAgICAgImMNSAXNOZXIIRCI6G6ICIzdGOyMSISICAKICAgICAgICALIdXN1cm5hbWUiOiAic3Rv
cnVzZXIilLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOsCiAgICAgIHSKICAGICAgICAL
Y2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBh
c3N3b3JkIjogImhibG9jazEyQCIKICAgICAgfQogICAgXQo=

3. EERECE S deploy/esi-plugin-conf/csi-secret.yaml it & SCAF R IS HL

apiVersion: vl
kind: Secret
metadata:

name: csi-plugin-stor-secret
type: Opaque
data:

userKey: WwogICAgICB7CiAgICAgICAgIMNSAXNOZXJJRCI6ICIzdGOyMSISsICAKICAEICAgICAiIidXN1cm5h
bWUiOiAic3RvcnVzZXIiLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHS
KICAgICAgICAiY2x1c3R1cklEIjogInN@Ob3IyIiwgIAogICAgICAgICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCi
AgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

(—) M FC B A

15
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[root@server csi-plugin-conf]# kubectl apply -f csi-secret.yaml

secret/csi-plugin-stor-secret configured

16
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3.43 EEEMBER

ST HC B SO ) — e URAE R, AT DR A N A AT RO E . U AR 7E HBlock HCE
T R FIAERMY (Challenge-Handshake Authentication Protocol, CHAP) , I35 Hifl &
CHAP WL P A4S . 9 1 iR EdE 224, @ UCRAINE B ACKEL S CHAP %15,
fE4 ] CHAP J5 20, % A\ [ chapUser Al chapPassword SANN%E 5745 8 o I35 72445 & 1] LA
THTTEA K ] deploy/csi-plugin-conf/csi-secret-decrypt.yaml H [ DecryptData fit. & ) 25
AR E SR I 775 8 HE4T AES (ECP. paddinges7) HN%5, N5 5 (45 R3E(T base64 Jwtid .
T] AR R T AP IREC B & AR
(—) B2,

BB L B A+ deploy/csi-plugin-conf/csi-secret-decrypt.yaml H1 /) decryptFlag A decryptData

X
24

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret-decrypt
type: Opaque
data:
#He BN, BEN true U3H) B false CANEHD [ base6d Hifid 7 FF &
decryptFlag: decryptFlag
#H Y1 base64d Zifi 7 H, HHIKELIUN 16 {1
decryptData: decryptData  #%%[] base64 4fil

S8
28 Eiipuy A INIE
decryptFlag | &0 MEHEA, BCEAN true SR B false CREHD B | &
Base64 il 7T Hi o
IR
® dHJ1ZQ==: JAHM%, true ] Base64 4t
® ZmFsc2U=: AJFHIINE, false [f) Base64 4ifl.
decryptData | INZMIZH. VY
VHR: BRI, thSHniE.

17
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HUfE: JEESH 16 M7/ 8 . FEXEL#HIT Base64 Jifid .

A~
1. JaHmER. #lW decryptFlag MIYEALA true, decryptData [FJJH54 stor012345678901 .
2. f#H] Base64 . E.X} decryptFlag. decryptData RIS 31T 4w G

X} decryptFlag IS 31T Base64 4, it )51 decryptFlag 40T :
dHJ1ZQ==

X} decryptData YIS 1T Base64 gntid, Zhd )51 decryptData U1 T :
c3RvVCjAXMIMONTY30DkwMQ==
3. B2 E S deploy/csi-plugin-conf/csi-secret-decrypt.yaml fic & U4 ) S 4.

apiVersion: vi1

kind: Secret
metadata:
name: csi-plugin-stor-secret-decrypt
type: Opaque
data:
decryptFlag: dHJ1ZQ==

decryptData: c3RvcjAxMjMONTY30DkwMQ==

(=) N B & S csi-secret-decrypt.yaml.

[root@server csi-plugin-conf]# kubectl apply -f csi-secret-decrypt.yaml

secret/csi-plugin-stor-secret-decrypt configured

(=) I e &= 0
PAESRZS PV 1 PV YAML fic & S0 (csi-pv-local.yaml) J9#il, 1% CHAP NIEHI S, %
F AES 128 fi7 N, H7c PKCS7 [ Padding % CHAP %618, FEXHIN%5 5 145 k47
Base64 it .

apiVersion: vl

kind: PersistentVolume

metadata:

name: csi-pv-test

labels:

18
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app: stor-pv-test
spec:

capacity:

storage: 1Gi
volumeMode: Filesystem #%&#:, S #F Filesystem Al Block =, ZRIAN Filesystem Fizt.
accessModes: # iRt
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
csi:
driver: stor.csi.k8s.io
volumeHandle: stor:lunl
volumeAttributes:

fsType: xfs

readOnly: "false"

#2 T EH CHAP ik

chapEnable: "true"

chapUser: username

chapPassword: password

chapUser 1 chapPassword 1% 5 % .

(D fEH ABS & TH.. “TARE” 4 “ECB” , “HEFRBA” A “PKCS7” , “%
PHKE” y “AES-128” .

(2) “InE#H” f§iH DecryptData Bt B % 5777 5 O B A2 BR 1 FH ) decryptData [
g, anB B 1 2545 vh s FH B UEAS Y stor012345678901).

(3) A% SCA (chapUser 5% chapPassword FJJFRAS) , s “HFah AES INZESCA”
T EH A chapUser=csil23 % 7730, chapPassword 1% T & 77 A m#s BT

19
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AESIIZE/fREE

AESINE /EEEETE, TERTASIEMASES, ZissiTiEE,

I8 —: EAAesERMEE

(va) (2] (=)

Tt | Ecs 3 EHFeER | PCST %

== | stor012345678901

fssE | GoMIEERNERRIINES. =hZ=..

s
csi123
#
TAGER:
RATBaseSARIBAIGCM LS S RS TSR ..
F2.chapUser fil“

JE AT X AE 45 FE
EHEEE | AES-128 S
EEE | FEATSCIIERERN..
=R
TGEARDM54nv783ncSIKDERQ==
A
A

20
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3.4.4 Bt & Multipath

HBlock K F /A0 2 #5484, B LUN A] PLdid 24> Target IQN #E1T& 4+
W LRCAF deploy/csi-plugin-conf/multipath.conf #1 [ vendor ¥ CTYUN,

# This is a basic configuration file with some examples, for device mapper

# multipath.

#

# For a complete list of the default configuration values, run either

# multipath -t

# or

# multipathd show config

#

# For a list of configuration options with descriptions, see the multipath.conf
# man page

## Use user friendly names, instead of using WWIDs as names.
defaults {

user_friendly names yes

find_multipaths yes

uid_attribute "ID_WWN"

#verbosity 6

}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua”
rr_weight priorities
no_path_retry queue
prio alua
}
}
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3.5 @AAR

examples H sk H L% 1 A HBlock CSLAE ) YAML o], AT DR B 45 =X

(filesystem B block) B A 125, RITI7E Kubernetes 21+ 1 ] HBlock % 1145

BAGIRAAIT (LA X86 1) 1.5.0 A f) -

[root@k8s-master stor-csi-driver-1.5.0_x64]# cd examples

[root@k8s-master examples]# tree

F—— block-volumes

F—— dynamic-pv
| F—— clone-pvc-from-pvc.yaml

| —— clone-pvc-from-snapshot.yaml

| —— csi-app-local-pvc-block.yaml

| —— csi-pvc-local-block.yaml

| —— csi-storageclass-local.yaml

| —— snapshotclass.yaml

| L—— snapshot.yaml

—— statefulset

| —— csi-app-stateful-local-block.yaml

| L—— csi-storageclass-local-stateful-block.yaml
L—— static-pv

—— csi-app-local-pv-block.yaml

F—— csi-pvc-local-nocreate-block.yaml

L—— csi-pv-local-block.yaml

—— filesystem-volumes

F—— dynamic-pv

F—— 1local

| F—— clone-pvc-from-pvc.yaml

| F—— clone-pvc-from-snapshot.yaml
| F—— csi-app-local-pvc.yaml

| F—— csi-pvc-local.yaml

| —— csi-storageclass-local.yaml
| —— snapshotclass.yaml

| L—— snapshot.yaml

F—— 1local-chap

|
|
|
|
|
|
|
|
|
| | F—— csi-app-local-pvc-chap.yaml
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| | | F—— csi-pvc-local-chap.yaml
| | | L—— csi-storageclass-local-chap.yaml
| | L—— local-chap-decrypt
| | —— csi-app-decrypt-local-pvc-chap.yaml
| | —— csi-pvc-local-chap-decrypt.yaml
| | L—— csi-storageclass-local-chap-decrypt.yaml
| F—— statefulset
| | F—— csi-app-stateful-local.yaml
| | L—— csi-storageclass-local-stateful.yaml
| L—— static-pv
| F—— csi-app-local-pv.yaml
| F—— csi-pvc-local-nocreate.yaml
| L—— csi-pv-local.yaml
L—— snapshots
L—— static-snapshot
—— snapshot-content.yaml

L—— snapshot.yaml

13 directories, 32 files
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3.5.1 &S PV

FiAS PV R EEZMH YAML XHRIEK) PV, EHFAEERD, ARSI E B E
BRI . S PV, 7527 HBlock FefId 78, R0 PV. PVC # Pod,
HBlock CSI4fifH A Hzhtg 24k, % HBlock H)% .

A PV R ERRW T

HBlock # ¢
N |
& . I
/ & '
s |
~ |
1.@1@%
/ " PV
/" 2.8IEEPV- FHH0

" —HBlock#XEx ~
EBR  \_ 38evc, PVCIBE |
ERa =PV o ,
\ ~ VG |
”“x& |
", . |
4 BIERPod, CSHEEE |
BTSN |
\ |
|

\‘ Pod

K354 PV EE
1. Q&5 88 HBlock %12 BE 2% HBlock H 7 Flt.
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2. g PV,
(1) ## PV ) YAML [it & St
® GHEAA filesystem HI7nHl, GU%E PV csi-pv-local-storllun06a. =%

examples\filesystem-volumes\static-pv\csi-pv-local.yaml H f*] 7= 45

apiVersion: vl
kind: PersistentVolume
metadata: #JCEHE
name: csi-pv-local-storllun@6a #PV HIZFKR
labels: #5335
app: stor-pv-nocreate-storllun@6a #PV [JfriR
spec:
capacity:
storage: 66Gi #GA&E, AN GIB, AR ERKGAENSE T HBlock HAIEMNER &
volumeMode: Filesystem #%&#i:0, SZKF Filesystem Fl Block &, BRiAN Filesystem Fiz,
accessModes:
# Ui, Filesystem Bizl/1%: 2+ ReadWriteOnce, ReadOnlyMany (#5754 aT#1k)
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain #FFAfLE[RIULIRNE, X Retain fll Delete
csi:
driver: stor.csi.k8s.io
volumeHandle: "storl:lune@6a" #ifE HBlock &
volumeAttributes:
fsType: xfs  # BRHBBIBHRIMRGEY, IFF xfs, extd
readOnly: "false"
isMultipath: "true" # 7% multipath
chapEnable: "false" #&7%{HH CHAP AiE
chapUser: "username"

chapPassword: "password"

® 5N Block, % PV csi-pv-local-block-stor2lunbl. Z7% examples\block-

volumes\static-pv\csi-pv-local-block.yaml ' ) 7~ 61 o

apiVersion: vl

kind: PersistentVolume

metadata: #oHdE
name: csi-pv-local-block-stor2lunbil #PV IS4 FR
labels: #i3%s
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app

spec:

capacity:

storage: 22Gi #ERE, PACNGiIB, AR EMGAEMNST HBlock FAIEIIGA &
volumeMode: Block #H#H3(, SZfF Filesystem fll Block #&:, ERiAN Filesystem #iik.,
accessModes: # Vi, Block # = #4537 FF ReadWriteOnce. ReadOnlyMany. ReadWriteMany

- ReadWriteOnce

persistentVolumeReclaimPolicy: Retain # FFAILE[EILHNE, SZ#F Retain fl Delete

csi:

driver: stor.csi.k8s.io #HBlock CSI f@iff
volumeHandle: "stor2:lunbl"  ##55E HBlock £
volumeAttributes:
readonly: "false"  #&7 AR G
isMultipath: "false" #
chapEnable: "false" #/&75fdif] CHAP iAilE

: csi-pv-local-block-stor2lunbl

A Multipath, HBlock #MLARAS, HUH false

PV ] YAML BB XS4k
ZH iR L
=
driver HBlock CST4fifth. HU{H: stor.csi.k8s.io. &
accessModes LS v
HUAH -
® ReadWriteOnce: & AJ LA — N5 LA S
)7 EE# .
® ReadOnlyMany: £ LAgE 2 N5 mi DU 2
Jr A EHEH . filesystem BT, &7 EIRHT
1% 1.
® ReadWriteMany: %5 7] LA 2 AN i BAISE
5. X Block B 5 SR
volumeHandle i€ BAAN HBlock B4R, &N &
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clusterID:lunName .
clusterID: %& 7€ HBlock AR, 1E csi-
configMap.yaml HHiE—, £ ILECE HBlock 1
i) sk .
IunName: HBlock H1 Il 15 4K
volumeAttributes.fsType GBI BRI R, CFF xfs, %At
ext4.
PHH: BN filesystem I L H .
volumeAttributes.readoOnly R DL G e
HU AR -
® "true"
® "false".
BRIME N "false".
HE: XETFEMATRH, B'true"5l
"false" .
volumeAttributes.isMultipath | J&75f# ff] Multipath. %M
HUE -
® "true"
® '"false".
BRIME N "true”
HER:
® XHFHFIMAFAH, Hl'true"s"false"
® 41 HBlock ZEHER Al H ) HBlock %5 A1
o E A A, Bl highAvailability A
Disabled, IALTEZ R E N false", HN<
S5 pod J& BRI
® U2 HBlock ALK, BLALTHEREN
"false"
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volumeAttributes.chapEnable | &7 ¥ H CHAP IAilF, HUfA: i
® "true".

® '"false".

BRE N " false" .

R XEFERMATRE, B"true"sl

"false" .

iyl

volumeAttributes.chapUser CHAP VIERIH 7 4 Gn S EC & SO esi-secret-
decrypt.yaml H'[f] decryptFlag N true, 7554}
CHAP AERI ] 44 8 F DecryptData it B ) %
A% HE4T AES (ECP. paddinges7) WN%%, N
B G 45 R HEAT Base64 dnfin, HARVE ILECE N
IMERTIBUE: FReR e, KR 3~64,
ReghybE, By AIRi()s FREE(-). T
RIZ(_ ) B5(HAAk, FRXARANE, A
DS ESIIERETIE SIS

oA

volumeAttributes.chapPassword | CHAP IAERI &Y. 0 R B A4 csi-secret-
decrypt.yaml # [ decryptFlag A true, 75 2%}
CHAP A UER) %154 F] DecryptData it & 1% 4
%34T AES (ECP. paddinges7) fn&, hn#
JE 45 RIHEAT Base64 Sifit, FARTE WA BN
.

IV RTUE: Frrdkal, KEEHEZ
12~16, WA ERGTEE NEGTFEREL
F FRIZOF DR FRE, FEEHX 3K
N,

ER:
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o TN TR E CHAP %10, S HMEMBHER.
® PV [MEISREE & URERRE, 1R PV MRS S S RO AT AL B % PV, 4T, PV ]

DA% Retain (fREE) . Recycle (FFFIMA) 5 Delete (fHF%) . HBlock CSI i H

AN 3 #F Retain A Delete, /¥ #F Recycle.

B [F|CREE Retain FEAFH] AT LLF8) R B . 24 PersistentVolumeClaim Xf R4
BRI, PersistentVolume HASSRAFLE, Xf S EHE BRI A “ ORI
(released) ” o HHTH& DANSMEER BT — R MEGE, %G REH T HAb
HA, BB R ETFIR0ZE .

BT [EOGRESA Delete IBRCE, MIBRBI1ES ¥ PersistentVolume % G
Kubernetes R Bk, [FJH 43 AR Al Bt HP AL BR BT QBRI A7k 58 77 o shAS it
VL[ 45 22 4k 7 L StorageClass H1 B2 B ¥ [EIUSCHEHE , 1Z5RIKERINA Delete. #5351
T AR 7 I R & StorageClass. vER, W% PV A fi it & HBlock
ZAear Rl ErE, NARET Kubernetes KMBRi1ZS .

(2) ML E X (LA csi-pv-local-storllun06a.yaml A1) .

[root@server test]# kubectl apply -f csi-pv-local-storllun@é6a.yaml

persistentvolume/csi-pv-local-storllun@6a created

(3) FEBIER PV,

[root@server test]# kubectl get pv
NAME CAPACITY  ACCESS MODES RECLAIM POLICY  STATUS CLAIM STORAGECLASS REASON  AGE

csi-pv-local-storllun@6a  66Gi RWO Retain Available 20s

3. Qg pvC
(1> ¥ PVC ) YAML P& 3.
® GHEFN filesystem, H1# PVC csi-pve-local-nocreate-stor1lun06a i YAML [t

B 3. 2% examples\filesystem-volumes\static-pv\csi-pvc-local-nocreate.yaml

7R B o

apiVersion: vl

kind: PersistentVolumeClaim
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metadata:
name: csi-pvc-local-nocreate-storllun@6a # PVC &
spec:
accessModes: #jAIAR T
- ReadWriteOnce
resources:
requests:
storage: 66Gi  #&MIZEE, HfI GiB, Kubernetes &3i4iw KT TZ AN PV
selector:

matchlLabels:

app: stor-pv-nocreate-storllun@6a

® G ACA Block, #i& PVC csi-pve-local-nocreate-block-stor2lunbl FAFC B SC A
27 examples\block-volumes\static-pv\csi-pvc-local-nocreate-block.yaml H )7~

il

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-nocreate-block-stor2lunbl
spec:
accessModes:
- ReadWriteOnce
volumeMode: Block
resources:
requests:
storage: 22Gi
selector:

matchLabels:

app: csi-pv-local-block-stor2lunbl

(2) MHEE S (L PVC csi-pve-local-nocreate-stor1lun06a.yaml 1) .

[root@server test]# kubectl apply -f csi-pvc-local-nocreate-storllun@6a.yaml

persistentvolumeclaim/csi-pvc-local-nocreate-storllun@6a created

(3) IuEC &)1 PVC (LA csi-pve-local-nocreate-stor1lun06a A1) o
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[root@server test]# kubectl get pvc
NAME

csi-pvc-local-nocreate-storllun@6a

STATUS

Bound

VOLUME

csi-pv-local-storllun@6a

CAPACITY

66Gi

ACCESS MODES

RWO

STORAGECLASS

AGE

10m

HE:

® PVCHNZARHIIILA PV, 4PV INAEREKTHT PVC HAREN, Kubernetes 24
PVC I PV #47405E . WRA Z A PV 256 1F, Sl FEE —A> PV 347U

® PV FIPVC LB X selector “FBL, A4 app LA E —8, HNLIEGE.
WA selector 7B, PVC 2 iR#EAZILH PV.

® PVCHMPVEENE, PV GIEMER, wFMER PV, 7HELMERIEER PVC,

4. f)# Pod.

QI Pod, JFATPVC KHK. HBlock CSIAf{THf Hal ik At (WRARBK A , H

(1) ¥ Pod i) YAML Bt & A4

® GHEFUN filesystem, B1]% Pod my-csi-app-local-pv-storllunO6a AL & X/, &

2% examples\filesystem-volumes\static-pv\csi-app-local-pv.yaml F [F] 7~ .

kind: Pod
apiVersion: vil
metadata:
name: my-csi-app-local-pv-storllun@6a #0I M Pod ZHK
spec:
containers:
- name: my-frontend #&EZSH
image: busybox #iE & NE A5G
imagePullPolicy: "IfNotPresent" #Z28Hi1% I HUSRME
volumeMounts:
- mountPath: "/test6a" # GHEE RSN AR
name: lun@6a # XM volumes Fp% R HIHEIR 4
command: [ "sleep", "1000000" ]
volumes:
- name: lun@6a # volumes %4, T LA{E volumeMounts FH:%K
persistentVolumeClaim:
claimName: csi-pvc-local-nocreate-storllun@6a # Pod 15 PVC ZFK
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® 5N Block, f1)% Pod csi-app-local-pv-block-stor2lunbl FHC B SC4F csi-
app-local-pv-storllun06a.yaml, 2% examples\block-volumes\static-pv\csi-app-

local-pv-block.yaml H ] 741

kind: Pod
apiVersion: v1
metadata:
name: csi-app-local-pv-block-stor2lunbl
spec:
containers:
- name: lunbl
image: busybox
imagePullPolicy: "IfNotPresent"
volumeDevices:
- devicePath: "/dev/testbl"
name: lunbl
command: [ "sleep", "1000000" ]
volumes:
- name: lunbl
persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-block-stor2lunbl

(2) MHBCE S (LA csi-app-local-pv-stor1lun06a.yaml )

[root@server test]# kubectl apply -f csi-app-local-pv-storllun@6a.yaml

pod/my-csi-app-local-pv-storllun@6a created

(3)  BE Pod HEEE G

[root@server test]# kubectl get pod|grep my-csi-app-local-pv-storllun@éa

my-csi-app-local-pv-storllun@6a 1/1 Running © 92s

A PLE BB S A HE T Hi5 test6a, AR B HBlock )% lun06a.

[root@server ~]# kubectl exec -it my-csi-app-local-pv-storllun@6a -- /bin/sh

/ # 1s

bin dev etc home 1lib 1lib64 proc root sys test6a tmp usr var
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3.5.2 IS PV (7S PVC)

A PV ZIE PVC G PV, A A AR ERATEE PV, R EZ8d StorageClass EA7iff 5%
JEE M IF, Kubernetes <t PVC 281 PV, H3hflZ HBlock CSI a5 1 i
HBlock [#%. 24 PV @A THMERZ, (BAAMEIRAHAM R 5.

A PV R ERAR T

A HBlockEEEF
— PV HBlockis
) y - ~ )
! 4 KubernetesZi
1'Eﬁjﬁ StorageClass , 1RiE
/ Pgiﬁﬁﬂﬁlﬂﬁﬁiﬂ _
e 25 ANy 5 et
¥ Storage Class 5.HBloc| HalnioiE
/ ? SlorageClasser B, - 5, BIEEAEFAIPVC
/" 2glEzstorage Class . H#isE
TER 3 lRVC , 50
wage Classs_t_‘;%“ pVC K
-
Y
6 BlEPod, K
PVCHEE
M Pod
Kl4.2h7 PV i FE A

1. %k StorageClass
(1) #r#E StorageClass i) YAML fic & 1.
LA N filesystem, 1% StorageClass csi-stor-sc-local-stor11un08 ) YAML Fitt &
4 csi-storageclass-local-stor1lun08.yaml. 7] DA% examples\filesystem-

volumes\dynamic-pv\local\csi-storageclass-local.yaml H ff) 7= 451 o

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@8 #StorageClass %#x
provisioner: stor.csi.k8s.io #HBlock CSI #HfF
parameters:
storageMode: Local # HBlock #H[I{FfitAY
fsType: xfs # GRHEHBIBHEN M RGRE, I xfs, exts
readOnly: "false" # &7y EEHE
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sectorSize: "4096"  # HBlock W& IX K/, 3Z#F512,4096, HAFT
localStorageClass: "EC 2+1"  # HBlock & IUAMR

minReplica: "2" # H/PEIAE (I HBlock FEREGCHR) -

highAvailability: "ActiveStandby"  # HBlock #:mal Hfi .

writePolicy: "WriteBack" # HBlock &5 5EHg

isMultipath: "true" # REGEzIZE

maxSessions: "1" # iSCSI Target fOUFEZAIE AL iE%.

ECfragmentSize: "16" #ZUMHAZE F KA. BICREERN EC BT, BB EAERK, AN 20 .
serverNumbers: "2" #HBlock Target FifEMIARSS A 2E (INERBERCC )

clusterID: "storl" #HBlock #xi}
reclaimPolicy: Delete # PV R TNE, (¥ Retain fll Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true # & AUY EH

LA N Block, {178 StorageClass csi-stor-sc-local-stor11un09 ) YAML [t & 44
csi-storageclass-local-stor1lun09.yaml. 7] PAZ%% examples\block-volumes\dynamic-

pv\csi-storageclass-local.yaml H ] 7~ 451 o

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@9 #StorageClass &#§

provisioner: stor.csi.k8s.io #HBlock CSI #ft

parameters:
storageMode: Local  #HBlock #&fI77fik2M
readOnly: "false" #e 15 DA G

sectorSize: "4096"  #HBlock WM A/, SCHF512,4096, HALTS
localStorageClass: "EC 2+1" #HBlock &L R

minReplica: "2" # f/NEIA% (X HBlock FERERSIHF) .

highAvailability: "ActiveStandby"  #HBlock % n] F#5ia.

writePolicy: "WriteBack" #HBlock &5 THH%

isMultipath: "true" #REH/HEIZE

maxSessions: "1" # iSCSI Target fOUFEZMIE AL iEH.

ECfragmentSize: "16" #ZMLHEsH K/Ah. BICREBEAY EC BNy, LR EA LR, &2
serverNumbers: "2" #HBlock Target ATEMIRS #ediE (B TR)

clusterID: "storl" #HBlock FRriH
reclaimPolicy: Delete  #PV [J[RIi3iN%, SC¥F Retain Al Delete
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volumeBindingMode: Immediate
allowVolumeExpansion: true #&75 fUFY JE%:
StorageClass ] YAML A & X424

ZH 5% B VIR

storageMode LA ST, FF Local. Cache. Storage fEz(. =
Cache. Storage i EK R ot

fsType GRAERBI BRI RGRA, SR xfs, extd. A
ViBH: HRIACN filesystem B DA,

readOnly et LA B AT B o
HUE: "true". "false". ZRIAME N"false".
ER: XEFEMATRE, H'true"5{"false"

cloudBucketName CATAER OOS A& Al I 44 F5 - E=BY
R 1EZ)JT A Bucket )4 fi A I E A& AR BE 1
FKA: iR

cloudPrefix WHE 00S HIHTZE A4 Fk, WEMBLWE, BHIRSFE | &
AP LLRT S i 44 B SRS b ansRoRFE e /T4, W E B
FEARAE LU A R 44 2R e
K. FFi
BUE: KEJEHEE 1~256.

cloudAccessKey 0O0S AccessKeyID, FRBY
FA: FFF R 1

cloudSecretkey 0O0S SecretAccessKey RS D
USRI & S csi-secret-decrypt.yaml 1] decryptFlag N H

true, 52X secretKey Y% {4 | DecryptData fit B 1% BH X}
34T AES(ECP. paddinges7)IN%, N4 J& &5 k4T
Base64 Zmfttd, HARVE N EE BN

K. SR

>N
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cloudEndpoint % & O0OS Endpoint. FRBY
e VISP S H

cloudobjectSize A7k AE O0S H IR/ 4
HUfH: 128, 256+ 512, 1024, 2048. 4096. 8192, Hfii &
KiB. BRIMHE Y 1024.

cloudStorageClass | & 0OO0S [IfEfEKAL, D
A -
® STANDARD: FrifEfifik.
® STANDARD IA: AT 9774
2RiME N STANDARD.

cloudCompression | &% E4i%dE F%& % 00S. R
A -
® Enabled: #&.
® Disabled: 75
ERIN{E N Enabled.

cloudSignVersion | O0S & RZZNIE S R @
HUAA -
o Vv2: V2% 4,
® v4: v4Z% 4,
ERIME A v2.

cloudRegion 7k Endpoint B0 T AE X 5 %A
V4 2540, A,
KA. PR

deleteCloudData MRS, & SR = b B o

A -

® true: MRz EAEIRE.
® false: MRz LAIEEE.
FRUME Y false.
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sectorSize X A/N. MRIER PSR 1O AR R/ N s | &
B X KN
HUE: "512". "4096", BAL7 N, BRIMEN"4096".

localStorageClass | AHLfFfiETURIE . BHLURARE B SEL.

R

® single-copy: HLEIA;

® 2-copy: MHEIA;

® 3-copy: —HIA;,

® ECN-+M: M. Hrh N. MOYIEEE, N>M,
H N+M<=128. Rl F NN B, AR M
AR H R -

ERIAE )Y EC 2+1,

oA

minReplica S UNGIENAEEE Vi SRS DI

X TREIAKANE, BEEIALN X, RIS Y
(Y RA<X) , ZEBREAN, £20Y HEIES AL
i, AMARKGNEI . X T EC N+MBEXME, RikiZ
GR/NRIABOE N Y LA E NSYSNHM) L4500 2
SN Y BRI R G NS, AN AEIR BN
o

BUE: B XNTEIAES, BUETEEZ[L, NI, N ORI
RBHEIAZ, BRIMEN 1. T ECH, BUETEHEZN,
N+M], BRIMEN N

iy

redundancyOverlap | HHTEREIAE (UERBRCE « EHIRTIREAXT, H
— AR BRI A R B2 e BRI AT AE AN [R] Bt b, 24t
PRI, RRVFIRIEGEHCRITE RN, 2 0 Hs Bl A
JRAE[F] — ANy, (B2 0 A AEAN[F] 1) path o

ER: WIRAEAEIL MR IU0 N path, BESEOANAERL.
BUE: dTEIASER, BUETEEZ, 8IA%80, SOMER 1

i
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XFF ECHE, BUEJEHZ[L, M+N], BRMEN 1.
ECfragmentSize AMRIEE A oK/ BIUREACY EC BN, tikEA | &
ot SRy Fey
BUE: 1. 2. 4. 8. 164 32, 64, 128, 256, 512, 1024,
2048, 4096, FALZ KiB. BRIMEN 16.
highAvailability | @&fiEfm el HEA. SHIRARKE LS. 4
HUA -
® ActiveStandby: JEB)F 5, 1% RN Target i
A IQN.
® Disabled: ZEIm AT IR, A RERR N Target K
—/~ IQN,
BRIME N ActiveStandby .
writePolicy 5 1) 5 SRR o
HUAR -
® WriteBack: [H15, HIEIEEABNF)E, ARG
PG ), 25 W RS N & TR R
B, FREMEERA RIS,
® WriteThrough: %%, EPEIRE NS5 NANEMMEEL, FF
FEWHE SR IE, PR b S . & TRE
MEORES, BYEReERAE, HEio S NFEEE S8R
PR LI 3 5%
® WriteAround: %25, BIEHES N5 RURE SO B
17, BB G, SCZNRIAIR P SR . &HT
FoE EERE R, HRRERAE, HE 20y,
ZRIMEN WriteBack.
isMultipath J& 758 F Multipath. %A
HUAR -
® "true",
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® false".

ERINE A "true" s

HER:

o XHEFFIEMATFTFER, H'true"8{ "false"

® IR HBlock SEA A HI 1) HBlock &5 JH FH my al A
30, B highAvailability &y Disabled, IAbTE E & E A
"false", 302 FE pod & 3 KM

® 52 HBlock ML, ULALTE K E N false".

path TRE G BE 1 BdE B = (BURBLBGZR .
AR B AG I ANR E e H o, 8 R 55 4 i B I BOA Bt
EB

iy

pool fEfE AR, RonmAAE I, SR R AT N
EEBERCRE) o

Bl KEEJLER 1~16, RAEHIFRE. ARk (-

) v PRI (O Hl, FERX D RNG, HAUSFR LB
AHCF Ik

BRUMAT FH Al A7 it

iy

cachePool FRE A FR, Rm AL, BEIRE B S N2
My EERERRGCRR) ©

BUE: KEGHELE 1~16, HRAedHFEE, ekt (-

) v FRIZ (O HEL FRIX ARG, BACGCF L 7R
Ik S

WUER A G MR A B md A7 A7 i

HE: b5 Z AR 2 [F— M.

iy

maxSessions iSCSI Target o4 2 37 H i R 2140
Wl A, BUETEEIZ[1, 1024], BOMEN 1.

i

serverNumbers Target JTEEHI IR S5 asHicE (AUVEERREIRCIHR) «
BEOLA, BUEN2, n], n AEBNIRSSNEE. BIME

iyl
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N2,

faultDomains BRI SS EEA B S B . AR R M, Bz

Target JTFE RS54 I0FIR (UERBERRCSCR) , LUMEE)E LUN

i, LUN GBI Target £ 56 MiZ R 55453 51126 h ik B AT TE AR

S a o PIUNAFAEIA rack 2003, HAR BRI S rack1

rack2. rack3. rack4 "5 i1, H faultDomains &€

rackl. rack2, F4fIE LUN K, LUN KB Target flt5E

M rackl. rack2 FirEL & A7 £ T (0 IR 25 4 91 36 B AT

.

HR:

® TEfikih kIR A path ZLI, AEERE %S

® S LUNFRIE 1 s G Ar it AR A7t U DA T
A R s AR . W LUN R e T RE&LF
fiftits, UM SR A7 At ik BT A

BUE: DA ST, 1 RO T LS room. rack.

servero AJLARE Z AT A, (HENT SN ENTET

serverNumbers. SCRE—/NTRUBINZ IR, HRFIR A fgit—

A server, I HIEFEN) server NRESFIIIESE . WL —A5

MOHILIIRECT 2 3 B0 RN A server #ILERE, R

o BMGIETS A, ST R Ak i %

oA

iy

chapEnable FET5E ] CHAP IE, BUE:
® '"true"

® 'false".

BINME N "false".

HE: XEFEMNTESE, RI"true"5{"false" .

iy

chapUser CHAP NIEIH 4 o W BLE S csi-secret-decrypt.yaml
H1H decryptFlag N true, 754 CHAP tAIEHIH P 4414 H
DecryptData it & )% $H% 47 AES (ECP. paddinges7) I
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B, INE G LS R ET Base64 gwiy, EAATVE EC BN
Ko
IERTRUE: FRE B, KEEHEZ 3~64, HAeHT
B Hers AR FEREER(-). TRIZ( ). B9 (A
B, FEREX RN, HAUCSCRE DL B T2k .
chapPassword CHAP WIER S . an R HC B AT esi-secret-decrypt.yaml H1 | 15
(] decryptFlag N true, 5 2%7 CHAP WAIE) 6518 H
DecryptData Iit. B 1) % 81X #6417 AES (ECP. paddinges7)
B, INE G 45 R 3ET Base64 gniy, ELAATVE IS BN
Ko
I RUE: FRr R, KGR 12~16, DAHEE K
BB NEEEE . TRILZOT RS ER, 7
BX 3 KNG
clusterID HBlock fFRriH, 7E csi-configMap.yaml FME— . ¥ LEE &
HBlock ¥ ] 3tht .
reclaimPolicy ¥ A PSR 5
HUAH -
® Retain: fRE
® Delete: %,
BRIME N Delete.
volumeBindingMode | SZHIY5EIE &5 FE Pod W I 40 5E o &
B -
® Immediate: SZEIZRIE .
® WaitForFirstConsumer: ZEIRZH5E o
BNE A Immediate s
allowvolumeExpans | f¥Fr&Y &. o
ion B -
® true: NVFHET .
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® false: NAWTEY .
BRINMEA false.

(2) MNHBCE S (LL csi-storageclass-local-stor1lun08.yaml A1) .

[root@server dynamic-pv]# kubectl apply -f csi-storageclass-local-storllun@8.yaml

storageclass.storage.k8s.io/csi-stor-sc-local-storlilun@8 created

(3)  RiEa)E K StorageClass.

[root@server dynamic-pv]# kubectl get storageclass

NAME PROVISIONER RECLAIMPOLICY  VOLUMEBINDINGMODE  ALLOWVOLUMEEXPANSION  AGE

csi-stor-sc-local-storllune8 stor.csi.k8s.io Delete Immediate true 24s

HEE: MFEINEGRE CHAP H P £ M4, N deploy/csi-plugin-conf/csi-secret-decrypt.yaml 3¢
A decryptFlag FEX FR L B N true, H CHAP i P Z A1 7 B il B N AES % )
base64 K. FARTLLZ DL BC B &R

2. Al PVC
g% PVC, F+H1 StorageClass F<Hk .
(1) #r#d PVC I yaml it & A4
LA filesystem, % PVC csi-pve-local-stor11un08 FIEC & LA csi-pve-local-
stor1lun08.yaml. 2% examples\filesystem-volumes\dynamic-pv\local\csi-pvc-

local.yaml 1 [t 7481 o

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-storllun@8 # PVC (1%
spec:
accessModes: #UilEs, filesystem #z(H=5 > #F ReadWriteOnce
- ReadWriteOnce
resources:
requests:
storage: 77Gi #&%&E, P AN GiB
storageClassName: csi-stor-sc-local-storllun@8 #PVC {ffH StorageClass & F
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LEAEACA Block, fl% PVC csi-pve-local-block-stor11un09 [FC & SCA4 csi-pve-local-
stor1lun09.yaml. % examples\block-volumes\dynamic-pv\csi-pvc-local-block.yaml

7R B

apiVersion: vl

kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-block-storllun@9 # PVC f1& 7
spec:
accessModes: # VilfEzl, Block fEzUf)4: % #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
volumeMode: Block
resources:
requests:
storage: 88Gi #LGAE, H/IN GiB
storageClassName: csi-stor-sc-local-stor1lun@9 #PVC {#iJH ¥ StorageClass K% T

(2) MNHBCE S (LA csi-pve-local-stor1lun08.yaml N

[root@server dynamic-pv]# kubectl apply -f csi-pvc-local-storllun@8.yaml

persistentvolumeclaim/csi-pvc-local-storllun@8 created

(3) IIFCZ6)E K PVC.

[root@server dynamic-pv]# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
csi-pvc-local-storllune8 Bound pvc-84b9a4b9-403d-41a5-96bc-8d1e@8c7abl5  77Gi RWO csi-stor-sc-local-storllun@8  27s
3. @I Pod.

A Pod, J#H1 PVC Klk. HBlock CSTHifH B2l 1k, H:3 HBlock 1%
(1) 5#ri Pod i) YAML e & S,
LAEIN filesystem, 1% Pod my-csi-app-local-stor11lun08 FHC & 44 csi-app-local-
pve-stor1lun08.yaml. T A2 examples\filesystem-volumes\dynamic-pv\local\csi-

app-local-pvc.yaml #1171 .

kind: Pod
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apiVersion: vi1
metadata:

name: my-csi-app-local-storllune8

spec:
containers:
- name: my-frontend
image: busybox  # fifgHiik
imagePullPolicy: "IfNotPresent" # hUBL R
volumeMounts:
- mountPath: "/test8" # HEHIIELN HIrEE
name: lun@8
command: [ "sleep", "1000000" ]
volumes:
- name: lun@8 # XI¥ volumeMounts (1430 H
persistentVolumeClaim:
claimName: csi-pvc-local-stor1lune8 # i pvc K&
LA N Block, % Pod my-csi-app-local-block-stor11un09 ¥ & S csi-app-
local-pve-stor1lun09.yaml. 7] PAZ% examples\block-volumes\dynamic-pv\csi-app-
local-pvc-block.yaml H ) 7= 5] o
kind: Pod

apiVersion: vl
metadata:

name: my-csi-app-local-block-storllun@9 #Pod (%K

spec:
containers:
- name: my-frontend
image: busybox # HiffHbiik
imagePullPolicy: "IfNotPresent" # HiIU4R{% KM
volumeDevices:
- devicePath: "/dev/test9" # I BIELLN HAREE
name: 1un@9  # Xt/ volumes Hff] name

command: [ "sleep", "1000000" ]

volumes:

- name: lun@9 # X} volumeMounts 3% H

persistentVolumeClaim:

claimName: csi-pvc-local-block-storllune9 # i pvc K& T

44



N By S 4

State Cloud

(2) MNHBCE S (LA csi-app-local-pve-stor1lun08.yaml A1) .

[root@server dynamic-pv]# kubectl apply -f csi-app-local-pvc-storllun@8.yaml

pod/my-csi-app-local-storllun@8 created

(3)  BAFEGE ) Pod.

[root@server test]# kubectl get pod|grep my-csi-app-local-storllune8

my-csi-app-local-storllun@8 1/1 Running @ 27s

AR RSP L HE T B2 /test8.

[root@server ~]# kubectl exec -it my-csi-app-local-storllun@8 -- /bin/sh

/ # 1s

bin dev etc home lib 1lib64 proc root sys test8 tmp usr var

¥ER: HBlock CSIfdfMR#EH P HIBCE, 7& HBlock 8+ H A6 6 Target, 5. Target.
PV & —— RN &R
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3.5.3 BI7FS PVC

I StatefulSet H 45 7€ [ StorageClass 4561 ## PVC, Kubernetes fR4### StorageClass i & [
55, H3hfil’k HBlock CSI {1} A% HBlock %. #h4 PVCEH T RAIESLEL A Pod, I
NHHEBAAE 5

S zhaA PVC I EZ R

1.6 Storage Class
p StorageClass -

L4

-~

2.@_Ié§8ta1_eful8et .
""-\..\ 4
S StatefulSet PVC - PV N
|
A Pod
K9.2h#& PVC i fE K

1. @I%E Storageclass
(1) #r#E StorageClass i) YAML fic & 1.
® GHEHUA filesystem, @))% StorageClass csi-storageclass-local-stateful-stor1lun10
[ Hic & SCLF csi-storageclass-local-stateful-stor1lun10.yaml. 7] LAZ%

examples\filesystem-volumes\statefulset\csi-storageclass-local-stateful.yaml 77 )7~

.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-storageclass-local-stateful-storllunl® #StorageClass %5
provisioner: stor.csi.k8s.io #HBlock CSI #@ft
parameters:
storageMode: Local  #HBlock #H[I{FfiAY
fsType: xfs #EFEFHEH XHERGEHKEN, FF xfs. extd
readOnly: "false"  #&7bLHiy RE#%
sectorSize: "4096" # HBlock WX K/, SHF512,4096, HNAFH
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localStorageClass: "EC 2+1" # HBlock % IUAxHE
# minReplica il localStorageClass "EC N+M"H1[] N ERIAFHSE
minReplica: "2" # /P EIAEL (L HBlock EEHERRSCRD)
highAvailability: "ActiveStandby" # HBlock =& Al A
writePolicy: "WriteBack"  # HBlock %5 %%
isMultipath: "true" # R&EREzhIZE
maxSessions: "1" # iSCSI Target U@ K KEiE%L.
ECfragmentSize: "16" #ZMIIEL IR/ BICREADy EC NS, B EA B, 020 .
serverNumbers: "2" #HBlock Target FTfEMIIRSS 28 8m (IEERERR SRR
clusterID: "storl" #HBlock frif
reclaimPolicy: Delete #RFAMAERIYIHRS, X #F Retain Al Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true #¥EY &

® LN Block, {14 StorageClass csi-storageclass-local-stateful-block-
storllunl1 fJHC & L csi-storageclass-local-stateful-block-storllunl1.yaml. #J
PAZ% examples\block-volumes\statefulset\csi-storageclass-local-stateful-

block.yaml.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-storageclass-local-stateful-block-storllunill
provisioner: stor.csi.k8s.io
parameters:
storageMode: Local
readOnly: "false"
sectorSize: "4096"
localStorageClass: "EC 2+1"
# minReplica il localStorageClass "EC N+M""H1[) N BRIAFHEE
minReplica: "2"
highAvailability: "ActiveStandby"
writePolicy: "WriteBack"
isMultipath: "true"
maxSessions: "1"

ECfragmentSize: "16"
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serverNumbers: "2"

clusterID: "stori"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

StorageClass ] YAML Bt B XCHS%

2% ik R IAIE

fim

storageMode B IRM, S2FF Local. Cache. Storage 1=,
Cache. Storage IR FE R o,

fsType GWHRBIRBR R G R, CHF xfs, extd. Ak
BB : G ACH filesystem B WA IH .
readOnly & UL R e AT B H 3 &

EUAE: "true". "false". ERIAME N"false".
ER: XEFEMATRE, HI'true"5{"false".

cloudBucketName CUAEAE 1) OOS A7t A ¥ 44 FK o Bbas s D)
TR TEZIJTIE Bucket B4 i JE I E AT S AR BE A
KA. R

cloudPrefix WHE O0S AT g Ak, WEMRLAIRE, BHFEs | &

AFAEAFAA AR S A 44 BOSRSCAF e b o A SRR SE S Al
28, W ERAAELE LG A PR ar 44 230k
KA FREER

BUE: KEVEHEZ 1~256,

cloudAccessKey 0O0S AccessKeylID. B JIA
KA. PR iR
cloudSecretKey 0O0S SecretAccessKey BRVa DA

WER L E SO csi-secret-decrypt.yaml H[#) decryptFlag N | 3H
true, &N secretKey YA f# A DecryptData it & 1) %
EAXT3E4T AES(ECP. paddinges7)IN%, N4 Jo i 45 Bk

48




e e

N By S 4

State Cloud

1T Base64 4mfid, HAKVE W EEMZBEN .

KA. FREE .

cloudEndpoint & OO0S Endpoint. BB

KR Fr5E. H

cloudObjectSize B AAMELE 00S IR/, 5
HUfE: 128+ 256+ 512 1024. 2048. 4096. 8192, H
fiis& KiB. BRIMEN 1024,

cloudStorageClass | % & OOS HITEfiEAL .
HUAE -
® STANDARD: FrifEf7fik;

0

® STANDARD IA: &A1) 151774 .
ZRIME N STANDARD.

cloudCompression | &% E4i%#E F1& £ 00S.
B A -

oA

® Enabled: 2;
® Disabled: 5.

ERI\{E N Enabled.

cloudSignVersion | OOS (iR 4 IIE T 2
HfH -

. V2: V2 ’ggo

gl

. V4: V4 ’ggo

ERIMEN v2.

cloudRegion 7~ Endpoint FEY5 AT 7E X 35 At
i VARSI, BT,

ESINEL

deleteCloudData MGy, SR L rEdE.
HYAH -
® true: kR EIEIE.

oA
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® false: MRz _LAIEHE.
ERINMEA false.

sectorSize FEIX KN IR R i S R G VO B 1 /N B %
TE A X KN
HUAE: "512". "4096", BN NI . ERIAE AN"4096",

oA

localStorageClass | AHUAFAETURBI. AR R IZEILZSH.

HUE -

® single-copy: HEIA,

® 2-copy: WEIA.

® 3-copy: —HIA.

® ECN+M: AMMWSRi. Hd N. MOyIEEE,
N>M, H N+M<=128. F¥EHE > FIM N
B, AR M MEEEE .

ERME N EC 2+1.

0

minReplica BNEIAREL (B SCRD -

ST EIARE, BERIAEN X, B/EIARECH
Y (Y RAI<X) , HERFREGAN, 20Y HhEHES
NI, ARNAERKG N . % T EC N+M &A1)
%, RBOZERDEIABRERNY (LAGH 2
NSY<N+M) , 200 2 A2 /D08 Y R B HORn s 56
P NET, AR REG NI -

WU : B NTEIAE, BUEIEEZ[L N], NoAREIE
G EIAE, BIMEN 1. 6T EC 4, HUHEEH
JE[N, N+M], ERIAEN N

gl

redundancyOverlap | GHIHTEEIAT ((EBERSCRE) o EHIRTTRE

T, [E— B AN R B AR 2 BRI 3 A 1E AN [ R i e
B, AEEESUAR, RVFRIE SR TTRTSEN, K
A B B A TRALE [F) — AN Rel o, {HRE 23 A 2E AN R )

oA

50




e e

N By S 4

State Cloud

path |

ER: R HEIR NN path, IESEAER.
WA : SEIABA, BUEEHEZ, 8IA%0, BRMEN
1; X T BC A, BUETEREIZ[1, M+N], BMEA 1.

ECfragmentSize MRS RN BIUREACY EC B, ik | &
BAER, 5020
BUE: 1. 2. 4. 8. 16+ 32. 64, 128, 256. 512,
1024, 2048, 4096, HAiE KiB. BIMEN 16,
highAvailability | @&fikfimn . BRARA R E LS. &
WU -
® ActiveStandby: JHZNF K, HE RN Target T
[FI A IQN.
® Disabled: ZEHImE A BT, 286 KRB B Target
TH— IQN.
BRIME N ActiveStandby .
writePolicy L E SR . 5
B :

® WriteBack: A5, HIEIEE ANBINAEE, LA A
GRPIE R, ZJGHEREE N ST
VEREEOR R, FE MEERA = M5t

® WriteThrough: &5, HIEE [R5 N A AF R
B, JHEMAAEE R, BRSO
EH T REMERE S, SYERERA S, Hidl
BN EE 2B S ) 3 5

® WriteAround: %85, EIEURES NMAE )5 RURBE U L
WAE, SNBSS G, SCZNR R S ).
EH TR E R, MRRER AR, HS 2
L 0E775 8
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ERAE A WriteBack.

isMultipath & 7518 A Multipath. %A

HUE -

® '"true'"

® '"false".

FRIME 9 "true"

R

o XHFBEMAFFTH, Bl"true"5{"false".

® 2R HBlock #1513 F 1) HBlock %1% 5 H i Al
i, Bl highAvailability 4 Disabled, 1Ak 7%
WHE N false", 75432 pod 5 3K

® 2R,2 HBlock SALIR, BLALTEZEBE N " false"

0

path TREAFHG Bl 108l B 3 (BURHLARCZRRD .
IR B G N AR E Bl H 3%, 8 R S5 A% AL I ERIA
A H .

pool FAETBAARR, FRoRm &AM, GBI R AR AE 2 A
WA (RUERRFRRSCRR) .

BUE: KEWHERE 1~16, REedv i, B mikize
(=)« FRIZ (O dHpl, TR RNG, HAGH
LA BRI Tk

BRVNE FH JE Bl 4 i v o

gl

cachePool FEFI AR, Rom s A A, BHEE E RS AN
fefiipy (IUERBERRCCRR)

BUE: KEEHEGE 1~16, RAghriE. Hrrmiikize
()« RRIZ O 4, TR RS, HASH
PL BRI 7Tk

A RANSHS MR AN U B iy T A7 A7t

ER: A S ZAAAF A RE S [F] — M

iyl
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maxSessions iSCSI Target o1 87 B R &1 &
HUE: A, BUETEREZL, 1024], BRIMEN 1.

serverNumbers Target IT7EI RSS2 5 E (UEEBFRCCRR) ©
BEOEA, BUENL2, n], n NERFN RS SR IEE. B
WE 2.

iyl

faultDomains LIRS iR B S B . WRIEAh r  sa, B g
Target FTfENIR S5 #8503 (VBB HE) , DAERIE
LUN i, LUN K Target f056 Mi% R 55 2341 3 ik
BERTTEMR S5 25 . BIANAEGEI0 AN rack 0],  Fodh 1 i 55
rackl. rack2. rack3. rack4 i i, H. faultDomains

iyl

8 5€ rackl. rack2, B4 GJ LUNK, LUN KR
Target L5 M\ rack 1. rack2 P €0 & b A7 fif it (1) R 55 4%
F 3R BT
EE:
® (R RN path ZLRIT, AR E1%SHL.
® IR LUNJRIE | i S AT AR A7 A, Ay
AL Pk BT M. iR LUN R$6 € T &
AP, W N A7 ittt P B 75T R BIR
BUE: P AR, 9 s 200 AT BAE] room.
rack. server. AJ PAFREZ ARG (HRT RH N EE N
T4ET serverNumbers. SCRF— MR InZ ik, (High
A I — server, Jf HIGFEM server A e ST
o IR AT A IR 2 3 ECY AN R A
server # L FE, W RGiox ZIEILT £L, A BT A
gk 2L

clusterID HBlock fJ4riH, 7E csi-configMap.yaml HME—. £ WE | 2
E HBlock V7 [ #ilk .

iy

chapEnable FE 5 {# ] CHAP WAIE, BUA:
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. "true" o
® "false",
ERINE N "false" .

EE: XETGEMATAH, A"true"sl"false"

chapUser CHAP INIERIH 44 . ISR B SCAF csi-secret-
decrypt.yaml # [ decryptFlag N true, 2%} CHAP A
{IE (9 7 4448 ] DecryptData Bt B (%5 9% 1#E47 AES
(ECP. paddinges7) HI%, HN% 545 K317 Base6d
G, HARVENEEMEHERN.

INEFHRUE: /R, KEVEERZ 3~64, HAgH ¥
B Brs AR FEREER(-) FRIZR( ). B9(:)
W, FRIXARANG, B AT B Eer I3k .

iyl

0

chapPassword CHAP \ERI 50 . an SEEC & S csi-secret-
decrypt.yaml # [ decryptFlag N true, 2%} CHAP A
IE (155 B4 Fl DecryptData Bt & )4 4% 21T AES
(ECP. paddinges7) N, h0% 5 H45 K17 Base64
G, HARVENEEMEHER.

MERTBUE: PR EREa, KEVERE 12~16, A4,
GREFRE NFGERE B FRILOHR DR

TR, FRK ARG

reclaimPolicy R A RIS R
HWAH -
® Retain: R

oA

® Delete: %
ERINME N Delete .

oA

volumeBindingMode | 7HPZ g it ie S5 4F Pod 1 FERT 40 5E
A :

® Immediate: B4 E .
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® WaitForFirstConsumer: ZEIRZR5E .
FRIME N Immediate.
allowVolumeExpans | V&Y JE. 5
ion HUE -

® true: BT E.
® false: NRTFETE.
ERINE N false.

(2) N AL E S (DL csi-storageclass-local-stateful-stor1lun10.yaml A1)

[root@server statefulset]# kubectl apply -f csi-storageclass-local-stateful-storiluni@.yaml

storageclass.storage.k8s.io/csi-storageclass-local-stateful-storllunl® created

2. g StatefulSet.
(1) ¥ StatefulSet 1) YAML it & 3014
LAEACN filesystem, @)% StatefulSet csi-app-stateful-local-stor1lun10 ) YAML At
B 34 csi-app-stateful-local-stor1lun10.yaml. 7] PLZ% examples\filesystem-

volumes\statefulset\csi-app-stateful-local.yaml # f) 75 51 o

apiVersion: vi1

kind: Service

metadata:
name: csi-app-stateful-local-storllunl®
labels:

app: csi-app-stateful-local-storllunle

spec:
ports:

- port: 80

name: web

clusterIP: None
selector:
app: csi-app-stateful-local-storllunie

apiVersion: apps/vl
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kind: StatefulSet
metadata:
name: csi-app-stateful-local-storllunle
spec:
selector:
matchLabels:
app: csi-app-stateful-local-storllunle
serviceName: "csi-app-stateful-local-storilunie"
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-storllunl®
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-storllunil®
image: busybox
ports:
- containerPort: 80
name: web
volumeMounts:
- name: lunle
mountPath: /test10
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunle@
spec:
accessModes: [ "ReadWriteOnce" ] # Vj#E=, filesystem tHZCH)4: 7 ReadWriteOnce
storageClassName: "csi-storageclass-local-stateful-storllunie”
resources:
requests:

storage: 100Gi
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AN Block, @)% StatefulSet csi-app-stateful-local-block-lun11 ] YAML it & (14
csi-app-stateful-local-block-lunl1.yaml. 2% examples\block-volumes\statefulset\csi-app-

stateful-local-block.yaml H [] 7~ 451

apiVersion: vl
kind: Service
metadata:
name: csi-app-stateful-local-block-1lunil
labels:
app: csi-app-stateful-local-block-1lunll

spec:
ports:

- port: 80

name: web

clusterIP: None
selector:
app: csi-app-stateful-local-block-1lunll
apiVersion: apps/vil
kind: StatefulSet
metadata:
name: csi-app-stateful-local-block-1lunil
spec:
selector:
matchLabels:
app: csi-app-stateful-local-block-1lunll
serviceName: "csi-app-stateful-local-block-lunil®
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-block-1lunil
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-block-lunill

image: busybox
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ports:
- containerPort: 80
name: web
volumeDevices:
- name: lunll
devicePath: /dev/testll
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunll
spec:
accessModes: [ "ReadWriteOnce" ]
#HHER, Block UG L F V74 2: ReadWriteOnce. ReadOnlyMany. ReadWriteMany
volumeMode: Block #%# 30} Block

storageClassName: "csi-storageclass-local-stateful-block-storllunll”

resources:
requests:

storage: 101Gi

(2) NS E ST (L csi-app-stateful-local-stor1lun10.yaml A1)

[root@server statefulset]# kubectl apply -f csi-app-stateful-local-storiluni@.yaml

service/csi-app-stateful-local-storllunl® created

statefulset.apps/csi-app-stateful-local-storllunl® created

(3) ISUER%EEY StatefulSet (LA csi-app-stateful-local-stor1lun10 A%1)) .

[root@server statefulset]# kubectl get statefulset |grep csi-app-stateful-local-storllunle
csi-app-stateful-local-storllunlie 2/2 28m

A LUE BB O A 1 #10/test10.

[root@server ~]# kubectl exec -it csi-app-stateful-local-storllunl@-0 -- /bin/sh
/ # 1s
bin dev etc home lib 1lib64  proc root sys testlo tmp usr var
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3.5.4 % PV KRS inEENM E

IR PV IR SR BAE R, AL Pod Hit SR IS AR IR ICEEE S, —
A DR L S MR RE, 5 — 7 T AT DARR T e i) vT SR AN R B
BUHR%ME: HBlock (IFEE ML 5] A room, rack, server, A REVHEE PV MRS BI5E .
TR DRI
1. %1k PV REKHKI A Pod.

kubectl delete -f podi.yaml -f pod2.yaml -f podN.yaml

2. APV RS v A B .
o NHEEE IR PV RIRS mEENME, HH YAy

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN

o AL A BT PV RS I AL E, A4

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN --overwrite

pv-name: SRS v IE AL E ) PV 2K,

faultDomains: MRS IERN BIER . WRIEAAMEIBITBEREL, B0 Target FTE

R4 #5502 (AEERFRRSZRE) , LUN SCHEMY Target 56 A% IR 55 88 41 2 Hh ik 2 By

FERRSS o BIANAFAE TN rack 0, HARFMENH i rackl. rack2. rack3. rack4 HH]

1A%, H faultDomains #§5€ rackl. rack2, HPA{E LUN [ Target B, LUN JCHK[)

Target L6 A rackl. rack2 T A4 2 I AEAf I IR IR 55 2 51 AR BLIFAT 18 8. AT ARG B

TR AR AT A I RO 2 S EOT S A server BB RE, W RS2

U R, M TS R 4R SR PR

ER:

B XF[E— PV, H faultDomains HJHUE 24251 R %€ /£ HBlock £ERE )[Rl — 7 Al N

W faultDomains [JHUE MK T 804 T HBlock 2 BEAE it (1 ikt . Biltn, 45
17t default () FEIRZE 20N rack, M faultDomains H AERD B A rack BX server
LR, AMIECE AT rack I AL, W rooml .

3. JA3h PV KERHIFTA Pod.

Kubectl apply -f podl.yaml -f pod2.yaml -f podN.yaml
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4 HELM 77\ 4B R

4.1 RE

HBlock CSI S K LA N PR 222577520, 7 ] AR HE I a6 H i —Fhdb A7 22 2% .
® ZXELH: WEHT Kubernetes FEREN T S EAZ I E 5.

® Docker FA 7 &% EHTH AL ET .

4.1.1 BIE &4

L4223 HELM 3.12 )2 UL B RS,

412 BERE

PATLA I %220 (GE T Kubernetes SERE T M EA L HE S5, LA 1.5.0 1 X86 M A
B -
1. 7£ Kubernetes master fl node | fift & 22341 .

unzip stor-csi-driver-1.5.0_x64.zip

2. 1E Kubernetes master fl node 5 N4fift551% .

cd stor-csi-driver-1.5.0_x64

docker load < stor-csi-driver.tar

3. {E Kubernetes master 1 i AT #EE A, SEATHECF I 2%
R B 22 ge T IRIRAE G CRDs, 1T T 412
ViBH: 75O LN PRI S¢ CRDs 3 £F Kubernetes Snapshot [1J vl API.

cd charts/csi-driver-stor/

helm install stor ./ --skip-crds

R AR BRI K CRDs, 1 HHAT T o dr 4

cd charts/csi-driver-stor/

helm install stor ./
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LHESERRE, FTLLEFILLT pod. HBlock H plugin PL K Sidecar %% 1% 5 8-

[root@server csi-driver-stor]# kubectl get pod
NAME READY

csi-storplugin-controller-79df7bf49c-wrdtb 4/4

csi-storplugin-node-41zr9 2/2
csi-storplugin-node-jx95c 2/2
snapshot-controller-0 1/1

STATUS

Running
Running
Running

Running

RESTARTS

AGE

5ml10s

5ml10s

5ml10s

5mles
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4.1.3 docker FAL AR R

o REERZ, TUEH ARG T %3 HBlock CSIAdifF, #EF7E Kubernetes [ A 15 5 1
#ENIEE . P AR i G R IE B B rh, B EUE I YAML SCIFY) image Mtk AL G
MR AL, ST 2 B A B ) 58 e 3

FEEFTMERE — B ST & EPAT T I AERIE (LA 1.5.0 B9 X86 [RA 9B -

1. 23t

unzip stor-csi-driver-1.5.0_x64.zip

2. AR

cd stor-csi-driver-1.5.0_x64

docker load < stor-csi-driver.tar

3. BB E.

docker tag stor-csi-driver:1.5.0 XXX.XXX.XXX.XXX:port/stor-csi-driver:1.5.0

docker push XXX.XXX.XXX.Xxx:port/stor-csi-driver:1.5.0

Hdr, xxx.xxx.xxx.xxx:port ARG HHE,
4. BERE.

cat /etc/docker/daemon.json

5. B YAML 851% 57 B b

&4 charts\csi-driver-stor\values.yaml U4 H csiStorPlugin BN xxx.xxx.XXX.XXX:port/stor-

csi-driver:1.5.0,

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: xxX.XXX.XXX.XXxX:port/stor-csi-driver:1.5.0

6. {E Kubernetes master 19 & JAT 2 BIA, BHATHEEID 22345,
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WIR &2 |7 IRIBAHSCH CRDs, TEHAT T4
ViBH: ORI PRIEA S CRDs 3 £F Kubernetes Snapshot 1] vl API.

cd charts/csi-driver-stor/

helm install stor ./ --skip-crds

N RAR 2B R IEAH K CRDs, AT T o1 dr 4

cd charts/csi-driver-stor/

helm install stor ./

LHETERRE, ATLLEFILLT pod. HBlock H plugin PL K Sidecar %8 IE % 5 8-

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY  STATUS RESTARTS  AGE
csi-storplugin-controller-79df7bf49c-qtvkd 4/4 Running © 44m
csi-storplugin-node-d2tkb 2/2 Running © 44m
csi-storplugin-node-x9w2h 2/2 Running © 44m
snapshot-controller-0 1/1 Running © 44m
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4.2 ENE;

WRELEIEE, CSI, BB MIBRIAIE, SRJ5I5RR sc. statefulset. pod. pve. pv, FRREATEIZL.
Lo AT T F i 2 I R ARG 5 541

kubectl delete volumesnapshots --all-namespaces --all
kubectl delete volumesnapshotcontents --all-namespaces --all

kubectl delete volumesnapshotclasses --all

2. ARAPAT FAIM A TERR s statefulset. pod. pve. pve X pod. pve. pv, WAZIIZHE
J¥ pod > pve > pv $AT MM B & .

® HIER sc:

kubectl delete sc storageclassname

® M4 statefulset:

kubectl delete statefulset statefulsetname --cascade=true

® iR pod:

kubectl delete pod podname

® JiBR pve:

kubectl delete pvc pvcname

® JHER pv:

kubectl delete pv pvname

3. PUTHEIE A EIEL CSI.

helm uninstall stor
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4.3 A

Nagoar e 3s a0, N Z23EAL R charts/csi-driver-stor H 5%, ¥ & PPl B AT+ 2% 5 R 55— 2,
1£ charts/csi-driver-stor |47 2k g B AT,

helm upgrade stor ./
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4.4 BoEiEH
4.4.1 1% E HBlock fHXEE

HBlock CSI4#fFiEid & HBlock ) HTTP RESTful API#HT /71l & HEAE, HlineldE.
Wb ¥ ARG, FEICERV R HBlock RESTful API [#) URL ikl [
ULBA: LREXT 24 HBlock, f3%: HBlock HHLRA . HBlock HHER «
A AHZ IS 210 RBCE HBlock 5 [ s dil: o
(—) BB E SR, I R T E SO
1. &4 charts/csi-driver-stor/values.yaml fit & S, BCE HBlock 5 lal kb 15 FH 7 44
MG, .

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.0

storConfig:

configlson: |-

[

"clusterID": "clusteri",

"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"

1,

"storProvider": "xx",

"csiApiTimeout": 480
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{
"clusterID": "cluster2",

"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",

"https://XX.XX.XX.XX:XX"

15

"storProvider": "xx",

"csiApiTimeout": 480

userkKey:
IFsKIHsSKICJIjbHVzdGVySUQiOiAiY2x1c3R1cjEiLCAKICI1c2VybmFtZSI6ICIhZG1lpbiIsCiAicGFzc3dvemQiOiAic2tza2RuZEQwIgogfSwKIHSKI

CJjbHVzdGVySUQiOiAiY2x1c3R1cjIiLCAKICI1c2VybmFtZSI6ICI4eCIsCiAicGFzc3dvemQiOiAieHgiCiB9Cle=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.

clonePv:
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enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl

clusterMode: true
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chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: 1lul

snapshotName: sl

SH R

2% Hid RE LR

storConfig HBlock it & 15 2. =
clusterID &8 %€ HBlock FI#RrUN, 7E csi-configMap HME—. s

BUE: FRrRiea, KEJEEE 1~256, AT &7/ e,
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MEERILE (), FRIXKRNE,

apiEndPointList | HBlock [¥] it 45 %% P bk &% APLui 1155 80 DL K6 T HBlock | /&
IP £l API % I1°5-[¥] Kubernetes service 34 .

5 HBlock [ MR55 4% 1P bl & APLim 150, a0 R LB,
SRR A I 1P HUlk 2 APLSG S WAL, HIEE
—NRpAT

i

storProvider HBlock 7= i % FR
HWff: HBlock.

iy

csiApiTimeout | $8E HBlock fll7 LUN (555 8], 7E5EA5HS RPN LUN Gk 5%
W, i, REEIK.

WU : IERE, BRIMECH 480, HAL2FD.

R BUUEHBIME.

A

userKey X4 HBlock [ARIR P 44 OB RS I 745 Hh (Y] base64 Hifil .
userKey HI4mfdid#2, wJLAZ LECE HBlock Vi i FH 7 4 1%
5,

iy

chap IR B =

FD

decryptFlag RE B mESER, TEN true UGS 5 false CREHD I
Base64 w744 5

XA :

® dHJ1ZQ==: AN, true 1] Base64 4ihl,

® ZmFsc2U=: AJFHIMNE, false [f) Base64 4ifid.

decryptData I i 4 Vi Yas
Y. BN, HSHLE.

HUE: YRS 16 AL fF . F5 2RI 1T Base64 4l
decryptData 14 id it #2 7] L2 UL AE B i AR .

i

example e BUR SRR TS, BeE 5K storConfig. userKey. chap
&, AP AT LUEE I — MGG, SREIE HBlock CSI A2 &
caw LIRS 5 .
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W BAETER)E, T EREEIT RN false, i 45 IR
s,

2. MNARCE X, {F charts/csi-driver-stor AT B HBCE 4 .

helm upgrade stor ./

() {8 FIRE 6 364F HBlock i B 2T (ATik) .
PiB: 4R HBlock CSI HACE T £ HBlock, EUAH FHFEBIIAEZ k. U0 HBlock
CSIXfRL 2 /> HBlock, %I 2 N3 . HBlock HIFEH .
L. AR
(1) 1B B S charts/csi-driver-stor/values.yaml H example FIJT5%, T IFRER] .
Example FI 25 ##iid

28 Hiik

enable SV IVEENE

® true: JF/HRH.

® false: JHaf/R{.

ER: WEERUG, T BRI KA false, 845 IR SLFI PR

clusterld $8 %€ HBlock HIHRIH -

clusterMode & € HBlock s& ML & HALIR -
® true: HBlock ZE i
® false: HBlock HHLI o

chapUser CHAP MERIFH 7 44 . W R B S0 csi-secret-decrypt.yaml H ] decryptFlag
true, 5 ZAf CHAP IAIER H P 44 14 H DecryptData [t & 1) % $A X 24T AES
(ECP. paddinges7) I, fN%E 545 Ri#HAT Baseo4 if, HAAVE BN
B

INERTVE: FREER, KEGEZ 3~64, HRAEHRFER 7. A &
BEZ(-). FRIZK(_). B4, FRIXRNG, HASCH TR
Tk
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chapPassword | CHAP WIEMI 205, WAL E S csi-secret-decrypt.yaml H1 1] decryptFlag A
true, 72X CHAP WEFI %6918 B DecryptData fitt & )% % 117 AES (ECP.
paddinges7) fN%, N5 K45 R 3EAT Base64 dnt, FARVE LECEMEFEHER .
I BUE: PR E, KU 12~16, DS REFEE /NGFEE,
. TRIZOTHEDWFERT, FRIX KNG,

snapshot.enable | 7& 75 3 H TRHEAE -
® true: A
® false: ANEH

clonePv.enable | J&75 5 F vl AE -
® true: o
® false: ANEH.

(2)  NFHBECE S, 7E charts/csi-driver-stor N HUT B HACE 1 4.

helm upgrade stor ./

(3)  %iF HBlock CSI 25 & ml AR B H: 4B BRI & ST pod, IR R
HBlock CSI "] ULIEH J5 A . SR BN so B S G B T, BEPRRE AN e P2 DI RE 1R -
(Ari%)

kubectl get pod
kubectl get volumesnapshots

kubectl get pvc

2. fFHREE RER TG, R TR S ER SEE R, B R .
(1) £ values.yaml HUE R 54E N false .
(2)  PATHT4 helm upgrade stor ./ 5 HT L & -

(3) fﬂ?—ﬁ?4%’kubectlgetpod\ kubectl get volumesnapshots. kubectl get pvc f& 2 FE4

%

4
H

e

72




== |

X8R HELM 75 3£ Fil $5 7

State Cloud

U RTINS S, A IR 41 sc. statefulset. pod. pve. pvs
volumesnapshots, #1352 # #IX L FE Yl
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4.4.2 Bp B 7<)

N 3 %

CSI (LA 1.5.0 ilAJ9fil) 4% #54> HBlock, SERERMCT AL .

® clusterID 4 storl, XTRAERERR. clusterID 24 stor2, XJ B EEALAR

® ETERMIRS %S IP Al API A: 192.168.0.64:1443. 192.168.0.65:1443. 192.168.0.67:1443.
FAHLAR AR 55 2% TP A1 APL i 1A 192.168.0.66:1443 .

® ERERIH L MIEAY N storuser. hblock12@. BAMUIRHIF 1 & 125004 storuser.
hblock12@. userKey J5ifidn] LA 2% EL B HBlock V5 [ FH /7 4 R Z R R~ F H 558 1. 2.

o ERM NI AE ] CHAP NIE, W (R, TS HREMFER.

® 3] blockVolumes HIZNAS PV B£45] (dynamicPv) , %:ilF HBlock CSI & 75 CL &l LA
R

BRIEP B
() PEERECE A, IR A B E S
1. B4 charts/csi-driver-stor/values.yaml it & 3£, i & HBlock Vil ik 5 il F - 44
ARG I

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.0

storConfig:

configlson:

[

"clusterID": "storl",

"apiEndPointList": [

74




e e

e HELM 75 3£ Fil $5 7

State Cloud

"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
1

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

userKey: WwogICAgICB7CiAgICAgICAgImNSdXNOZXJIJRCI6ICIzdG9yMSISICAKICAgICAEICALIdXN1cm5hbWUiOiAic3RvenVzZXIilAogICAgICAET
CIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHSKICAgICAgICAiY2x1c3R1ck1EIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtz
SI6ICIzdG9ydXN1ciIsCiAgICAgICAgINBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:

enable: false
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# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1un®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:

enable: false

76




= e

e HELM 75 3£ Fil $5 7

State Cloud

clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: si

2. NFIBCE S, 7 charts/csi-driver-stor | $4T 5 BT AL B 4.

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 11:20:59 2025

NAMESPACE: default

STATUS: deployed

REVISION: 2

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.0
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The Stor Cluster Info is: [
{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1

"storProvider": "HBlock",

"csiApiTimeout": 480

¥

{
"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.66:1443"

1
"storProvider": "HBlock",
"csiApiTimeout": 480

}

(=) S A7 360E HBlock B B & A a2 (Alig)

ViBA: b4 HBlock CSI iR E T 2 /> HBlock, &5 EISIE 2 4 HBlock [FIEE

® IGHIF clusterID A& storl Y HBlock (£EREAR)

L A HFE.

(1) fBL & S charts/csi-driver-stor/values.yaml H' example FIH5%, T HA£4
blockVolumes H )37 PV #£4. PEBRFITLFEH G, clusterID A4 storl, clusterMode

N true.

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
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csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0
csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterld: storl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: true
# Sample of clone pv using snapshot.
clonePv:
enable: true
# Sample of clone pv using dynamic pv.
clonePv:
enable: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true
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lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDodkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl

clusterMode: true
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# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:

enable: false

clusterId: clusterl

clusterMode: true

lunName: luno4

snapshots:

# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:

enable: false

clusterId: clusterl

sourceLunName: lul

snapshotName: s1

(2)  MNHBCE M, 1F charts/csi-driver-stor N7 AL E 72 .

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 11:38:43 2025

NAMESPACE: default

STATUS: deployed

REVISION: 3

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.0

The Stor Cluster Info is: [
{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1,

"storProvider": "HBlock",
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"csiApiTimeout": 480
¥

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  BG4F HBlock CSI 275 & m] LLIEH &

USRI R ST pod, RN

HBlock CSI 7] PAIEH A . P HE AN so b6 0 B, i B DL B AN v B ThRE IE 4 .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wrdtb  4/4 Running ] 62m

csi-storplugin-node-41zr9 2/2 Running ] 62m

csi-storplugin-node-jx95c 2/2 Running ] 62m

my-csi-app-block-dynamic 1/1 Running 0 18m

snapshot-controller-0 1/1 Running 0 62m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshots

NAME READYTOUSE ~ SOURCEPVC SOURCESNAPSHOTCONTENT ~ RESTORESIZE SNAPSHOTCLASS
csi-dynamic-snapshot-block  true csi-pvc-local-block 1 csi-dynamic-snapclass-block

[root@k8s-master csi-driver-stor]# kubectl get pvc

NAME STATUS VOLUME

clone-pvc-from-pvc-block Bound pvc-34e4f98f-4a87-4a38-9a4d-633940160c09

clone-pvc-from-snapshot-block  Bound pvc-37f0324c-2836-4979-8b4e-858c3ce3df54

csi-pvc-local-block Bound pvc-47fef833-791d-4a3b-b93b-c94f198c9d3b

CAPACITY ACCESS MODES

1Gi RWO
1Gi RWO
1Gi RWO

STORAGECLASS

csi-stor-sc-local-dynamic-block

csi-stor-sc-local-dynamic-block

csi-stor-sc-local-dynamic-block

SNAPSHOTCONTENT

AGE

6m25s

6m25s

6m25s

CREATIONTIME

snapcontent-53f92ad6-faa9-47c7-850a-d7304a4b1594  3m35s

AGE

3m4ls

2. EHRESEFEE . REH TR, Dy 7R S R SEE R, T RS .
(1) 1£ values.yaml H', ¥4 dynamicPv FIFEA]. PR AL E 0 BN false.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
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csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.0

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: storl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:

dynamicPv:
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# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:

enable: false
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clusterId: clusterl

clusterMode: true

lunName: lune4
snapshots:

# Sample of static snapshot.

# snapshot should pre-provisioned before staticSnapshot be enabled.

# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:

enable: false

clusterId: clusterl

sourceLunName: lul

snapshotName: si

(2)  PATHT4 helm upgrade stor ./ 5 HT L & -

[root@k8s-master csi-driver-stor]# helm upgrade stor
Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Sun Apr 27 13:54:58 2025

NAMESPACE: default

STATUS: deployed

REVISION: 8

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.0

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1
"storProvider": "HBlock",
"csiApiTimeout": 480
¥

"clusterID": "stor2",

"apiEndPointList": [

-/
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"https://192.168.0.66:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480

(3)  #ATAT 4L kubectl get pod f EFEGIE S, ANIEIERK POD. HREAT PVC #RAS
fAAE, R IIREGI CAE

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE

csi-storplugin-controller-79df7bf49c-wr4dtb 4/4 Running © 3h19m
csi-storplugin-node-41zr9 2/2 Running © 3h19m
csi-storplugin-node-jx95c 2/2 Running © 3h19m
snapshot-controller-0 1/1 Running © 3h19m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshots
No resources found in default namespace.

[root@k8s-master csi-driver-stor]# kubectl get pvc

No resources found in default namespace.

® Gl clusterID 4 stor2 ] HBlock (HLHLAR)
L 3.
(1) BB S charts/csi-driver-stor/values.yaml 4 example fJJF5%, T REG
blockVolumes H1 1)z PV 61, RIERITRETFC, 4 clusterMode FIEUEEECA

false, clusterld & stor2.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.0
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# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: stor2
clusterMode: false
# Sample of snapshot using dynamic pv.
snapshot:
enable: true
# Sample of clone pv using snapshot.
clonePv:
enable: true
# Sample of clone pv using dynamic pv.
clonePv:
enable: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:

enable: false
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clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4

snapshots:
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# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:

enable: false

clusterId: clusterl

sourceLunName: lul

snapshotName: sl

(2)  NFHBECE S, 7E charts/csi-driver-stor FHUT B HACE 1 4.

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 14:07:14 2025

NAMESPACE: default

STATUS: deployed

REVISION: 9
TEST SUITE: None
NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.0

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
¥

"clusterID": "stor2",
"apiEndPointList": [

"https://192.168.0.66:1443"
1

"storProvider": "HBlock",
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"csiApiTimeout": 480

(3)  4iF HBlock CSI 215 & m LAIER A A 1n 58 F BIFEI B D i 57 pod,  WUIRoR
HBlock CSI AT LAIEH JE . an R R Se B ) g Bl Dl 1 B PR RN 5 [ T BB R 5

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY  STATUS RESTARTS  AGE
csi-storplugin-controller-79df7bf49c-wrdtb  4/4 Running @ 3h31m
csi-storplugin-node-41zr9 2/2 Running @ 3h31m
csi-storplugin-node-jx95c 2/2 Running @ 3h31m
my-csi-app-block-dynamic 1/1 Running @ 38s
snapshot-controller-0 1/1 Running @ 3h31m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshots

NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE SNAPSHOTCLASS SNAPSHOTCONTENT CREATIONTIME

csi-dynamic-snapshot-block  true csi-pvc-local-block 1 csi-dynamic-snapclass-block snapcontent-eadd468b-0024-4378-8957-8c4da77bb94d 48s

[root@k8s-master csi-driver-stor]# kubectl get pvc

NAME STATUS  VOLUME CAPACITY  ACCESS MODES  STORAGECLASS AGE
clone-pvc-from-pvc-block Bound pvc-a5979ae5-ddda-4c48-bOc7-077c838645fe  1Gi RWO csi-stor-sc-local-dynamic-block  66s
clone-pvc-from-snapshot-block  Bound pvc-91b8c7f7-cd75-4028-a616-547b415f2a8e  1Gi RWO csi-stor-sc-local-dynamic-block  66s
csi-pvc-local-block Bound pvc-d8676b60-a20f-4cbf-8fd3-d97e7a9fc32d  1Gi RWO csi-stor-sc-local-dynamic-block  66s

2. EHRESEFEE . R A TR, Dy 7S R SE g o, @ IUE RS .
(1) £ values.yaml /1, ¥} blockVolumes F {525 PV AL R IE N 78 B T 5% ¢ B AV

false.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.5.0

# Samples of pod, pvc and storageclass

example:
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# Mode of block

blockVolumes:

# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv

dynamicPv:

# Sample of statefulset with dynamic pv.

enable: false

clusterId: stor2

clusterMode: false

# Sample of snapshot using dynamic pv.

snapshot:

enable: false

# Sample of clone pv using snapshot.

clonePv:

enable: false

# Sample of clone pv using dynamic pv.

clonePv:

enable: false

statefulset:
enable: false
clusterId: clusterl

#

clusterMode: true

Sample of static pv.

staticPv:

enable: false

clusterId: clusterl
clusterMode: true

lunName: 1lun@5

# Mode of filesystem

filesystemVolumes:

dynamicPv:

Path is templates/examples/block-volumes/statefulset

Path is templates/examples/block-volumes/static-pv

# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local

local:
enable: false
clusterId: clusterl

clusterMode: true

# Sample of snapshot using dynamic pv.

snapshot:

enable: false

# Sample of clone pv using snapshot.

clonePv:

enable: false

# Sample of clone pv using dynamic pv.
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clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: 1lul

snapshotName: sl

(2)  #ATA4 helm upgrade stor /5 Hfc & .

[root@k8s-master csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor
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LAST DEPLOYED: Sun Apr 27 14:13:27 2025
NAMESPACE: default

STATUS: deployed

REVISION: 10

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.5.0

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1
"storProvider": "HBlock",
"csiApiTimeout": 480
¥

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(3) AT 4 kubectl get pod f EEAEFE B4 H, A NIAIE R POD. PREEA PVC #iA
118, BRIt BAFEG] 2 .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY  STATUS RESTARTS  AGE

csi-storplugin-controller-79df7bf49c-wr4tb 4/4 Running © 3h37m
csi-storplugin-node-41zr9 2/2 Running © 3h37m
csi-storplugin-node-3jx95c 2/2 Running © 3h37m
snapshot-controller-0 1/1 Running © 3h37m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshots

No resources found in default namespace.
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[root@k8s-master csi-driver-stor]# kubectl get pvc

No resources found in default namespace.
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fF HELM /50 %3&. BCE HBlock CSI NG, W PAEI R A5G @ E S PV, 218 PV,
A& PVC:

1 WA B 7 vE BB S PV B8 PV, B8 PVC (B IERAARD .
Z 1 charts\csi-driver-stor\templates\examples ~IFEHG], G@ET H CMELES PV, 3IE
PV. Zh#& PVC, {1/ HELM TR B, S FEGI S 40mT L2 IR A8 B 07 =0 1 240
B

EE: HPHECKM PV, PVC, POD BN E A AW TAEE (1) charts T, FHEHFH
1T
charts\csi-driver-stor\templates\examples &% 4240~ (LA 1.5.0 ) X86 fRA A1)

[root@server stor-csi-driver-1.5.0_x64]# cd charts/
[root@server charts]# cd csi-driver-stor/
[root@server csi-driver-stor]# cd templates/
[root@server templates]# cd examples/

[root@server examples]# tree

—— block-volumes

F—— filesystem-volumes

F—— dynamic-pv
—— 00-snapshot.yaml
—— 01-snapshotclass.yaml
F—— clone-pvc-from-pvc.yaml
F—— clone-pvc-from-snapshot.yaml
—— csi-app-local-pvc-block.yaml
F—— csi-pvc-local-block.yaml

L—— csi-storageclass-local.yaml

|
|
|
|
|
|
|
F—— statefulset
| F—— csi-app-stateful-local-block.yaml
| L—— csi-storageclass-local-stateful-block.yaml
L—— static-pv
F—— csi-app-local-pv-block.yaml
F—— csi-pvc-local-nocreate-block.yaml

L—— csi-pv-local-block.yaml
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HELM J5 A ffi FH f5 7

F—— dynamic-pv

| F—— 1local

| | —— 00-snapshot.yaml

| | —— 01-snapshotclass.yaml

| | F—— clone-pvc-from-pvc.yaml

| | F—— clone-pvc-from-snapshot.yaml

| | —— csi-app-local-pvc.yaml

| | F—— csi-pvc-local.yaml

| | L—— csi-storageclass-local.yaml

| F—— 1local-chap

| | F—— csi-app-local-pvc-chap.yaml

| | F—— csi-pvc-local-chap.yaml

| | L—— csi-storageclass-local-chap.yaml

| L—— local-chap-decrypt

| —— csi-app-decrypt-local-pvc-chap.yaml
| F—— csi-pvc-local-chap-decrypt.yaml

| L—— csi-storageclass-local-chap-decrypt.yaml
F—— statefulset

| —— csi-app-stateful-local.yaml

| L—— csi-storageclass-local-stateful.yaml
L—— static-pv

F—— csi-app-local-pv.yaml
F—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

L—— snapshots

L

static-snapshot
—— snapshot-content.yaml

L—— snapshot.yaml

13 directories, 32 files
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5 B REE

5.1 Bk

HBlock CSI i1t 3 #5¢ LA T PR i 2 e e 1 7 =
® Tfic & O @ P, HBlock H &V AP e i 3] Kubernetes.
o ZSCIEPIE. AR AERRIE, T&EIT PVC 30 HRIE,

5.2 TEC B 82 R
5.2.1 AL E 82 R
BIR %M. HBIlock Ui O AFAE A AR R .

CIRYSGiBOND P2 ST W= Rellf=:L NG
1. % VolumeSnapshotContent ) YAML fit & 4.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotContent
metadata:

name: csi-static-snapshot-content
spec:

deletionPolicy: Delete

driver: stor.csi.k8s.io

source:
snapshotHandle: clusterID:sourceLuName:snapshotName #clusterID, HB J§i#:, HB fJHR[E
volumeSnapshotRef:

name: csi-static-snapshot  #snapshot Hf name: csi-static-snapshot XJ, CSI FRARAY
245

namespace: default

VolumeSnapshotContent ¥)fc B X423 :

S iR Pxa)
DI
metadata.name VolumeSnapshotContent [#] 44 5 . &
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spec.deletionPolicy Bk SEm& . MR VolumeSnapshot % G fith 2 M &
VolumeSnapshotContent #{F, [ifiJ5 DeletionPolicy 2=
HHRAE AT .
® 1R DeletionPolicy /& Delete, JiKZEAF-ifPiE <>
F1 VolumeSnapshotContent — 2 # I 5
® 1% DeletionPolicy & Retain, Ji/Z IR A!
VolumeSnapshotContent #E2 4 PR o
spec.source.snapshotHandle | HBlock H [ TRHA v
¥ N clusterID:sourceLuName:snapshotName
® clusterID: csi-configMap.yaml H i & ) HBlock
IFRIR
® sourceLuName: HBlock H R 545 1) 44 FK
® snapshotName: HBlock H R 1) 44 F5K
spec.volumeSnapshotRef.name | tRIE4FR. >4 HBlock i [ M 5] Kubernetes i, 2
HAM T 5 VolumeSnapshot Bt B {441 [
metadata.name fRFF—%L.
2. % VolumeSnapshot ] YAML fic & S 1F.
apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-static-snapshot
namespace: default
spec:
source:
volumeSnapshotContentName: csi-static-snapshot-content
VolumeSnapshot FEC B XS % -
¥ iR T
PAE
metadata.name PRI, T"ES v
VolumeSnapshotContent Fit & 47 [
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spec.volumeSnapshotRef.name {5 —

o

Fm

spec.source.volumeSnapshotContentName | VolumeSnapshotContent ] 44 #5

3. . VolumeSnapshotContent 1 VolumeSnapshot [1JFiC & 1.

kubectl apply -f VolumeSnapshotContent.yaml

kubectl apply -f VolumeSnapshot.yaml

4. BEAEREE,

kubectl get volumesnapshots [snapshotName]
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N 37 5t: HBlock Y564 lunal, TREEA lunal-snapshot, 7E CSI FRHAIZETRIE csi-static-
snapshot-lunal .

1. & VolumeSnapshotContent [ JiC & S {4 snapshot-content-lunal.yaml.

=

W

P2

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotContent
metadata:
name: csi-static-snapshot-contentl
spec:
deletionPolicy: Delete
driver: stor.csi.k8s.io
source:
snapshotHandle: clusterl:lunal:lunal-snapshot
volumeSnapshotRef:
name: csi-static-snapshot-lunal

namespace: default

2. % VolumeSnapshot HJHC B S {4 snapshot-static-snapshot-lunal.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-static-snapshot-lunal
namespace: default
spec:
source:

volumeSnapshotContentName: csi-static-snapshot-contentl

3. S VolumeSnapshotContent A1 VolumeSnapshot fJHC B SC A4

[root@k8s-master stor-examp]# kubectl apply -f snapshot-content-lunal.yaml
volumesnapshotcontent.snapshot.storage.k8s.io/csi-static-snapshot-contentl created
[root@k8s-master stor-examp]# kubectl apply -f snapshot-static-snapshot-lunal.yaml

volumesnapshot.snapshot.storage.k8s.io/csi-static-snapshot-1lunal created

4, BEPH.

[root@k8s-master stor-examp]# kubectl get volumesnapshots

NAME READYTOUSE SOURCEPVC ~ SOURCESNAPSHOTCONTENT RESTORESIZE SNAPSHOTCLASS ~ SNAPSHOTCONTENT CREATIONTIME AGE

csi-static-snapshot-lunal  true csi-static-snapshot-contentl 1 csi-static-snapshot-contentl  7mil2s

8m4s
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5.3 BB ERE
5.3.1 B @R R

A4
® [\Zf7 HBlock fHEH PVC,

QPRI

® (EPATILIRIEZ AT, HHAREGN A EEE O A, RIAERIRE Ok P imddd, &

W IR% P AR H A FP 2136 b Gl AT
B WURSE block K ER T imHhAT sync i .

B 52 filesystem B sync lRA K T26TF 8.6 AR (7] LLIE
version iR BAEMRAEE) , EESWIMAT sync -f 54

AR, &P AT sync ido

A L LT P IR @ B A TR
1. % VolumeSnapshotClass ['] YAML [t & (14

i sync --

syne JRALT 8.6 hit

apiVersion: snapshot.storage.k8s.io/v1l
kind: VolumeSnapshotClass
metadata:

name: csi-dynamic-snapclass-block
driver: stor.csi.k8s.io

deletionPolicy: Delete

VolumeSnapshotClass ] YAML Bt & XS 3

S8 iR oao)
WAIE
metadata.name VolumeSnapshotClass 4 #5 . &

2. & VolumeSnapshot ) YAML it & 14,

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:

name: csi-dynamic-snapshot-block
spec:

volumeSnapshotClassName: csi-dynamic-snapclass-block
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source:

persistentVolumeClaimName: csi-pvc-local-block

VolumeSnapshot i) YAML Bt B XA S%:

¥ i3 T
WIE
metadata.name CSI R 24K &
spec.volumeSnapshotClassName VolumeSnapshotClass 44 5 &
spec.source.persistentVolumeClaimName | CSI ' PVC 4+ . &

3. W VolumeSnapshotContent A1 VolumeSnapshot FJAC & LA

kubectl apply -f VolumeSnapshotClass.yaml

kubectl apply -f VolumeSnapshot.yaml

4. BEEPM.

kubectl get volumesnapshots [snapshotName]
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W
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5.3.2 <4

N 37 5t: VolumeSnapshotClass 44 FR N csi-dynamic-snapclass-block, PVC HJ44 F-A csi-
pvc-local, 7E CSIH G csi-dynamic-snapshot-block-1

1. A% VolumeSnapshotClass [ B A csi-dynamic-snapshot-block-1.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:

name: csi-dynamic-snapclass-block

driver: stor.csi.k8s.io

deletionPolicy: Delete

2. A VolumeSnapshot FIHC E S csi-dynamic-snapshot-block-1.yaml.

apiVersion: snapshot.storage.k8s.io/v1

kind: VolumeSnapshot
metadata:
name: csi-dynamic-snapshot-block-1
spec:
volumeSnapshotClassName: csi-dynamic-snapclass-block

source:

persistentVolumeClaimName: csi-pvc-local

3. A E S VolumeSnapshotClass F1 VolumeSnapshot HJ AT & SC4F .

[root@k8s-master stor-examp]# kubectl apply -f csi-dynamic-snapclass-block-snapshotclassl.yaml
volumesnapshotclass.snapshot.storage.k8s.io/csi-dynamic-snapclass-block created
[root@k8s-master stor-examp]# kubectl apply -f csi-dynamic-snapshot-block-1.yaml

volumesnapshot.snapshot.storage.k8s.io/csi-dynamic-snapshot-block-1 created

4. EEHREE,

[root@k8s-master stor-examp]# kubectl get vo csi-dynami pshot-block-1

NAME READYTOUSE ~ SOURCEPVC SOURCESNAPSHOTCONTENT ~ RESTORESIZE ~ SNAPSHOTCLASS SNAPSHOTCONTENT CREATIONTIME  AGE

csi-dynamic-snapshot-block-1  true csi-pvc-local 1 csi-dynamic-snapclass-block  snapcontent-af9fd37b-32ff-428e-b94c-c52509324763  5mSes 5mS3s
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6 BIEmIEE

6.1 BT REBEIETRIES
6.1.1 BT RBEE R IES

AU CSI A AfFrEP.

Al LG LR PR Tk

1. BT StorageClass Fit B XC1F (AIHE)
VLB : W A S BTG R StorageClass A4 StorageClass #A77E, (H2BUEAIA,
MILL7EBE 4 StorageClass HH T HUE T «

apiVersion: storage.k8s.io/v1

kind: StorageClass
metadata:
name: csi-stor-sc-local
provisioner: stor.csi.k8s.io
parameters:
clusterID: clusterID
flattenVolumeFromSnapshot: "false"
maxCloneDepth: maxCloneDepth
maxSessions: maxSessions
serverNumbers: serverNumbers
faultDomains: faultDomains
chapEnable: "false"
chapUser: username
chapPassword: password
reclaimPolicy: Delete

volumeBindingMode: Immediate

allowVolumeExpansion: true

Y. ) StorageClass it B X538

¥ iR T
DI

metadata.name StorageClass [ FK &

parameters.clusterID csi-configMap.yaml HHiC & (1) HBlock fIFRiH. | &
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T 55 cluster]D fRFF—F,

parameters.flattenVolumeFromSna | +& 75 Wi JT vo [ 35 5 HR IR ) 56 R .

pshot HUA

oA

® '"true".

® '"false".

BRE N " false" .

B XEREMATRE, R"true"sk

"false" .

oA

parameters.maxCloneDepth R TLEGIREE, 2w E i RIRE R,
BN S 2 J ShIAT W EE

HfE . BE, BUEJEE 2o, 15], BRMEN
5.

oA

parameters.maxSessions iSCSI Target V¥ EE . [1 i K 15
HUE: B4, BUETEREE[L, 1024], BROIMEA
10

iyl

parameters.serverNumbers Target PIT{E M IRSS d 80 (IUEERRERRCCRY) «
BHILA, BUE N2, n], n NEEREN RS AEH)
e, BIMEA 2.

parameters.faultDomains R SS v A BT S o AR A7 i Tt 10
I, @& Target FTEMRS 2 FIE (LEERFIR
SCHE) , DMERIEE LUN I, LUN JRBEH
Target {056 MIZ IR 55 45 41 2 Hhide 35 i £ iR 5%
e, BIUNTEfEIN A rack 25, HARINER 5
rackl. rack2. rack3. rack4 Hff i, H

oA

faultDomains fi§ 32 rackl. rack2, B4z
LUN i}, LUN KB Target H2 56 M\ rackl
rack2 FT A 75 1) I A7 it Tl 1 R 45 28 91 36 BLiR AT
W
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TR

® (RIS path T, AREIRE
Z%ZSH

® I LUNEIE T il G A7 I A i A7
i, JUIAA R R R A R BT AR
A LUN RA85E | A0k, A&
LA IR MR

HUE: DAY RO, 1 s i 2 vl L3

room. rack. server. AJLAEEZATI A, (HE

RN BCE /N T ST serverNumbers. 32 RF

— A RIBMEZ R, HRRAGRIE—A

server, Jf HLIEF 1 server ANAE S AT TR & .

AR —N AU BB 2 S 30 AU 4

¥ server FRRLIERE, W RS 4 BHE UL 8, M

JETHI A s b Ak i %

iyl

parameters.chapEnable FE 5 # ] CHAP WAIE, HUE:

® "true"

® '"false".

BINE N false".

HE: XEREMATE, BI"true"sl

"false" .

oA

parameters.chapUser CHAP INIERIH P 44 . W SRAC B S csi-secret-
decrypt.yaml H' ] decryptFlag N true, 52X}
CHAP VI H 7 4418 H DecryptData Bt & [
BEAXT 4T AES (ECP. paddinges7) %,

TN J5 25 4T Base64 gt EAATVE ILER
EmnEER.

I HTUE: FR R, KT 3~64,
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RegysE, By ARl FREE(-). B
R ). BE(Hdk, #RXSKhE, H
SRR L B 7Tk
parameters.chapPassword CHAP YRGS . dn S & SO csi-secret- 5
decrypt.yaml H' /] decryptFlag A true, 75 24}
CHAP \IIE 1) Z 758 H DecryptData it & (1) %5
EAXTiEAT AES (ECP. paddinges7) fn%, in
% J5 045 T Base64 4, HARVELERE
INER
MERTBUE: FAEREa, KGR
12~16, WBAEE KRG T NGFRE H
F FRIZOF R ED R ERE, FEIX R
NG,
2. QI T RE G HRC B O .
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-snapshot
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: csi-stor-sc-local
dataSource:
kind: VolumeSnapshot
name: csi-dynamic-snapshot
apiGroup: snapshot.storage.k8s.io
wESNEE XA
ZH iR i
PhIE
metadata.name oLl A FR ps
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spec.resource.request.storage TEG NG RE. &
BUE: BEHOEA, RT5 T PR B U5 25
&, BAE Gio
spec.storageClassName 0 B 1) storageClass. i
YeBH: wJ DA HYRGH storageClass, 0 84 H
VR A& storageClass, FJ DA RS LT E
spec.dataSource.kind BRIRRI2EA, BUE N VolumeSnapshot, Kis | /&
B Am e — MR
spec.dataSource.name CSI HH R A K v
spec.dataSource.apiGroup Fe e BURVRIY) APT 4, HUE 2 v
snapshot.storage.k8s.i0-

3. NHECE S

kubectl apply -f StorageClass.yaml

kubectl apply -f clone.yaml

4. BEWES.

kubectl describe pvc clonename
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QS

N5 CSI IR ZAFR N csi-dynamic-snapshot-block-1, 7E CSI HH A& &N 333 GiB 1)

7. l%74 clone-pve-from-snapshot6.

1. Qe fE& N StorageClass Bt B A+ csi-stor-sc-clone6.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-clone6
provisioner: stor.csi.k8s.io
parameters:
clusterID: "clusteri”
flattenVolumeFromSnapshot: "false"
maxCloneDepth: "8"
maxSessions: "2"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

2. Qg FEE R BCE SO clone-pve-from-snapshot6.yaml.

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-snapshot6é
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 333Gi
storageClassName: csi-stor-sc-clone6
dataSource:
kind: VolumeSnapshot
name: csi-dynamic-snapshot-block-1

apiGroup: snapshot.storage.k8s.io

3. NHACE S

[root@k8s-master stor-examp]# kubectl apply -f csi-stor-sc-clone6.yaml

storageclass.storage.k8s.io/csi-stor-sc-clone6 created

[root@k8s-master stor-examp]# kubectl apply -f clone-pvc-from-snapshot6.yaml
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persistentvolumeclaim/clone-pvc-from-snapshoté created

4. BEWES.

[root@k8s-master stor-examp]# kubectl describe pvc clone-pvc-from-snapshot6
Name: clone-pvc-from-snapshot6é
Namespace: default

StorageClass: csi-stor-sc-clone6

Status: Bound

Volume: pvc-ec79e26c¢-eab9-4afe-a772-alcl15bbo5370
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner: stor.csi.k8s.io
Finalizers: [kubernetes.io/pvc-protection]
Capacity: 333Gi
Access Modes: RWO
VolumeMode: Filesystem
DataSource:

APIGroup: snapshot.storage.k8s.io

Kind: VolumeSnapshot

Name: csi-dynamic-snapshot-block-1
Used By: <none>
Events:

Type Reason Age From
Message

Normal Provisioning 57s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-acde-4fe7-b8cl-

710e560a39b8 External provisioner is provisioning volume for claim "default/clone-pvc-from-snapshot6"

Normal ExternalProvisioning 57s (x2 over 57s) persistentvolume-controller
waiting for a volume to be created, either by external provisioner "stor.csi.k8s.io" or manually created by system administrator

Normal  ProvisioningSucceeded 57s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-acde-4fe7-b8cl-

710e560a39b8 Successfully provisioned volume pvc-ec79e26c-eab9-4afe-a772-alcl5bb@5370
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6.2 &t PVC BIEHES
6.2.1 1T PVC Bl = pEE

AR FA
® CSIHO&AfF(E PVC.
® EPATULIRAEZNT, WEMRIES (PVC) MIFTAHEE SR AL, BN A Ca% - o
HH, THRE BRI A RS RS b A s s
B RGE block BEAAE: £ AT sync i .
B RE filesystem B sync fRAK T-55T 8.6 AR (R]LUEE sync --
version iy & BHMANEE) , EE AT sync - ard: sync AL T 8.6 hit
A, E% P AT sync fr .
AL PN AR 2 v P A
615 77 B 45 1) StorageClass it & 0 fF (8D
YB: W FHISHAE G StorageClass FYFAE StorageClass #A77E, (HAEHUE A,
T AT B StorageClass H [ HUE A1tk

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-local
provisioner: stor.csi.k8s.io
parameters:
clusterID: clusterID
flattenVolumeFromSnapshot: "false"
maxCloneDepth: maxCloneDepth
maxSessions: maxSessions
serverNumbers: serverNumbers
faultDomains: faultDomains
chapEnable: "false"
chapUser: username
chapPassword: password
reclaimPolicy: Delete

volumeBindingMode: Immediate

allowVolumeExpansion: true
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TEREA ) StorageClass Bt B XS4

ZH 3% =i
WIE
metadata.name StorageClass [ 4 FK &
parameters.clusterID csi-configMap.yaml L & [ HBlock fIFriH. | &
T 5B clusterID fRHF 2.
parameters.flattenVolumeFromSna | /& 75 Wit 7o b 6 S PR R ) o R 8% . 4
pshot HUAE -
® 'true'".
® '"false",
BRE " false".
R XEFEMATRE, B true"5
"false" .
parameters.maxCloneDepth BN TEPEGUREE, SIS B R RKIRER, | &
Wl R e B 2 B s AT g
WAl ®4, DUETEEIZL0, 151, BRMEN
5.
parameters.maxSessions iSCSI Target 0 VF S i K21 o
Hufe: BH, BUEVEHZ[L, 1024], BOAMEN
Io
parameters.serverNumbers Target FT7E IR S5 28l (UEERERRGZRE) - | &
OV, WUEN2, n], n AERENIRSS A
g BOMEN 2.
parameters.faultDomains LIRS EEMEGE . RIS |5
I, Q% Target FI7ENR S5 #4138 (AUEERERR
SCEE) . LMEGIEE LUN B, LUN RE
Target 1256 INIZJIR 55 2% 511 2 e 5 I 72 IR 55
o PIUNAFfEIA rack Zn, HAR B &5
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rackl. rack2. rack3. rackd HIFI A, H

faultDomains § %€ rackl. rack2, HS4 B

LUN I, LUN KEKH Target Hi 56 M rackl

rack2 FT A7 1) I A7 it Tl 1 IR 55 28 31 36 BLigR AT

W

HER:

® il path AN, AEERE
%S

® IR LUNfRIE 1wl G A7 I AN i A7
M, U IR R A R R AT A 3R
S LUN RAE5E T R &A7ftih, M
LA IR BT MR

BUE: DA S e, 5 s g el BLE)

room. rack. server. RJLAFEEZ AN, HE

RN BUE /N T 55T serverNumbers. SCRF—

AN RN Z R, R R R R —A

server, JFHiEFEN server NRESHITHESE . W

R U BL IR EOE 2 S 307 RN 14T

server #M LT, W ARG SRS, MG

T (474 A P R e 4%

parameters.chapEnable JE5E ] CHAP WAIE, HUE:

iyl

® '"true".

® '"false".

BNE AN "false" .

ER: XEFERATLLE, H"true"sL

"false" .

parameters.chapUser CHAP VIEIH ' 44 . G Bc B SO csi-secret-

o

decrypt.yaml # [ decryptFlag A true, 75 2%}
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CHAP \iE #7418 ] DecryptData it & 1)
FAANTEAT AES (ECP. paddinges7) fn%%,
TN & (45 B3 4T Base64 Zifi, HARVE LED
BEnEEX.

INERTUE: FRRER, KETEHEZ 3~64,
HEeH7RE #07, A)mi(. ) FREZR(-). T
RIZ( ) BS5CHAMR, FRXAKRANE, H
A S RE LA BEERB I 3k

oA

parameters.chapPassword CHAP \IE %505 . fn S & S csi-secret-
decrypt.yaml #H [ decryptFlag A true, 75 2%}
CHAP A iE § % #5488 H DecryptData fic & 1) %
AT HE4T AES (ECP. paddinges7) IN%%, N
5 45 BT Base64 g, FLAAVENEE
IERE.

I RTBUE: FRERIER, KEJEHEbE
12~16, WAWERG TR NEFEREL 2L
T FRIZOTHEDPIFIFRF, FEX K
N5,

2. BT HEC E

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: csi-stor-sc-local

dataSource:
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kind: PersistentVolumeClaim
name: csi-pvc-local
RELSNEE A4S
¥ i3 T
WIE
metadata.name SLREE AR &
spec.resource.request.storage SREG B E. &

WAE: BEOEN, KTET RIS NG

&, A Gio

spec.storageClassName

i [% 45 ) storageClass .
Y. AT LU YRS storageClass, U0 S
JE 451 storageClass, 1] AABS L7 B o

iyl

spec.dataSource.kind

BRI, BUE N
PersistentVolumeClaim, F/REHEIE 22—

spec.dataSource.name

CSI H' PVC B4 FR .

3. N HACESCAF

kubectl apply -f StorageClass.yaml

kubectl apply -f clone.yaml

4. BEZES.

kubectl describe pvc clonename
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6.2.2 74

QS

N5 CSIH PVC A csi-pve-local2, 7E CSIH I &N 300 GiB [ 7L f%+4 clone-pve-

from-pvc6.

1. Qe fE& N StorageClass Bt B A+ csi-stor-sc-clone6.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-clone6
provisioner: stor.csi.k8s.io
parameters:
clusterID: "clusteri”
flattenVolumeFromSnapshot: "false"
maxCloneDepth: "8"
maxSessions: "2"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

2. Qg FEE RN E ST clone-pve-from-pve6.yaml.

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-pvcé
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 300Gi
storageClassName: csi-stor-sc-clone6
dataSource:
kind: PersistentVolumeClaim

name: csi-pvc-local2

3. NHECE A

[root@k8s-master stor-examp]# kubectl apply -f csi-stor-sc-clone6.yaml
storageclass.storage.k8s.io/csi-stor-sc-clone6 created

[root@k8s-master stor-examp]# kubectl apply -f clone-pvc-from-pvcé6.yaml

persistentvolumeclaim/clone-pvc-from-pvcé created

4. BEWES.
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[root@k8s-master stor-examp]# kubectl describe pvc clone-pvc-from-pvcé
Name: clone-pvc-from-pvcé
Namespace: default

StorageClass: csi-stor-sc-clone6

Status: Bound

Volume: pvc-6e7bfe39-437f-47f3-a976-9c9495d0577a
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner: stor.csi.k8s.io
Finalizers: [kubernetes.io/pvc-protection]
Capacity: 300Gi
Access Modes: RWO
VolumeMode: Filesystem
DataSource:
Kind: PersistentVolumeClaim
Name: csi-pvc-local2

Used By: <none>

Events:

Type Reason Age From
Message

Normal Provisioning 119s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-ac4e-4fe7-b8cl-

710e560a39b8 External provisioner is provisioning volume for claim “"default/clone-pvc-from-pvc6"

Normal ExternalProvisioning 116s (x2 over 119s) persistentvolume-controller
waiting for a volume to be created, either by external provisioner "stor.csi.k8s.io" or manually created by system administrator

Normal ProvisioningSucceeded 116s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-ac4e-4fe7-b8cl-

710e560a39b8 Successfully provisioned volume pvc-6e7bfe39-437f-47f3-a976-9c9495d0577a
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Q:
A:

Q:
A:

fEIE Pod If, HIF iSCSI driver 7]l tH Il 4 FailedMount, W1 AL ?

A EE LT AN A

515 BN MountVolume.Setup failed for volume “xxxx”: Kubernetes.io/csi:
mounter.SetupAt failed: rpc error: code = Internal desc = iscsiadm error: iscsiadm: Could not
login to [iface: default, target: xxxx, portal: 192.168.0.1,3260].iscsiadm: initiator repoeted error
(12 - iSCSI driver not found. Please make sure it is loaded, and retry the operation)iscsiadm:
Could not login to all portalsLogging in to [iface: default, target: xxxx, portal: 192.168.0.1,3260]
(multiple) (exit status 12)

H I R 1 LR 2 Kubernetes Y node 15 45 B %23 T iscsi-initiator-utils. CSI #fiff4H
FHE iscsi-initiator-utils, FT4£# HBlock H4%, node 7 mi LR EHEE 2d, W%l
5 BLEIER node 15 5 _E K iscsi-initiator-utils. FEIEIE 2 J5 EH T A

#4515 BN MountVolume.Setup failed for volume “xxxx”: rpc error: code = Internal desc =
exit status 1

H IS 1] B Ji Rl node K T Multipath 77 UK %42 1) HBlock S2 7 H 9 />
Target, {H/2& node 9 i Hj % 3E5t MPIO, [Fl b % EEI4k 15 & L) MPIO (11 device-

mapper-multipath device-mapper-multipath-libs) . I EIE < J5 55 15 M.

HBlock SR, AR PV iI5tH, QIR LUN XN 2 DA Target IQN?
ZNA PV XN HRARYE 7 K AE HBlock a1 LUN K35, fEERHAT, mARE

7 highAvailability: "ActiveStandby", LUN J<EEXT N Target | (A IQN, i

highAvailability ¥ &y Disabled, LUN S5t N Target | f)—> IQN.

Q:

XF T HBlock SERE, I ZNA PV BiE B4 PVC BIE GRS, GG, HEAHHEL

W, FTREFEAT A SRR E

118



e e

X8R H

10, 7] @
State Cloud

A RO AN B0 N T /MR A S . T HBlock SRR, MU IRANEOK T 55 TG e/l
AEL BHEAREE NI

® %Gt HBlock I s5im 2. GHEME, TILEEEIE.

® L, IHAR ) 5 HBlock Hi 1 2 BEAR UL -

AR HERR LA _EJR RIS AR R, IR R S TAEA R

Q: XTT HBlock ERER = AT R U4, 7E HBlock ¥ fTiLF% iSCSI Target J&, CSIXAE 5
A iSCSUERE R F I ERE, nIRen KA ?

A: T]HEH T Kubernetes 83 HBlock CSI iR ALK FE K, 1ZI)AE T £ Kubernetes ht A 7E
1.23 X LL Lk, H HBlock CSIFRATLE 1.3.0 LA E.
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8.1 RiBHRE

8.1.1 Pod
Pod #& Kubernetes H1 6 @ ME B i/ N T, 22— PDEENESNIAE, Pod HHIA BRI
A28 B, DL ISAT 2 AR RENE -

8.1.2 Volume

Volume /& Pod P EAEAE YR, AEdn AN Pod AHIF], S5&RZRTCK, BIE Pod A7
{Z1bEE #EH, Volume WAL R . (HUIR Pod 415, A4 Volume B4 iy i Mt & 45
W

8.1.3 Persistent Volume (PV)

Volume F1 I EHE TIERFALRE , AR SRS RS TR, HILFHEZ Persistent Volume.
PV j& Kubernetes 1 AAAE RIS, & —FhILE 4%, B RIAE & AT Pod 56, 41ARAE
Kubernetes TIZT AR RS:, ELan$#i %2 MySQL, MongoDB 5% t1/i]{4: Redis, RabbitMQ
2, A FHEEMH PV, XFER# Pod 21 tHAR&F I H

Pod Pod

Volume — )

Volume Persistent Volume
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8.1.4 Persistent Volume Claim (PVC)

Persistent Volume Claim /& PV {7 B, 7F Kubernetes ', FELEfH PV {ENTEMERS, 75 E4E
BB PR TR L PV, (A EARIE. 1 PVC AT LK Pod F1 PV fi##S, B Pod AN E 31
M PV, T2 PVCRAEM PV, XHE, LTl PV, REIET StorageClass LA fifi
U E L IF, Kubernetes i iR TR, ShAQIE PV, XM AN

8.1.5 StorageClass
StorageClass H T A A FIE 2R AL . i@t PVC 3ha5 64 HBlock FIGH, 7 2AE
StorageClass H AL B 617 HBlock &4, WHILREA. BHX KD BRIEEER

8.1.6 Container Storage Interface (CSI)

Container Storage Interface (CSD & FHAFMEHEEI, B 7ESLIA SRR FIAE St e 2 [A] ()
TR, B CSI, A dedntlFas ne el AR E TR IR AR IR SS . AR LRt mT Ly
FRAT 7S 25 dm A A A0 IR 55

8.1.7 DaemonSet

DaemonSet fi fRIEREP I (BB 9503847 —A Pod BIA, 475 RUMAZISERERS, Pod #l
BB INET S e ST SNERE R BRI, Pod BUAES KR . HBlock CSI 4% H 1) /2
DaemonSet KM [] Pod #4285, STERE T AL G

8.1.8 StatefulSet

StatefulSet /& A IRESARS B Pod #5H1#5 . StatefulSet T8 ¥ —41 Pod HIEEF AP fE, | LIFR
ik Pod A 7 A sl Al e 1H 45
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