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RECRHRBIRATE
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BATIER

FRA
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LA

EECH) HBlock fix4s

1.6.3

2026 7F 04 F 28 H

itk target (3 4819 kR
W&, TRIHGTHE.

3.6-4.0

1.6.1

2025410 4 23 H

Y FF QoS Hhg .
SRR A ) BRI RN FE 8
P/ N

3.5-3.10

1.5.1

2025407 H 16 H

SCRFIR]— Kubernetes S HE &
% % HBlock CSI ffff:.

3.5-3.9

1.5.0

2025404 F 30 H

SCHFERIE
RIS .

3.5-3.9

1.4

2025403 03 H

PRI EEIAR (X
HBlock SEFERRCHF)
SCHPEE PV IR 55 s 4 Ao
B

3.5-3.8

1.3.2

2024 12 H 11 H

% FF Kubernetes service 14 .
SCHEFE E HBlock B4 LUN )
SRR A

Y FFWE HBlock 155, H
KA HIAS I iqn FT7E X 35

3.5-3.7.2

1.3

2024 408 H 08 H

SCRFCE B AT A 22 A7
Mg

YE LR

target ITF% J5 S FF H B %
Block Volume 1 32 #F RWX.
ROX. RWO i /5 5
Filesystem A RWO, [A]
A PV 5% T 3CRF ROX.
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1.2 2024405 H 30 H | 1. KFFEINEHZ A HBlock 8 | 3.5
.
2. Block Volume X #f RWX. ROX
Y] 77 e
3. CHF Helm %%& CSIAdfF-
4. IFFRE BB EIA LR
target i KIEHEHL .
1.1 20234 11 H 15 H | 1. #¥ Block Volume 3. 3.5
2. Q% target I SCHFFR € RSS2 A
B, LF—F2%.
3. Q@B CRHEE EC BV
Ko
1.0 20234F 09 20 H | 55— KA 3.4
1. SCRFERA PV FIZNAS PV 375t
2. CFFMPIO, F#AS PV IHEITF X
F—FE &,
3. SCFF target Portal IP.
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HBlock 72 H' [H FLE R E = B EW RGBS R4 (Storage Resource Reutilization
System, fAi#k SRRS) , R—KBEMAMMERIEN T, LI T 2P SN2 A7,
W08 FH MR 55 2% % FL A B DR BB A W R e i v T PR PR BB SO, S A vfE iSCST PSR it
AR IAAEIRS, HRGAMIRS & (AT RS 3D A, LI RIENELFH .
[FINF, 7= A R4 0 A WA e A I S I A& R RE 0, TG1R IT ZEM TH I R Pk, B
JIARNV P B AR G N 2 5

Kubernetes /& — MR A R ERE RS, ATLUSLIARERIN BEEE. BaY 4%
Aey2ETRe . T Kubernetes 1 LA E N, Poly RS, Joaex Has v s H DIfe,
TR, RARE A IR

MV AE S H Kubernetes 5 A5 28I, 3l 8 75 ZHFF A AEiE. FF A% (Persistent Volume)
ST T Pod MIAEREHIR, B ES Pod 56, EEMY AP aIER AR, WK
FAR AL TH B S Pod (A, SEBL T UH SR BRI BRI AR . Kubernetes CSI i
T UL RS S IR B AL TERERE /7. Kubernetes B2 3 T (0 1H 5075 3 kE A B4 N4
P A R ISATTE Pod P IECHE PS5 R 538 A I B0 R BURDIRS B AR I, R
BT et mPEREIAEE RS, B R B B S S R AR SRR
Kubernetes i#id PV. PVC. Storageclass $&}t " — Rl R i) T4 44 O A A8 8 B, JF A5
N T B 2$174#% 32 11 Container Storage Interface (CSD) HL#, F-T-7E Kubernetes M40t R
Gi 2 RS — BRI BRI 1, 813 D R DO RS IR AR IR 55 . AEfl Rt R
T BT bR BT AR AR S B,  AUAR(E H Kubernetes (¥ AE A7 REHLE 25 25 S (1 A7
fiti %% . HBlock Container Storage Interface(CSI)fif4 /& —Fh 54 CSI MG I IRBNFEF -

HBlock CSI4fiff15 Kubernetes 8%, 1] LA Kubernetes ikt As. M9 . Sl S IFEA
A7 fi . HBlock CSI i F4EM 0~ EIFTR
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1. HBlock CST 4 {221 P
HBlock CSI#fifHiz477E CSI Pod H1, CSI Pod @i M R BLEF A G 00 A a0, B0 dE Bt
MR HEEFIE R AL S . B FEAGTE HBlock A7 SEHE % B —4 iSCSI LUN. 4
Kubernetes 1] Pod 75 Z{# F %G 0, Hilid iSCSI PrisE Pod FT7E WL i - 3%
LUN, Pod fifi F§ LUN X B % B T35S .
HBlock CSI#dif B A LLTRR A
® FuEMEsE: HBlock CSHE I A A TH 5 B R 56 A RS, SEIL T BEUR MBS 25 . HBlock
CSHEfFLAZ B 7 i, A RIE T8 T AR e .
o AV X T RE A B fEHBlock CSHEMF T I BURE S, SRR AR E, 7
S ORUEF P HE 224, Aot S s S E R E L.
® HeAETE: HBlock CSHEfFLABE AL T s Ui, AT #AE RG A RIIRS], wLlig
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(FAESFIBRIE RS L IBRIRSEZES AR AT E P B A 2.
RAFHEIR: LREHAPYV. APV, SIEPVCSE R, I w AR S L 5 5
RIFQIGE . HEBAT %

BAPV: BIEAEH YAMLSCH B RIPY, & TSR, I BEASIHE BN
NERESYEE75

HAPV: ELENEPVCEIZEMPY, LFRATEIEPV, HE@d StorageClassil A7 i 5t
Ji5E AT, KubernetesHi < iRIEPVCENABIEEPV. EH THAMERZ, (7G5 ME
RYHHE ) (1 37 5% o

FAPVC: T StatefulSetH 45 5 [ StorageClass s &5 B PVC, Kubernetesti
StorageClass 1AL & 115 8., H3hfi &K HBlock CSIHEE @ HBlock %, &M T HE&
QEZ A Pod, HAHBEBAMET 5.

BHa Ry SCRPERIGATORE, SKIL BRI RIE Sy SR . DU IR SR FFE
I B] PR EIA . SefE 24 v A I Kubernetes & G S A A, & T UBAT ] B hn il
—AERAEH], ME— X RECE S, 5 B AR G 4R E s e F I ELA, AN B
A HT 25



e e

KRG

State Cloud

HIE §re

BER %

2.1 SREEK

A5 E HBlock 3.5.0 B LA FRRA, E40Ze 350 FE 2 WL HBlock 77 & FH P F it .

2.2 BITIRE

2% 2 | A
Kubernetes V1.18 Je LA |
docker 19.03 & LA I

PiBH: f7F Kubernetes R AZE T T 1.21, H CSIRARE T T 1.3.0 0, HNEmal HIHERT,

TR Z e, Jain target iR ), SCRFEZNEIE, pod A5,

2.3 ZEIRZH

HBlock CSI R LA FH AR Ty st AT 228 ] (RIAT RAERTEre) » BT DUEH HELM J53(
AT H (HELM FREHER) -
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3 MFE LA ERERM

3.1 RE

MRIEEAR A, HBlock CSIFH AL F A T7 2z 8y, m] DURE 1 ke B3 o —Fh 75

s

o ZATFABGIN: EHT Kuberetes EREMTT S EAR L MTE .

® Docker A FANEBI T EH T R Z B

3.1.1 BIEHKH

R IR BN T

® P 4T kubectl get csidrivers, WHINLFRIZIENACE; HAE1E, NIMHER.

® % HBlock CSIHY, FH{TJF--iscsi-on-host (1.5.1 ZRTMAAN L F & EIZSEHD 1
JF%, Bl iscsid. multipathd S 4 3EFE tH 78 FHLE 3, 75 BEECE 15 AL iscsid A
multipathd .

Bt & 15 LAY iscsid AT multipathd B3R

1. 7£ Kubernetes JT47 ) slave 1 mifd A1 %% iSCSI LA, JFHAC E /ete/iscsi/iscsid.conf.
a) %M LA iSCSI T A .

® MEER/E R CentOS/RHEL, i %3 iscsi-initiator-utils, 22320

yum -y install iscsi-initiator-utils

R 2223 iSCSI initiator 6.2.0-874-10 B LA _FRRAS .
® INHH/E RS /& Ubuntu/Debian, 32U :

apt install open-iscsi

b) 1&/etc/iscsi/iscsid.conf Bt & 4.

#N7F 5 iscsi target T HBNIKE, TFENG iscsid.safe_logout & E AN No

iscsid.safe_logout = No

c) {EXTE FENLA D) iSCSIHEFE

systemctl enable iscsid

systemctl restart iscsid
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# Ffiih 1SCSI HEFRIRAS EH

systemctl status iscsid

2. {E Kubernetes T I slave i £ 15 EHLAL & MPIO.
a) %3 MPIO.
Y. WO MPIO, KPR,
® XIT CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-1libs

® T Ubuntu:

apt install multipath-tools

b) & MPIO.

1) &ffil /usr/share/doc/device-mapper-multipath-X.Y.Z/multipath.conf (I X V.7
4 multipath [FJSEPRIRAS, 76 HRHE L BRI LA+ multipath.conf) 2]
/etc/multipath.conf.

2) fE/ete/multipath.conf H 3% 0 AL & -

VEE: it E 0 multipath.conf Y, 15 multipath #54> 5 devices #70 1A HH F S 3L,

multipath F [ S HUE 278 55 devices IS HUE. N 7 IEH 4 HBlock %, 75 ZMIFR

multipath 91 ) 5 T 517 BoAH R ) 24

defaults {
user_friendly names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"

rr_weight priorities
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no_path_retry queue

prio alua

}

Pi8H: user_friendly names AL E N yes, WA[LLE N no. —HEE, NREE M.
® user_friendly names yes:
ARG RYE/etc/multipath/bindings I E AL MR EDECH A, BN
mpathn ({41 mpatha. mpathb %) .
ERINYE alias_prefix "<HiZ>", MBI ALIEET RS, Fln. BE
alias_prefix "disk", ZEEEZIIA4RZ/dev/mapper/diska.
/dev/mapper/diskb %,
AT BN E, 5 T4k
® user friendly names no: RZSHA WWID (&IRME—ARIRFT) 1EAZRAIE
H I o

¢) H /3 multipathd %5 .
® X CentOS:

systemctl restart multipathd
systemctl enable multipathd

® X|T Ubuntu:

systemctl restart multipath-tools.service

systemctl enable multipath-tools.service
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3.12 RAEIANHERHA

PATLL N 235098 (GE T Kubernetes ZERE T M BE A Z I E =, L 1.6.3 1) X86 WA
A -
1. fF Kubernetes master 1 node _Ffift & ‘2241,

unzip stor-csi-driver-1.6.3_x64.zip

2. f£ Kubernetes master Al node 5 A#f4-4i1% .

cd stor-csi-driver-1.6.3_x64

docker load < stor-csi-driver.tar

3. f£ Kubernetes master " s AT ERE A, 58 i fh i 2236
HER: 7E[A— Kubernetes 25 1 72235 %2 £ HBlock CSI, 754% deploy 73 AN [F) SC A4k,
HEMWADEZ K.
R O e |7 IRIBAHSCH CRDs, TEHAT Tollr 4
ViBH: T2 IC CRDs 32 #F Kubernetes Snapshot ] v1 API.

cd deploy
./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

R AR 2B RBEAH K CRDs, AT T oA %

cd deploy
./deploy.sh --include-snapshot-crd --iscsi-on-host [ --driver-name=driver _name ] [ --

driver-namespace=driver_namespace ]

ZH iR

--iscsi-on-host fe H iscsid. multipathd SFH @A TE EHLE 30, Ik
CSIPOD J53).

--driver-name HBlock CSI 3¢z 44 5.

BUE: FrreRea, KRR 1~63, HEgh/hgTy
BE By A RO (AL, BAXCCRr B B ek
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Bertsk, diR. ZIEHINESESS () .
BRINEA stor.csik8s.io.

VR 7E[A— Kubernetes Z£#¥+, HBlock CSI JXzh 4
PRLZiME—, AREEE .

--driver-namespace HBlock CSI 472 ) Kubernetes 7y 4 2] .
WAy 4 2 AAERAE default, ST LIAE
5, HAREOLIH, % %3 2% HBlock CSI, WAZ
NEFESREANF ) i 44 23 ]

VEE: 90E M Kubernetes 1y 4 75 [A] L A0 LA AFAE

LHETERE, ATLEFILLT pod. HBlock H plugin PL K Sidecar %8 IE % 5 8-
BiEH: 1R Kubernetes i 4 ¥ [A]9F default, 75228 FH 4 kubectl get pod -n namespace 2.

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-snapshot-updater-cronjob-1758097800-6hjd9 0/1 Completed © 9m
csi-storplugin-controller-79df7bf49c-jpm7m 4/4 Running (%] 11m
csi-storplugin-node-718qgx 2/2 Running (4] 11m
csi-storplugin-node-m45dm 2/2 Running (%] 11im
snapshot-controller-0 1/1 Running (4] 11m
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3.1.3 Docker FAE S NFEEHER

A REERZ, W DMEA G 7 2% HBlock CSI#f, ##47E Kubernetes [ FTA 5 s I
WEANIEE P A SR B RS 2R e, BEUE T YAML SCIER) image Ul 9 FA &
BRI, PAT LR BIA R T SE 2

RN TER SRS & BT PIiRE (UL 1.6.3 1 X86 lRANHD -

L il 23R

unzip stor-csi-driver-1.6.3_x64.zip

2. AR

cd stor-csi-driver-1.6.3_x64

docker load < stor-csi-driver.tar

3. BB E.

docker tag stor-csi-driver:1.6.3 XXX.XXX.XXX.Xxx:port/stor-csi-driver:1.6.3

docker push XXX.XXX.XXX.XXx:port/stor-csi-driver:1.6.3

Hr, XXX.XXX.XXX.XXX:port ARG HIHE
4. BERG.

cat /etc/docker/daemon.json

5. {22 YAML S8 hr B
&4 deploy/csi-storplugin-node.yaml S {7 storplugin % image ] value 4

XXX.XXX.XXX.XXX:port/stor-csi-driver:1.6.3

volumeMounts:
- mountPath: /csi
name: socket-dir
- mountPath: /registration
name: registration-dir
- name: storplugin-node
#A OB AL

image: XXX.XXX.XXX.XXX:port/stor-csi-driver:1.6.3

6. PATHE A
FER: 7L — Kubernetes F£R£ 7 2235 2 4 HBlock CSI, 75K deploy 43 ilUAS [F] ST 443,
HREMPIRZ X

10
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JAA 7 A A 4R e

IR O e 7 IRIBAHSCH CRDs, TEHAT T4
ViBH: ORI PRIEA S CRDs 3 £F Kubernetes Snapshot 1] vl API.

cd deploy

namespace=driver_namespace ]

./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-

NSRRI BEAE K1) CRDs, 54T F 4144

cd deploy

driver-namespace=driver_namespace ]

./deploy.sh --include-snapshot-crd --iscsi-on-host [ --driver-name=driver _name ] [ --

2%

ik

--iscsi-on-host

iscsidv multipathd ~F4 " 3EFE 15 EALE ), MdE CSI
POD 53

--driver-name

HBlock CST 3Xzh % K .

BE: ek, KEGEE 1~63, HEtlhNEF

B Aoy ARG,  HASCRBLy- Rk
HerIfhsk. 45, ZEmPUESSFS (n.) .

BRIME A stor.csi.k8s.i0-

EE: (E[F— Kubernetes #2471, HBlock CSI 3z} 4

RLIME—, AEEEE.

--driver-namespace

HBlock CSI 455 ] Kubernetes i 4 2% [A] .

IRy 4% 23 AN ERINE default, ESHATLIRIA
5, HABTEALIE, #2524 HBlock CSI, 444
NEFELEE AR fr 425 6]

EE: 921 Kubernetes iy 44 75 [A] I A1 EL 4 AFAE o

GHETERE, FTPLEFILLT pod. HBlock H plugin PL K Sidecar %8 1% 5 8-

. 115 Kubernetes iy 4 5

[ 3F default, 752§ #r4 kubectl get pod -n namespace £,

NAME

[root@k8s-master csi-driver-stor]# kubectl get pod

READY  STATUS RESTARTS  AGE

11




KRS WA 7 A 6T
State Cloud
csi-snapshot-updater-cronjob-1758159000-tz9bj 0/1 Completed © 6m38s
csi-storplugin-controller-79df7bf49c-qtvkd 4/4 Running 0 8m
csi-storplugin-node-d2tkb 2/2 Running (%] 8m
csi-storplugin-node-x9w2h 2/2 Running (%] 8m
snapshot-controller-0 1/1 Running (%] 8m

12
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3.2 ENEg

PiB: 2 Kubernetes £ 7 &5 E 1 £ % HBlock CSI, F7E% H XM LA T, KIkE K
PAT EI R

AR ELEI % HBlock CSI, ZEVEMIBRPLE, SRJ5TEFR sc. statefulset. pod. pve. pv, T
HIE .

L AT 3 i 2 e bR HE R DG S

kubectl delete volumesnapshot -n namespace --all
kubectl delete volumesnapshotcontent volumesnapshotcontentname

kubectl delete volumesnapshotclass volumesnapshotclassname

2. ARAPAT FAI 4 TERR s statefulset. pod. pve. pve X pod. pve. pv, WAZIIZHE
J¥ pod > pve > pv AT M B 2 -
RS sc:

kubectl delete sc scname

MR statefulset:

kubectl delete statefulset statefulsetname --cascade=true

MR pod:

kubectl delete pod podname -n namespace

JHIER pve:

kubectl delete pvc pvcname -n namespace

ﬂﬂ'“z//ﬂé pv:

kubectl delete pv pvname

3. PATEIEA
THHAT T A4

cd deploy
./undeploy.sh [ --iscsi-on-host ] [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

13
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U R T EH R IEAHC CRDs, AT T o1 dr 4

cd deploy
./undeploy.sh [ --iscsi-on-host ] --include-snapshot-crd [ --driver-name=driver_name ]

[ --driver-namespace=driver_namespace ]

2 iR

--iscsi-on-host iscsidv multipathd ~F 4 H#E R 18 FEALE 30

U iscsidv multipathd ~F37 #EF27/2 CSIPOD A3, itk
SHATEIHE ., IS iscsid. multipathd 574 FE H
8 VRSN, SELIE,

--driver-name HBlock CSI BX5/ 44 FK
15 HBlock CSI BX5h 44 FR N stor.csik8s.io, M ZHn]
PIAIES, HARLELIE,

--driver-namespace HBlock CSI 4§52 ] Kubernetes iy 44 75 [l .
R Ay 442 AN ERAE default, HSHAT IR
5, HARE LI,

14
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3.3 A5
331 BIEEH

WEF AT, AT NS
o AR MIHTHE PV KRGS ENERA BHAE, WIRPUTIE, FFEM O L LT %
B R PV H St Pod Hi#k, A3ZFENA.
B O PV Z A Pod £RE, T IHIRAETHY Pod #ORCA AT B R, BiE AR S E
J& o
® T ETE/E HBlock AT B target iIERSHRAE (ALK A CSIMI PV X3 )
HBlock (55451
B R Kubernetes fRAME T 1.21, iEHTRHEE T 1% PV ] Pod 2356/ T HS .
B Kubernetes FRAN 1.21 X LA L, AEZE,
YO AR T A AT IR, TE BRI . A TR AT A A R AT
TIERAE, FIREe I ISCSLERTIENTIT, WALER IR, 5B RIRA AT A B

15



e e

N By S 4

State Cloud

3.3.2 iscsid ST AR BT TRIFAR

TGS B %7 T

® THRIMRA 2B i U B B K- -iscsi-on-host (1.5.1 ZRIRAF AR BZSHD |
FF G IR A BB %S

® FLATHLGIRAA L E T S48 --iscsi-on-host.

FHZPRR:

1. IR EREZREERARBRT N Docker FA & FANEZR T =TI,
CONS Rr& ol oL 8

2. FEFHRIEAR XS RS R 22 HBlock AHOGHC H -
® 154 deploy/csi-plugin-conf/csi-configMap.yaml, #if#5 T+ 2% i i A< OB B — 5.
® {514 deploy/csi-plugin-conf/csi-secret.yaml, {4 5 T+ Hi A 1 HC B — 2o
® {52 deploy/csi-plugin-conf/csi-secret-decrypt.yaml, {5 T2 aif A (I HC B — 2.

3. fETFRA ) /deploy AT A6 TH4K -
® AWATHRA IR k% E S8 --1iscsi-on-host (1.5.1 Z FifRAA R B %S

O, THJERA LA B IZSH, PUT Ml <:

./deploy.sh

® FHEFIFFIGAI N E T 25 --iscsi-on-host, AT FFlMm4:

./deploy.sh [ --iscsi-on-host ] [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

PiEH: WRALRT--iscsi-on-host FTIRRA, NI
® --iscsi-on-host: ZMIESHL.
® --driver-name: FFZEHTIRASHIIRENAAHR, A0 THIHT A AR B 44 R ERIA
{H stor.csi.k8s.io, AJLAARIEILSH,
® --driver-namespace: FZHTARAYSE I Kubernetes iy 4 73 [0, 4159 HT i
ARG 5E ) Kubernetes i 44 2% (B N ERIE default, WS LUIAEHE,
4. FHEJERE:

16
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® FILATETE AR SIFES] POD, #EATEERIARENNR, #lThREIER .

® 5 Kubernetes i Y slave 15 AL &L, #NEAFE POD BELL#E 3. (WIERALK:
EE KR 5, ATk p. )

o JMEMA CMNTAET 1.6.00 FH2lmA CKTAET 16.1) J&, WifF{Eidkss POD,
T ORAEI A IEAEHT 22 B MIBR POD IHTIE T, $4TA5 2 kubectl get pod -A |
grep csi-storplugin-node | awk '{print $2}' | xargs -I {} kubectl
exec {} -c storplugin-node -- sh -c¢ '/storadm --upgrade add-
missing-trackfile', #*h5FHRIIK trackfile.

HR:

B kubectl get pod -A | grep csi-storplugin-node HIVEM it uEH A
CSI 1 s I9KEN POD. AT LAl Al 75 5 2 A 25 I A 5 28 5 R Bl S f il 28 56
8L WERAFE, THBHBOVN R CSIHT RMKES POD.

B PATIERR, BRI S R tracefile . A AAEASINRIIN
L (AiHE7s “Failed to add x file(s)” ) , &P 75 KW HEE JR R AL EE

m R T B XN ERE TS R, SR storadm T H BHAT RT3
1%45# DRIVER_ NAME #1 KUBE_NODE _NAME, [t A% CSI Node Server
[l Pod " B IX PN R, 5T S B RE R

env:
- name: DRIVER_NAME
value: IRZI4
- name: KUBE_NODE_NAME
valueFrom:
fieldRef:

apiVersion: vl

fieldPath: spec.nodeName

17



e e

N By S 4

State Cloud

3.3.3 iscsid SFIPHIER TR E EVAAR

TEHMESE T R TR IR 2 h % B S8 - -iscsi-on-host (1.5.1 Z R

AARBEIZSHD , FHRGHRE R E SH(--iscsi-on-host.

FEPR:

1. #5 CSIAHFLS, LA GERIHET S POD Fra L%, BTl $4T Tl a4 )E,
A FPATEIE PV B PV, POD H:#f7#0if. #1%¢ POD 55 CSIAHKHILSS

kubectl delete daemonset csi-storplugin-node

2. 1f Kubernetes T 1] slave 77 515 F AL 2235 iSCSI L H, JF:AC & /etc/iscsi/iscsid.confs
a) %% iSCSI T H.

® NHPEAE RS CentOS/RHEL, i %3 iscsi-initiator-utils, ZZ3Ean2U0 R :

yum -y install iscsi-initiator-utils

® I REAE R4t /2 Ubuntu/Debian, 2235200 R

apt install open-iscsi

b) 1EM/etc/iscsi/iscsid.conf it B A4

#NTHE S iscsi target TR HNKE, HA19¥ iscsid.safe_logout WE N No

iscsid.safe_logout = No

c) fERTE ENLE B iSCSIHEFE .

systemctl enable iscsid
systemctl restart iscsid
# Il iSCSI MRS IEH

systemctl status iscsid

3. {E Kubernetes T ) slave 71 mifi EALEC B MPIO.
a) %% MPIO.
BHE: RO ed MPIO, 2K ULD IR,
® T CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-libs

® T Ubuntu:
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apt install multipath-tools

b) B E MPIO.

1) &l /usr/share/doc/device-mapper-multipath-X. ¥.Z/multipath.conf (I X Y.Z
4 multipath F)SEFRRCA S, 16 MR SEFR1E (L A 4K multipath.conf) 5]
/etc/multipath.conf.

2) fE/ete/multipath.conf H 3% N0 T & -

HERE: ACE M multipath.conf H, W15 multipath #5435 devices #43 HA M FEI %L,

multipath H' [ S HUE 2B 15 devices T HIZHUE. N [ IEH{EH HBlock %, 7% ZMIER

multipath H1 ()5 F A FBAHFE 25 WRAEFTES0L stor-multipath-conf (A] 8 T

kubectl describe cm stor-multipath-conf B&E AN , H5 FHICHA

—H, HS DK RRE G FERE, SR RE s AR TR R B

defaults {

user_friendly names yes

find_multipaths yes

uid_attribute "ID_WWN"

}
devices {

device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"
rr_weight priorities
no_path_retry queue

prio alua

¢) EJ3 multipathd R %5 .
® XT CentOS:
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systemctl restart multipathd

systemctl enable multipathd

® XIT Ubuntu:

systemctl restart multipath-tools.service

systemctl enable multipath-tools.service

4. MIERZ R A E S

kubectl delete cm stor-multipath-conf -n namespace

5. WA WRIEE S RAGBRIITT I Docker Fo B8R ANGB KT AT 1P IR,
T BH 2 AN I

6. TEFHGFA IR RS R 12 2 HBlock AH G & -
® {514 deploy/csi-plugin-conf/csi-configMap.yaml, #fi{# 5 7+ 2% wi iR A I ic & — 50
® {514 deploy/csi-plugin-conf/csi-secret.yaml, {4 5 T+ Hi A 1 HC B — 2o
® {514 deploy/csi-plugin-conf/csi-secret-decrypt.yaml, {5 FH2% 5 fAS O L B — 35

7. EFHIRAR)/depoly H & T HAT T w2 FH2k:

./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-namespace=driver_namespace ]

i

® --iscsi-on-host: RWIESH.

® --driver-name: FHHETIRAHIIRENZFR, 40 RIHIHTARA B 9K B 4 FR 9 BRIME
stor.csi.k8s.io, FJUMNEHILSEL.

® --driver-namespace: FZHTARALSE I Kubernetes iy 4 [0, 40 FH AT IR AN GH
7€ If] Kubernetes fir 4 7% [8] N ERINE default, MSHATUANIHE,

8. FgEtat:
® A% CSIPOD, AT ps -ef , HiiA %4 WA EFE: multipathd -, iscsid -f-

® T LIfETE EALR S POD, #EATILARRARZIE, WHINDIREIEN .
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® HJ5 Kubernetes Ir i 1] slave 16 LT 52, #INEAF & POD REILE A,  (WIRAR:
IEE R R E s, AT, )

o JMEMA CNTAET 1.6.00 FH2ImA CKTAET 16.1) J&, WifF{Eidkss POD,
T ORAEI A IEAEHT 22 B MIBR POD IHTIE T, $4TA5 2 kubectl get pod -A |
grep csi-storplugin-node | awk '{print $2}' | xargs -I {} kubectl
exec {} -c storplugin-node -- sh -c¢ '/storadm --upgrade add-
missing-trackfile', #P5FHRZLH trackfile.

HR:

B kubectl get pod -A | grep csi-storplugin-node HI{EM it g A
CSI 5 /L 1SKEN POD. $0AT I il & 1 75 B D3 A A M Ak 75 228 5 KB S 8 5 &6
—EL WRARE, HESONKTN CSIY R JRE) POD.

B PATIERR, KRNI S R tracefile . A AAEASINRIIN
L (UiHE7s “Failed to add x file(s)” ) , & B 3 75 SIS HEE IR R AL EE

B R T B X IREhERE TR, IEIER: storadm TH AT WO T2
%45 & DRIVER_ NAME #1 KUBE_NODE _NAME, [t 2AZ5i#E CSI Node Server
ff] Pod " B IX /MR R, AT LS B RE R

env:
- name: DRIVER_NAME
value: HXzh%
- name: KUBE_NODE_NAME
valueFrom:
fieldRef:
apiVersion: vl

fieldPath: spec.nodeName
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3.4 BB
3.4.1 F2 B HBlock 5ol it

HE: 7 Kubernetes S/ #5257 £ % HBlock CSI, TR{ES HX M 2358842, HHE
HBlock [ Hihik. 2% HBlock CSI 7] L%} [R]— HBlock
HBlock CSI4#fFiEid & HBlock ) HTTP RESTful API #HT /71l & HEAE, Hlinelds.
Wb ¥ HES. FEIERAV R HBlock RESTful API [#) URL ikl [
Y. SCREXTHEZ S HBlock, f#E: HBlock HALRA . HBlock SRR -
A DAL IR R B0 BRI & HBlock 1 ] bk .
1. B E S
&4 deploy/csi-plugin-conf/csi-configMap.yaml Bt & 14, apiEndPointList At & & HBlock
HTTP RESTful API Huhl-F3ii 11, storProvider fit & & HBlock.

apiVersion: vl
kind: ConfigMap
metadata:
name: csi-plugin-stor
namespace: @DRIVER_NAMESPACE@
data:
config.json: |-

[

"clusterID": "clusterl",

"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout

¥

"clusterID": "cluster2",

"apiEndPointList": [

22
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"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock",
"csiApiTimeout": csiApiTimeout
¥
{
"clusterID": "cluster3",
"apiEndPointList": [
"https://xX.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx. XX . XX .xXX:XX"
15
"storProvider": "HBlock",
"csiApiTimeout": csiApiTimeout
}
]
SR
2% iR B i
=
metadata.name ConfigMap Z ¥ 5 IR A4 FR e
HUE csi-plugin-stor, ANA]FE Y,
metadata.namespace | #5 & ] Kubernetes iy 44 75 [H] . &

XA :

® LR 4%k HBlock CSI, &2 M Efie, Hiek
2T BUBAE SO R fr 44 7 (BB . FERY csi-
configMap.yaml SCHFIIE S, RAFFERI G, AHOGHD
HRIT B AR

® IiA k2% HBlock CSI, I BRBUE RFF A
@DRIVER NAMESPACE@, 4T deploy Z25 A
i, RIAT 2l o B i 44 25 1]

clusterID

& %€ HBlock HIFR1H, fE csi-configMap H1HE—.
WE: Frrdtal, KEJEHERE 1~256, Al VRS TEE,

23
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storProvider HBlock /= /i 4 FK =
HU{H: HBlock.

apiEndPointList HBlock [R5 2% IP bk )2 APL ¥ 5 sRECELRBET | &
HBlock IP #1 API ¥ 15 [#) Kubernetes service 84

csiApiTimeout i 7€ HBlock )% LUN HUSEA5IT[A], FESEAFRT ] LUN | /5
BRI, =ikdl, AR ER.
BUE: BB, ERMEDN 480, BAAL2EFD.
HEE: BUUEHBIME.

N KRR HBlock F1E AL ik HBlock

apiVersion: vi1
kind: ConfigMap
metadata:
name: csi-plugin-stor
namespace: default
data:
config.json: |-

[

"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
¥
{

"clusterID": "stor2",

"apiEndPointList": [

"https://192.168.0.32:1443"
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1,

"storProvider": "HBlock"

2. NHECESCAF,

[root@server csi-plugin-conf]# kubectl apply -f csi-configMap.yaml

configmap/csi-plugin-stor configured
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3.4.2 Ft & HBlock ifj[al fl P& MEH

R 4 Kubernetes SR 5% T 28 HBlock CSI, /e EX N LHBET, BE
HBlock U7 I8 FH J* 44 A1 5
HBlock CSI#fiftiiF HBlock HTTP RESTful API I, 7FESEALH P4 F1% RS LAtk 4T 25 44 INIIE
M 408 HBlock H1 )7 44, %47y HBlock H# A4 .
A DA R Z10 SR EC B HBlock 7 n] FH 7 44 R385 .
(—) 1B B S

1524 deploy/csi-plugin-conf/csi-secret.yaml it & 1 H 11 25

apiVersion: vi1
kind: Secret
metadata:
name: csi-plugin-stor-secret
namespace: @DRIVER_NAMESPACE@
type: Opaque
data:
userKey: userkey //*i#:HBlock AR /& KRS 4T 1) base64d Jwhy

userKey JRH5:

[
{
"clusterID": "clusterl",
"username": "storuser",
"password": "YOUR_PASSWORD1"
¥
{
"clusterID": "cluster2",
"username": "storuser",
"password": "YOUR_PASSWORD2"
}
]
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ZH
ZH 3% y g DA
b2 4
metadata.name Secret ¥R FHE IR A2 K o v
HUH csi-plugin-stor-secret, /NAJ B4,
metadata.namespace | 4f & f] Kubernetes iy 4 25 (1] &
HUE -
® IR A% % HBlock CSI, & 7EMCHiE, HEK
2 BB BSOS B 44 25 AME . S8R csi-
configMap.yaml SCAFHIME S, IRAFIFN A G, MK
BHRIH HEARL
® N4l A %% HBlock CSI, b7 BLHUE REF A
@DRIVER NAMESPACE@, AT deploy %% HIA
N IR E P k=S P VA R el |51
userkey X4z HBlock HIFRIR . FH 7 44 OB RS )57 55 (1) base64 9w | A&
.
clusterID csi-configMap.yaml F1fiC & [¥] HBlock HIFR N . &
username HBlock HIE BRG] 7 4 v
password HBlock & B %Y . &
Bl :

1. userKey FJJRISHNT

[

{
"clusterID": "storl",
"username": "storuser",
"password": "hblockl2@"

¥

{

"clusterID": "stor2",
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"username": "storuser",

"password": "hblock12@"

]

2. ¥ H] Base64 T.H X} userKey Y317 9mbd . 4t )5 (1 userKey 1R

WwogICAgICB7CiAgICAgICAEIMNSAXNOZXIIRCI6GICIzdGIOYMSISICAKICAgGICAEICALIdXN1cm5hbWUiOiAic3Rv
cnVzZXIilLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHSKICAgICAGICAL
Y2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAEICI1c2VybmFtZSI6ICIzdGOydXN1ciIsCiAgICAgICAgInBh
€c3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

3. B E S deploy/csi-plugin-conf/csi-secret.yaml At & SC4H S %L

apiVersion: vi1
kind: Secret
metadata:

name: csi-plugin-stor-secret

namespace: default
type: Opaque
data:

userKey: WwogICAgICB7CiAgICAgICAgIMNSAXNOZXJIJRCI6ICIzdGOyMSIsICAKICAgICAgICAidXNlcm5h
bWUiOiAic3RvcnVzZXIiLAogICAgICAgICIwYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHs
KICAgICAgICAiY2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAEICI1c2VybmFtZSI6ICIzdGOydXN1ciIsCi
AgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgfQogICAgXQo=

() B B

[root@server csi-plugin-conf]# kubectl apply -f csi-secret.yaml

secret/csi-plugin-stor-secret configured
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3.43 BEMEER
EE: # Kubernetes E£FH #2722 HBlock CSI, FAES HXTN LA T, HENZ
i,

S FACE SO I — S BUR(E R, AT DUR A N AT G E . {3 H 1945 7E HBlock HHiC &
T FRIETIGEMY (Challenge-Handshake Authentication Protocol, CHAP) , N7 ZE i &
CHAP WL P A4S . 9 1 i iREdE 224, @UCRAINE B ACKELE CHAP %15,
fE4 ] CHAP J5 20, %1\ [¥) chapUser A1 chapPassword I3 747 £f o J1%35 545 £ ] LUAE
THTEA K ] deploy/csi-plugin-conf/csi-secret-decrypt.yaml H [ DecryptData Bt & ) 25
AN E SR I 775 55 4647 AES (ECP. paddinges7) W25, %55 (45 BE(T base64 Jwtid .
T] AR R T AP IREC B & AR
(—) BN %5

&4 L B A+ deploy/csi-plugin-conf/csi-secret-decrypt.yaml H1 [ decryptFlag A1 decryptData

X
ZH

apiVersion: vl

kind: Secret

metadata:
name: csi-plugin-stor-secret-decrypt
namespace: @DRIVER_NAMESPACE@

type: Opaque

data:
#Hema e, BEN true U3 B false CANEHD [ base6d Hifidh Z4F &
decryptFlag: decryptFlag
#H Y1 base64d Zifd 7 H, HHIKELIUN 16 {7
decryptData: decryptData  #%%] base64 il

S
S iR BV
H
metadata.name Secret ¥ I 1 R A FR o &
HUH csi-plugin-stor-secret-decrypt, AN 5 ¥,
metadata.namespace | 4f € ] Kubernetes iy 4 25 [H] &
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A -

® IR 443k HBlock CSI: &4 &5 [AI CUfi e, HH0K
T BAB BT B 44 2 AME,  ORFR T8 csi-
configMap.yaml SCAF B PRAFFERI 5, AHOGHD
BHRIA H B AR

® RIA K 3 HBlock CSI: b7 BURUE R FEN
@DRIVER NAMESPACE@, AT deploy %% HIA
I, RI] H 38 ot B dr 44 251

decryptFlag e A NEREN, BEA true JFH) B false (A3
F1) ) Base64 4t 5 e

HUAH

® dHI1ZQ==: JFHIIN%, true [] Base64 2% .

Fm

® ZmFsc2U=: ANJAHIN%E, false ) Base64 il .

decryptData I A . A
U BHINE, WSH0IH.

W : VRS 16 AL T4 R . FRERIG AT Base64 4
i,

I E

1. B, #an decryptFlag FIYRAS N true, decryptData FJJEISA stor012345678901 .

2. f#f] Base64 T. E.%} decryptFlag. decryptData [R5 3E4T 4w i
X} decryptFlag IRt 2E4T Base64 Zifid, Jwtd )5 decryptFlag 40T

dHJ1ZQ==

X decryptData Y47 Base64 4mfih, Zmfith)5 1 decryptData W1 -

c3RvCjAXMIMONTY 30DkwMQ==

3. B2l E A deploy/csi-plugin-conf/csi-secret-decrypt.yaml fic & U4 ) S5 .

apiVersion: vl

kind: Secret

metadata:
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name: csi-plugin-stor-secret-decrypt
namespace: defualt

type: Opaque

data:
decryptFlag: dHJ1ZQ==

decryptData: c3RvcjAxMjMONTY30DkwMQ==

(=) N A BEC & A esi-secret-decrypt.yaml.

[root@server csi-plugin-conf]# kubectl apply -f csi-secret-decrypt.yaml

secret/csi-plugin-stor-secret-decrypt configured

(=) I e & .
PL#AS PV o PV YAML BCE S0 (esi-pv-local.yaml) A, In% CHAP AERI RS, K
Fi AES 128 f7iN%, 375 PKCS7 Y Padding % CHAP %51, FF5F %5 J5 1) 45 Rk AT
Base64 it .

apiVersion: vl
kind: PersistentVolume
metadata:
name: csi-pv-test
labels:
app: stor-pv-test
spec:
capacity:
storage: 1Gi
volumeMode: Filesystem #%&#i:, S 4¥ Filesystem Fl Block #ix,, ERIAN Filesystem Fizt.
accessModes: # Vil =\
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
csi:
driver: stor.csi.k8s.io
volumeHandle: stor:1lunl
volumeAttributes:
fsType: xfs
readOnly: "false"
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# M H CHAP B0IF
chapEnable: "true"
chapUser: username

chapPassword: password

chapUser 1 chapPassword 1% 45 % :
(1) /] AES & TH. “TAERL” Jy “ECB” ,  “SHzE”  “PKCS7” , “%
PIKEE” Jy “AES-128”
(2) “hn#2%1” 4 DecryptData FC B 12 80 775 5 B2 3R 1 H1Y decryptData [
i3, ansPgR 1 250 A8 B3RS 4 stor012345678901) .
(3) A% LA (chapUser 8¢ chapPassword FJEIS) , s “FFaf AES I CA”
NEIH A chapUser=csil23 M%7 3, chapPassword % & 77 2 B AT o
AESTNZE/fEE
AESHIS AREES TE, TEBATACSIISHIACSES, THEM ISR,

B8 —: GEAAESEAMEE

|gnm | | mmmE | =
Tl | ECB = EFET, | PKCST # EEAKE | AES-128 3
== | stor012345678901 nEeE | SEATREEIEEE..

fnss | GOMIIEEERRIINES. AaZ..

hoEE: NEEE:
csi123 TGARDMS54nv783ncSIKDENQ==
4 A
TAGEER:

ERIABasefRIEAIGCM T IFE S ENESINTE TAGER...

K2.chapUser fil%
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3.5 @AAR

examples H " ALE 1 1] HBlock CST @) YAML SCAF7R 9], I AT BLRRHE G5 5K
(filesystem BY block) &I H 1241, RIA[{E Kubernetes H7f H {8 Ff] HBlock G114

FRBIBAIT (LLX86 [ 1.6.3 fRAS B -

ER: £ Kubernetes KT 1.19 IFAEL T, K35 61HH HBlock BN, 7 F3hMkR

seccompProfile it & .

[root@k8s-master stor-csi-driver-1.6.3_x64]# cd examples

[root@k8s-master examples]# tree

F—— block-volumes
| F—— dynamic-pv
| | F—— clone-pvc-from-pvc.yaml
| | —— clone-pvc-from-snapshot.yaml
| | —— csi-app-local-pvc-block.yaml
| | F—— csi-pvc-local-block.yaml
| | —— csi-storageclass-local.yaml
| | —— snapshotclass.yaml
| | L—— snapshot.yaml
| F—— statefulset
| | F—— csi-app-stateful-local-block.yaml
| | L—— csi-storageclass-local-stateful-block.yaml
| L—— static-pv
| F—— csi-app-local-pv-block.yaml
| F—— csi-pvc-local-nocreate-block.yaml
| L—— csi-pv-local-block.yaml
—— filesystem-volumes
F—— dynamic-pv

F—— 1local

F—— clone-pvc-from-pvc.yaml

F—— clone-pvc-from-snapshot.yaml

F—— csi-pvc-local.yaml
—— csi-storageclass-local.yaml

|
| |

| | |

| | |

| | | —— csi-app-local-pvc.yaml
| | |

| | |

| | |

—— snapshotclass.yaml
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| | | L—— snapshot.yaml
| | —— local-chap
| | | —— csi-app-local-pvc-chap.yaml
| | | F—— csi-pvc-local-chap.yaml
| | | L—— csi-storageclass-local-chap.yaml
| | L—— local-chap-decrypt
| | —— csi-app-decrypt-local-pvc-chap.yaml
| | F—— csi-pvc-local-chap-decrypt.yaml
| | L—— csi-storageclass-local-chap-decrypt.yaml
| F—— statefulset
| | F—— csi-app-stateful-local.yaml
| | L—— csi-storageclass-local-stateful.yaml
| L—— static-pv
| F—— csi-app-local-pv.yaml
| F—— csi-pvc-local-nocreate.yaml
| L—— csi-pv-local.yaml
L—— snapshots

L—— static-snapshot

—— snapshot-content.yaml

L—— snapshot.yaml

13 directories, 32 files
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3.5.1 &S PV

FiAS PV R EEZMH YAML XHRIEK) PV, EHFAEERD, ARSI E B E
BRI . S PV, 7527 HBlock FefId 78, R0 PV. PVC # Pod,
HBlock CSI4fifH A Hzhtg 24k, % HBlock H)% .

A PV R ERRW T

HBlock # ¢
N |
& . I
/ & '
s |
~ |
1.@1@%
/ " PV
/" 2.8IEEPV- FHH0

" —HBlock#XEx ~
EBR  \_ 38evc, PVCIBE |
ERa =PV o ,
\ ~ VG |
”“x& |
", . |
4 BIERPod, CSHEEE |
BTSN |
\ |
|

\‘ Pod

K354 PV EE
1. Q&5 88 HBlock %12 BE 2% HBlock H 7 Flt.
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2. g PV,
(1) ## PV ) YAML [it & St
® GHEAA filesystem HI7nHl, GU%E PV csi-pv-local-storllun06a. =%

examples\filesystem-volumes\static-pv\csi-pv-local.yaml H f*] 7= 45

apiVersion: vl
kind: PersistentVolume
metadata: #JCEHE
name: csi-pv-local-storllun@6a #PV HIZFKR
labels: #5335
app: stor-pv-nocreate-storllun@6a #PV [JfriR
spec:
capacity:
storage: 66Gi #GA&E, AN GIB, AR ERKGAENSE T HBlock HAIEMNER &
volumeMode: Filesystem #%&#i:0, SZKF Filesystem Fl Block &, BRiAN Filesystem Fiz,
accessModes:
# Ui, Filesystem Bizl/1%: 2+ ReadWriteOnce, ReadOnlyMany (#5754 aT#1k)
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain #FFAfLE[RIULIRNE, X Retain fll Delete
csi:
driver: stor.csi.k8s.io
volumeHandle: "storl:lune@6a" #ifE HBlock &
volumeAttributes:
fsType: xfs  # BRHBBIBHRIMRGEY, IFF xfs, extd
readOnly: "false"
isMultipath: "true" # 7% multipath
chapEnable: "false" #&7%{HH CHAP AiE
chapUser: "username"

chapPassword: "password"

® 5N Block, % PV csi-pv-local-block-stor2lunbl. Z7% examples\block-

volumes\static-pv\csi-pv-local-block.yaml ' ) 7~ 61 o

apiVersion: vl

kind: PersistentVolume

metadata: #oHdE
name: csi-pv-local-block-stor2lunbil #PV IS4 FR
labels: #i3%s
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app: csi-pv-local-block-stor2lunbl
spec:
capacity:
storage: 22Gi #ERE, PACNGiIB, AR EMGAEMNST HBlock FAIEIIGA &
volumeMode: Block #H#H3(, SZfF Filesystem fll Block #&:, ERiAN Filesystem #iik.,

accessModes: # Ti#E3, Block #3145 X #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany

- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain # FFALG[FIILHNE, S FF Retain fil Delete
csi:
driver: stor.csi.k8s.io #HBlock CSI fdiff
volumeHandle: "stor2:lunbl"  #}§E HBlock %
volumeAttributes:
readonly: "false"  #&7 AR G
isMultipath: "false" # &7 {fH Multipath, HBlock HAHLiRES, HUH false

chapEnable: "false" #2&7{#/ CHAP i
PV ] YAML FL B XS ¥ #id
ZH i3 o)
HIE

driver HBlock CSI JXZ) % #5 S
HU{f: HBlock CSI %2225 (1) 3K 3] 44 F% o

accessModes V7 AR 2 &
HUAH -
® ReadWriteOnce: & AJ AR —A 15 mi AL S 1Y

® ReadOnlyMany: #&5A] LAgE 2 AN s DL 207
NI filesystem T, &7 EIRATH A
.

® ReadWriteMany: & AJ A2 AN @ AR5 5
X L Block #3045 3
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volumeHandle 15 BRI HBlock 48R, =N =

clusterID:lunName .

clusterID: #&€ HBlock ¥R, 7E csi-
configMap.yaml HME—. ¥ ILECE HBlock ¥ b #:
k.

IunName: HBlock H1 Il 15 4 K o

volumeAttributes.fsType GBI BRI RGRA, CFF xfs, %At

extd.

PeBH: HRIACHN filesystem B 435
volumeAttributes.readOnly R DL G 5

HU AR -

® "true"

® '"false".

BRE N " false" .

HE: XETFEMATRH, B'true"8{"false".
volumeAttributes.isMultipath | #&75f# ] Multipath. %A

HAH -

® "true"

® '"false".

BRIME N "true”

HE:

® XHFHFIMAFAH, Hl'true"s"false"

® 41 HBlock ZEHFRULE H i) HBlock 4551 )
w4, B highAvailability A
Disabled, AL Z & E A" false", HFMI=F
M pod Ja B .

® U2 HBlock ALK, BLALTHEREN

"false"
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volumeAttributes.chapEnable | &7 {# /] CHAP iAilF, HUH: 5

. Htrue" o
® 'false",
ERINE " false"

FER: XEFEMAFFS, H"true"5 " false"

volumeAttributes.chapUser

CHAP VIERIFH 44 o 2RI B S esi-secret-
decrypt.yaml # [f] decryptFlag N true, 2%}
CHAP AEFIFH 7 4248 B DecryptData it & 1% 41
%1347 AES (ECP. paddinges7) %%, W% jaH
45 HEAT Base64 Sihd, FLATE LECEMEER.
INERTUE: PR, KETEEZ 3~64, H
BEFHZBRE. B A ) FRRZR(-). FRIZ
(_) BSCHAEM, FRXSRNG, HASH

iyl

volumeAttributes.chapPassword

CHAP AERI 2% . G HC & SCF csi-secret-
decrypt.yaml H [ decryptFlag A true, i Z:%}
CHAP Al %515 48 F] DecryptData it & ) 25 Z1 %}
HE4T AES (ECP. paddinges7) W%, W% )& K45
BT Baseo4 gy, FAATENEEMEZEEN.
MERTBUE: FReREa, KEJEHRE 12~16,
VARG KREFE NEFEE BT TRIZQ)
DR FRE, FRIX RN

iyl

ER:

® B g nss L B CHAP %515, 52 EIMEER .
® PV RIS & R EERE, 1E PV BRI G AR REROZ I AL HE 1% PV 2477, PV H]
PL#: Retain (fRE) . Recycle (FEFIH) 53 Delete (HIF%) . HBlock CSI ¥ H

BN SZHF Retain A1 Delete, 4 3CHF Recycles
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W [ 5ENE Retain f673 H AT LAFS) R BT . 24 PersistentVolumeClaim X G4

BRI, PersistentVolume IR LE, SR EFE BB “ DRI
(released) ” o HT& LR AEE T —HRONMESE, ZECAREH T HAh
HIA, B RETFIEZE .

B TR A Delete IAERCE, MIBRENESK PersistentVolume % 5 A
Kubernetes R Bx,  [F] It 22 MO SRl B0 te B8 Bk BT SR B IKIA7 A 7= . Bt
LI 2 4k 7K StorageClass H 5 B RIS SR IE, 1ZSKBKERIN N Delete. 3 A
TR S SR L B StorageClass. VEE, W PV A I f#)52& HBlock C
SIEATOIE N, WAREET Kubernetes SRMIR %45 .

(2) N HBCE X (LA esi-pv-local-storllun06a.yaml A1) .

[root@server test]# kubectl apply -f csi-pv-local-storllun@6a.yaml

persistentvolume/csi-pv-local-storllun@6a created

(3) WUFEIER PV,

[root@server test]# kubectl get pv

NAME CAPACITY  ACCESS MODES RECLAIM POLICY  STATUS CLAIM STORAGECLASS REASON  AGE

csi-pv-local-storllun@6a  66Gi RWO Retain Available 20s

3. g PVC
(1) HrE PVC B YAML AC & 3Cf.
® LN filesystem, Hi#d PVC csi-pve-local-nocreate-storllun06a H YAML At

B . 2% examples\filesystem-volumes\static-pv\csi-pvc-local-nocreate.yaml

7R B

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
name: csi-pvc-local-nocreate-storllun@6a # PVC {4
namespace: default

spec:

accessModes: #Uj L
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- ReadWriteOnce
resources:
requests:
storage: 66Gi  #&[7% &, H{I GiB, Kubernetes &#i40E K T2 T A =M PV
selector:
matchLabels:

app: stor-pv-nocreate-storllun@6a

® G Block, #H1% PVC csi-pvc-local-nocreate-block-stor2lunb1 FJHC & 344
2% examples\block-volumes\static-pv\csi-pvc-local-nocreate-block.yaml H 7~

il

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-nocreate-block-stor2lunbl
namespace: default
spec:
accessModes:
- ReadWriteOnce
volumeMode: Block
resources:
requests:
storage: 22Gi
selector:
matchLabels:

app: csi-pv-local-block-stor2lunbl

PVC K] YAML g & X240k
SH iR Pxa)
IR

metadata.name PVC 2 H% &

metadata.namespace EAGICIE &
HUE: HBlock CSI Z¢2% 0} 45 5 (1 4 2 R 4 K

storage LA, 47 GiB. A
Kubernetes 23 221050 & K T4 T A 2N PV,
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app 4RE R PV 4K,

=]
e

(2) MNHBCE S (L PVC csi-pve-local-nocreate-stor 1 lun06a.yaml A1)

[root@server test]# kubectl apply -f csi-pvc-local-nocreate-storllun@6a.yaml

persistentvolumeclaim/csi-pvc-local-nocreate-storllun@6a created

(3) IEC&A)E 1 PVC (LA csi-pve-local-nocreate-stor1lun06a A1) o

Ve a4 2= E Ak default, 75 Z A A4 kubectl get pvc -n namespace

.
[root@server test]# kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS
csi-pvc-local-nocreate-storllun@éa  Bound csi-pv-local-storllun@6a  66Gi RWO

AGE

10m

HR:

® PVCHIFE=EHBILE PV, X PVIEEKTET PVC A ER, Kubernetes 2

PVC 1 PV #ATHR5E . IR A LA PV #2561, S —4> PV 34T ILAC.

® PV M PVC ECE XU selector B, A4 app UAIBLE —3, &HWICIELEE .

A selector 7B, PVC £iR#EA EIULHL PV,
® PVCH PV#EE, PV EEMER, WFRME PV, 7FESHFRSEr PVC.

4. f)# Pod.

QI Pod, JFAIPVC KHk. HBlock CSIAMITHS HalE kg s (R ARBK AL ,

(1) % Pod ) YAML Fc & 1.

® LAEIUN filesystem, 6% Pod my-csi-app-local-pv-stor1lun06a fHHC & X F, £

2% examples\filesystem-volumes\static-pv\csi-app-local-pv.yaml #1171 .

kind: Pod

apiVersion: vl

metadata:
name: my-csi-app-local-pv-storllun@6a #OE1 Pod % FR
# Set to the actual namespace

namespace: default #HBlock CSI ZZZ%%H 45 iy 44 25 1H]

spec:

42




e e

KRG

State Cloud

JAA 7 A A 4R e

containers:
- name: my-frontend #&E#RHAIK
image: busybox #if & AR A M E
imagePullPolicy: "IfNotPresent" #2515 1 HUSKME
volumeMounts:
- mountPath: "/test6a" # GBHEF AR AR
name: lun@6a # TR volumes Fr%E T 1 5IE 4
command: [ "sleep", "1000000" ]

volumes:
- name: lun@6a  # volumes ¥XYE44, T LAFE volumeMounts THE#K

persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-storllun@6a # Pod &2l PVC & FK

® G ACA Block, % Pod csi-app-local-pv-block-stor2lunbl HHC & A4 csi-

app-local-pv-storllun06a.yaml, £ examples\block-volumes\static-pv\csi-app-

local-pv-block.yaml H #7451 .

kind: Pod
apiVersion: v1
metadata:
name: csi-app-local-pv-block-stor2lunbl
# Set to the actual namespace
namespace: default
spec:
containers:
- name: lunbl
image: busybox
imagePullPolicy: "IfNotPresent"
volumeDevices:
- devicePath: "/dev/testbl"
name: lunbl
command: [ "sleep", "1000000" ]
volumes:
- name: lunbl
persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-block-stor2lunbl
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(2) MNHBCE S (LL csi-app-local-pv-stor1lun06a.yaml N

[root@server test]# kubectl apply -f csi-app-local-pv-storllun@6a.yaml
pod/my-csi-app-local-pv-storllun@6a created

(3)  BE Pod HEEHHIG

BEEH: WR a4 A [AHE default, 724 H 4 kubectl get pod -n namespace|grep

Podname fifﬂo

[root@server test]# kubectl get pod|grep my-csi-app-local-pv-storllun@éa

my-csi-app-local-pv-storllund6a 1/1 Running @ 92s

A DLE BB 8 253 T #i5 /test6a, RSN . HBlock )% lun06a.

[root@server ~]# kubectl exec -it my-csi-app-local-pv-storllun@6a -- /bin/sh
/ # 1s

bin dev etc home lib 1lib64  proc root sys testba tmp usr

var
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3.5.2 IS PV (7S PVC)

A PV ZIE PVC G PV, A A AR ERATEE PV, R EZ8d StorageClass EA7iff 5%
JEE M IF, Kubernetes <t PVC 281 PV, H3hflZ HBlock CSI a5 1 i
HBlock [#%. 24 PV @A THMERZ, (BAAMEIRAHAM R 5.
A PV R ERAR T

A HBlockEEEF
— PV HBlockis
) p - ~ )
! 4 KubernetesZi
1'Eﬁjﬁ StorageClass , 1RiE
/ sz‘?ﬁﬂﬁlﬂﬁﬁﬂ _
/ =8 NIR s P
/ " Storage Class StorageCIassEPE"j?éi E%Haéﬁ%%g\\%gggaﬁ@
" 2 pgstorage Class . =AY iz
TER 3 lRVC , 50
wage Classs_t_‘;%“ pVC K
-
Y
6. 8liZPod-, #FE
PVCHEE
M Pod
Kl4.2h7 PV i FE A

1. %k StorageClass
(1) #r#E StorageClass i) YAML fic & 1.
LA N filesystem, 1% StorageClass csi-stor-sc-local-stor11un08 ) YAML Fitt &
4 csi-storageclass-local-stor1lun08.yaml. 7] DA% examples\filesystem-

volumes\dynamic-pv\local\csi-storageclass-local.yaml H ff) 7= 451 o

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@8 #StorageClass %#x
# Set to the actual driver name
provisioner: stor.csi.k8s.io # HBlock CSI 3R HIIXBNZFK.
parameters:
storageMode: Local # HBlock #H[I{FfitAY
fsType: xfs # GHHBIIBFSN LIRS KM, CFF xfs, extd
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readonly: "false" # Z&7&UHETNHEHE
sectorSize: "4096"  # HBlock W[ IX K/, T 512,4096, Hfif bytes
localStorageClass: "EC 2+1"  # HBlock & JUARMR

minReplica: "2" # H/PEIAE (I HBlock FEREGIHR) -

highAvailability: "ActiveStandby" # HBlock ¥ FE=.

writePolicy: "WriteBack" # HBlock %5 5EHg

isMultipath: "true" # REGHEZIZE

maxSessions: "1" # iSCSI target FOUFEZAIE AL EE.

ECfragmentSize: "16" #ZUMHAZEr F KA. BICREERN EC BT, BB EAERK, 7N 20 .
serverNumbers: "2" #HBlock target FT7EMIARSS 2t E (BRI H)

clusterID: "storl" #HBlock FriH

IOPS: "5000000"

readIOPS: "5000000"

writeIOPS: "6000000"

Bps: "40960000000"

readBps: "40960000000"

writeBps: "40960000000"

IOPSBurst: "999999999"

readIOPSBurst: "999999999"

writeIOPSBurst: "999999999"

BpsBurst: "-1"

readBpsBurst: "-1"

writeBpsBurst: "-1"

IOPSBurstSecs: "999999999"

readIOPSBurstSecs: "999999999"

writeIOPSBurstSecs: '"999999999"

BpsBurstSecs: "99999999"

readBpsBurstSecs: "99999999"

writeBpsBurstSecs: "99999999"
reclaimPolicy: Delete # PV HJ[EIZRMS, C¥F Retain Al Delete

volumeBindingMode: Immediate

allowVolumeExpansion: true # EGARUTESE

LA N Block, 1% StorageClass csi-stor-sc-local-stor11un09 ) YAML it & S 4
csi-storageclass-local-stor1lun09.yaml. 7] LLZ% examples\block-volumes\dynamic-

pv\csi-storageclass-local.yaml H [ 741

apiVersion: storage.k8s.io/v1l

kind: StorageClass
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metadata:
name: csi-stor-sc-local-storllun@9 #StorageClass #&#K

provisioner: stor.csi.k8s.io # HBlock CSI ZZ3:H [{IKE) 4K .

parameters:
storageMode: Local  #HBlock #H[I{Ffik7AY
readOnly: "false" #7215 LA A

sectorSize: "4096"  #HBlock HEHMIEIX K/, CHF 512,4096, A& bytes
localStorageClass: "EC 2+1"  #HBlock %I 4=t

minReplica: "2" # H/MEIALL (IL HBlock SERECHR) -

highAvailability: "ActiveStandby"  #HBlock ¥ min] =,

writePolicy: "WriteBack" #HBlock &5 HHK

isMultipath: "true" #REMHEzIZE

maxSessions: "1" # iSCSI target FOUFEZAIE AL iEE.

ECfragmentSize: "16" #ZUMIISE5 K/ BRI EC B, MR BEA AR, &0 28 .
serverNumbers: "2" #HBlock target FTfERIARSS#s%E (INERBERRCCER)

clusterID: "storl" #HBlock #riH

reclaimPolicy: Delete  #PV R TN%, S ¥F Retain Al Delete

volumeBindingMode: Immediate

allowVolumeExpansion: true #/& fUUFY JE45:

StorageClass ] YAML At & X428

ZH i34 o)
hIHE

metadata.name StorageClass 1% FK - &

provisioner HBlock CSI 3Kzl 4 K v
HU{#: HBlock CSI 22 HIMKEN 44 7K o

storageMode BT, S7FF Local. Cache. Storage &3, &
Cache. Storage KR E =%,

fsType LR HEHBI BRI RGIRA, HF xfs, extd. %1t
VeBH: HBEEACH filesystem B DA IH

readonly Pl WA i R Wi e i 52 &
HUE: "true". "false". ZRIAME N"false".
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FR: XEFREWMANTRE, Bl"true"ol"false".

cloudBucketName CAELE R OOS TrA i i 44 F t=
HER: WIS Bucket [4E i i B E FG LR LA
K. FFiH H

cloudPrefix WHE 00S HIATR A RR, WEWRLEHKE, GHlSFE |/

PR LLRT S8 44 (SRS R p . IRURTRE AT, W E#%
FHBAE LG 2 Bk 44 SRSk
KM FhF .

HfE: KBEEJEE&Z 1~256,

cloudAccessKey 0O0S AccessKeyID. k=
KM FRHEH G

1H
cloudSecretKey OOS SecretAccessKey . t=
U E A csi-secret-decrypt.yaml [ decryptFlag N Hh

true, Xl secretKey JRALM# ] DecryptData it & 340X | A
AT AES(ECP. paddinges7)IN%, N g i) ah Rt AT
Base64 Zmfid, FARVE LA B m#EHER.

HH FIG.

cloudEndpoint %t & OO0S Endpoint. t=
K FFi LA

1H

cloudObjectSize BE A7tk O0S H KN o

HUE: 128, 256+ 512, 1024, 2048. 4096. 8192, HLfi &
KiB. ERINMEAN 1024,

cloudStorageClass BE 00S gy,
A -
® STANDARD: HrififEfi&.

oA

® STANDARD IA: {5 il f74% .
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BB AN STANDARD.,

cloudCompression R4 s L& 2 00S.
EIEIER

® Enabled: /2

oA

® Disabled: 5.

ERIN{E N Enabled.

iy

cloudSignVersion 00S M RZEZINIETT =
WA :

® V2: V2554,

® vd: v4%5H.

ERMEN v2.

cloudRegion 7~ Endpoint HE I AT 7E X 45 %A
VA4 ZEA0, I,

KA FRFEH

deleteCloudData BRGNS, 2SR = LR
HUE -

® true: MERZ LAHIEIE.

® false: AMERZ LRI,
FRME Y false.

iy

sectorsize Ji DR/ AR 2 7 31 SO R 48 1O #RAE R B /N AL BEE
FE XK
HUE: "512". "4096", HiA7/Z bytes. BRIAEA"4096".

iy

localStorageClass AHAFAETURE . AR R E IS HL.

WA

® single-copy: HLEIA;

® 2-copy: MEIA;

® 3-copy: —RHIA;

® ECN+M: AWM. Hd N MAIEEE, N=M,

iy
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H N+M<=128., FREEIESEIKR NS B, FFAERM
N IETRACER
BRIME N EC 2+1.

minReplica B/PDEIAKL (DRTFRRSCRR)

T RIAERE, BRERASON X, RADEIARECH Y
(Y BAI<X) , ZEFREAN, 20 Y HEIHES AWK
I, ARNARRE NS . 5+ EC N+MBE, BikiZ
GiR/DNEIABENY CLZUHE NSYSN+M) |, DA 20H 2
BRE/DN Y BRSO SIS N, A AR IRE N
% o

WE: BE. MTEASE, BUETEEZ[L, N], NOYEIARE
RBMEIAL, BINMEN 1. 5T EC %, BUETEHEZN,
N+M], BRIMEA N.

oA

redundancyOverlap LTSRS (ERERCCRD - ERIEIIRELT, [F
— AR BRI A R RIS 73 e BN AT AE AN [R] Bt b, 24t
PSRN, RRVFIRIE GBI RIT B RN, 2 40 HE Bl A
JRUAE [F] — ANt Bdek b, B 23 A £E AN R Y path b

ER: RS EEIRN N path,  BESEAERL
BUE: XTEIASER, BUETEEZ, BI85, BOMER 1
T ECHER, BUEJEHZ[L, M+N], BGMEN 1.

iy

ECfragmentSize AWM R e BIUARIER DY EC B, i E A
AR, A 2
HUE: 1. 2. 4. 8. 164 32, 64. 128. 256, 512. 1024,

iy

2048. 4096, HifijE KiB. ZRIME AN 16,

highAvailability ke AN YRR RE LS.

HUAA -

® ActiveStandby: JHZE 5%, %A RPN target T HIFT
H IQN.

oA
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® Disabled: ZEHE BN, ZEKRBX R target FHJ—
A~ IQN.
BRIME N ActiveStandby .
writePolicy 5 1) 5 TR o
HUA -
® WriteBack: [A1'5, HIHES ANBNAFE, LZREISE
PS5 Ry, 5 W RS N S TR K
B, FREMEERAEIT .
® WriteThrough: %%, BIEIE[FK S5 NN MEE, FF
FEWE ST RINE, R 5 SR . EHTRE
YEEERE R, BYERERA S, HEL S NIHIRE S5
PR LI 3 5%
® WriteAround: %25, HIEHE5 N5 RURE SO .
1, BANWRRING, SCZR B b5 sy . & T
foE EE SRR, HERRERA R, HE 2.
ZRIME N WriteBack.
isMultipath #7514 ] Multipath. i
AR :
® "true".
® 'false".
ERIME N "true"
TR
® XHFTEINFAH, Rl'true"BL"false"
® I HBlock AT H 1) HBlock #5545 3 FH i il F A
3, Bl highAvailability 4 Disabled, AL ZE®E N
"false", 7502 FH pod A BRI
® {niL,2 HBlock HHLAR, MALTRZE B E N false".
path 158 58 A7t B 10 H S (DRI SRR 5
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AR B G I AR e H o, (8 R 55 4 e BN BOA Kt
ER

pool AR, RoREBAFM, BHE B AR ZAF TR
CIUEERERRSCRS) o

Bl KEZEHER 1~16, RAghth, Hormianst (-

) v RRIZ (O W, FRX KNG, HAGCR LB
Ik

BRI L At 47 il

oA

cachePool ARG HR, RoRmREAE AL, B oS %A ik
Wy SRR SCHE)

BUE: KEJGHELE 1~16, HAed7EE, Hrrfiki (-

) v FRIZ (O HEL FRIX ARG, BACGCHR LR
AECF Ik .

USRI S AR AL B o AT A7

R (G5 Z A A RE 2 R — N2 .

iy

iy

maxSessions iSCSI target 1 37 1 B R 2150
Bl BE, BUETEREIZ(1, 1024], BOMEN 1.
ER: BEAN filesystem, HUEHBEN 1.

serverNumbers target FT7E M IR 55 258 (AERBFRRGCRR) ©
BEOEA, BUEA2, n], n AERARSSENEE. BRIME
M2,

iy

faultDomains B RS v AL B B MR AT I 1 e, B
target FITTE MRS A FIR (SUERBFRSCHE) , DUMEAIE LUN
I, LUN SKHXH target £ 56 IR 55 45 41 2 rhoide 23 i 76 iR 5%
#r o PIUNAAAEIB N rack 200, HAR BT rackl. rack2.
rack3. rack4d H1H)T a1, H. faultDomains 5 7E rackl .

rack2, A4 GIE LUN K, LUN B target 4156 M rackl
rack2 FTEL & IR AF it i P IR 55 25 51 3R BLREAT 1B 4%

iy
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HEE:

® IEAEI I path 2RI, AAEW B %S

® 1SR LUNHRGE [ o A7 it M B A7 it iy, D) A s ikt
ZRATMIM IR PRI s 53R . W LUN RABE T 447
filrth, D) A e AT it R BT B R

BUE: DAY i, 5 i gon nT L3 room. rack.

servero AJLAEE Z AN AL (HA MM T T

serverNumbers. SCRF— N5 SR INZ IR, (HZ R Rk —

A server, Jf HaEFEH server ARES AT EE . W —A1

s I B0 2 3 B0 S A 48 server BB SR, TR

G o RIS i, S TH BT s RS

chapEnable T4 CHAP WF, BUH:

iy

. "true" o
® '"false".
ERINE " false"

R RETHEMATAS, RlMtrue"ol "false".

iy

chapUser CHAP UERIH ' 44 . A0 RACE XA csi-secret-decrypt.yaml
H1 ) decryptFlag 4 true, 7524 CHAP IAUERHH F 4448 H
DecryptData Fit. & )% #3513t 47 AES (ECP. paddingces7) Il
%, NGRS RHEAT Base6d gnhd, EARVE WLER BN
Ko

NERTE: FREFEEN, KEER 3~64, HAedHF

BE, He7. AL BIMZR(-) TRIZ(O). BS54
B, FREX RN, BACSCRE A BEE 7 IT 3k .

s

=

oA

chapPassword CHAP WIE RIS . W SR EE B S csi-secret-decrypt.yaml HY
(] decryptFlag N true, 75 2% CHAP WAUE ) #5654 H

DecryptData C & )% S 47 AES (ECP. paddinges7) I
&, N G R4S R 3T Base64 guft, EARVE AL BN
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b

&

=

N RTHUE: R, KETEEZ 12~16, D& K
HyR NEFER, B, FMEROFRHEDFR TR, T
REX 43 KNG

E

|

IOPS TEFD REE AT 130 5 4B I B K AR
B BR, BUETEEIN[-1,999999999], ZRINE A-1. -1
FIRABRA

iy

readIOPS TEFD B AT L HRAE B B KA
HUE: #A, BUEJEHE A1, 999999999], ERINE N-1. -1
FORABR .

iy

writeIOPS TR RE AT B A R B KA
HUE: #A, BUEJEHE A1, 9999999991, ERINE N-1. -1
FORABR

iy

Bps (SRR A C A PN
HUfE: BA, HUEYEEIA[-1, 4096000000000], ERIAE M-
1, B4 Blso -1 KRR

iy

A e

readBps e v bR .
BUE: A, BUETEEIN[-1, 4096000000000], ZRIAE M-
1, FALAE B/se -1 RoRAFRA

iy

7 s e

writeBps e IR
A ®AY, HUETEEN[-1, 4096000000000], ERA\{E -
1, BN Blse -1 BaRAPESE.

iy

IOPSBurst f#1 /] Burst DhBERT, BFDREGE HEAT 55 B A B B K AE
Huff: %A, HA5 M 10PS KF&T 1 i, MhIisE -1 8
(I0PS, 9999999991 N ) IE B X 77 T A4E 3% BRIMEN-1, 3[R
AN B o

iy

readIOPSBurst i FH Burst ThEEHT, AP BRI AT SRR AR B B K AR
BUE: R readlOPS KT45F LI, BT E -1 5L

oA
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(readIOPS, 99999999914 I IE#E K 5 m] A= 30.  BRINME F-1,
FORABR

writeIOPSBurst 8 H Burst TIRERS, REFD BRI AT 5 4R B B R AH .
BUE: HA 2 writelOPS K T4 LI, I E -1 5L
(writelOPS, 9999999991 [ 1E FEH T Al A= 20.  BRIME -1,
Fon AR

il

BpsBurst 1 FH Burst ThREE, AEFD AT 40 ¥ 40 & 55 K (H

BE: RAE%Bps KT5T LI, HIEEN-154(Bps,
4096000000000] A i IEEER 7 AT A= R, BRUMEDN-1, HALRE
B/s. -1 FRANPRA.

iy

readBpsBurst 1 Burst ZhRER, 5207 % FFR.

W : R4 readBps KT45T LI, BRI EA-1 B
(readBps, 4096000000000] A 1 IE R 5 T £ 28, BRIMEN-
1, B2 Blso -1 KRR

iy

iy

writeBpsBurst 4 Burst DhRERS, S5 LFR.

BUE: A2 writeBps K141 1 I, I E Jy-1 5L
(writeBps, 4096000000000] N H IE2E £ 7 AT A28, BRIME -
1, B4 Blso -1 KRAIRA

IOPSBurstSecs 181 FH Burst DHRER, 08 Burst IR BE F3E4T 152 5 44
RERF LRI IR 1]

HR: RATE IOPS Burst ThRg )3 R, Sl B A A 3L.
HUE: B, BUETEHEIN[, 9999999991, BRIME N 1, HAL

iy

A

readIOPSBurstSecs 18 F Burst THAERT, %08 Burst b PR 1A JHEAT S04 T Aig

Eadiolingia8

HE: HATE read IOPS Burst JHEJE FI, ILECE A A2

HUE: A, BUETEEN[, 9999999991, BRIME A 1, Hfr

i

A
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writeIOPSBurstSecs #1 ] Burst Difgh, %M Burst BIRIVBE T SHAERRE | &
R A o
HE: HETE write IOPS Burst ThAEE IR, Mhfic &4 E
e
HBUE: B8, YA, 9999999991, BRIME A 1, AL
b

BpsBurstSecs 4 Burst DIRERS, %H8 Burst IRV AE I PTRERFEEN | &
I 18] o
R HAA1E Bps Burst Difig 5 HIN,  MEACE A A3
HUE: 8, BUETEEIALL, 999999999], ERIME N 1, HhL
A

readBpsBurstSecs i ] Burst IRERS, %08 Burst LIRS ERESIFTREFSE | &
(RIEFE] o
ER: HATE read Bps Burst Jfg 5 I,  BEHECE A4 42
HUE: B8, BUETEEIALL, 999999999], BRIME AN 1, HfL
b

writeBpsBurstSecs i H Burst hEERS, %18 Burst LIRFISMERESITRERFS: | &
(T ERF ] o
HR: HATLE write Bps Burst ThAEH I, AL E A A 44
HUE: 8, BUETEEIA[L, 999999999], ERIME N 1, Hhi
et

clusterID HBlock 45, 7E csi-configMap.yaml H1ifE—, V£ ILERE &
HBlock 15 [ itk .

reclaimPolicy FF AN FIUSCRBE o
WA
® Retain: TR
® Delete: fMif%.
ERME N Deletes
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volumeBindingMode S BN YR 8 I A2 S5 A Pod W BERT SR 5E . =

HUA -
® Immediate: .EI485%E.
® WaitForFirstConsumer: 2EIRZR5E .

ERIMEL N Immediate »

allowVolumeExpansion | fL¥F4&YJE. 5
HUAH -
® true: LVEY .
® false: ARVFEY E.
BINE N falses
(2) MNHBCE U (LL csi-storageclass-local-stor1lun08.yaml A1) .
[root@server dynamic-pv]# kubectl apply -f csi-storageclass-local-storllun@8.yaml
storageclass.storage.k8s.io/csi-stor-sc-local-storlilun@8 created
(3)  RiEf)E K StorageClass.
[root@server dynamic-pv]# kubectl get storageclass
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
csi-stor-sc-local-stor1lune8 stor.csi.k8s.io Delete Immediate true 24s

HER: WFENERE CHAP H P 4 f%455, N deploy/csi-plugin-conf/csi-secret-decrypt.yaml 3C
-1 decryptFlag 7B FHBCE N true, H CHAP i 7 & A0 7 B AR BN AES % I
base64 & HAKA IS WECE nFEBA .

2. A PVC
g% PVC, FFH1 StorageClass F<Hk.
(1) ¥ PVC K yaml Be &3
LA TN filesystem, % PVC csi-pve-local-stor11un08 FIFC & L4 csi-pve-local-
stor1lun08.yaml. 2% examples\filesystem-volumes\dynamic-pv\local\csi-pvc-

local.yaml 1 ft 7481 o
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apiVersion: vi1
kind: PersistentVolumeClaim

metadata:

spec:

name: csi-pvc-local-storllun@8 # PVC (%%
# Set to the actual namespace

namespace: default

accessModes: #UHRI, filesystem #zUf)45 > #F ReadWriteOnce
- ReadWriteOnce
resources:
requests:
storage: 77Gi #&:%%&E, #{IN GiB

storageClassName: csi-stor-sc-local-stor1lun@8 #PVC {{i[f[f] StorageClass 1% F

LA Block, fll% PVC csi-pve-local-block-stor11un09 [1FE & A4 csi-pve-local-
stor1lun09.yaml. % examples\block-volumes\dynamic-pv\csi-pvc-local-block.yaml

7R o

apiVersion: vi1
kind: PersistentVolumeClaim

metadata:

spec:

name: csi-pvc-local-block-stor1lun@9 # PVC (1% F
# Set to the actual namespace

namespace: default

accessModes: # Vi, Block &[4 X #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
volumeMode: Block
resources:
requests:
storage: 88Gi #LAE, H/I N GiB
storageClassName: csi-stor-sc-local-storllun@9 #PVC {#fH¥) StorageClass K4 T

PVC K] YAML It & XX S ¥R

2 #iR y oy
l‘\ﬁ
metadata.name PVC 4 F% . &
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metadata.namespace i 44 75 ] =

HUE: HBlock CSI 2% I 2 7€ 1) i 44 7% [A] 44 FK

storage LR E, AL GiB. =
storageClassName f& 7€ PVC P11 StorageClass %K. =

(2) MNHBCE S (LA csi-pve-local-stor1lun08.yaml ) o

[root@server dynamic-pv]# kubectl apply -f csi-pvc-local-storllun@8.yaml

persistentvolumeclaim/csi-pvc-local-storllun@8 created

(3)  UFCAAIEE PVC.
BB a4 23 E Ak default, 75244 H 474 kubectl get pve -n namespace 2 .

[root@server dynamic-pv]# kubectl get pvc

NAME STATUS VOLUME CAPACITY  ACCESS MODES STORAGECLASS AGE
csi-pvc-local-storllunes8 Bound pvc-84b9a4b9-403d-41a5-96bc-8d1e08c7abl5  77Gi RWO csi-stor-sc-local-storllun@8  27s
3. I Pod.

Al Pod, F#H1 PVC Klk. HBlock CSTHifHH a8 1k, H:3 HBlock 1%
(1) 5Brid Pod i) YAML HCE S,
LA N filesystem, % Pod my-csi-app-local-stor11un08 FHC B S 44 csi-app-local-
pve-stor1lun08.yaml. T A2 examples\filesystem-volumes\dynamic-pv\local\csi-

app-local-pvc.yaml #1171 .

kind: Pod
apiVersion: vl
metadata:
name: my-csi-app-local-storllune8
# Set to the actual namespace
namespace: default #HBlock CSI ZZ3EHT45E [ 44 25 (A
spec:
containers:
- name: my-frontend
image: busybox # HifgHudik
imagePullPolicy: "IfNotPresent" # PR RS

59




= e

N By S 4

State Cloud

volumeMounts:
- mountPath: "/test8"  # HEIRFIEEM HIREE
name: lun@8
command: [ "sleep", "1000000" ]
volumes:
- name: 1lun@8 # X% volumeMounts HIHEH I H
persistentVolumeClaim:

claimName: csi-pvc-local-storilune8 # W pvc & F

L ACA Block, fl% Pod my-csi-app-local-block-stor11un09 [T & SCA4 csi-app-
local-pve-stor1lun09.yaml. 7] PAZ% examples\block-volumes\dynamic-pv\csi-app-

local-pve-block.yaml H 7<)

kind: Pod

apiVersion: vi1

metadata:
name: my-csi-app-local-block-storllun@9 #Pod M) FR
# Set to the actual namespace

namespace: default #HBlock CSI ‘“ZZ%E&R} 405 A a4 =5 [A]

spec:
containers:
- name: my-frontend
image: busybox # fEf§Huhk
imagePullPolicy: "IfNotPresent" # FiHUEH{% 5FME
volumeDevices:
- devicePath: "/dev/test9" # IE#FHFIEZN HAREEE
name: lun@9  # XI5 volumes Hf] name
command: [ "sleep", "1000000" ]
volumes:

- name: 1lun@9 # X} volumeMounts fH:% 3 H
persistentVolumeClaim:

claimName: csi-pvc-local-block-storllune9 # i pvc K47

(2) MHBCE S (LA csi-app-local-pve-storllun08.yaml %) .

[root@server dynamic-pv]# kubectl apply -f csi-app-local-pvc-storllun@8.yaml
pod/my-csi-app-local-storllun@8 created
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(3)  AEEIER Pod.
BEEH: WR a4 2 [AHE default, 724 H 4 kubectl get pod -n namespace|grep

Podname Eifﬂo

[root@server test]# kubectl get pod|grep my-csi-app-local-storllun@s
my-csi-app-local-storllun@8 1/1 Running @ 27s

AR RIE S O H T 1R /test8

[root@server ~]# kubectl exec -it my-csi-app-local-storllun@8 -- /bin/sh
/ # 1s

bin dev etc home 1lib 1lib64 proc root  sys test8 tmp usr var

VER: HBlock CSIfHFRHEH F IBCE , 7& HBlock ZE#EH H 2181 G target, 5. target.
PV @& —— XK R,
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3.5.3 BI7FS PVC

I StatefulSet H 45 7€ [ StorageClass 4561 ## PVC, Kubernetes fR4### StorageClass i & [
55, H3hfil’k HBlock CSI {1} A% HBlock %. #h4 PVCEH T RAIESLEL A Pod, I
NHHEBAAE 5

B PVC I E R T

1.6 Storage Class
p StorageClass -

L4

-~

2.@1_I§§Sta1_§fuls‘>et

S StatefulSet PVC ) PV N

9.1 PVC Vi fEE

1. fJ# Storageclass.
(1) #r#E StorageClass i) YAML fic & 1.
® GHEHUA filesystem, @))% StorageClass csi-storageclass-local-stateful-stor1lun10
[ Hic & SCLF csi-storageclass-local-stateful-stor1lun10.yaml. 7] LAZ%

examples\filesystem-volumes\statefulset\csi-storageclass-local-stateful.yaml 77 )7~

.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
# If there is a conflict with other StorageClass, you can change it to another name
name: csi-storageclass-local-stateful-storllunl® #StorageClass %5
# Set to the actual driver name
provisioner: stor.csi.k8s.io # HBlock CSI Z%EHT[KIIKEN 4 FK .
parameters:
storageMode: Local  #HBlock #&fI77fiE2M
fsType: xfs #EFHEH XHERGEHKEN, FF xfs. extd
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readonly: "false"  #27% U H T NHEHE
sectorSize: "4096" # HBlock HEMIEX K/, CHF512,4096, H.{/&Z bytes
localStorageClass: "EC 2+1" # HBlock % U4
# minReplica 1 localStorageClass "EC N+M" V[ N BRIAFHEE
minReplica: "2" # /P EIAEL (L HBlock EEHERRSCRD)
highAvailability: "ActiveStandby" # HBlock % & m] FIRE
writePolicy: "WriteBack"  # HBlock %5 5%
isMultipath: "true" # R&EREIZE
maxSessions: "1" # iSCSI target RVFE LI A SIEEL.
ECfragmentSize: "16" #ZUMASES F K. BITREEAN EC BNy, DL E A AR, 020 .
serverNumbers: "2" #HBlock target T/EMIARST 2B (VAR H)
IOPS: "5000000"
readIOPS: "5000000"
writeIOPS: "6000000"
Bps: "40960000000"
readBps: "40960000000"
writeBps: "40960000000"
IOPSBurst: "999999999"
readIOPSBurst: "999999999"
writeIOPSBurst: "999999999"
BpsBurst: "-1"
readBpsBurst: "-1"
writeBpsBurst: "-1"
IOPSBurstSecs: "999999999"
readIOPSBurstSecs: "999999999"
writeIOPSBurstSecs: "999999999"
BpsBurstSecs: "99999999"
readBpsBurstSecs: "99999999"
writeBpsBurstSecs: "99999999"
clusterID: "storl" #HBlock #xi}
reclaimPolicy: Delete #FFAALGRINIERE, SZ#F Retain Al Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true #R¥HEY E

® 5N Block, % StorageClass csi-storageclass-local-stateful-block-
storllunl1 FJAC & A csi-storageclass-local-stateful-block-storllunl1.yaml. #J
PLZ% examples\block-volumes\statefulset\csi-storageclass-local-stateful-

block.yaml.
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JAA 7 A A 4R e

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
# If there is a conflict with other StorageClass, you can change
name: csi-storageclass-local-stateful-block-storllunill
# Set to the actual driver name
provisioner: stor.csi.k8s.io
parameters:
storageMode: Local
readOnly: "false"
sectorSize: "4096"
localStorageClass: "EC 2+1"
# minReplica #1 localStorageClass "EC N+M"H1ff) N BRiAAHZE
minReplica: "2"
highAvailability: "ActiveStandby"
writePolicy: "WriteBack"
isMultipath: "true"
maxSessions: "1"
ECfragmentSize: "16"
serverNumbers: "2"
clusterID: "storl"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

it to another name

StorageClass ] YAML At & XX HS%

ZH 7% R INIE
metadata.name StorageClass % FK . =
provisioner HBlock CSI 3XZl 4 FK o &
HUfH: HBlock CSI %% BIBKEN 44 7R o
storageMode LAY, FF Local. Cache. Storage fEz. &
Cache. Storage i XE R =%,
fsType GRS B BRI RG LA, SR xfs, extd. XA
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Y : G ECN filesystem B M IE
readOnly e DU AT B HE =
HUE: "true". "false". ERINEN"false"s
ER: XEFEMAFRH, "true" sl false" .
cloudBucketName CAZTER] OOS A H I 4 F5K NP YA
R 1HZ)T)R Bucket HAE A WIVRE MG R . | 41
K, FIH,
cloudPrefix WHE OOS IR AR, WEATHLWE, BHdE | &
SAFAEAFAE TR LART S fi 44 BRSO o 2R €
BIEE, W EEAF AL UG 44 Pk 44 IR 2R S0 e
R FFi
HUE: KEEEH R 1~256.
cloudAccessKey 00S AccessKeyID. Bnbas s D)
R FFi 1H
cloudSecretKey OOS SecretAccessKey o isbas e DA
0 S B A esi-secret-decrypt.yaml 1] decryptFlag | IH
N true, i EXT secretKey YA {HH DecryptData Fit B
H 2 £ % 3547 AES(ECP. paddinges7) %, T4 5 H
25 Rik4T Base64 4, HARTENACEMMERN.
K FFi
cloudEndpoint #E O00S Endpoint. BRPE A
KA. FFiH 1A
cloudObjectSize BE A7 % AE O0S H KN 4
HUE: 128, 256, 512, 1024, 2048. 4096. 8192,
AL KiB. BRIMEN 1024
cloudStorageClass W HE 00S MIfAit sy, 4

B :
® STANDARD: ArUELEME;
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® STANDARD IA: A5 F 474
2RI N STANDARD.

oA

cloudCompression R4 EdE L& 2 00S.
HUE

® Enabled: #&;

® Disabled: 5.

ERIN{E N Enabled.

0

cloudSignVersion 0O0S MiF R4 WIETT
B :

o v2: V24,

o v4: v4ZEY,

ERMELN v2.

cloudRegion 7 Endpoint T 530 BT 7E X 35 %M
] V4 25440, BITA I,

KA. FIEE

gl

deleteCloudData RG2S MR LR
HUE -

® true: MERZ LAHIEIE.

® false: MMERZ LAIEHE.
ERME Y false.

oA

sectorSize Ji X RN e MR R 2 7 0 S R G VO A ) dse /N FAE
BOE A X R/

BUE: "512". "4096", FA7sE bytes. ERIMEA
"4096"

localStorageClass KA TR AR R E LS HL.
IR

® single-copy: HLEIA.

® 2-copy: WEIA.

oA
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® 3-copy: —HIA.

® ECN+M: ZJHigHE=t. HA N MOVIEEE, N
=M, H N+M<=128. FHEE > EIM NN
B, JRAERR M ANMEEER K .

ERIME A EC 2+1.

minReplica /RIS (IERBERRCCR) -

T RIAERE, BERASON X, &R
NY (Y BASX) , ZERHREANN, 20 Y hi
WENEI, AMARKGNHEY) . X T EC N+M
A, RZER/DEIAKEN Y (LAGHL
N<Y<N+M) , A0 2 S E /DR Y I PRk
BB N, AR RE NI .

Wh: B MTEAE, BUEEEZL N, NA
AIAE G R B AR, BRMEN 1. T EC%, B
LN, N+M], BRIME N N.

0

redundancyOverlap LT SRR (ERERCCRD o R IIRE
N, E— BRI A FEIA 5 BRI A EAS [F 1)
R, EEIEAR R, RVFIRIES T RIS R
W, 2 0y B A TRAE [R) — AN ke, (H= A
FEANIE ) path .

ER: WIRAAEIHEIRION A path, WS
A

WAE: MTEIABEN, DUETCREEZ, 8IA%], BIME
N1 T ECHIS, BUEJEHELZ[L, M+N], BRIME
ANl

gl

ECfragmentSize TSR o B K. BIUARE N EC #2UR, 1
WE AR, 5028
HUE: 1. 2. 4. 8. 16+ 32. 64. 128. 256. 512,

iyl
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1024, 2048, 4096, A7/ KiB. BRINMEY 16.
highAvailability ke A, YRR B LS H. 3
AR :
® ActiveStandby: JHBIE, %GR target
THATA IQN.
® Disabled: ZEME AR, ZEKRP R target
TH—4> IQN.
ERINME A ActiveStandby .
writePolicy 5 1) 5 TR 7
AR :
® WriteBack: [FI5, IS ABNAFSE, LZ1R
255 P i 5 ), 25 B B AN . 1S H
TRMPEREER B, FRE EESRA I 5.
® WriteThrough: &5, BIEERIET SN N A7
#, FAEWALES RIh IS, R R i S R
o W& THREEERE S, SHRZERA,
Ha i 5 N 2 BRI S B 55
® WriteAround: %85, BPEHE S NRELAL S RURE B
RLAAE, BANBRLRINIG, SLZR E% b5 5
Dyo WEHTREME R m, YRR AR, H
CEAS i 5=
ZRIME N WriteBack.
isMultipath & 758 F Multipath. A
HUAA -
® 'true'",
® 'false".
ZRIME N "true"
ER:

68




e e

N By S 4

State Cloud

® XHFTEIN TR, Rl"true"Bi"false"

® {112 HBlock SEHFRRAT A 1Y HBlock &% A 8 H =i
AR, BP highAvailability J¥ Disabled, 4t
i L BCE N false", 750433 pod JH BRI

® {N4LE HBlock HAHLAR, BLALT 1 E " false".

path Ta A7t B 1B H s (DL BLIRCCRR)
IR B G I AR E Bl B %, RSS2 AL R
W H %

0

pool TR, FoRRAAHEN, BRI R AVRAEIZAT
filiti - C(IUERBERRGCRF)

BUE: KEEHEDE 1~16, RAgdrfh. Brrxis
2 (o) L TFRIZ O A, FTRX KNG, HAL
SCHF LT BRSOk

BRI L At 47 i

oA

cachePool A RR, R s A, BEIRE LB A
A (ERERRGCRR) -

BUE: KEJEEE 1~16, REEHFRE, B A
e () . MRIZ (O 4R FRX RS, HAL
SCRFLAFBERI BT Sk 6

IR E WAREA BB = R E A

HE: S Z G A AR 7 — M .

gl

iyl

maxSessions iSCSI target 01T V1 B K21 40
B B, BUEVEHEIZ[1, 1024], ERAER 1.
HE: BN filesystem, HUEHEEN 1.

serverNumbers target T 7E IR 5 2 0 (DUEEREIRCEHT) -
B, BUEAL2, n], n NERENIRS S 0ECE .
BRIME N 2.

oA

faultDomains B RSS u A B A B AR A 0 bk, )

0
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4 target FTTEM S MFIR (DUETEMCCRE)  LME
B LUN I}, LUN S target T0.56 ik 55 2351

RAPIEBEATIE RS A o BIAnAFEt o rack 2000, Hdh
FNE 5 rack 1y rack2. rack3. rack4 HIFT A, H

faultDomains i 2 rackl. rack2, #B-4fI% LUN K,

LUN <EX [ target 156 M rackl. rack2 T 6L i A7
fil It (1 IR 55 25 711 3R B EAT R 9%

HR:
® (AAEI IR path iy, AREREZS
.

® IR LUNJRE T Ml A th AR & A7k, T
MR ZZ ARG Pk £ IR . Wi LUN A
TRIE T B AAFEN, T AR A7 At it A 4
P,

BUE: DO SIE s, 5 s gon ey AR

room. rack. servero AJLAYREZANT N, (HZT AL

HIA BB /N T25T serverNumbers.  SCRE—AN1 5 4%

MZ R, ABRAEFR A GEE — server, Ff HIEFE M)

server NAES AT E S . W —AN AU IR R E0S

2 FEN S AT server HIHGETE, T RS2 ARE

BB A, ANJETH T s 4R SRk %

10PS REFPBEML AT S S A IR B B R AE
Bl : A, BUETEEIN[-1, 9999999991, ERIAHEH A-
lo -1 RARAIRH] o

oA

readIOPS FFFD BE M AT SRR AR OB B K AE -
(g : A1, BUETEEIN[-1, 9999999991, BRIAHE A-
lo -1 RRAIRH].

iyl

writeIOPS AP e EAT B BRA T B B AR

iyl
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Bl #R, BUETEEA-1, 9999999991, ERiA(H M-
1o -1 RRARA

Bps BERD AT A i B (1 R R A &
Bl . A, BUETEEIN[-1, 4096000000000], ZRiA
EoA-1, B Blso -1 AR

readBps e v PR . 3
HUE: A, BUEYERIN[-1, 4096000000000], ERIA
fHN-1, HAE B/so -1 RoRAPRA.

writeBps B we FRR . 5
BUE: A, BUEYEREIN[-1, 4096000000000], ERKiA
EA-1, BAE Blso -1 RoRASRH

IOPSBurst ffiFH Burst ThRERS, SRR HITIRSHREXENR | &
KiK.
WAl : HA2HI0PS KTET 1, I E A-1 8
(IOPS, 9999999991 [ IE X 7 AT A= 38.  BRINAE -
1, FRABR.

readIOPSBurst A Burst DhRER, RFPREG AT IR/ BN ER | &
fE.
HUE: R readlOPS KT5T 11, eIt & N-1
8 (readlOPS, 99999999911 1) IE 7 AT A= 3% . BRIA
EA-1, ARG

writeIOPSBurst i Burst DhREN, SRR IHEAT SEMERE R K | &
fE.
HUff: RA 4 writelOPS K T4 T 1 B, BRI & N-
1 8% (writeIOPS, 9999999991 W [ 1E 2K 5 n A= 3%, Bk
WEAN-1, RRAIRA

BpsBurst {8 FH Burst DIRER,  BRAD AT AL 40 1) s 2 f KB 4
W : RA724 Bps KT LI, BRI E A-1 5
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(Bps, 4096000000000] 4 [¥] IEBE 50 75 n AE 3, BRIMEN
-1, BALFE Blse -1 FRASRA .

readBpsBurst 1 Burst ZhRER, 5245 FFR. 4
HE: KA M readBps KT T 11, LI E N-1
¥ (readBps, 4096000000000] N [ IE#E KO ] AL, R
WA N-1, BALAE Bls. -1 R ARRHl.

writeBpsBurst 4 Burst IR, S5 LR 3
HUE: HA Y writeBps KT4F 10, BLI3E A-1
2l (writeBps, 4096000000000] P4 [¥] IE 47l A= 3%, Bk
WAE -1, BRI Blse -1 FomABRH].

IOPSBurstSecs 181 /] Burst THRER, 418 Burst FIRAGAE DT EHR | 6
1 T BERFSE IR I 18]
R HAGTE 10PS Burst ThAEH FHIN, IhECE A4
o
HUE: B8, BUETEEIALL, 999999999], ERIME A
1, BAER.

readIOPSBurstSecs i Burst ThRERS, %18 Burst IR HI5E /31T 35084 | &
FITREFF SRR I 1]
HER: HAG7 read IOPS Burst Zhfig 5 i, AL E 4
A2
s B, BUETEEIN[L, 9999999991, ERIME A
1, AR,

writeIOPSBurstSecs 18 F Burst THAERT, %08 Burst LRRIIAE AT SH:4E | &
FIT REHFLL (RN [A] o
HER: HHTE write IOPS Burst Jhgg /o F I, SEACE
PRy &
HfE: A, BUETEHE N[, 9999999991, BRIME A
1, AR,
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BpsBurstSecs i F Burst ZhRERT, %8 Burst IR IR ERE IFTREH: | &5
BRI TH] .
HR: HATE Bps Burst ThRg/s AN, ULECE A A4
R
HUfE: B, BUEYEHEEA[1, 9999999991, BRME N
1, AR,
readBpsBurstSecs i ] Burst ZIRERS, %08 Burst EIRIELRERESIFTRE | &
R 1H] o
VEE: RATE read Bps Burst TS A, MHACE A
AR
WO : 8, BUETEEDN[L, 9999999991, ERIAE N
1, BfrEtb.
writeBpsBurstSecs ffF Burst ZHEERS, %M Burst LIRS EREIFTRE | &
R 1H] o
HER: R ATE write Bps Burst Thag A H I, SLECE A
A2
HUfE: AL, BUETGEIALL, 9999999991, ERME N
1, AR,
clusterID HBlock ¥R, 7E csi-configMap.yam] FiME—, FEW, | /&
FeE HBlock 17 [ Hhdk .
chapEnable =T H H CHAP WF, BUH: 4
® "true'"
® 'false".
BINME N "false".
BRE: XEREMAFRE, Bl'true"sl " false".
chapUser CHAP IERIH 4 G0 SRELE SO esi-secret- &
decrypt.yaml #1[¥] decryptFlag 4 true, 752X CHAP
IIEIK P 4244 DecryptData it B (145 5% HE4T
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AES (ECP. paddinges7) %, % ja #45 Rk
Base64 i, HATEWEREMFEER.

MEEATIUE: AR, KETEER 3~64, HAEH
TR B AA(L) BREZR(-). FRIZ(_). B
SOOHEM, FERX KNG, BASCR U B
FIF ko

chapPassword CHAP VER RS . W R EC B S csi-secret-

0

decrypt.yaml H1[f'] decryptFlag A true, 5 %%} CHAP

INE R Z 6918 F DecryptData Bt & 1) 25 5757 317 AES
(ECP. paddinges7) NN%, %5 H45 Ridt1r

Base64 Zifd, B ARTE WECE M.

I FUE: FR R IE, KEJEEZ 12~16, W20

WEREFRE NFFERE 7. TRZ&OFRED

PRI, FRX D RANE.

gl

reclaimPolicy FF AN PSR BE
HUE -

® Retain: fRF.
® Delete: Bk

ERIME AN Delete.

volumeBindingMode SRR IE A ZERF Pod TR IS 405 .
HUA

® Immediate: V.HI4{%E.

oA

® WaitForFirstConsumer: ZEIRZR5E .

ERIME N Immediate.

allowVolumeExpansion | fo¥F%&¥ JE.

IR

® true: RVFEY JE.
® false: AARVWEY &

oA
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ERINE A false.

(2) N HHBCE S (DL csi-storageclass-local-stateful-stor1lun10.yaml A1)

[root@server statefulset]# kubectl apply -f csi-storageclass-local-stateful-storiluni@.yaml

storageclass.storage.k8s.io/csi-storageclass-local-stateful-storllunl® created

2. {7k StatefulSet.
(1) i StatefulSet (¥ YAML it & 344
LAEACN filesystem, @)% StatefulSet csi-app-stateful-local-stor1lun10 ) YAML At
B At csi-app-stateful-local-stor1lun10.yaml. 7] LLZ2% examples\filesystem-

volumes\statefulset\csi-app-stateful-local.yaml H [] 7~ o

apiVersion: vl
kind: Service
metadata:
name: csi-app-stateful-local-storllunil®
# Set to the actual namespace
namespace: default #HBlock CSI ZZ%EHT45E v 4% 25 1Al & K.
labels:
app: csi-app-stateful-local-storllunile

spec:
ports:

- port: 80

name: web

clusterIP: None
selector:
app: csi-app-stateful-local-storllunie
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: csi-app-stateful-local-storllunle
# Set to the actual namespace
namespace: default # HBlock CSI “ZZ%ERf405E v 4 25 1A & K.

spec:
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selector:
matchLabels:
app: csi-app-stateful-local-storllunle
serviceName: "csi-app-stateful-local-storllunle"
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-storllunl®
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-storllunil®
image: busybox
ports:
- containerPort: 80
name: web
volumeMounts:
- name: 1lunl®
mountPath: /testlo
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunl®
spec:
accessModes: [ "ReadWriteOnce" ] # Vi, filesystem B[4 #F ReadWriteOnce
storageClassName: "csi-storageclass-local-stateful-storllunie”
resources:
requests:

storage: 100Gi

LN Block, 1% StatefulSet csi-app-stateful-local-block-lun11 # YAML At & 14
csi-app-stateful-local-block-lunl1.yaml. £ examples\block-volumes\statefulset\csi-app-

stateful-local-block.yaml 7 1) 7~ .

apiVersion: vl
kind: Service

metadata:
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name: csi-app-stateful-local-block-1lunil
# Set to the actual namespace
namespace: default # HBlock CST ‘ZZEHT4H5E iy 42 25 B A K .
labels:
app: csi-app-stateful-local-block-1lunll

spec:
ports:

- port: 80

name: web

clusterIP: None
selector:
app: csi-app-stateful-local-block-1lunll
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: csi-app-stateful-local-block-1lunill
# Set to the actual namespace
namespace: default # HBlock CSI ZZ3EMT4R5E 1) 44 25 (B 4 K
spec:
selector:
matchLabels:
app: csi-app-stateful-local-block-lunll
serviceName: "csi-app-stateful-local-block-lunil”
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-block-1lunil
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-block-lunll
image: busybox
ports:
- containerPort: 80

name: web
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volumeDevices:
- name: lunll
devicePath: /dev/testll
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunll
spec:
accessModes: [ "ReadWriteOnce" ]
#15BE, Block MR SZFHIVT A ReadWriteOnce. ReadOnlyMany. ReadWriteMany
volumeMode: Block #%&#: A Block
storageClassName: "csi-storageclass-local-stateful-block-storilunil”
resources:
requests:

storage: 101Gi

(2) M HIBCE X (LA csi-app-stateful-local-stor1lun10.yaml 91D

[root@server statefulset]# kubectl apply -f csi-app-stateful-local-storiluni@.yaml

service/csi-app-stateful-local-storllunl® created

statefulset.apps/csi-app-stateful-local-storllunl® created

(3)  IUEEIE Y StatefulSet (LA csi-app-stateful-local-stor1lun10 1))
VeI Wiy 4 S AHE default, 75 Z{fH @74 kubectl get statefulset -n

namespace|grep statefluname =,

[root@server statefulset]# kubectl get statefulset |grep csi-app-stateful-local-storllunle

csi-app-stateful-local-storllunlie 2/2 28m

LR RIE ST LB T M15/test10.

[root@server ~]# kubectl exec -it csi-app-stateful-local-storilun1@-© -- /bin/sh
/ # 1s
bin dev etc home lib 1lib64  proc root sys testlo tmp usr var
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4 HELM 77\ 4B R

4.1 RE

RIS FNMIAIE, HBlock CSI A H HELM J7 =03y, af DURIETS ik —Fb

Jii

® ZRESABEHITR: EH T Kubernetes SR MBI EAZ I E 5.

® Docker A FANEBI T EH T R Z B

4.1.1 BIERH

1R IR BN T

® P 4T kubectl get csidrivers, WHINLFRIZIENACE; HAE1E, NIMHER.

® 47 %: HELM 3.12 DL A,

® 7% HBlock CSIH}, FF4TJT iscsiOnHost (1.5.1 Z RIARN L E B iZSH0) HFx, A
iscsid. multipathd ~F3P 2 HIE FHLE 3, 7FERCETE EAL iscsid A1 multipathd.

Bt & 5 LAY iscsid AT multipathd B3R

1. 7£ Kubernetes JT47 ) slave 1 mifd A1 %% iSCSI LA, JFHAC E /ete/iscsi/iscsid.conf.
a) % iSCSI TH.

® MEER/E R CentOS/RHEL, i %3 iscsi-initiator-utils, 22320

yum -y install iscsi-initiator-utils

R 2223 iSCSI initiator 6.2.0-874-10 B LA _FRRAS .
® INHH/E RS /& Ubuntu/Debian, 32U :

apt install open-iscsi

b) 1&/etc/iscsi/iscsid.conf Bt & 4.

#UNTEEH iscsi target T HZNKE, HA15¥ iscsid.safe_logout WE N No

iscsid.safe_logout = No

c) {EXTE FENLA D) iSCSIHEFE

systemctl enable iscsid

systemctl restart iscsid
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# Ffiih 1SCSI HEFRIRAS EH

systemctl status iscsid

2. {E Kubernetes T I slave i £ 15 EHLAL & MPIO.
a) %3 MPIO.
Y. WO MPIO, KPR,
® XIT CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-1libs

® T Ubuntu:

apt install multipath-tools

b) & MPIO.

1) &ffil /usr/share/doc/device-mapper-multipath-X.Y.Z/multipath.conf (I X V.7
4 multipath [FJSEPRIRAS, 76 HRHE L BRI LA+ multipath.conf) 2]
/etc/multipath.conf.

2) fE/ete/multipath.conf H 3% 0 AL & -

VEE: it E 0 multipath.conf Y, 15 multipath #54> 5 devices #70 1A HH F S 3L,

multipath F [ S HUE 278 55 devices IS HUE. N 7 IEH 4 HBlock %, 75 ZMIFR

multipath 91 ) 5 T 517 BoAH R ) 24

defaults {
user_friendly names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"

rr_weight priorities
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no_path_retry queue
prio alua
}

}

Pi8H: user_friendly names AL E N yes, WA[LLE N no. —HEE, NREE M.
® user_friendly names yes:
ARG RYE/etc/multipath/bindings I E AL MR EDECH A, BN
mpathn ({41 mpatha. mpathb %) .
ERINYE alias_prefix "<HiZ>", MBI ALIEET RS, Fln. BE
alias_prefix "disk", ZEEEZIIA4RZ/dev/mapper/diska.
/dev/mapper/diskb %,
AT BN E, 5 T4k
® user friendly names no: RZSHA WWID (&IRME—ARIRFT) 1EAZRAIE
H I o

¢) H /3 multipathd %5 .
® X CentOS:

systemctl restart multipathd
systemctl enable multipathd

® X|T Ubuntu:

systemctl restart multipath-tools.service

systemctl enable multipath-tools.service
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412 ZEINFHBRHF

HELM J5 A ffi FH f5 7

PATLL N 235098 (GE T Kubernetes ZERE T M BE A Z I E =, L 1.6.3 1) X86 WA

VLD

1. £ Kubernetes master fll node [ fifi & 223540,

unzip stor-csi-driver-1.6.3_x64.zip

2. f£ Kubernetes master Al node 5 A#f4-4i1% .

cd stor-csi-driver-1.6.3_x64

docker load < stor-csi-driver.tar

3. {f Kubernetes master 15 fi $HAT 5B A, BHATIGME I 2228
EE: A{E[A— Kubernetes F28 P 2235 22 & HBlock CSI, 7% charts 4 JilUAS [6] SCAF 32,

E-iw E2V ¢

a) ffifR charts/csi-driver-stor/value.yaml + iscsiOnHost ~ true. 15 %35 % & HBlock

CSI, &7 EAZ charts/csi-driver-stor/value.yaml Hf¥] driverName £/l

driverNamespace .
ZH ik g
WAIH

driverName HBlock CSI 2Kz % FK o &
BUE: FRaBa, KEEERZ 1~63, RAgEd/»
HERE . A E(OMERZL (AR, HANSE
FRLLF BT SR . R HIEST S
G/ NP
BRINE N stor.csi.k8s.i0.
VER: 7E[A]— Kubernetes Z#£, HBlock CSI I
EAFRLIME—, AREET

driverNamespace HBlock CSI 487E ] Kubernetes iy % %5 [0] . A% | /&

g
%2 % HBlock CSI, Wi NEEETR E A a4
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HEE: LIUACEAAAEN Kubernetes iy 44 75 [H .
BINE N default.
iscsiOnHost iscsidv multipathd ~F4 3t R2 thfE LG 30, e | 2

CSI POD JA 3.
BUf: true: iscsid. multipathd SF3#EFE 175 =
GINEEHILE L

b) HATRZREA
RO A2 7 IREAEIKH CRDs, 1HHAT T4 4
ViBH: LA PRIEA S CRDs 3 £F Kubernetes Snapshot 1] v1 API.

cd charts/csi-driver-stor/

helm install stor ./ --skip-crds
IR AR 222 A5G CRDs, 1HHAT N4

cd charts/csi-driver-stor/

helm install stor ./

ZHESERUE, ATLAEFILLF pod. HBlock [ plugin LA & Sidecar 2 #% 1E 7 5 80
BiEH: 1R Kubernetes i 4 ¥ [A]9F default, 75228 FH 74 kubectl get pod -n namespace 2.

[root@server csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-snapshot-updater-cronjob-1758160800-8r7pq ©0/1 Completed © 8s
csi-storplugin-controller-79df7bf49c-dbcgx 4/4 Running (%] 2m19s
csi-storplugin-node-kggmj 2/2 Running (%] 2m18s
csi-storplugin-node-1ngll 2/2 Running 0 2m18s
snapshot-controller-0 1/1 Running (%] 2m19s

83



e e

e HELM 75 3£ Fil $5 7

State Cloud

4.1.3 Docker FAESNFEEHER

o REERZ, TUEH ARG T %3 HBlock CSIAdifF, #EF7E Kubernetes [ A 15 5 1
#ENIEE . P AR i G R IE B B rh, B EUE I YAML SCIFY) image Mtk AL G
MR AL, ST 2 B A B ) 58 e 3

FEEFTERE — B ST & EPAT T I AERIE (LL1.6.3 /) X86 [RA W) -

1. 23t

unzip stor-csi-driver-1.6.3_x64.zip

2. AR

cd stor-csi-driver-1.6.3_x64

docker load < stor-csi-driver.tar

3. BB E.

docker tag stor-csi-driver:1.6.3 XXX.XXX.XXX.Xxx:port/stor-csi-driver:1.6.3

docker push XXX.XXX.XXX.XXx:port/stor-csi-driver:1.6.3

Hdr, xxx.xxx.xxx.xxx:port ARG HHE,
4. BERE.

cat /etc/docker/daemon.json

5. B YAML 851% 57 B b

&4 charts\csi-driver-stor\values.yaml U4 H csiStorPlugin BN xxx.xxx.XXX.XXX:port/stor-

csi-driver:1.6.3,

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: XXX.XXX.XXX.XxX:port/stor-csi-driver:1.6.3

6. {E Kubernetes master 19 & JAT 2 BIA, BHATHEEID 22345,
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HER: ATE[F— Kubernetes £E 8 1 2235 2 % HBlock CSI, 74 charts 43 JUAN [F] SO,
BEEWPELZIX.

a) ffif% charts/csi-driver-stor/value.yaml # iscsiOnHost 4 true. 1% %% % 2 HBlock

CSI, &7 FEAEEL charts/csi-driver-stor/value.yaml 7§ 1] driverName #ll

driverNamespace .
Z2H R oty
IR

driverName HBlock CSI 3K¥z) 44 5. S
BUE: FRriEa, KEVEHEZ 1~63, RAgH/
B BT AR (A, BAGE
FEA BB Ik SR . SERPLESRT S
. .
BRUE N stor.csi.k8s.i0.
YER: 7E[A— Kubernetes £, HBlock CSI 4K
A PRALAE—, AREHE .

driverNamespace HBlock CSI 72 [f] Kubernetes #iy % 25 [0] . & 75 % | /&
$¢% % HBlock CSI, WA NEESR EAF K744
2 1] o
EE: BAUNCLAAER] Kubernetes fifr 44 45 1A o
FRIMEN: default.

iscsiOnHost iscsidv multipathd P4 R 17 EHLE 30, mWAE | 2
CSIPOD J33).
HUAE: true: iscsid. multipathd 5F 3 #EFE H175 &=
DINEEL LS

b) AT REEPIA.
R & 7 IRIBAHSCH CRDs, AT T14r
ViBH: 5 ECZBEMPRIA ¢ CRDs 3L £F Kubernetes Snapshot [1] vl API.

cd charts/csi-driver-stor/
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helm install stor ./ --skip-crds

IR L BEARIEAR K ) CRDs, AT Mo a4

cd charts/csi-driver-stor/

helm install stor ./

A SEJE, A LLEFILLT pod. HBlock [ plugin A & Sidecar 2 #% 1E 7 A 80
ViBA: 415 Kubernetes 7y 4 23 A dF default, 752 FH 74 kubectl get pod -n namespace .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-snapshot-updater-cronjob-1758161700-x8xmv  0/1 Completed © 10m
csi-storplugin-controller-79df7bf49c-qtvkd 4/4 Running (%] 28m
csi-storplugin-node-d2tkb 2/2 Running %] 28m
csi-storplugin-node-x9w2h 2/2 Running (%] 28m
snapshot-controller-0 1/1 Running 0 28m
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4.2 EE

PiB: 2 Kubernetes £ 7 &5 E 1 £ % HBlock CSI, F7E% H XM LA T, KIkE K
AT EN IR

WA EEIE, CSL, @IBEMIBRIAIE, SRJEIERR sc. statefulset. pod. pve. pv, FFRFATEIZL.
Lo BT 0 i 4 o DR A S S

kubectl delete volumesnapshot -n namespace --all
kubectl delete volumesnapshotcontent volumesnapshotcontentname

kubectl delete volumesnapshotclass volumesnapshotclassname

2. ARAPAT FAI 4 TERR s statefulset. pod. pve. pve X pod. pve. pv, WAZIFZHE
J¥ pod > pve > pv AT MM B 2

® HIER sc:

kubectl delete sc scname

® M4 statefulset:

kubectl delete statefulset statefulsetname --cascade=true -n namespace

® PR pod:

kubectl delete pod podname -n namespace

® JiBR pve:

kubectl delete pvc pvcname -n namespace

o ﬂﬂ”lzﬂ? pv:

kubectl delete pv pvname

3. FEEEPRAE charts/csi-driver-stor $H4T E E a2 E1 % CSI.

helm uninstall stor
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4.3 AL
431 BIERHE

WEF AT, AT NS
o AR MIHTHE PV KRGS ENERA BHAE, WIRPUTIE, FFEM O L LT %
B R PV H St Pod Hi#k, A3ZFENA.
B O PV Z A Pod £RE, T IHIRAETHY Pod #ORCA AT B R, BiE AR S E
J& o
® T ETE/E HBlock AT B target iIERSHRAE (ALK A CSIMI PV X3 )
HBlock (55451
B R Kubernetes fRAME T 1.21, iEHTRHEE T 1% PV ] Pod 2356/ T HS .
B Kubernetes FRAN 1.21 X LA L, AEZE,
YO AR T A AT IR, TE BRI . A TR AT A A R AT
TIERAE, FIREe I ISCSLERTIENTIT, WALER IR, 5B RIRA AT A B
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4.3.2 iscsid SFHPARM BN TRIAR

N HIEBLAE %0 ST

® FHHTHIIRA values.yaml Hi% H S 4 iscsiOnHost (1.5.1 Z BIMAANGE R B 1ZSED , F+
G A values.yaml H{% 4 iscsiOnHost B(# values.yaml 124 iscsiOnHost % & 4 false.

® JHZERI MR A values.yaml H iscsiOnHost A false, T4 JE A values.yaml # ({1 2%
iscsiOnHost & B 4 false.

® JHHTTUE values.yaml H1 ) S 4] iscsiOnHost #EH4 true.

TP IR:

1. FEHIEER: EREE S FABBER T RN Docker FAEFANBR RIS R & 110 P %,
SN 2 A IRE)

2. TETFRIRAI charts/csi-driver-stor R &E values.yaml, 183 HBlock #H2<HC & 5 T+ i i
AR HIAATE] o

3. FETFRARAI charts/csi-driver-stor N 44T K3 & TH4% -

helm upgrade stor ./

4. FHHJataE:
® T LIETE BALBEBFES] POD, #EATRAHMARNE, FNThEEIET .
® 5 Kubernetes i3 Y slave 15 AL £, #AINEAFE POD BEIL#/E 3.  (WIERA:
EE R RE R, TRk d. )
® MEMA CUMNFEET 1.6.00 FAUBIERA (KTHT 16D J&, W{F/El% POD,
FORTEBCH IEAE BT B IR POD HIRTHE T, $AT 4 kubectl get pod -A |
grep csi-storplugin-node | awk '{print $2}' | xargs -I {} kubectl
exec {} -c storplugin-node -- sh -c '/storadm --upgrade add-
missing-trackfile', #NFHLLH trackfile.
ER:
B kubectl get pod -A | grep csi-storplugin-node HfEH &gt r e
CSI ™ /L HIAKEN POD.  $AAT I i & i 75 7 B O3 A6 2 Ak 75 22 5 UK B S 8 5 &6
—HL WERAHE, IR BECNXT N CST R EKE) POD.
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A PATTERUG, BRI 5 R tracefile $UE . FAFFEVRIN RN 15
WL (IN$E7R “Failed to add x file(s)” ) , & PR AT LI HEE JR R IFALFE

AR FER T B E SIS T R, TEERE: storadm TR BT IR T 2R
1547 & DRIVER_ NAME #l KUBE NODE NAME, K4 407E CSI Node Server
[f] Pod HHiC B IX PN AR B, 5 U AT RE S B RE S

env:
- name: DRIVER_NAME
value: IKZN#
- name: KUBE_NODE_NAME
valueFrom:
fieldRef:
apiVersion: vl

fieldPath: spec.nodeName
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4.3.3 iscsid TP HEEB BB EHRAR

NHE ST FHZTT T

® JFIFEHIMIMA values.yaml H 35 H 44 iscsiOnHost (1.5.1 ZHIRAANRER B 1ZZE0D , F+
2% J5 values.yaml H'Z % iscsiOnHost W & A true.

® JHATIIIA values.yaml 2% iscsiOnHost ¥ & A false, F+Z¢ )5 values.yaml H 5%

iscsiOnHost % & A true.

HHESE:
1. #1= CSIMxNS, VI RAREITET S POD g%, BHAREE. HAT FIlaL)E,
AP HATEIE PV MIBR PV. POD #8476, EIZk POD £ CSIAHR L5,

kubectl delete daemonset csi-storplugin-node

2. 1E Kubernetes AT [ slave 79 & 75 F AL 23 iSCSI T ., FFAC & /etc/iscsi/iscsid.conf.
a) % iSCSI L H.

® IR FR/E RS /& CentOS/RHEL, i %3 iscsi-initiator-utils, ZZ3Ear2101F

yum -y install iscsi-initiator-utils

® N HHE RS /& Ubuntu/Debian, 32T :

apt install open-iscsi

b) 1&/etc/iscsi/iscsid.conf At B X A4F.

#UNF A iscsi target TR HBNIKE, AT iscsid.safe_logout WE N No

iscsid.safe_logout = No

c) {EXTE FENLA D) iSCSIHEFE

systemctl enable iscsid
systemctl restart iscsid
# Wil iSCSI MRS ER

systemctl status iscsid

3. 7f Kubernetes T 1 slave 77 555 FHLECE MPIO.
a) %% MPIO.
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DeBH: R O3t MPIO, ZBSIE TR,
® ST CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-1libs

® XfT Ubuntu:

apt install multipath-tools  #Ubuntu

b) & MPIO.

1) &l /usr/share/doc/device-mapper-multipath-X. ¥.Z/multipath.conf (. X Y.Z
4 multipath [FJSEPRIRAS, 6 HRHE L BRI LA multipath.conf) 2]
/etc/multipath.conf.

2) fE/etc/multipath.conf H 38 hnun AL E -

FER: FCE S multipath.conf H, W1 multipath 845 devices 354> HH A HF S5,

multipath F I SEME S E 56 devices VIS HUE. A T IEH A HBlock &, 75 EZ Mk

multipath H1 ()5 F A FBAHFE 25 WRAEATES0L stor-multipath-conf (AJ 8 S

kubectl describe cm stor-multipath-conf &F AN E) , HS5 TFIICHA—E, 155

PR R KRB 2% 5 FHcERAE, S AT Be 2 5l B TH g R i 5

defaults {
user_friendly names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"
rr_weight priorities
no_path_retry queue

prio alua

}
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¢) /8 multipathd k5%

® XIT CentOS

systemctl restart multipathd

systemctl enable multipathd

® XIT Ubuntu

systemctl restart multipath-tools.service

systemctl enable multipath-tools.service

4. HURIKENGUE: IEIREZ S AGBKITT A Docker B R NEBR TR E DR,
TP BH AR AN IKE .

5. TEFFBRAH] charts/csi-driver-stor F&EX values.yaml:

® i3 HBlock H5CHEL B 5 TH AT CA FIARTF] o

® iscsiOnHost % B N true.

6. TETFRASH] charts/csi-driver-stor 44T 51y 2T+ 2% :

helm upgrade stor ./

7. FHYJRIE:

HEN CSIPOD, AT ps -ef, #NFEEs WA HFE: multipathd -\ iscsid -fo

A LLEETE EAUR SRS POD, BEATZEARRRENIA, BN ThRE IR .

H 5 Kubernetes T [ slave 1 BT £, WA &AF&E POD BEIEWE 3. (A RAL:
UEE KR 5, ATk s, )

MRRRA OhFEET 1.6.00 TR EIRRA KT 1.6.1) J&, WifF(EL5% POD,
TR S A IEAERT 5% MR POD HIRTIE R, AT A4 kubectl get pod -A |
grep csi-storplugin-node | awk '{print $2}' | xargs -I {} kubectl

exec {} -c storplugin-node -- sh -c¢ '/storadm --upgrade add-
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missing-trackfile', #NFHKM trackfile.
ER:

kubectl get pod -A | grep csi-storplugin-node MIfE &L et r e
CSI T i HISRZ) POD. P47 iy AT 7 B B G o 25 L A 75 22 55 UK Bl SE s 2 7 &
—H, WERA—RE, BRSO R CSI W S B33 POD.

T HAT UG, R BB IR 5 R tracefile BfE . A7 LA IR 1H
B (IndE7R “Failed to add x file(s)” ) , B HE T SN HEE IR R 3403

R AE T E R R ERBN R E T 56, VETER: storadm TH BHRAT WA T34
5545 & DRIVER_ NAME fl KUBE NODE NAME, [Xit 4 Z407F CSI Node Server
[¥) Pod HiC B X PG AL S, 5 U W] RE- S BT RE R -

env:
- name: DRIVER_NAME
value: IKz)4
- name: KUBE_NODE_NAME
valueFrom:
fieldRef:
apiVersion: vi

fieldPath: spec.nodeName
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4.4 BoEiEH
4.4.1 1% E HBlock fHXEE

HBlock CSI4#fFiEid & HBlock ) HTTP RESTful API#HT /71l & HEAE, HlineldE.
Wb ¥ ARG, FEICERV R HBlock RESTful API [#) URL ikl [
ULBA: LREXT 24 HBlock, f3%: HBlock HHLRA . HBlock HHER «
A AHZ IS 210 RBCE HBlock 5 [ s dil: o
(—) BB E SR, I R T E SO
1. 1BIK charts/csi-driver-stor/values.yaml Bt & £, BECE HBlock vy ik, Vila H 7 4
MG, .

driverName: stor.csi.k8s.io
driverNamespace: default

iscsiOnHost: true

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.3

storConfig:

configlson: |-

[

"clusterID": "clusterli",
"apiEndPointList": [

"https://XX.XX.XX.XX:XX",
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"https://XX.XX.XX.XX:XX",

"https://XX.XX.XX.XX:XX"

1,

"storProvider": "xx",

"csiApiTimeout": 480

s
{
"clusterID": "cluster2",
"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"
1
"storProvider": "xx",
"csiApiTimeout": 480
}
1
userKey:

IFSKIHsSKICJjbHVzdGVySUQiOiAiY2x1c3R1cjEiLCAKICI1c2VybmFtZSI6ICIhZG1lpbiIsCiAicGFzc3dvemQiOiAic2tza2RuZEQwIgogfSWKIHSKI

CJjbHVzdGVySUQiOiAiY2x1c3R1cjIiLCAKICI1c2VybmFtZSI6ICI4eCIsCiAicGFzc3dvemQiOiAieHgiCiB9C10=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl

clusterMode: true
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# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:

enable: false
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# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: sl
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XR5 HELM 77 2 fi
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SRR
ZH 5% B L
H
driverName HBlock CSI WXz % F5K &
BUE: 7R8I, KEGHEZ 1~63, REEH/NSTEE %
T AJROOMAERBES ()AL, BASCR L7 BEais 7, 45
F. ZEMIEZSS (W) .
FRINMEA stor.csik8s.i0.
driverNamespace | HBlock CSI 4% i€ [t] Kubernetes iy % %% [H] o =
R WU AL Kubernetes iy % 7 [A] .
BRIMEN: default.
iscsiOnHost iscsidv multipathd SF4 A2 B 78 AL 30, MdE CSIPOD 3 | /2
o
HUfE: true: iscsid. multipathd 579 HEFE B 1E FHLJE B HI
o
storConfig HBlock fC & 15 .- &
clusterID &€ HBlock HI#RiR, 7E csi-configMap HHE—. &
BUE: s, KEJEHER 1~256, FTLLE &R 4
T REEREZE (5, FRIX RN,
apiEndPointList HBlock AR5 2% TP Huhk % API 3 115, i O4 kBT &
HBlock IP #1 AP % [1-5 1) Kubernetes service .4 o
1S HBlock FIAR S5 45 1P tht & APLdm 50, o2 SR A
W, SR TR I IP Mkl J2 APL 3G 5 QR SAHLAR,
R —ARIH],
storProvider HBlock = i 4 F5 =
HU{E: HBlocko
csiApiTimeout & 7€ HBlock 81/ LUN HSEAFIN 8], 7ES5AFIN Ay LUN A | &

R, wAhss, R E
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Wf: RS, BRIMED 480, HALRAD.
R EUUEHBOAME.

userKey

X2 HBlock FIARIA P 4 OB AS I 745 5 () base64 i
i,

userKey Pt #2, wI L2 ILECE HBlock ¥ |4 F &2 A2
5,

chap

INE AR E -

iyl

decryptFlag

BT AR, BN true 3D B false CRJEHD
) Base64 it 17 £

AR :

® dHJ1ZQ==: JAHM%, true [ Base64 JwtH .

® ZmFsc2U=: A G HIN%, false ) Base64 4ihid.

fim

decryptData

TN BB

Vil o HINE, S,

HUH: J5RSA 16 MM FRF e . 7 ZIRID T Base64 4
i,

decryptData [f14mf%id F2 7T L2 WL EC BB .

KAE

example

7 BRSBTS, LB 58K storConfig. userKey-
chap Ja, /AT BLETE IS —MEEGITFIS, SRIHIE HBlock
CSI BT LLEHEH.

EE: WUETERUE, T BR RO AN false, #Ef5 1ER
¥ S 2R

gl

2. MNHAHBECE X, fE charts/csi-driver-stor AT B L B a2 -

helm upgrade stor .
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() i LI 56 4F HBlock o B & 75 3 (W% .
PiBH: 0 HBlock CSI HFEC & 1 2> HBlock, & IU#FHFEFIIGIEZ K. Hltn HBlock
CSIXfJRE 2 /> HBlock, U FFHHIE 2 4% HBlock FIFEH .
1. JE R
(1) fESEC & SCAF charts/csi-driver-stor/values.yaml H1 example 72, T FFRE.
Example FIS$#id

2%

Hid

enable

SCPIVERN R

® true: JIERI.

® false: JHUf/RM.

HR: WiEERE, &EREGIT AN false, @ 4% 5 IR UHTSEFIM R,

clusterld 6 %€ HBlock AR5,

clusterMode & 7€ HBlock & A WL A2 FATLR -
® true: HBlock £EHFR
® false: HBlock HHLAR

chapUser CHAP VIEIH ' 44 G 2R B SCAF esi-secret-decrypt.yaml H ] decryptFlag A
true, 520 CHAP IAIER A P 44 18 F DecryptData FiC & 1) 2% 83X 21T AES

(ECP. paddinges7) JN%, 0% o 25 RidAT Base64 Jwft, HAKTE WA E NS

B
I BUE: PR, KEGHE 3~64, REEHTFEE . A8 ) 8
B(-)s TRIZ(_ ) B9C)AE, FEIX KNS, HASR AR
ke

chapPassword | CHAP W\ UERI 2565 . WAL E S csi-secret-decrypt.yaml H1 1) decryptFlag

true, 7 ZXT CHAP INIERIZ 15 4% F] DecryptData it & F%5 8% 31T AES (ECP.
paddinges7) N, IN% 5 HI45 E3E1T Base64 gnf, FAAVENEEMBEER.
METTRE: FREER, KEGELZ 12~16, BAEEKSFRE NG ERE,
7. FRILOTEDWI TR, FRIX KNG,

snapshot.enable

e JE R A 451«
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® true: o
® false: ANEH-

clonePv.enable | J&75 )8 F e EFE -
® true: M.
® false: ANEH-

(2) MNABLE X, 1F charts/csi-driver-stor AT 5T AL B A7 2o

helm upgrade stor ./

(3)  B%uE HBlock CSI /27 V& n LLIEH B . W38 FH AR s 2h 57 pod, NIZRIR
HBlock CSI 7] PAIEH A . P HE AN so b6 0 i B, i B DL BE AN e B ThRE IR .
(HJi%)

kubectl get pod
kubectl get volumesnapshot

kubectl get pvc

2. fEHIREE: GRS TREB, Dy TS 5 IE R SR, IS R
(1) 7E values.yaml FUEFEBI T SAEA false.
(2) #4724 helm upgrade stor ./ E.
(3) #4TH4 kubectl get pod. kubectl get volumesnapshot. kubectl get
pvc £ A2 S 1EH .
YeBA: I REODBE IR S, A BIREB A se. statefulset. pod. pves pvs
volumesnapshot, 1% T2 H 21X L5 B
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4.4.2 Bp B 7<)

N 3 %

CSI (LA 1.6.3 A ufil) 4% #54> HBlock, SERERMCI AL .

® clusterID 4 storl, XTRAERERR. clusterID 24 stor2, XJ B EEALAR

® ETERMIRS %S IP Al API A: 192.168.0.64:1443. 192.168.0.65:1443. 192.168.0.67:1443.
FAHLAR AR 55 2% TP A1 APL i 1A 192.168.0.66:1443 .

® ERERIH L MIEAY N storuser. hblock12@. BAMUIRHIF 1 & 125004 storuser.
hblock12@. userKey J5ifidn] LA 2% EL B HBlock V5 [ FH /7 4 R Z R R~ F H 558 1. 2.

o ERM NI AE ] CHAP NIE, W (R, TS HREMFER.

® 3] blockVolumes HIZNAS PV B£45] (dynamicPv) , %:ilF HBlock CSI & 75 CL &l LA
R

BAED R
(—) 1B B S, IR E A
1. &4 charts/csi-driver-stor/values.yaml fit & S #4:, & HBlock 15 ik 5 1) 2 4
MG, .

driverName: stor.csi.k8s.io

driverNamespace: default

iscsiOnHost: true

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.3

storConfig:
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configlson: |-

[

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

¥

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

userKey: WwogICAgICB7CiAgICAgICAgImNSdXNOZXJIIRCI6ICIzdGO9yMSISICAKICAgICAgGICALIdXN1cm5hbWUi0iAic3RvenVzZXIilAogICAgICAEI
CIwYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHSKICAgICAGICALY2x1c3R1ck1EIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtzZ

SI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl
clusterMode: true

# Sample of snapshot using dynamic pv.

104




e e

e HELM 75 3£ Fil $5 7

State Cloud

snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true

chapUser: user
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chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPg54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: si

2. MNHAHBECE X, fE charts/csi-driver-stor AT B L B a2 -

[root@k8s-master csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Sun Apr 27 11:20:59 2025
NAMESPACE: default

STATUS: deployed

REVISION: 2

TEST SUITE: None

NOTES:
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The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.3

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
¥
{

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(=) f# FIREI S0 HBlock it B /2 15 Al (Alik) .
PEEH: Ib4b HBlock CSIHECE T 2 4 HBlock, NIFEZEIGE 2 4 HBlock B

® I%IE clusterID A storl 1) HBlock (HEFEAR)
1. JE G
(1) 1B B U charts/csi-driver-stor/values.yaml H' example FIJT5%, $TFRE]
blockVolumes H1 (12174 PV FE41 . PRIEAI L FEFFOC, clusterID A storl, clusterMode

N true.
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images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.3

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: true
# Sample of clone pv using snapshot.
clonePv:
enable: true
# Sample of clone pv using dynamic pv.
clonePv:
enable: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true

# Sample of static pv. Path is templates/examples/block-volumes/static-pv
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staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==

# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
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statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: sl

(2)  MNHBECE X, 7 charts/csi-driver-stor | $4T 5 BT AC B dr 2 -

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 11:38:43 2025

NAMESPACE: default

STATUS: deployed

REVISION: 3
TEST SUITE: None
NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.3

The Stor Cluster Info is: [

"clusterID": "storl",

"apiEndPointList": [
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"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1
"storProvider": "HBlock",

"csiApiTimeout": 480

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  B%uE HBlock CSI /27 V& LLIER A . W38 FH AR s Zh 57 pod, NIZRIR
HBlock CSI 7] PAIE® JA . WP A b G a) ad i, i B P BEAD e B2 ThRE IR .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY  STATUS RESTARTS  AGE
csi-storplugin-controller-79df7bf49c-wrdtb  4/4 Running ] 62m
csi-storplugin-node-41zr9 2/2 Running ] 62m
csi-storplugin-node-jx95c 2/2 Running ] 62m
my-csi-app-block-dynamic 1/1 Running ] 18m
snapshot-controller-0 1/1 Running ] 62m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshot

NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE SNAPSHOTCLASS SNAPSHOTCONTENT CREATIONTIME AGE

csi-dynamic-snapshot-block  true csi-pvc-local-block 1 csi-dynamic-snapclass-block  snapcontent-53f92ad6-faa9-47c7-850a-d7304a4b1594  3m35s 3m4ls

[root@k8s-master csi-driver-stor]# kubectl get pvc

NAME STATUS  VOLUME CAPACITY  ACCESS MODES  STORAGECLASS AGE

clone-pvc-from-pvc-block Bound pvc-34e4f98f-4a87-4a38-9a4d-633940160c09  1Gi RWO csi-stor-sc-local-dynamic-block  6m25s
clone-pvc-from-snapshot-block  Bound pvc-37f0324c-2836-4979-8b4e-858c3ce3df54  1Gi RWO csi-stor-sc-local-dynamic-block  6m25s
csi-pvc-local-block Bound pvc-47fef833-791d-4a3b-b93b-c94f198c9d3b  1Gi RWO csi-stor-sc-local-dynamic-block  6m25s

2. (FHRIESFEG: wmREH TR, 7RSS ERRSEE R, BT .
(1) {E values.yaml H', ¥f dynamicPv [JFEH] . PG FI T FZHOC B A false.

images:
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csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.3

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: storl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true
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lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDodkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false

clusterId: clusterl
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clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: luno4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl

sourceLunName: 1lul

snapshotName: sl

(2) AT 4 helm upgrade stor /5 HHCE

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 13:54:58 2025

NAMESPACE: default

STATUS: deployed

REVISION: 8

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.3

The Stor Cluster Info is: [
{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1,

"storProvider": "HBlock",

114



XR5 HELM 77 3\ i 467
State Cloud
"csiApiTimeout": 480
}s
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.66:1443"
1
"storProvider": "HBlock",
"csiApiTimeout": 480
}
]

(3)  HATA4 kubect] get pod f EFEGR TFH, HRIGIENK POD. TR PVC #A
e, BNV WIREI T

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE

csi-storplugin-controller-79df7bf49c-wr4dtb 4/4 Running © 3h19m
csi-storplugin-node-41zr9 2/2 Running © 3h19m
csi-storplugin-node-3jx95c 2/2 Running © 3h19m
snapshot-controller-0 1/1 Running © 3h19m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshot
No resources found in default namespace.
[root@k8s-master csi-driver-stor]# kubectl get pvc

No resources found in default namespace.

® IR clusterID A stor2 ff] HBlock CEAALARD
1. a3 R
(1) BEE & A charts/csi-driver-stor/values.yaml 77 example 7%, T REG
blockVolumes H1[{Izh7s PV FERI. HREGFIFFEFF IS, #4 clusterMode IEUE 1B A

false, clusterld A stor2.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0

115




e e

KRG

State Cloud

HELM J5 A ffi FH f5 7

csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.3

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: stor2
clusterMode: false
# Sample of snapshot using dynamic pv.
snapshot:
enable: true
# Sample of clone pv using snapshot.
clonePv:
enable: true
# Sample of clone pv using dynamic pv.
clonePv:
enable: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem

filesystemVolumes:
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dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:

enable: false
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clusterId: clusterl
clusterMode: true
lunName: luno4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterld: clusterl
sourceLunName: lul

snapshotName: sl

(2)  MNHBCE MY, 1F charts/csi-driver-stor N 4T AL E 2.

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 14:07:14 2025

NAMESPACE: default

STATUS: deployed

REVISION: 9

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.3

The Stor Cluster Info is: [

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1

"storProvider": "HBlock",

"csiApiTimeout": 480
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"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  BSuE HBlock CSI 27 V&l LLIER B . W358 FH AR s 2h 57 pod, NIZRIR
HBlock CSI 7] PAIEH A . P HE AN so b6 0 i B, i B DL BE AN e B ThRE IR .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wrdtb  4/4 Running @ 3h31m
csi-storplugin-node-41zr9 2/2 Running @ 3h31m
csi-storplugin-node-jx95c 2/2 Running @ 3h31m
my-csi-app-block-dynamic 1/1 Running @ 38s
snapshot-controller-0 1/1 Running @ 3h31m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshot

NAME READYTOUSE ~ SOURCEPVC SOURCESNAPSHOTCONTENT ~ RESTORESIZE  SNAPSHOTCLASS SNAPSHOTCONTENT

csi-dynamic-snapshot-block  true csi-pvc-local-block 1 csi-dynamic-snapclass-block  snapcontent-eadd468b-0024-4378-8957-8c4da77bb94d

[root@k8s-master csi-driver-stor]# kubectl get pvc

NAME STATUS  VOLUME CAPACITY  ACCESS MODES  STORAGECLASS AGE
clone-pvc-from-pvc-block Bound pvc-a5979ae5-ddda-4c48-boc7-077c838645fe  1Gi RWO csi-stor-sc-local-dynamic-block  66s
clone-pvc-from-snapshot-block  Bound pvc-91b8c7f7-cd75-4028-a616-547b415f2a8e  1Gi RWO csi-stor-sc-local-dynamic-block  66s
csi-pvc-local-block Bound pvc-d8676b60-a20f-4cbf-8fd3-d97e7a9fc32d  1Gi RWO csi-stor-sc-local-dynamic-block  66s

CREATIONTIME

48s

AGE

52s

2. (FHRIESFEG: wmREH TS, 7RSS ER R SEE R, B .
(1) 1E values.yaml #', ¥ blockVolumes H 3N PV #EFI . B HE A 78 [ T e 15 B AL

false.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0
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csiStorPlugin: stor-csi-driver:1.6.3

# Samples of pod, pvc and storageclass

example:

# Mode of block

blockVolumes:

# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv

dynamicPv:
enable: false
clusterId: stor2

# Sample of statefulset with dynamic pv.

clusterMode: false

# Sample of snapshot using dynamic pv.

snapshot:

enable: false

# Sample of clone pv using snapshot.

clonePv:

enable: false

# Sample of clone pv using dynamic pv.

clonePv:

enable: false

statefulset:
enable: false
clusterId: clusterl

#

clusterMode: true

Sample of static pv.

staticPv:

enable: false

clusterId: clusterl
clusterMode: true

lunName: 1lun@5

# Mode of filesystem

filesystemVolumes:

dynamicPv:

Path is templates/examples/block-volumes/statefulset

Path is templates/examples/block-volumes/static-pv

# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local

local:
enable: false
clusterId: clusterl

clusterMode: true

# Sample of snapshot using dynamic pv.

snapshot:
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enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

snapshots:

# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:

enable: false

clusterId: clusterl

sourceLunName: lul

snapshotName: sl
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(2) #4724 helm upgrade stor /5 H i & .

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 14:13:27 2025

NAMESPACE: default

STATUS: deployed

REVISION: 10

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.3

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
¥
{

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(3) AT 4 kubectl get pod F EAEFE S5 A, A NIAIE R POD. REEA PVC #iA
A8, Rt IFEE] s .

[root@k8s-master csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wr4dtb 4/4 Running © 3h37m
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csi-storplugin-node-41zr9 2/2 Running © 3h37m
csi-storplugin-node-jx95c 2/2 Running @ 3h37m
snapshot-controller-0 1/1 Running @ 3h37m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshot
No resources found in default namespace.
[root@k8s-master csi-driver-stor]# kubectl get pvc

No resources found in default namespace.
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4.5 FAFR

fF HELM /50 %3&. BCE HBlock CSI NG, W PAEI R A5G @ E S PV, 218 PV,
A& PVC:

1 AT B 7L BB S PV B8 PV, B8 PVC (B IERAARD .
Z 1 charts\csi-driver-stor\templates\examples ~IFEHG], G@ET H CMELES PV, 3IE
PV. Z)A& PVC, fH HELM BHATE . K020 LSRR T X 280
B

EE: HPHECKM PV, PVC, POD BN E A AW TAEE (1) charts T, FHEHFH
1T
charts\csi-driver-stor\templates\examples &% 1240~ (LA 1.6.3 ) X86 fRA A1)

[root@server stor-csi-driver-1.6.3_x64]# cd charts/
[root@server charts]# cd csi-driver-stor/
[root@server csi-driver-stor]# cd templates/
[root@server templates]# cd examples/

[root@server examples]# tree

—— block-volumes

F—— filesystem-volumes

F—— dynamic-pv
—— 00-snapshot.yaml
—— 01-snapshotclass.yaml
F—— clone-pvc-from-pvc.yaml
F—— clone-pvc-from-snapshot.yaml
—— csi-app-local-pvc-block.yaml
F—— csi-pvc-local-block.yaml

L—— csi-storageclass-local.yaml

|
|
|
|
|
|
|
F—— statefulset
| F—— csi-app-stateful-local-block.yaml
| L—— csi-storageclass-local-stateful-block.yaml
L—— static-pv
F—— csi-app-local-pv-block.yaml
F—— csi-pvc-local-nocreate-block.yaml

L—— csi-pv-local-block.yaml
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F—— dynamic-pv

| F—— 1local

| | —— 00-snapshot.yaml

| | —— 01-snapshotclass.yaml

| | F—— clone-pvc-from-pvc.yaml

| | F—— clone-pvc-from-snapshot.yaml

| | —— csi-app-local-pvc.yaml

| | F—— csi-pvc-local.yaml

| | L—— csi-storageclass-local.yaml

| F—— 1local-chap

| | F—— csi-app-local-pvc-chap.yaml

| | F—— csi-pvc-local-chap.yaml

| | L—— csi-storageclass-local-chap.yaml

| L—— local-chap-decrypt

| —— csi-app-decrypt-local-pvc-chap.yaml
| F—— csi-pvc-local-chap-decrypt.yaml

| L—— csi-storageclass-local-chap-decrypt.yaml
F—— statefulset

| —— csi-app-stateful-local.yaml

| L—— csi-storageclass-local-stateful.yaml
L—— static-pv

F—— csi-app-local-pv.yaml
F—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

L—— snapshots

L

static-snapshot
—— snapshot-content.yaml

L—— snapshot.yaml

13 directories, 32 files
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X8R % pv

5 E=E PV

5.1 8% PV HIARFimiERL B
IR PV IR HE B B S, AL Pod B R BRI M VR IE RS ., — 7 T
A DR TSR I S VERE, 7 — )5 T 0 AT DL R AT S R 25 4 R A
BTHE4ME: HBlock HITFfEILZL M room, rack, server, 7 REVH%E PV (IR 5% e b B A% AL
PR BT
1. 421k PV BB Pod.
W MPEARENS, TS SRR .
kubectl delete -f podl.yaml -f pod2.yamlL -f podN.yaml
2. R PV RS I A B .
o INFAS—VIHE PV MRS IERAE, W FAlf 4

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN

o UL OB PV RS IER N B, a4

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN --overwrite

ZH i34

pv-name 7 BB R 55 v 1A B ) PV & FR .

faultDomains LIRS b E A B AR R . IR AR W, 1224 target FTAEAR 55
BN AERERCCRE) , LUN KRB target H056 iz IR 55 25 91 &
HEREFTTE RSS2 . BIAAEAEI0 A rack 200, FHAR IR rack].
rack2. rack3. rack4 774, H faultDomains 8 i rackl. rack2,
A AEE8 LUN K target I, LUN KEKH target {56 M rackl. rack2 Fred &
(I AE Gt it R IR 55 28 5138 BLgEAT 3 B W DABCE B G A, W —A
ORI S 2 S ECY RN A server HIHOE R, W RS2 BRI
T, AT R RS
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HER:

® X T[A— PV, H faultDomains [ HUE 24 2 FR %€ 7£ HBlock £ I [A]
— A .

® faultDomains [ HUE FAK T 505 T HBlock B2 A7 fift 1 1 i b I 5
o B, FAFM default Y #RR ISR 2009 rack, U faultDomains
HAEEC BN rack B server 1T i, AMMFBCE T rack FH T
& Wl rooml.

3. JA3h PV KERHIPTA Pod.
HERE: % faultDomains MCE 5, &AL T 2 NAETT A Pod #:#[F—A PV, if%LL
ANUTRCEEE
(D JA BN EFH— Pod, 5EK target H3EC
(2)  FFH— Pod BANEINE, FIFRIAEIHA Pod.

kubectl apply -f podi.yaml -f pod2.yaml -f podN.yaml
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5.2 5% PV B QoS TRHE
I A% PV I QoS 3KEg, W LLUTE IOPS Srnt i, fEMZE LRIt e s &8, Mk
R S HE
1. %PV 1 QoS K.
® ISR — R PV I QoS g, R TAar4:

kubectl annotate pv pv-name annotation-keyl=valuel annotation-key2=value2 annotation-

keyN=valueN

o IRLHICA L PV Y QoS Hlg, M A4

kubectl annotate pv pv-name annotation-keyl=valuel annotation-key2=value2 annotation-

keyN=valueN --overwrite

pv-name: 5 EHTE QoS K] PV £ FK.
annotation-key: QoS KEEMIZE, ZHATUMN FRPIEFE—DEE ZA.

2% iR
stor/IOPS BEADREfG AT S B R IR BN R KA

M. 7, BUEVEEIA-1, 9999999991, ERIA(E A-
1o -1 BRAIRA

stor/readIOPS BEFPRE NG HEAT AR B B KA .
M. 7, BUEVEHEIA-1, 9999999991, ERIA(E A-
1o -1 BARAIRA

stor/writeIOPS REFD BENS 1T 5 HAE IR B K AR
Hufl. #/, BUEIEEN[-1, 999999999], ERIME M-
lo -1 RARAIRA.

stor/Bps FERD AT AL S B s = 1 B KA
HUE: B8, BUEVEEN[-1, 4096000000000], ERIA
BA-1, HA7S2E Bls-1 R AR

Y e

stor/readBps e 98 _E PR o
BUE: A, BUEYEREIN[-1, 4096000000000], ERiA
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#E PV

EN-1, BALZ Bfso -1 KA

stor/writeBps

9 FRR
HE: B, BUEEE A1, 4096000000000], 2Rk
HR-1, BN Blse -1 FonASBRHE .

stor/IOPSBurst

{81/ Burst ThRERS, AP REOE AT 525 BRAE IR %
KAH

WE: A2 I0PS KT4T 1, ULIikE N-1 5
(IOPS, 9999999991 [ IE#E 7 Al A= 3 .  BRINAE M-
1, FRABRH

stor/readIOPSBurst

8 H Burst THEEIS, FRFPEEMS AT SRR R B R
fi.

WAE: R 2 readlOPS K T4 T 1IN, BEII&E A-1
&Y (readlOPS, 9999999991 /4 I IE B £ 5 nl A= %0, BRIA
fa4-1, FRABRM.

stor/writeIOPSBurst

f1 ] Burst ThEERS, FFPREGEHEAT S HAE IR B R
fi.

WAE: A2 writelOPS K T4 T 1IN, I E -
1 84 (writelOPS, 9999999991 1) IE#EH J5 a A= 3% Bk
WHEA-1, R

stor/BpsBurst

I H] Burst THREI, AR AT AL 46 i s & oK M8
BUE: RAZBps KTAET 1R, BRI E -1 5
(Bps, 4096000000000 4 F1 IE B 5 nT £, BRAME N
-1, BALSE Blso -1 RaRAPRE

stor/readBpsBurst

i Burst ThEERT, 2 v LIR.

BUE: R readBps KT-5T 11, I B -1
5% (readBps, 4096000000000] N [ IE AL /5 AT AE L, BR
WA A-1, BALIE Blso -1 R BRI,

stor/writeBpsBurst

i ] Burst BHRERT, S o LR .
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#E PV

WE: R writeBps K T4 T 10, I EN-1
&l (writeBps, 4096000000000] N ¥ IE B 75 AT AE L, BR
WAE -1, BAIR Blso -1 Fon PRI

stor/IOPSBurstSecs

fdi ] Burst ThAERS, 1408 Burst PR /7317505 #
1B BT BERESE IR BT 1]

HERE: HA/E 10PS Burst Thfgfa i, SEHCE A4
o

HUE: 2R, BUETEHEIALL, 9999999991, ERAE A

1, HfM,

stor/readIOPSBurstSecs

fdiFH Burst ThAERS, %08 Burst PR AAE 31T 84
FITRERE SIS TA] o

VER: WG read IOPS Burst Thfig 5 i, AL E A4
AR

HUE: 2R, BUETEHEIALL, 9999999991, ERAE A

1, FAERD.

stor/writeIOPSBurstSecs

ffi ] Burst THAERS, %08 Burst b FR AL 13047 5 4k
FIT RE R4 O B (1] o

VER: WG write IOPS Burst Zhfig 53 FIi, HECE 4
Gy

HUE: B8, BUETEEIN[, 9999999991, BRIME A

1, HfE,

stor/BpsBurstSecs

{8 FH Burst ZhAERS, 1% Burst IR 7 = BE J1FTRERE
S (R i)

WE: KA Bps Burst IR S IS, JHECE A4
8

HUE: BA, BUETEEIAL, 999999999], ERIME A

1, HffEb,

stor/readBpsBurstSecs

{§ ] Burst THRERT, %08 Burst _F PR32 & /E J1 T RE
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#E PV

FEEE A TH] .

. HATE read Bps Burst ThAE S I, IhAd B A4
R

HBUE: BAL, HUETEEIA0L, 9999999991, ERAME A

1, FAERD.

stor/writeBpsBurstSecs

& H Burst ThEERS, %[ Burst [ PR 15 & AE T ig
FEELIAIS ] .

HE: W BT write Bps Burst ThgE A i, HHAECE 4
Gy

HWUE: B8, BUETEEIN[L, 9999999991, BRIME A

1, HfM,

2. HH1Z PV KELH Pod, QoS SR RIZIA L.

kubectl delete podname -n namespace

kubectl apply -f pod.yaml
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HBlock CSIHfi{1 37 LLR WA G e PRI 7 5

® TiCE G RAR: H4 HBlock o' A IR HE BN ] Kubernetes.

® ZiSAIERIE. AR HTUEAAER PRI, TRl PVC 3G @t

PR/ NAT PB4 kubectl describe volumesnapshotcontent

volumesnapshotcontentname 5{ kubectl describe volumesnapshot snapshotName

[ -n namespace 1%,

Y. HBlock &5 ¥ B by PR IR N B3 45 D5 3R 7T e S BUIR IR/ NS

CSI [F]% HBlock HR I i 8] 5] B& BRINELN 15 708, wT BLidsd T #1177 201 % CSI A2 HBlock

PRI R I ] [ o »

® AEET: BT zed, B B U1 \deploy\csi-snapshot-updater.yaml H ] schedule
FB; HELM 77 e, 20000 B X \charts\csi-driver-stor\templates\csi-snapshot-
updater.yaml H ff] schedule FE.

® Hif5:. fHiH#4 kubectl edit cronjob csi-snapshot-updater-cronjob [ -n
namespace 1B schedule FEt.

AN SR I RIS/ RE SR, 9 TR BRI, R DU R 21 i A5 DRI/ N B

W

kubectl patch cronjob csi-snapshot-updater-cronjob -p '{"spec":{"suspend":true}}"'

B PN B A R 8 4

kubectl patch cronjob csi-snapshot-updater-cronjob -p '{"spec":{"suspend":false}}"'
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6.2 TRHCE 8RR
6.2.1 TRECE 613 HRER
AI$E4& . HBlock ¥ DA 1E 35 FIPLE

CINYSEEORY 2 SN Relfz:L /NG
1. % VolumeSnapshotContent ] YAML Fit & 14

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotContent
metadata:
# If there is a conflict with other VolumeSnapshotContent, you can change it to another name
name: csi-static-snapshot-content
spec:
deletionPolicy: Delete
driver: stor.csi.k8s.io
source:
snapshotHandle: clusterID:sourceLuName:snapshotName #clusterID, HB Ji¥5, HB R
volumeSnapshotRef:
name: csi-static-snapshot #snapshot Hff] name: csi-static-snapshot *f[i, CSI FEIEHIHZ T
namespace: default

VolumeSnapshotContent f)Hc & LS % :

ZH iR oao)
IR

metadata.name VolumeSnapshotContent ] 44 FK . v

spec.deletionPolicy iR g . MR VolumeSnapshot X % fid & Ml | A2

VolumeSnapshotContent #4F, [ )5

DeletionPolicy 2% & $AT -

® 14 DeletionPolicy /& Delete, J&)Z /iR
H 2 A1 VolumeSnapshotContent — g2 4 fill
B

® IR DeletionPolicy s& Retain, J&/Z I A1

VolumeSnapshotContent #5247 1 B
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spec.driver HBlock CSI 3%z 4 K =
B : HBlock CSI 2% YR Bh 44 FK o

spec.source.snapshotHandle HBlock H IR . =
LFWAE

clusterID:sourceLuName:snapshotName-

® clusterID: csi-configMap.yaml H1JiC & )
HBlock [IFRIH

® sourceLuName: HBlock H R IR JE 144
FRo

® snapshotName: HBlock H I [ 44 F5K

spec.volumeSnapshotRef.name PRIBAZFR. 24 HBlock PRABMLSEF] Kubernetes | A&
i, HA4FFEE volumeSnapshot Bt & 4
¥ metadata.name {#3F—%.

spec.volumeSnapshotRef.namespace | 44 =[], &
HUH: HBlock CSI %3¢ W 4652 ) Kubernetes i
EANEEZY

2. A7 VolumeSnapshot ] YAML At & 14

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-static-snapshot
# Set to the actual namespace
namespace: default
spec:
source:
# If there is a conflict with other VolumeSnapshotContent, you can change it to another name

volumeSnapshotContentName: csi-static-snapshot-content
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VolumeSnapshot B ECE XX AHFS % :

2 ik y oy
metadata.name MIBLZIR, FHEE &

VolumeSnapshotContent fic. & A4 7 i

spec.volumeSnapshotRef.name fffF—

£ g8

metadata.namespace 4 a3, A
HUfE: HBlock CSI 224514552 )

Kubernetes fiiy % 75 [0 44 K

spec.source.volumeSnapshotContentName | VolumeSnapshotContent [ 44 F5 . &

3. % VolumeSnapshotContent 1 VolumeSnapshot 1 & 1.

kubectl apply -f VolumeSnapshotContent.yaml

kubectl apply -f VolumeSnapshot.yaml

4. BEDE,

kubectl get volumesnapshot [snapshotName] [ -n namespace ]

kubectl describe volumesnapshot snapshotName [ -n namespace ] #Tr& tRIEVERS
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6.2.2 74

N 37 5t: HBlock Y564 lunal, TREEA lunal-snapshot, 7E CSI FRHAIZETRIE csi-static-

snapshot-lunal .

1. & VolumeSnapshotContent [ JiC & S {4 snapshot-content-lunal.yaml.

03

QIR

W

P2

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotContent
metadata:
name: csi-static-snapshot-contentl
spec:
deletionPolicy: Delete
driver: stor.csi.k8s.io
source:
snapshotHandle: storl:lun@la:lun@la-snap2
volumeSnapshotRef:
name: csi-static-snapshot-lun@ila

namespace: default

2. % VolumeSnapshot HJHC B S {4 snapshot-static-snapshot-lunal.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-static-snapshot-lun@la
namespace: default
spec:
source:

volumeSnapshotContentName: csi-static-snapshot-contentl

3. S VolumeSnapshotContent A1 VolumeSnapshot fJHC B SC A4

[root@k8s-master stor-examp]# kubectl apply -f snapshot-content-lunal.yaml

volumesnapshotcontent.snapshot.storage.k8s.io/csi-static-snapshot-contentl created

[root@k8s-master stor-examp]# kubectl apply -f snapshot-static-snapshot-lunal.yaml

volumesnapshot.snapshot.storage.k8s.io/csi-static-snapshot-1lun@la created

4, BEPH.

Vil A ERBEENGSEERER, Labels 2 ERRIEA KN (snapshotSize) , i
7 bytes. HBlock & 5 i B PRGN bR S5 D8 22 7] e S BUERIE K /NiBd s« B e B S0 A

136




e e

KRG

State Cloud

QPRI

/deploy/csi-snapshot-updater.yaml H ] schedule 7B, B nJ % CSI [F]F HBlock P

I TRN TN R, 3 AR -

[root@k8s-master stor-examp]# kubectl get volumesnapshot
NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE
csi-static-snapshot-lun@la  true csi-static-snapshot-contentl  100Gi

[root@k8s-master stor-examp]# kubectl describe volumesnapshot csi-static-snapshot-lun@la

Name: csi-static-snapshot-1lun@la
Namespace: default
Labels: snapshotSize=393707520

Annotations: <none>
API Version: snapshot.storage.k8s.io/v1l
Kind: VolumeSnapshot
Metadata:
Creation Timestamp: 2025-09-18T02:23:41Z
Finalizers:
snapshot.storage.kubernetes.io/volumesnapshot-as-source-protection
snapshot.storage.kubernetes.io/volumesnapshot-bound-protection
snapshot.storage.kubernetes.io/volumesnapshot-bound-protection
Generation: 1
Managed Fields:
API Version: snapshot.storage.k8s.io/vl
Fields Type: FieldsVl
fieldsvi:
f:metadata:

f:annotations:

f:kubectl.kubernetes.io/last-applied-configuration:

f:spec:

f:source:

f:volumeSnapshotContentName:

Manager: kubectl-client-side-apply
Operation: Update
Time: 2025-09-18T02:23:41Z

API Version: snapshot.storage.k8s.io/vl

Fields Type: FieldsVl

fieldsvi:

f:metadata:

f:finalizers:

f:status:

SNAPSHOTCLASS

SNAPSHOTCONTENT

csi-static-snapshot-contentl

CREATIONTIME  AGE

1em

1em
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03

AR

W

P2

o

o

:creation

o

=

Manager:

Operation:

Time:

API Version:

Fields Type:

fieldsvi:

f:metadata:

f:labels:

f:snapsh

Manager:

Operation:

Time:

Resource Version:

UID:

Spec:

Source:

Volume Snapshot Content Name:

Status:

Bound Volume Snapshot Content Name:

Creation Time:
Ready To Use:
Restore Size:
Events:
Reason

Type

Warning SnapshotFinalizerError

:boundVolumeSnapshotContentName:

Time:

:readyToUse:

:restoreSize:

snapshot-controller

Update

2025-09-18T02:24:06Z

snapshot.storage.k8s.io/v1

Fieldsvi

otSize:

Go-http-client

Update

2025-09-18T02:30:09Z

17166141

31c5a628-884f-4acb-8de2-06cc7e988act

20

tr

10

Age

1em

25-09-18T02:24:05Z

ue

0G1

From

snapshot-controller

csi-static-snapshot-contentl

csi-static-snapshot-contentl

Message

Failed to check and update snapshot: snapshot controller failed to update default/csi-static-snapshot-

lun@la on API server: Operation cannot be fulfilled on volumesnapshots.snapshot.storage.k8s.io "csi-static-snapshot-lun@la": the object has been modified; please

apply your changes to the latest version and try again

Warning SnapshotContentMissing 1@m
Normal  SnapshotCreated 1em
Normal  SnapshotReady 1em
Normal  SnapshotCreated 1em
Normal  SnapshotReady 1em

snapshot-controller

snapshot-controller

snapshot-controller

snapshot-controller

snapshot-controller

VolumeSnapshotContent is missing

Snapshot default/csi-static-snapshot-lunela

Snapshot default/csi-static-snapshot-lunela

Snapshot default/csi-static-snapshot-lunela

Snapshot default/csi-static-snapshot-lun@la

was successfully created by the CSI driver.

is ready to use.

was successfully created by the CSI driver.

is ready to use.
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6.3 S| E 1R R
6.3.1 Zh7S G ERER

(iFieE JER
® 2% HBlock HH5M¥ PVC, HXI M) HBlock %4 Local £,
® TEHUTIEAEZ AT, M IREGIIATA R C R A, BIAnRIEE CR i, &
B E T i AR A DA D 2036 b b Al
B U052 block B FE% S ER AT sync fT .
B RS2 filesystem B WERK P i RKF sync -f (ATLUEE sync --help iy
SEERGXRD , R WHAT sync -f 14 TMER AT sync 2.

AL LT P IR @ S A TR
1. % VolumeSnapshotClass [1'] YAML [t & (14

apiVersion: snapshot.storage.k8s.io/v1l

kind: VolumeSnapshotClass

metadata:
# If there is a conflict with other VolumeSnapshotClass, you can change it to another name
name: csi-dynamic-snapclass

# Set to the actual driver name

driver: stor.csi.k8s.io

deletionPolicy: Delete

VolumeSnapshotClass ] YAML Bt & XS5

¥ ik g
IR
metadata.name VolumeSnapshotClass 4 #5 . &
driver HBlock CST 3Xzh % #5. &
HU{#: HBlock CSI %I fIAKEN 44 7K o

2. & VolumeSnapshot ) YAML it & 14,

apiVersion: snapshot.storage.k8s.io/v1

kind: VolumeSnapshot

metadata:
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name: csi-dynamic-snapshot
# Set to the actual namespace
namespace: default
spec:
# If there is a conflict with other VolumeSnapshotClass, you can change it to another
name
volumeSnapshotClassName: csi-dynamic-snapclass

source:

persistentVolumeClaimName: csi-pvc-local

VolumeSnapshot ] YAML B2 & LS %

¥ Ei:3u) p 3
IR

metadata.name CSI R 24K v

metadata.namespace i 44 2] &

HUfE: HBlock CSI %2245 I 4552 i)

Kubernetes fiiy % 75 [0 44 FK

A

spec.volumeSnapshotClassName VolumeSnapshotClass % FK

P

spec.source.persistentVolumeClaimName | CSI ' PVC 4.

3. MHA VolumeSnapshotContent 1 VolumeSnapshot AL & 14

kubectl apply -f VolumeSnapshotClass.yaml

kubectl apply -f VolumeSnapshot.yaml

4. BEEPM,

kubectl get volumesnapshot [snapshotName] [ -n namespace ]

kubectl describe volumesnapshot snapshotName [ -n namespace ] #Er& TRIEVESS
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6.3.2 7<%

M F3%%: VolumeSnapshotClass [ 44 #% A csi-dynamic-snapclass-block, PVC 47N csi-
pvc-local2, 7E CSIH G ZEPH csi-dynamic-snapshot-block-1.

B11%E VolumeSnapshotClass AL & S A+ csi-dynamic-snapclass-block-snapshotclass1.yaml .

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:

name: csi-dynamic-snapclass-block

driver: stor.csi.k8s.io

deletionPolicy: Delete

2. A VolumeSnapshot FIHC E S csi-dynamic-snapshot-block-1.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-dynamic-snapshot-block-1
namespace: default
spec:
volumeSnapshotClassName: csi-dynamic-snapclass-block

source:

persistentVolumeClaimName: csi-pvc-local2

3. N E S VolumeSnapshotClass F1 VolumeSnapshot g & SC1F .

[root@k8s-master stor-examp]# kubectl apply -f csi-dynamic-snapclass-block-snapshotclassl.yaml
volumesnapshotclass.snapshot.storage.k8s.io/csi-dynamic-snapclass-block created
[root@k8s-master stor-examp]# kubectl apply -f csi-dynamic-snapshot-block-1.yaml

volumesnapshot.snapshot.storage.k8s.io/csi-dynamic-snapshot-block-1 created

4. BERE.
VLB [ EBERBIESE MO EER, Labels &SR RIBAIA/N (snapshotSize) , Hafir
7 bytes. HBlock %5 5 i B _E e HE I R 55 D5 35 W e SO O/ Nk Bl o A8 i B S0
/deploy/csi-snapshot-updater.yaml 1] schedule 7B, BIAJiH4% CSI [F]2 HBlock R )
IR (IR, T AR

[root@k8s-master stor-examp]# kubectl describe volumesnapshot csi-dynamic-snapshot-block-1
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Name: csi-dynamic-snapshot-block-1

Namespace: default

Labels: snapshotSize=0

Annotations: <none>
API Version: snapshot.storage.k8s.io/v1
Kind: VolumeSnapshot
Metadata:
Creation Timestamp: 2025-08-26T06:02:27Z
Finalizers:
snapshot.storage.kubernetes.io/volumesnapshot-as-source-protection
snapshot.storage.kubernetes.io/volumesnapshot-bound-protection
snapshot.storage.kubernetes.io/volumesnapshot-bound-protection
Generation: 1
Managed Fields:
API Version: snapshot.storage.k8s.io/v1
Fields Type: FieldsVl
fieldsVvi:
f:metadata:

f:annotations:

f:kubectl.kubernetes.io/last-applied-configuration:

f:spec:

f:source:

f:persistentVolumeClaimName:

f:volumeSnapshotClassName:

Manager: kubectl-client-side-apply
Operation: Update
Time: 2025-08-26T06:02:27Z

API Version: snapshot.storage.k8s.io/v1l
Fields Type: FieldsV1l
fieldsvi:
f:metadata:
f:finalizers:

f:status:

f:boundVolumeSnapshotContentName:
f:creationTime:

f:readyToUse:

f:restoreSize:

Manager: snapshot-controller
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Operation: Update
Time: 2025-08-26T06:02:29Z
API Version: snapshot.storage.k8s.io/v1
Fields Type: FieldsVl
fieldsvi:
f:metadata:
f:labels:
f:snapshotSize:
Manager: Go-http-client
Operation: Update
Time: 2025-08-26T06:15:09Z
Resource Version: 14510083
UID: 148cbel8-108a-47ae-8efl-4d3e2dec5d87
Spec:
Source:
Persistent Volume Claim Name: csi-pvc-local2
Volume Snapshot Class Name: csi-dynamic-snapclass-block

Status:
Bound Volume Snapshot Content Name:

Creation Time:

Ready To Use:
Restore Size:
Events:
Type Reason Age

Warning SnapshotFinalizerError 43m

snapcontent-148cbel8-108a-47ae-8efl-4d3e2dec5d87

2025-08-26T06:02:29Z
true

22Gi

From

snapshot-controller

Message

Failed to check and update snapshot: snapshot controller failed to

update default/csi-dynamic-snapshot-block-1 on API server: Operation cannot be fulfilled on volumesnapshots.snapshot.storage.k8s.io

"csi-dynamic-snapshot-block-1": the object has been modified; please apply your changes to the latest version and try again

Normal  CreatingSnapshot 43m
created by the CSI driver.

Normal  SnapshotCreated 43m
by the CSI driver.

Normal  SnapshotReady 43m

Normal  SnapshotCreated 43m
by the CSI driver.

Normal  SnapshotReady 43m

snapshot-controller

snapshot-controller

snapshot-controller

snapshot-controller

snapshot-controller

Waiting for a snapshot default/csi-dynamic-snapshot-block-1 to be

Snapshot default/csi-dynamic-snapshot-block-1 was successfully created

Snapshot default/csi-dynamic-snapshot-block-1 is ready to use.

Snapshot default/csi-dynamic-snapshot-block-1 was successfully created

Snapshot default/csi-dynamic-snapshot-block-1 is ready to use.
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7.1 B RBRIERIES
710 B R R

RI3RKME: CSIHOAFIEIRIE,

Al LG LR PR Tk

1. BT StorageClass Fit B XC1F (AIHE)
VLB : W A S BTG R StorageClass A4 StorageClass #A77E, (H2BUEAIA,
U LA 55 %% StorageClass # [ HUE .

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: csi-stor-sc-local
provisioner: stor.csi.k8s.io
parameters:

clusterID: clusterID

storageMode: Local

sectorSize: sectorSize
localStorageClass: LlocalStorageClass
minReplica: minReplica
redundancyOverlap: redundancyOverlap
ECfragmentSize: ECfragmentSize
highAvailability: highAvailability
writePolicy: writePolicy
isMultipath: isMultipath

pool: pool

cachePool: cachePool
flattenVolumeFromSnapshot: "false"
maxCloneDepth: maxCloneDepth
maxSessions: maxSessions

serverNumbers: serverNumbers

faultDomains: faultDomains

chapEnable: "false"
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chapUser: username

chapPassword: password
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

TeREA ) StorageClass Bt B XS4

ZH i:73%) poyiy
HIH
metadata.name StorageClass [ FK &
provisioner HBlock CSI 3kz) % K. &
HU{E: HBlock CSI %23 (1IR3 44 7K o
parameters.clusterID csi-configMap.yaml H'iC & [ HBlock fIAR1H. 7% | &
E5JEE R clusterID fRIF—E,
parameters.storageMode LR AL o
WAE: Local. BRNSIEEIREF—3.
parameters.sectorSize I RN WRIER S RS V0 BIERI RN | &
FAALE 2 B X RN
HUfE: "512", "4096", FAALFE bytes. BRIME VIR
LI X KN
parameters.localStorageClass AHAFME TUREE I AR R W B S %

EE: WHRNE 7 wEEN minReplica 5

redundancyOverlap, MR8 E1%ZSH.

HUE -

® single-copy: FREIA,

® 2-copy: WEIA;

® 3-copy: —RIA;

® ECN+M: AHAS#E. Ho N MOyIE#
¥, N>M, H N+M<=128. #4555
BN AN B, AR M ARG H -
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QS

FOME IR & TU AR,

parameters.minReplica

B/ NEIAKL (RBERGSCR)

T EIAEANE, BsERIAEOY X, HhaE

AECHY (Y RBASX) , ZHEFREAN, %=

Y RSN, AR RGN, Xt

T EC N+MEAIE, Bzt i/ A E

Y CLZBTH 2 NSYSNAMD 5 2005 /2 A0 2

DY BRI T E N, A AR

EYNSRIP

WR: WRIEEIZSH, M AiE € s

localStorageClass.

BUE: HH.

® IR ATETESLN
localStorageClass: ERIME NVREHIH/N
A KL o

® R IEE I £ localStorageClass:
XFREIAG, BUETEEZ[L, N], N OFE|AH
ANGHEIARL, BINMEN 1 W T ECEH, B
EVEH 2N, N+M], BRIME N N.

oA

parameters.redundancyOverlap

BRI BRI (DRI o AHHEIUR
RN, F A EdE AR B 20 BRI A A
ANTE R, AR, SRR G
JURITEIEN, R 2 S B A TR [ A s
sy, AHR M ATEA R path .

ER: IR HEIE S path, HESHA
R WRTEE S HL WAL HEE TG
localStorageClass.

BUE: R

iy
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® IREATEEEN
localStorageClass: ERIMENEGHIPTE
I AHL

® NN IEE T M localStorageClass:
MEIAERN, BUETERZ[, BIA%: T
EC %, BUHVERELZ[1, N+M]. ERIMERN 1.

parameters.ECfragmentSize RS KA BILRIEACN BC ALK o
B, BCREE A AR, A2
HUE: 1. 2. 4. 8. 164 32, 64, 128, 256,
512, 1024. 2048. 4096, Hifii/& KiB. BRIAMEN
V5 B A =00 R
parameters.highAvailability ik Em I B PR RRELRS . | &
B -
® ActiveStandby: JBaIE, %GB N
target I T IQN.
® Disabled: ZEHImy Al HIFE, 124G RIS M
target T [1J—> IQN,
ERIME U5 1 = v 282
parameters.writePolicy 5 1) 5 S o
H AR -

® WriteBack: [B1'5, RBIEdES AZINTE/E, AL
ZIR B8 7% 0 5 ), 5 F R BN
He EHTXMERREDRE S, R tEERA
0875

® WriteThrough: %5, RI%E[FES A AA7EHM
Wi, JFAEWIALERS R, PRk Rl i
H). EH TR E R R, SR
KAE,  HEE 5 N s 2 B R S L
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Wt
® WriteAround: %85, BI¥dES AWLAL ) BIR:
AR NAY, BB )G, SLZR A&
JUm S ). & AR E M R, PR
EORAE, HEZ 5.
FRVME R 15 R0

parameters.isMultipath

s 518 B Multipath.
WA :

® '"true".

® '"false",
BRANE " true"
EE:

o IXHFHEIMATHRH, Hl'true"sl"false"
® 1R HBlock ZEHF I H i) HBlock 55 A1 J
FErT R, Bl highAvailability A

Disabled, At 7HE R E K false", w4
M pod JA B,
® {14 JE HBlock HHLhR, ILALTHEREN

"false"

At

parameters.path

TREAEEEE 0 BdE B 3 (BURHLRGZRR .
RGN AR EADE Hx, BN EEERE
TRFF— L.

iy

parameters.pool

fEIh AR, Ron A At GERRATRAE
AR A (BURBFRRCCRRD .

HUE: KETEZ 1~16, RAeHTEE HEfs
Mg (- . FRIZ (O AR, FREX RN
5, HAGCHR LRSIk, BOME SIS
B & — 2.

oA
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EE:
® pool 5 cachePool Afit s B AN F— 17k
it

® 4Ti[%H4[) pool Fl cachePool It & 55+
—5, EFHIMEE. HFHMNE T S
ff) pool E{ cachePool, AT s 5 )
pool Fl cachePool, Tfi &K H Tk S4l
. N, JEHEFEAE cachePool
pool, #hifEHNENTE | pool MMiA K
& cachePool, 5a LA Fl i &1
pool, I cachePool; k2, #lEHERE
T cachePool, WM|AZilEE; % E pool, X
Fik pool f FHIEAAF I o

parameters.cachePool

AT, RN B GAFAFfti, BE E %

BNZAEHM A (SRR SR -

Bt : KIEERE 1~16, Rfghrfr. Bormi

BEZE () . TRIZR (O HE, FREIX RN

5, HOCCHR TR I k. BRME SRS

(RITC & — 3.

EE:

® pool 5 cachePool A~fE ¥ B NIAI—AN 7t
it

® Y4Ti[E%:(K) pool M cachePool fit & 5%
—8, EHHINEE. HFHMTE T wES
f] pool 5% cachePool, NIASF-IS VR4
pool il cachePool, i &R FTESE
. B, JEEFRKE cachePool Fl
pool, # SLlEHINEFIKE | pool MARK

iy
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H cachePool, e Fl i &1
pool, JC cachePool; K2, #rilEdhikE
| cachePool, N|AZilER % 8 pool, BX
Fil pool A FHELREAF it it o

parameters.

flattenVolumeFromSnapshot

FE T IOT S 5 IR IR o0 R

B -

® "true".

® '"false".

ERIME N "false" s

HR: XEFEMAFERE, "true"=2"false"

iy

parameters.

maxCloneDepth

R TEREGIRIE, id e B B IR,
AN TS = B sh AT k.
BlE . B4, BUEVEEZL0, 151, BUMEN 5.

iy

parameters.

maxSessions

iSCSI target oV 37 1 B K231 50
HUE: %0, BUETEHEIZ[1, 1024], EFIMEAN 1.
HR: G filesystem, HUEHEEN 1.

iy

parameters.

serverNumbers

target FT7E IR #8 20 (IEERERCCHRF)
BHEIEA, BUEN[2, n], n NEREHN RS 235
. RIMEN 2.

iy

parameters.

faultDomains

B MRS i A BAE B o ARYE A7 i it P b
th, B target FTAER S AR IIFIR (UERBEIRE
), DUMERIE LUN B, LUN SKEC target fIL
S MR S5 25 R ik R PTE IR S5 35 . 91 A0 A2 6k
2y rack e, HAhFhER R rackl . rack2.
rack3. rack4 1[5 £, H faultDomains $55E
rackl. rack2, A4 G0% LUN K, LUN KR
target )56 A rack1. rack2 FITEL & L7 ik it (9 AR
F 2R PR TR RS

iy

150




e e

KRG

State Cloud

QS

HE:

® (AU NI path LRI, ANRERE Z
ZH.

® IR LUNBSE 1 iy id G2 A7 it MR 28 A7 At
PN 2= e b Svi s D=V 71 IS
LUN H85E T & Artifi, T IR 247 it it
HE T AR .

WA : DA S 2a i, 55 s g mr bA 2

room. rack. server. A PAFETEZATI AL, (HZET

M ECE N T % T serverNumbers.  SCRF— AN

REIMZ R, ABRE K A REE—4> server, JFH.

R server NRESATIIEE . AR — A5 S

PR 2 T B0 RN A server #H I

B, W RGBT A, MJE IS b gk sk

WPk,

parameters.chapEnable e CHAP GE, HUH: &
® '"true"
® '"false".
BRIME v " false"
HR: XETFEMATFRH, Bl true"5{"false".
parameters.chapUser CHAP WIERIFH 44 o an R B & S esi-secret- o

decrypt.yaml H1f] decryptFlag N true, 5 Z2%
CHAP IEIH 7 4 /8 H DecryptData Bt B 1) %5 4
%1347 AES (ECP. paddinges7) %%, WG
45 AT Base64 Sif, HARTE WEREMFEHEN.
MEFRUE: FREN, KEWER 3~64, R
REEHRE. HUE. AIRIC. ) FIREZR(-). TRIZ
(_) B9CHAM, FRXHRANG, HASH
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parameters.chapPassword CHAP IERI RS . i S A B S csi-secret- i
decrypt.yaml H[f] decryptFlag A true, 2%}
CHAP AE ()% %18 ] DecryptData Bt & 125 5 %t
47 AES (ECP. paddinges7) WN%%, %55 )45
RBEAT Baseod fit, HARVE N ERE MBS
IV RTHUE: Frrehieal, KEEJEHEZ 12~16,
WAE S KT R NEFRE B, TRIZO)
DR FRE, T REX RN .

parameters.IOPS TR RE AT S S AR IR B ) B R AE i
Hufe: A, BUEYEE Y[-1,999999999], ERIME
H-1o -1 RoRAPRA o

parameters.readIOPS TP e AT SRR R B K AE i
Hufe: B, BUEIEE U[-1, 9999999991, ERIME
HN-1e -1 RoRABRA

parameters.writeIOPS RV RENS AT 5 1R A E B B KA 4
Hufg: #R, BUEIEE V-1, 9999999991, ERIME
HN-1e -1 RoRABRA

parameters.Bps TP AT AL Al = 1) B R B o
Uil . %A, BUETEEIN[-1, 4096000000000], 2k
IMEN-1, FAALRE Blso -1 R,

parameters.readBps B PR o
B BB, BUEYEE N1, 4096000000000], &K
IMEA-1, PR Blso -1 RaRAMRA,

parameters.writeBps g LR o
HfE: 8, BUETEEIN[-1, 4096000000000], R
IMEA-1, PR Blso -1 RoaRAMRA,

parameters.IOPSBurst ff /] Burst DhRERS, TP REBHITERSHAERE | B
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5 K AE

BUAE: AAEZHIOPS KT54T 1I, MIHEN-1
8U(IOPS, 9999999991 1 IE B H 7 nl A= 38. ERIA
fEA-1, R ABR.

parameters.

readIOPSBurst

8] Burst DIRERS, FEFDAEAEHEAT BERAE OB
ICONER

HUE: HA Y readlOPS KT4T LI, thIi &
N-1 Bi(readlOPS, 9999999991 P [ 1F B ¥ ] 4=
o BRAMEN-1, RRAR .

iy

parameters

.writeIOPSBurst

i H] Burst THREIS, FERDREMS HEAT B 1R0E O
IS INIE

BUE: HAE Y writelOPS K T2T 1, IR
B N-1 Bi(writelOPS, 9999999991 A [ 1E &4 5 v
e BRIMEN-1, RRABRE.

iy

parameters.

BpsBurst

fEH Burst DhREI, FERb AT AL 5 A & oK
fi.

WAE: 4724 Bps KT 1IN, BEIUXE A-1
B(Bps, 4096000000000 A (1) IEREKCH rT A= 5%, BR
WA -1, BALIE Bls. -1 R AR,

iy

parameters.

readBpsBurst

18 Burst THAERF, 7% LFR .

BUE: HA M readBps KT T 10, LN E
N-1 B(readBps, 4096000000000] P F] 1 H& %5 7 v]
AR, BRIMEA-1, AL Blse -1 RaaA R

iy

parameters

.writeBpsBurst

i Burst DhfeR, Harw IR,

BUE: HA 2 writeBps K T4 1, TR E
-1 B (writeBps, 4096000000000] P ft 1F 5 %5 5 mJ
A BRIMEN-1, FATRE Blso -1 RoRAPRA.

oA

parameters.

IOPSBurstSecs

{67 Burst DR, $508 Burst L IR IIRE AT 2

iy
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5B AR P e R L (R 1]

FER: HAE I0PS Burst TS I, AcE A
R

HBUE: 2R, HUETEHEIALL, 9999999991, ERAE
M.

parameters.readIOPSBurstSecs {$ ] Burst DIgERT, %18 Burst LRRAURE J7dtATHE | &
ERAE T AEFFEE RN [A] o
HR: HATE read IOPS Burst Zhag A I, JEAC
BAEN.
B B, BUEVERIN(I, 9999999991, BRME
N1

parameters.writeIOPSBurstSecs £ Burst ZhRERS, %08 Burst ERRIFE/IHITE | &
A BT RERR 2L B TA]
HR: HATE write IOPS Burst Thfg A FIE, IEEC
BEAER
Huft: #R, BUETEE N1, 9999999991, ERIAE
N 1o

parameters.BpsBurstSecs i Burst TURERS, %08 Burst LIR IR ERE IAT | &
REFF L I TR o
VEE: WAL Bps Burst g A I, MHCE A4
o
Huft: #M, BUETEEN[L, 9999999991, BRIAE
N1

parameters.readBpsBurstSecs i Burst THRERS, %08 Burst LIRS ERES | &

FIT RE R 22 B[] o

HER: HATE read Bps Burst DhfgJo FHi, SEACE
A A

BUE: BAL, BUETEEIAML, 9999999991, ERAE
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parameters.writeBpsBurstSecs fFH Burst ZhRERS, %18 Burst LRI SMERS | &

JIr BEARFEE () INFA]
HER: HATE write Bps Burst ThRE 8 IR, ML

BAEL.
WE: B, BUETEREN(L, 9999999991, BRIME
M1,
2. QT RE G HRC B O .
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-snapshot
# Set to the actual namespace
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: csi-stor-sc-local
dataSource:
kind: VolumeSnapshot
name: csi-dynamic-snapshot
apiGroup: snapshot.storage.k8s.io
RREENRE S
SH iR o)
PhIE
metadata.name LRGN AR v
metadata.namespace i 44 25 ] =
HU{H: HBlock CSI %3¢ W] 452 i) Kubernetes i
A=Y 1
spec.resource.request.storage FEEN R E. &
B BHOLA, KT8 T ORI R E &
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spec.storageClassName 0 B 4 1) storageClass. i
PeBH: A CUfd AR storageClass, W1 A
JE 451 storageClass, BJ AAHS L7 B o

spec.dataSource.kind BRR R, BUE N VolumeSnapshot, Kis | /&
I — U

spec.dataSource.name CSI HH R IR A K &

spec.dataSource.apiGroup Fe e BURVRIY) APT 4, HUE 2 v
snapshot.storage.k8s.10.

3. N HACE A

kubectl apply -f StorageClass.yaml

kubectl apply -f clone.yaml

4. BEWES.

kubectl describe pvc clonename [ -n namespace ]

156



= e

X8R AR T

State Cloud

7.1.2 <41

N 375t CSIFRRIE 2 FR N csi-dynamic-snapshot-block-1, 7E CSI FHAIZE % &4 333 GiB K
7. l%74 clone-pve-from-snapshot6.
1. G FEER StorageClass it B S AF csi-stor-sc-clone6.yaml.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-clone6
provisioner: stor.csi.k8s.io
parameters:
clusterID: "clusteri”
flattenVolumeFromSnapshot: "false"
maxCloneDepth: "8"
maxSessions: "1"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

2. Qg FEE R BCE SO clone-pve-from-snapshot6.yaml.

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-snapshot6é
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 333Gi
storageClassName: csi-stor-sc-clone6
dataSource:
kind: VolumeSnapshot
name: csi-dynamic-snapshot-block-1

apiGroup: snapshot.storage.k8s.io

3. NHACE S

[root@k8s-master stor-examp]# kubectl apply -f csi-stor-sc-clone6.yaml

storageclass.storage.k8s.io/csi-stor-sc-clone6 created
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[root@k8s-master stor-examp]# kubectl apply -f clone-pvc-from-snapshot6.yaml
persistentvolumeclaim/clone-pvc-from-snapshoté created

4. BEWES.

[root@k8s-master stor-examp]# kubectl describe pvc clone-pvc-from-snapshot6
Name: clone-pvc-from-snapshot6
Namespace: default

StorageClass: csi-stor-sc-clone6

Status: Bound

Volume: pvc-ec79e26c¢-eab9-4afe-a772-alcl15bbo5370
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner: stor.csi.k8s.io
Finalizers: [kubernetes.io/pvc-protection]
Capacity: 333Gi
Access Modes: RWO
VolumeMode: Filesystem
DataSource:

APIGroup: snapshot.storage.k8s.io

Kind: VolumeSnapshot

Name: csi-dynamic-snapshot-block-1
Used By: <none>
Events:

Type Reason Age From
Message

Normal Provisioning 57s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-acde-4fe7-b8cl-

710e560a39b8 External provisioner is provisioning volume for claim "default/clone-pvc-from-snapshot6"

Normal ExternalProvisioning 57s (x2 over 57s) persistentvolume-controller
waiting for a volume to be created, either by external provisioner "stor.csi.k8s.io" or manually created by system administrator

Normal  ProvisioningSucceeded 57s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-acde-4fe7-b8cl-

710e560a39b8 Successfully provisioned volume pvc-ec79e26c-eab9-4afe-a772-alcl5bb@5370

158




e AR T

State Cloud

7.2 @it PVC Bl HES
7.2.1 83T PVC Bl = pEE

B R %
® CSIH A7 HBlock #H55H) PVC, HX}M ) HBlock %54 Local #X
® TEHATILIRAEZ AT, WHHRES (PVC) MIFTAEEE R AN, RIS Ok o i
HH, FTHEEI NSRS AR DS F. 3RS
B U052 block B FE% S ER AT sync fT .
B RS2 filesystem B WERK P i RKF sync -f (ATLUEE sync --help iy
SEERGXRD , R WHAT sync -f 14 TMER AT sync 2.
A LA DT AP R i e P A
61 77 B 45 1) StorageClass it B 0 fF (38D
Y R T SEAE LN StorageClass A4 StorageClass #A71E, {EEHUE A,
T LA 7L %% StorageClass H (KB A TE «

apiVersion: storage.k8s.io/v1

kind: StorageClass

metadata:
name: csi-stor-sc-local

provisioner: stor.csi.k8s.io

parameters:
clusterID: clusterID
storageMode: Local
sectorSize: sectorSize
localStorageClass: LlocalStorageClass
minReplica: minReplica
redundancyOverlap: redundancyOverlap
ECfragmentSize: ECfragmentSize
highAvailability: highAvailability
writePolicy: writePolicy
isMultipath: isMultipath
pool: pool
cachePool: cachePool

flattenVolumeFromSnapshot: "false"

maxCloneDepth: maxCloneDepth
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maxSessions: maxSessions
serverNumbers: serverNumbers
faultDomains: faultDomains
chapEnable: "false"
chapUser: username
chapPassword: password
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

7B StorageClass Bt B XXHSH:

ZH R o)
WIE
metadata.name StorageClass 44 5 &
provisioner HBlock CSI 3¥z % 5. &
HU{E: HBlock CSI %23 (1IR3 44 7K o
parameters.clusterID csi-configMap.yaml it & ) HBlock FJFRIH. 7 | &
FEHJEEN clusterID fREF—2,
parameters.storageMode LR AL o
IE: Local. BRINSUEAEIRIF—FL.
parameters.sectorSize I RN WRIER S RS V0 BIERI RN | &
FAALE 2 B X RN
BUE: "512". "4096", A7 bytes. BRIME AIE
B X KN
parameters.localStorageClass AHAAE TR AR BRI E IS4 &

HEE: mRKE T wEER minReplica B¢
redundancyOverlap, WAZFEE 5 € 1%ZS4.
HUE -

® single-copy: FREIA,

® 2-copy: WHEIA;

® 3-copy: —HIA;
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® ECN+M: AMWSHEA. Hd N MOYIE%E
¥, N>M, H N+M<=128. F¥ 55 E|
AN AN B, AR M AR HE -
ERME AR B TU R

parameters.minReplica

RNEIAEL (EEBERGCR .

T REIARBXE, BERIALY X, &/l

AERNY (Y RA<X) , ZEFREAN, &

DY R EHE BN, ARG N

T EC N+M B HE, BszEa /D EIASE

Y CLZRUH & NSYSN+MD 2005 2 A 2

SN Y BRI B N, AN AR

BN

ER: AR EZSH, WG E wES T

localStorageClass.

HWE: 5.

® UIREATEEEN
localStorageClass: ERIME NI I 5/
Bl

® UIRIEE / wEHEN localStorageClass:
XFREIAG, BUETEEZ[L, N], N OFE|AH
AERRIAL, BIMEAN 1 AT ECHE, I
{EVEEZN, N+M], BRIMEA N.

iy

parameters.redundancyOverlap

G ERIAR (ERRRCR) « ARERTIR
RN, [F R EdE AR B 20 BRI A A
AN R, SRR, Fe VAR YE G
JUARITBIEN, R 2 HdE B A TR [R]— A s
b, AHZ M ATEA R path L.

ER: WORAFAE RO Y path, BEZECA

i
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AR IRAREZSH, WA AR E T B

localStorageClass.

BUE: B

® NIRKHIREWEEN
localStorageClass: ERIMEAIRERITE
Ell 1 @

® NN IEE T M localStorageClass:
X EIAAR, BUETEEGR, BIAE]: XT
EC 4, HUEVERZ[, N+M]. BRIMEN 1.

parameters.ECfragmentSize MRS RE o B KN BT AU BEC B &
i, SR E AR, IR,
HUE: 1. 2. 4. 8. 164 32, 64, 128, 256,
512, 1024. 2048. 4096, i KiB. ERIAMEN
PG I A AR RN
parameters.highAvailability ek g AR R KELRS . |6
HUH -
® ActiveStandby: JAZh 14, %A LBENT R
target N HIFTH IQN.
® Disabled: ZEMI AT AR, 1% RIBOT R
target T [1J—> IQN,
ERUME U5 1) = m] AL
parameters.writePolicy B ) 5 N %
HUH -

® WriteBack: [FI'5, HIHRE NBINAF)E, o
ZNR R4 P 0 5 BT, 2 )G P D 1 N
Hho EH T PERRER B, FE TEE SR
=I5t

® WriteThrough: &5, RIEIRE RN 5 A AN
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WiAE, IHEMALHECS )R, FRR B b
TR S TR E R EORE R, BEREE
KA, H RS N HIEHE 2B PR BT
W5t

® WriteAround: %25, RIES ANHLAL)E RIVEE
JEAARLNAE, BN R )G, SLZR [EE
JUm S ). & AR E M R, PR
EORANE, HEZEM5.

ERIME NS 1) 5 0 .

parameters.isMultipath F& 754 F Multipath. %Mt

HUE -

® '"true"

® '"false".

ERINE A "true”

TR

o XHFBEMAFITH, Rl"true"5"false".

® iR HBlock ZEHFRRAE M 1) HBlock &A1 3
&, R highAvailability A
Disabled, ItALTE 2% E N false", HNIF
8 pod JH 5 RIK

W52 HBlock FEALAR, BLAL TR 2 B N "false".

parameters.path TR B AR B H s (BCRBLSCR)
IR GN AR EADE Hx, BN EHEERE
TRFF— L.

oA

parameters.pool AR, R BARIE, GEIR R AL
AR N (RGO .

BE: KEGHEZ 1~16, REEd7at. A
M (5 . FRIZR (O Ak, FREIX KN

i
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5, HOCCHR TR T IR L. BRME S5RE

(RTC B — 3.

HE:

® pool 5 cachePool ARERE AR —M17ik
i

® 4Ti[%H4[) pool Fl cachePool It & 55+
—5, EHFHIMEE. HFHIME T S
[l pool 5% cachePool, NIASFR-ISH VGG H
pool il cachePool, TR TS E
. #lin, JEHEFEAE cachePool
pool, #FLIEHINEFIKE | pool MiAik
# cachePool, 5e F&E s i & 1Y
pool, J cachePool; k2, # LR E
T cachePool, WMAZilEE; % E pool, X
Fik pool i FH I ATl o

parameters.cachePool

FAEIBAARR, RonmiE A A7, BRI E %

BNGAEI P (EERERCCRR -

BUE: KEUERE 1~16, HAghT 0 i

BEZE () . TRIZR (O HE, FREIX RN

5, HOCCHR TR T I L. BRME SRS

fc B — 2.

HE:

® pool 5 cachePool ANRER B N F—/AN 7%
b

® Yii[%%4%M¢) pool l cachePool Fit & 5k %:
—H, ERGINEE. HRMEE T wES
ff] pool T% cachePool, AN FRIS VG4 1

pool il cachePool, i &R FTRESE

iy
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. BN, JEFHFENE cachePool Al
pool, # ilEHBINEHE I pool MAK
H cachePool, e Fl ik &1
pool, J cachePool; k2, #fEHRE
T cachePool, WMAZilER; % & pool, X
Fik pool f# FHIEAAF I o

parameters.flattenVolumeFromSnapshot B W e G SRR ) ¢ REE 5
HUH -
® "true'",
® 'false".
ERINE A " false".
HE: XEFEMATRH, Bl true" =2 "false" .
parameters.maxCloneDepth BRNTEEGRE, B RE RS RRER, B |5
B ) e [ 2 3 ST T8
WE: B4, BUETEHEZ, 15], BRIMEA 5.
parameters.maxSessions iSCSI target oV 7 () K2 163 4
HUE: B4, BUETEELZ(L, 1024], BRIMEN 1.
EE: BN filesystem, BUEHRAEN 1,
parameters.serverNumbers target T E IR S5 280 (SUEERFIRCCH) - o
BHPOLA, BUEN2, n], n AERENIRST 2514
. BRMEN 2.
parameters.faultDomains LIRS b AL BAS D o AR A7 A 1 il o

fh, GIE target FTIENR S5 2R M0FIR (USRI SC
), DMEAIZE LUN K, LUN SCBEA target £
S MR S5 25 R IR R PTE IR S5 35 . 9 A0 A2 6k
2y rack e, HAh BB R rackl . rack2.
rack3+ rack4 5, H faultDomains & &
rackl. rack2, HS4G%E LUN K, LUN KL
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QS

target 5 56 M rackl. rack2 FTAL & R AE fik itk (1 AR

559552 BT R

HE:

® TifEH LIRS path I, AR EZ
ZH

® IR LUNFEIE [ =i 2 A7 A fpe 2 A7 it
VU DAt R G A bt P BT R SR . R
LUN HA65E T & At R A A7 ikt
R AR

B : DA sip i, 1 s gl vy LA 3|

room. rack. server. AJLAFEIEZ AT, (HZTT

ML N T2 T serverNumbers.  SCHE— N

RIRINZ R, AR R AR A BRIk —A server, JFH

MR server MNRES AT E S . W —N 11 st

LI IECS 2 3801 RN 145 server #H %

B, MRS 2NN S, AT S 4k 4

W

parameters.chapEnable

JEAE ] CHAP AIE, BUH:

® '"true"

® '"false".

BRE N " false" .

HE: XEFEMATRH, B'true"8{ "false".

iy

parameters.chapUser

CHAP WIEMHH P 4 . a0 RIECE U csi-secret-
decrypt.yaml H' ] decryptFlag N true, 7554}
CHAP AIEFIH ' 44 5 DecryptData it & (1) %5 4H
%1347 AES (ECP. paddinges7) %%, hn#jEH
45 AT Base64 Sif, HARTE WEREMFEHEN.
MEFRUE: FRER, KEGER 3~64, R

i
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QS

RerhebE, . (). FERRC- ). FRIZ
(U BEOEM, FRERAKNE, FH
A BT 2k

parameters.chapPassword

CHAP WIEME S . a1 AL E SO csi-secret-
decrypt.yaml # [f] decryptFlag N true, 2%}
CHAP W\ IE 255548 H] DecryptData it B (1) 2 g%}
47 AES (ECP. paddinges7) WN%%, %55 )45
RHAT Base64 Hif, HAATENEEEMBEER.
MERTBUE: PR e, KESEREZ 12~16,
VARG KE 7B NEFEE B TRIZLO
DR FRE, FREIX S RNG

oA

parameters.

IOPS

REFD BENE 13T 3 B BB U S K AE .
. A8, BUEJEHEIA-1, 999999999], ERIAMH
H-1o -1 FoRAPRE

iy

parameters.

readIOPS

TR AT LR AR U R R AE
Hufe: B, BUETEEDA-1, 9999999991, BRME
HN-1o -1 RIRARA

iy

parameters

.writeIOPS

R BEME AT B A IR B B R AE
g . B8, BUEVEEIAN[-1,999999999], ERIAH
HN-1. -1 RRARH] .

iy

parameters.

Bps

RV AT AL S B B I B R A
BUE: A, BUEYEE A1, 4096000000000], 2K
INMEAN-1, FAALE Blse -1 R AR,

iy

parameters.

readBps

e o IR o
HU(g . A, EUEYEEA[-1, 4096000000000], 2k
IMEN-1, BAE Bls. -1 ARSI,

oA

parameters

.writeBps

5w FIR .
HE: R, BUEVEREN[-1, 4096000000000], Bk

oA
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QS

WIEN-1, BALE Blso -1 Ron AR

parameters.

IOPSBurst

{81 F Burst ZhRE, AP REWHEIT 50 S B AEIE
5 K AE

BUE: RA210PS KT5T 10, thIiE A-1
F(IOPS, 99999999914 H IE R nl A= 30. ERIA
fEA-1, R ABR.

oA

parameters.

readIOPSBurst

fEH] Burst THREIS, FERP RN HEAT SRAE BT
R KAH -

WE: A readlOPS K T4 T 1 I, IhIii &
-1 8 (readlOPS, 9999999991 1] 1E #& 5 7 vl A=
Mo BRIMEN-1, FRARRE.

iy

parameters.

writeIOPSBurst

{81 F Burst ZhRERS, SEADREGE AT B HRAE RBUW
ITONIR

BUE: A2 writelOPS KT 1, IR
B N-1 Bi(writelOPS, 9999999991 A [ 1E &5 5 v
AR BRINMEN-1, FRAIRE.

iy

parameters.

BpsBurst

fEH Burst DhREI, FERb AT AL 5 A & oK
fi.

BUE: HA % Bps KT4T 1R, LT E -1
B(Bps, 4096000000000 A (1) IEREKCH rT A= 5%, BR
WA A-1, BALIE Bls. -1 R BRI,

iy

parameters.

readBpsBurst

18 Burst THAERF, 247 %8 LFR .

BUE: 72 readBps K148 LI, BEIRE
N-1 Bi(readBps, 4096000000000] P [ 1E B4 7 A
R BRMEN-1, BALRE Blso -1 RRAPR.

iy

parameters.

writeBpsBurst

i F Burst ZHRERT, a5 LR
BUE: HAY writeBps KT5T 18, Itk E
N-1 B (writeBps, 4096000000000] P [ 1IE 24 5 n]

oA
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QS

ERG BRIMEDN-1, AR Blse -1 R AR

parameters.IOPSBurstSecs ff1 ] Burst ThRERS, 4418 Burst FIRMVREEATEE | 5
B4R BT RE R LI TH]
VER: HATE IOPS Burst Thfg /s AR, UGECE A
A2
HUE: #AY, HUEYEE AL, 9999999991, ERIAME
Nl

parameters.readIOPSBurstSecs {# H] Burst DRERS, %08 Burst FPR YR8 AT | &5
R AE BT RERREE 1IN [A]
EE: HHTE read IOPS Burst ZhfigJi IS, IHAD
BAEN.
B B, BUEVERIN(I, 9999999991, BRME
Nl

parameters.writeIOPSBurstSecs 1§ Burst DIRERS, #%M8 Burst FIRIRE HiHATE | &
A BT RERR 2L BN TA]
HR: HATE write IOPS Burst DhAE A AN, JEAC
BEAER
g B, HUETEEIN[L, 9999999991, ERAE
N 1o

parameters.BpsBurstSecs i Burst THRERS, %M Burst LRI ERE P | &
REFF L I TR o
HE: A A1E Bps Burst Difg 5 I, ILECE A A
R
HE: B, BUEYEE AL, 9999999991, ERIME
N1

parameters.readBpsBurstSecs i Burst THRERS, %08 Burst LIRS ERES | &

It Be $57 4L H s (]
HRE: HATE read Bps Burst ZhRE 5 H I, MEECE

169




e e

KRG

State Cloud

QS

AR
HUfE: #8Y, BUEYEEN[1, 9999999991, ERAE
H 1.

parameters.writeBpsBurstSecs

18 Burst THAERS, %18 Burst [R5 ERES
FIT RERE SR (RN [A] o

HER: HALE write Bps Burst THAEE A, JHHAC
B

HUE: 2R, HUETEHEIALL, 9999999991, ERAME
M.

oA

2. BT ARG E A

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-pvc-block
# Set to the actual namespace
namespace: default
spec:
accessModes:
- ReadWriteOnce
volumeMode: Block
resources:
requests:

storage: 1Gi

dataSource:

kind: PersistentVolumeClaim

name: csi-pvc-local-block

# If there is a conflict with other StorageClass, you can change it to another name

storageClassName: csi-stor-sc-local-dynamic-block

wESNEE XA
ZH iR i
PAE
metadata.name TG IR &
metadata.namespace i 44 25 ] =
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HUH: HBlock CSI %34 W) 4 32 f) Kubernetes i
EAGIEIEY

spec.resource.request.storage TEG NG RE. &
BUE: BHOEA, KT8 T PR B Y5 25
=, P Gio

spec.storageClassName i BE 4 1] storageClass 7
PeB: wJ LA HYRGH storageClass, 0 84 H
JRA& 1) storageClass, T LA &I 7L

spec.dataSource.kind B, BE AN &
PersistentVolumeClaim, FR/REHEIEZE —4
%o

spec.dataSource.name CSI # PVC W& FK &

3. NHECE S

kubectl apply -f StorageClass.yaml

kubectl apply -f clone.yaml

4. BEWES.

kubectl describe pvc clonename [ -n namespace ]
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7.2.2 <41

QS

N5 CSIH PVC A csi-pve-local2, 7E CSIH I &N 300 GiB [ 7L f%+4 clone-pve-

from-pvc6.

1. Qe fE& N StorageClass Bt B A+ csi-stor-sc-clone6.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-clone6
provisioner: stor.csi.k8s.io
parameters:
clusterID: "clusteri”
flattenVolumeFromSnapshot: "false"
maxCloneDepth: "8"
maxSessions: "1"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

2. Qg FEE RN E ST clone-pve-from-pve6.yaml.

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-pvcé
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 300Gi
storageClassName: csi-stor-sc-clone6
dataSource:
kind: PersistentVolumeClaim

name: csi-pvc-local2

3. NHECE A

[root@k8s-master stor-examp]# kubectl apply -f csi-stor-sc-clone6.yaml
storageclass.storage.k8s.io/csi-stor-sc-clone6 created

[root@k8s-master stor-examp]# kubectl apply -f clone-pvc-from-pvcé6.yaml

persistentvolumeclaim/clone-pvc-from-pvcé created
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4. BEWES.

[root@k8s-master stor-examp]# kubectl describe pvc clone-pvc-from-pvcé
Name: clone-pvc-from-pvcé
Namespace: default

StorageClass: csi-stor-sc-clone6

Status: Bound

Volume: pvc-6e7bfe39-437f-47f3-a976-9c9495d0577a
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner: stor.csi.k8s.io
Finalizers: [kubernetes.io/pvc-protection]
Capacity: 300Gi
Access Modes: RWO
VolumeMode: Filesystem
DataSource:
Kind: PersistentVolumeClaim
Name: csi-pvc-local2

Used By: <none>

Events:

Type Reason Age From
Message

Normal Provisioning 119s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-ac4e-4fe7-b8cl-

710e560a39b8 External provisioner is provisioning volume for claim "default/clone-pvc-from-pvc6"

Normal ExternalProvisioning 116s (x2 over 119s) persistentvolume-controller
waiting for a volume to be created, either by external provisioner "stor.csi.k8s.io" or manually created by system administrator

Normal ProvisioningSucceeded 116s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-ac4e-4fe7-b8cl-

710e560a39b8 Successfully provisioned volume pvc-6e7bfe39-437f-47f3-a976-9c9495d0577a
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8 & Dl [o] @

Q:
A:

Q:
A:

fEIE Pod If, HIF iSCSI driver 7]l tH Il 4 FailedMount, W1 AL ?

A EE LT AN A

515 BN MountVolume.Setup failed for volume “xxxx”: Kubernetes.io/csi:
mounter.SetupAt failed: rpc error: code = Internal desc = iscsiadm error: iscsiadm: Could not
login to [iface: default, target: xxxx, portal: 192.168.0.1,3260].iscsiadm: initiator repoeted error
(12 - iSCSI driver not found. Please make sure it is loaded, and retry the operation)iscsiadm:
Could not login to all portalsLogging in to [iface: default, target: xxxx, portal: 192.168.0.1,3260]
(multiple) (exit status 12)

H I R 1 LR 2 Kubernetes Y node 15 45 B %23 T iscsi-initiator-utils. CSI #fiff4H
FHE iscsi-initiator-utils, FT4£# HBlock H4%, node 7 mi LR EHEE 2d, W%l
5 BLEIER node 15 5 _E K iscsi-initiator-utils. FEIEIE 2 J5 EH T A

#4515 BN MountVolume.Setup failed for volume “xxxx”: rpc error: code = Internal desc =
exit status 1

H IS 1] B Ji Rl node K T Multipath 77 UK %42 1) HBlock S2 7 H 9 />
target, {HJE node 17 sl Z B % deidt MPIO, [A b 75 EL#1 2715 & L MPIO (U1 device-

mapper-multipath device-mapper-multipath-libs) . I EIE < J5 55 15 M.

HBlock SR, ISR PV 75T, G HKA) LUN XM 2/ target IQN?
ZNA PV XN HRARYE 7 K AE HBlock a1 LUN K35, fEERHAT, mARE

7 highAvailability: "ActiveStandby", LUN J<EEX N target | (T4 IQN, 115
highAvailability ¥ & v Disabled, LUN JeE5t M target R H)—4> IQN.

Q:

XF T HBlock SERE, I ZNA PV BiE B4 PVC BIE GRS, GG, HEAHHEL

W, FTREFEAT A SRR E
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A RO AN B0 N T /MR A S . T HBlock SRR, MU IRANEOK T 55 TG e/l
AEL BHEAREE NI

® %Gt HBlock I s5im 2. GHEME, TILEEEIE.

® L, IHAR ) 5 HBlock Hi 1 2 BEAR UL -

AR HERR LA _EJR RIS AR R, IR R S TAEA R

Q: XTT HBlock SERER = o] AR 045, 7F HBlock ¥ fTiLF% iSCSI target J5, CSI %A 16
A iSCSUERE R F I ERE, nIRen KA ?

A: T]HEH T Kubernetes 83 HBlock CSI iR ALK FE K, 1ZI)AE T £ Kubernetes ht A 7E
1.23 X LL Lk, H HBlock CSIFRATLE 1.3.0 LA E.
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9.1 RiBHHRE

9.1.1 Pod
Pod #& Kubernetes H1 6 @ ME B i/ N T, 22— PDEENESNIAE, Pod HHIA BRI
A28 B, DL ISAT 2 AR RENE -

9.1.2 Volume

Volume /& Pod P EAEAE YR, AEdn AN Pod AHIF], S5&RZRTCK, BIE Pod A7
{Z1bEE #EH, Volume WAL R . (HUIR Pod 415, A4 Volume B4 iy i Mt & 45
W

9.1.3 Persistent Volume (PV)

Volume F1 I EHE TIERFALRE , AR SRS RS TR, HILFHEZ Persistent Volume.
PV j& Kubernetes 1 AAAE RIS, & —FhILE 4%, B RIAE & AT Pod 56, 41ARAE
Kubernetes TIZT AR RS:, ELan$#i %2 MySQL, MongoDB 5% t1/i]{4: Redis, RabbitMQ
2, A FHEEMH PV, XFER# Pod 21 tHAR&F I H

Pod Pod

Volume — )

Volume Persistent Volume
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9.1.4 Persistent Volume Claim (PVC)

Persistent Volume Claim /& PV {7 B, 7F Kubernetes ', FELEfH PV {ENTEMERS, 75 E4E
BB PR TR L PV, (A EARIE. 1 PVC AT LK Pod F1 PV fi##S, B Pod AN E 31
M PV, T2 PVCRAEM PV, XHE, LTl PV, REIET StorageClass LA fifi
U E L IF, Kubernetes i iR TR, ShAQIE PV, XM AN

9.1.5 StorageClass
StorageClass H T A A FIE 2R AL . i@t PVC 3ha5 64 HBlock FIGH, 7 2AE
StorageClass H AL B 617 HBlock &4, WHILREA. BHX KD BRIEEER

9.1.6 Container Storage Interface (CSI)

Container Storage Interface (CSD & FHAFMEHEEI, B 7ESLIA SRR FIAE St e 2 [A] ()
TR, B CSI, A dedntlFas ne el AR E TR IR AR IR SS . AR LRt mT Ly
FRAT 7S 25 dm A A A0 IR 55

9.1.7 DaemonSet

DaemonSet fi fRIEREP I (BB 9503847 —A Pod BIA, 475 RUMAZISERERS, Pod #l
BB INET S e ST SNERE R BRI, Pod BUAES KR . HBlock CSI 4% H 1) /2
DaemonSet KM [] Pod #4285, STERE T AL G

9.1.8 StatefulSet

StatefulSet /& A IRESARS B Pod #5H1#5 . StatefulSet T8 ¥ —41 Pod HIEEF AP fE, | LIFR
ik Pod A 7 A sl Al e 1H 45

9.1.9 namespace
7t Kubernete H, namespace (74 20D A& —Fp A T X B T AL R FBRE ALE] . &
B— 1B X, ¥ Kubernetes HHFE K70 N2 A MBAUEERE, 5 namespace #8H H R IE
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XITR, W1 Pods PVC 5. IXEETTYENT RAES H I namespace H2 L1, AHIR 44 PR 1) Z AT
PIAFAE T A ) namespace H T A2 A PR

9.1.10 VolumeSnapshot
7f Kubernetes 1, #RIE (VolumeSnapshot) FI/RFEME R G5 —NRIR,

9.1.11 VolumeSnapshotContent

7f Kubernetes H', & HE I REEH PR E RGP, EIMLT PersistentVolume & £EHE
HH R — AN B

9.1.12 VolumeSnapshotClass

7f Kubernetes #', VolumeSnapshotClass 7 ¥R f5 %€ J& T VolumeSnapshot A A JE P . IX &L
JENE T B R[] — 17626 b AN [R] P ET

9.1.13 H[&

T BERE N ILA Kubernetes & R il i, €W LMBAL AR MES —FERAEH] . ME—HIIX
PAETEER, AREE A K7 2%, &b B g — M€ G RIRE i E 6.
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