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HBlock 72 H' [H FLE R E = B EW RGBS R 48 (Storage Resource Reutilization
System, fAi#k SRRS) , R—KBREMAMMERIEN A, LI T 2P ST A7,
W08 FH R 55 2% % FL 7 B DR BB A R DR el v T PR PR R SRS, S b vBE iSCST PSR it
SARIAAE RS, HRGAMIRS & (AR RS 3D A, SCI RIENELFH .
I, 7= A R 0 A B A e A S s A IE B RE 70, TE1R IT 2871 2k g phik,  Bh
JIARNV P B AR G N 2 5

Kubernetes /& — MR A R ERE RS, ATLUSLIARERIN BEEE. BaY 4%
AeyrETRe . lid Kubernetes 1 DA E N, Poly RS, Jogex B v S H DIde,
TR, AHE A IR

AV AEAE ] Kubernetes #5& 2845, 0% & 28 HRFAMAE . FFAE (Persistent Volume)
RIS T Pod MIAEE R, ERIEMANYS Pod %, fEAMY Mg ALE, T
FARBLATH B S Pod (A, SEBL T UH SR BHE A0 BRI AR . Kubernetes CSI i
T LA RS SR Bt AL A BE 1. Kubernetes £ 7 A AT 554 i HE3 A B AT,
P R ISATTE Pod P IECHE PS5 R« 538 A I B R BURDIRS B AR T, R
BTttt SRR RS, B R B B S S R AR AR
Kubernetes i#id PV, PVC. Storageclass #&ft T —Fhas K 1= T4 - i A2 6 A L], B 5
N T B 24174#32 11 Container Storage Interface (CSI) HL#, FH-T-7E Kubernetes M40t R
Gi 2 RS —EhMIE A TR 1, 813 DR DO R SRR AR IR 55 . AEfldR it R
T BT bR AT AR AR RS2 B, SRR A Kubernetes (¥ AE A7 HLE 28 25 S (1 A7
fiti %5 . HBlock Container Storage Interface(CST)fif4 /& —Fh 54 CSI M IE I IRENFEF -
HBlock CSI #fiff 5 Kubernetes 8/, 7 LLA Kubernetes $EftmPERE. MY . T HFIFFA
A7 fi . HBlock CSI i H4EM U0~ EIFTR
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1. HBlock CST #i {221 I
HBlock CSI#fif4iz477E CSI Pod H1, CSI Pod J@id WA BLRF A G 1A a L, B dd B
MR HEEFIEN R AL S A . B FEAGTE HBlock A7 SEREH % B —4 iSCSI LUN. 4
Kubernetes H1 ] Pod 75 Z{# %G 0, Hilid iSCSI PrisE Pod FT7E MWL i - HE3 1%
LUN, Pod {8 LUN Xf B d B 75 .
HBlock CSI#difh B A LLTRR A
® FuEMEs: HBlock CSHE I A A TH 5 B 56 A RS, SEIL T BHUE MBS 25 . HBlock
CSHEfFLAZ B 7 i, A RIE T8 T AR e .
® AV X T RE A B fEHBlock CSHEMF T I BURE S, SCRHMERME AR E, 7=
S ORUEF P HE 224, Aot S s S E R E L.
® ieAMETE: HBlock CSHEfF LA ST :UHE , AT #AE RG A RIIRS], wLlig
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ITEZ AR RS L, T BRI i R B AN E 1 DL R A 4
RIGVESR: SCHFFFAPV. Zh8PV. SIAPVCEZ MM 7L, H 7 AR S bR H 75 2
RIGANE . HHAWHE.

BAPV: B ERAEH YAMLSCH B IPY, & TSR, I EASIE BN
NERESYEE75

HAPV: ELENEPVCEIZEMPY, LHFRATEIEPV, HE @ StorageClassl A7 i 5t
Ji5E AT, KubernetesHi < iRIEPVCENABIEEPV. EH THAMERZ, (MG
RYHHE ) (1 37 5% o

FAPVC: T StatefulSet 45 5 [ StorageClass s &5 8 PVC, Kubernetesti
StorageClass 1AL & 115 8., H3hfi &K HBlock CSIHEE @ HBlock % . &M T HE&
QEZ A Pod, ARG

BHa Ry SCRPERIGATORE, SKIL BRI RIE Sy SR . DU IR AER—FFE
I B] PR EIA . TefE 24 v A I Kubernetes & 6 S A A, & T UGAT ] B hn il
—AERAEH], ME— X RECE S, 5 B AR G 4R E s e F I ELA, AN B
A HT 25
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fHIE e

BER %

2.1 SREEK

R E HBlock 3.5.0 BLLA BRRA, VRN 3id #2 2 0L HBlock 7= i 1 - F

2.2 BITHE

M H A
Kubernetes V1.18 Je LA |
docker 19.03 & LA I

ViBH: fF Kubernetes R AZE T T 1.21, H CSIRARE T T 1.3.00F, HNmal HIHERT,

TR Z84%, Jaim target iIEM )G, SCRFHBNEIE,

2.3 ZEIRZH

pod N2 5

HBlock CSI AJ LUE H I A D7 kA7 22 e (IA T B FE) . Al LU HELM J7 =
AT A (HELM FREHERE) -
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3 MFE LA ERERM

3.1 RE

MRIEEAR- T A, HBlock CSI A F ATy S22 e iny,  w] DAARAE 1 Lk £ L b — b7

s

® ZATFABGITN: EHT Kuberetes LM S EAR L M E .

® Docker A FANEBI T EH T 2B .

3.1.1 FIE&H

2R IR AN T -

® P47 kubectl get csidrivers, WHINLFRIZIKENACE; HAFE, NIMHER.

® % HBlock CSIIY, FH{TJF--iscsi-on-host (1.5.1 ZRTMAAZF & BEIZSHD 1
JF%, Bl iscsids multipathd SF43EFE tH 78 FHLE 3, 75 BEEC B 18 ML iscsid A
multipathd .

Bt & 15 LAY iscsid AT multipathd BB R

1. 7£ Kubernetes JT47 1) slave 1 mifd T A1 %% iSCSI LA, JFHHC E /ete/iscsi/iscsid.conf.
a) &M LA iSCSI LA .

® N PAE RS CentOS/RHEL, i %¢3E iscsi-initiator-utils, ZZ3Eay2U0 R :

yum -y install iscsi-initiator-utils

R 2223 iSCSI initiator 6.2.0-874-10 5L LA b fRAS .
® INHH/E RS /& Ubuntu/Debian, 232U :

apt install open-iscsi

b) 1&/etc/iscsi/iscsid.conf Bt & 4.

#N7F 5 iscsi target T HIIKE, TFENG iscsid.safe_logout K E A No

iscsid.safe_logout = No

c) {EXTE FENLAE ) iSCSIHEFE

systemctl enable iscsid

systemctl restart iscsid
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# Ffiih 1SCSI HEFRIRAS EH

systemctl status iscsid

2. {E Kubernetes T I slave i £ 15 EHLAC & MPIO.
a) ‘%% MPIO.
Y. WO MPIO, KPR,
® XIT CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-libs

® T Ubuntu:

apt install multipath-tools

b) & MPIO.

1) & ffil /usr/share/doc/device-mapper-multipath-X.Y.Z/multipath.conf (I X V.7
5 multipath [FJSEPRIRA S, 6 HRHE L BRI LA K multipath.conf) %]
/etc/multipath.conf.

2) fE/ete/multipath.conf H 3% 0 AL & -

FER: A E M multipath.conf /1, 1R multipath #8435 devices 3 2 HH G #1 [ 2 5L,

multipath F [ S HUE 28 55 devices IS HUE. N 7 IEH 4 HBlock %, 75 ZMIFR

multipath 91 ) 5 T 517 BoAH R ) 24

defaults {
user_friendly names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"

rr_weight priorities
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no_path_retry queue

prio alua

}

Pi8H: user_friendly names AL E N yes, WA[LLE N no. —HEE, NREFE L.
® user_friendly names yes:
ARG RYE/etc/multipath/bindings I E AL MR A DECHA, BN
mpathn (41 mpatha. mpathb &) .
ERINYE alias_prefix "<RiZ>", MM &UIEET RS, Fln. BE
alias_prefix "disk", ZEEEAIIA4Z/dev/mapper/diska.
/dev/mapper/diskb %,
AT BN E, 5 T4k
® user friendly names no: RZSHA WWID (&IRME—ARIRFT) 1EAZRAIE
H I o

¢) /)8 multipathd IR %% .
® T CentOS:

systemctl restart multipathd
systemctl enable multipathd

® | T Ubuntu:

systemctl restart multipath-tools.service

systemctl enable multipath-tools.service
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3.12 RAFAGBHEN

PATLL N 2250 (GE T Kubernetes ZERE W M E A Z I E 5, L 1.6.4 1) X86 WA
D -
1. fF Kubernetes master 1 node _Ffift & 2241,

unzip stor-csi-driver-1.6.4_x64.zip

2. 1F Kubernetes master fll node 5 N ffift451% .

cd stor-csi-driver-1.6.4_x64

docker load < stor-csi-driver.tar

3. f£ Kubernetes master ‘15 SARAT B F HIA, 5 BUdfF 102224
R A TER— Kubernetes H M 143 £ £ HBlock CSI, 7544 deploy 738U [ SO 443k,
HEMWPREZ K,
R O G T IRIEARICH] CRDs, 1WEHAT N4
ViH: FE LR PRIEFE CRDs 3 Kubernetes Snapshot ] vl API.

cd deploy
./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

R AR 2B RBEAH K CRDs, AT T oA %

cd deploy
./deploy.sh --include-snapshot-crd --iscsi-on-host [ --driver-name=driver name ] [ --

driver-namespace=driver_namespace ]

ZH iR

--iscsi-on-host fe H iscsid. multipathd SFH #EFZ HTE EHLE 30, Tk
CSIPOD J53].

--driver-name HBlock CSI 3¢z 44 5.

WE: Frrsta, KEEHEE 1~63, Hagh/hgT
BE By A ROMFERIL (AR, BACGORr Bl B ER
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BFIk. R 2BIEHINELRFS (o) .
ERIME N stor.csik8s.i0.

¥R fEIA]— Kubernetes ££#£+H, HBlock CSI ¥X5l44
PRLZiME—, AREEE .

--driver-namespace HBlock CSI %72 1) Kubernetes iy 4 75 [A] o
Wiy 4 2 0N ERIME default, BESEn] DAAIA
5, HAREOLIH, % %3 %% HBlock CSI, A4
NEFESREANF ) i 44 23 ]

VEE: 90E M Kubernetes iy 4 75 [A] LI LA AFAE

LHESERE, ATELEFILLT pod. HBlock H plugin PL K Sidecar %% 1% 5 8-
BiEH: 1R Kubernetes i 4 ¥ [A]9F default, 75228 FH 4 kubectl get pod -n namespace 2.

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-snapshot-updater-cronjob-1758097800-6hjd9 0/1 Completed © 9m
csi-storplugin-controller-79df7bf49c-jpm7m 4/4 Running (%] 11m
csi-storplugin-node-718qgx 2/2 Running (4] 11m
csi-storplugin-node-m45dm 2/2 Running (%] 11im
snapshot-controller-0 1/1 Running (4] 11m

FEE: CSLEfEBE:

® RICENVSIT, #E iscsid/multipathd BUE X /etc/multipath.conf, XZUH 5 CSI Pod i
BAER.

o CiEWSE, ZEiIbHEHE iscsid/multipathd & 5 /etc/multipath.conf, LAY 451817 -
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3.1.3 Docker AESANFZHER

A REERZ, W UMERAR G %% HBlock CSI#fF, ##47E Kubernetes [ FTA 5 i I
W ANIEE . P A SRl B RS 2R b, BEUE T YAML SCHER) image Ul 9 FA &
BRI, PAT LRI B T e 2

R PER M54 BT MHEMEAE (B 1.6.4 1) X86 A MBI -

1 s

unzip stor-csi-driver-1.6.4_x64.zip

2. AR

cd stor-csi-driver-1.6.4_x64

docker load < stor-csi-driver.tar

3. HEEBBRIANE.

docker tag stor-csi-driver:1.6.4 XXX.XXX.XXX.XXX:port/stor-csi-driver:1.6.4

docker push XXX.XXX.XXX.Xxx:port/stor-csi-driver:1.6.4

Hr, XXX.XXX.XXX.XXX:port ARG HIHE
4. BERG.

cat /etc/docker/daemon.json

5. {22 YAML 88 hr UL
&4 deploy/csi-storplugin-node.yaml S {7 storplugin % image ] value

XXX.XXX.XXX.XXX:port/stor-csi-driver:1.6.4 .

volumeMounts:
- mountPath: /csi
name: socket-dir
- mountPath: /registration
name: registration-dir
- name: storplugin-node
#A OB AL

image: XXX.XXX.XXX.Xxx:port/stor-csi-driver:1.6.4

6. PATHE A
HER: 7L — Kubernetes £R£ 7 2235 2 4 HBlock CSI, 75K deploy 43 ilUAS [Fl ST 443,
HREMPIRZ X

10
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IR O e 7 IRIBAHSCH CRDs, TEHAT T4
ViBH: ORI PRIEA S CRDs 3 £F Kubernetes Snapshot 1] v1 API.

cd deploy
./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

NSRRI BEAE K1) CRDs, 54T F 4144

cd deploy
./deploy.sh --include-snapshot-crd --iscsi-on-host [ --driver-name=driver _name ] [ --

driver-namespace=driver_namespace ]

ZH i34

--iscsi-on-host iscsidv multipathd ~F4#EFE B 1E LS 30, MIE CSI
POD JE3).

--driver-name HBlock CSI 3X5) 4 K

BE: sk, KEGEE 1~63, HEElhNEF

BE, B, A RO REZR AR, AR DL R ak
eIk, 4R, ZIEMPUESS (0

ERINMEL A stor.csi.k8s.i0.

EE: fE[F— Kubernetes #2#£1, HBlock CSI 33} 4

RLIME—, AEEEE.

--driver-namespace HBlock CSI 452 ] Kubernetes 7y 44 %5 8] o

WA 4 2 AN ERAE default, ST LIAE
5, HAREH LI, %325 HBlock CSI, A4
NEETRE AR a4 70

HEE: 9021 Kubernetes iy 44 25 [A] U A LA AFAE

GHESERE, FTPLEFILLT pod. HBlock H plugin PL K Sidecar 25 #% IEH 5 8-
BLBH: Wi Kubernetes iy % 23 (M 9E default, 75Z2f# f 774 kubectl get pod -n namespace £,

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY  STATUS RESTARTS  AGE

11
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csi-snapshot-updater-cronjob-1758159000-tz9bj ©0/1 Completed © 6m38s
csi-storplugin-controller-79df7bf49c-qtvkd 4/4 Running 0 8m
csi-storplugin-node-d2tkb 2/2 Running (%] 8m
csi-storplugin-node-x9w2h 2/2 Running 0 8m
snapshot-controller-0 1/1 Running (%] 8m

HE: CSUEMEBN)E:

® REBEMLSRS, FHE L iscsid/multipathd BUZ M/ete/multipath.conf, 241 H J&§ CSI Pod L
B

® [HiEWS)E, FEikESE iscsid/multipathd Bf& £ /etc/multipath.conf, L2 551217 .

12
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3.2 ENEg

BiBH: 2 Kubernetes & HH#EE 1 £ % HBlock CSI, T7E% H XM LA T, KIkZ Ik
AT EN AR

AR ELEI % HBlock CSI, ZEVUEMIBRPLE, SRJE1EFR sc. statefulset. pod. pve. pv, AT
EIEH

L AT 3 i 2 B bR R DG S

kubectl delete volumesnapshot -n namespace --all
kubectl delete volumesnapshotcontent volumesnapshotcontentname

kubectl delete volumesnapshotclass volumesnapshotclassname

2. ARAPAT FAIa 4 TERR s statefulset. pod. pve. pve X pod. pve. pv, WAZIFZHE
¥ pod > pve > pv PATMIBR AT 2> -
RS sc:

kubectl delete sc scname

MR statefulset:

kubectl delete statefulset statefulsetname --cascade=true

MR pod:

kubectl delete pod podname -n namespace

JHIER pve:

kubectl delete pvc pvcname -n namespace

ﬂﬂ'“z//ﬂé pv:

kubectl delete pv pvname

3. PATEIEA
THHAT T A4

cd deploy
./undeploy.sh [ --iscsi-on-host ] [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

13




e e

N By S 4

State Cloud

U R T EH R IEAHC CRDs, AT T o1 dr 4

cd deploy
./undeploy.sh [ --iscsi-on-host ] --include-snapshot-crd [ --driver-name=driver_name ]

[ --driver-namespace=driver_namespace ]

¥ iR

--iscsi-on-host iscsidv multipathd ~F 43t 18 FEALE 30

U iscsidv multipathd ~F37 #EF22 CSIPOD A3, itk
SHATEIHE ., IS iscsid. multipathd 574" FE H
8 VRSN, SELIE,

--driver-name HBlock CSI BX5/ 44 FK
15 HBlock CSI BX5h 44 FR N stor.csik8s.io, M ZHn]
PIAES, HARLE LA,

--driver-namespace HBlock CSI 4§52 ] Kubernetes iy 44 75 [A] .
R Ay 4 2 AN ERAE default, HSHAT IR
5, HARE LI,

14
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3.3 A5
331 BIEEH

BEFHZ T, BT N
o AR MIHTIHE PV KRG HHERA BHAE, WIRPUTIE, 7FEM O L LT %
B R PV H > Pod Hi8k, A3ZFENA.
B O PV Z A Pod £RE, T IHIRAETHY Pod #ORCA BT B R, BiE AR S E
J& o
® T E /T HBlock AT B target iERSHRME (ARG A CSTMIA PV X3 )
HBlock Il (55451
B 05 Kubernetes AR T 1.21, WEHILRIERR T 1% PV (1) Pod A # 58/ 1 HJH
B Kubernetes FRAN 1.21 X LA L, AEZE,
YO AR T A AT I, TE BRI . A R TR AT A A R AT
TIHERAE, FIREe I ISCSLERTIENTIT, WALER LR, 15 RIRA AT A2

15
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3.3.2 iscsid SFHFH BN EATHAR

AL %07 T

® TIULHTARA AL h S B B - -iscsi-on-host (1.5.1 ZRIRARGER EiZSH0
THR G AW BB Z S

® THRHITHRGRAH K E | Z4--1scsi-on-host.

FRIPER:

1 SEHIRENER: HREZERAGEEIT A Docker AR RATRB T R E=TTHILIR,
PNEH A EKE

2. FEFHRIEAR XS RS R 22 HBlock AHOGHRC & -
® 154 deploy/csi-plugin-conf/csi-configMap.yaml, #i {4 5 T+ 2% i i A< O L B — 5.
® {514 deploy/csi-plugin-conf/csi-secret.yaml, i {# 5 T+ A A 1B B — 2o
® {52 deploy/csi-plugin-conf/csi-secret-decrypt.yaml, {5 T2 aif A (I HC B — 2.

3. fETFZRA I /deploy R AT A6 TH4K -
® TR AN P E S - -iscsi-on-host (1.5.1 Z HIfRAAGEWR B %S
), AFERAMRAREZSE, PIT T4

./deploy.sh

® FHEFIFFIGMAI N E T 25 --iscsi-on-host, AT FFlMm4:

./deploy.sh [ --iscsi-on-host ] [ --driver-name=driver_name ] [ --driver-

namespace=driver_namespace ]

PiEH: WRALRT--iscsi-on-host FTHRRA, NI
® --iscsi-on-host: ZMIESHL.
® --driver-name: FFZEHTIRASHIIRENALHR, A0SR THIHTRCAS AR B 44 R BRIA
{H stor.csi.k8s.io, AJLAARIEILSH,
® --driver-namespace: FZHTARAYLE I Kubernetes iy 4 730, 405+ HT i
ARG 5E ) Kubernetes i 44 2% (B N ERIE default, WS LUIAEHE,
4. FHEJERE:

16
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® FILATETE AR SIFES] POD, #EATEERIARENNR, #lThREIER .

® =i /5 Kubernetes Ir ] slave 16 LT 52, #INEAF & POD REIEHAEA.  (WRAR:
EE KR 5, ATk p. )

o JMEMA CNTFAET 1.6.00 FH2lmA CKTSET 16.1) J&, WifF{Eidkss POD,
T ORAE I A IEAEHT A B MIBR POD IWRTIE T, $4TA5 2 kubectl get pod -A |
grep csi-storplugin-node | awk '{print $2}' | xargs -I {} kubectl
exec {} -c storplugin-node -- sh -c¢ '/storadm --upgrade add-
missing-trackfile', #*h5FHRIIK trackfile.

HR:

B kubectl get pod -A | grep csi-storplugin-node HI/EfH =it IEH
CSI 1 s I9KEN POD. AT LAl Al 75 7 2R DA 25 b Ak 5 28 5 BBl S P i 38 7 58
— L WERAFE, THBHBOVN R CSIHT RMAKES POD.

B PATIERA, BRI S R tracefile R . HAFER IR TE
L (UiHE7s “Failed to add x file(s)” ) , &P 3 75 SIS HEE IR R AL EE

m R T B X IRENERE TR, SR storadm TE AT U T 2R
1%45# DRIVER_ NAME #1 KUBE_NODE _NAME, [t A% CSI Node Server
[l Pod " B IX PN R, 5T S B RE R

env:
- name: DRIVER_NAME
value: IRFN#
- name: KUBE_NODE_NAME
valueFrom:
fieldRef:

apiVersion: vl

fieldPath: spec.nodeName
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3.3.3 iscsid SPIPHIER IR B EHHHALR

FHMESAE T R TR IR 2 h % B S 8- - iscsi-on-host (1.5.1 Z R

AAREEZSED , HRERAKRERESH--1scsi-on-host.

FHPR:

1. 5 CSIAHFLS, LLRGERIHET S POD Fra k%, BTl $4T Fola4)E,
LA FPATEIE PV B PV, POD H:#f7#0if. #1%¢ POD 55 CSIAHKHLSS

kubectl delete daemonset csi-storplugin-node

2. 1f Kubernetes T 1] slave 77 515 F AL 2285 iSCSI L H, JF:AC & /etc/iscsi/iscsid.confs
a) %% iSCSI T H.

® NHPEAE RS CentOS/RHEL, i %3k iscsi-initiator-utils, ZZ3Ean 20 R :

yum -y install iscsi-initiator-utils

VER: 2% iSCSI initiator 6.2.0-874-10 8% LA R A<,

® IR EAE R4t 2 Ubuntu/Debian, 35200 R

apt install open-iscsi

b) 1EM/etc/iscsi/iscsid.conf it B A4

#NTHE G iscsi target TR HNKE, HA19¥ iscsid.safe_logout WE N No

iscsid.safe_logout = No

c) fERTE ENLE B iSCSTHEFE.

systemctl enable iscsid
systemctl restart iscsid
# Wil iSCSI MRS EH

systemctl status iscsid

3. {E Kubernetes T 1) slave 77 mifi EALEC B MPIO.
a) %% MPIO.
BHE: R 72 MPIO, kUL IR,
® T CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-libs

18
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® XfT Ubuntu:

apt install multipath-tools

b) & MPIO.

1) & # /usr/share/doc/device-mapper-multipath-X. Y.Z/multipath.conf (3 X.v.Z
4 multipath ) SEPRARA S, 5 IR SEPR1E LA 4K multipath.conf) ]
/etc/multipath.conf.

2) {E/etc/multipath.conf *F1¥ fint ~Ac & :

ER: BB XM multipath.conf #, W15 multipath #5745 devices #84> HH G M [H =%,

multipath H1 () S HUE 278 55 devices T HIZHUE. N 1 IEH{EH HBlock %, 7% ZMIBR

multipath #1145 T FI BRI 28 AERTHATZH0E stor-multipath-conf (RJ3EIE

kubectl describe cm stor-multipath-conf B&E HHNE) , H5 FHICHA

— 2, ESLEBRARREZENE AR, SR RES IR TSR M R .

defaults {

user_friendly names yes

find_multipaths yes

uid_attribute "ID_WWN"

}
devices {

device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping_policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"
rr_weight priorities
no_path_retry queue

prio alua

¢) )3 multipathd AR %5 .

19
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® X/T CentOS:

systemctl restart multipathd
systemctl enable multipathd

® X/ Ubuntu:

systemctl restart multipath-tools.service

systemctl enable multipath-tools.service

4. MIERZ R A E S

kubectl delete cm stor-multipath-conf -n namespace

5. HEWEHHER: WERIEEERAGRBRITT R Docker FA R ANRG KT A TP IR,
T BH Z AN IS

6. TEFHGA IR RS R 8 2 HBlock AH G & -
® {524 deploy/csi-plugin-conf/csi-configMap.yaml, {5 T2 wi A (I HC B — 2.
® {214 deploy/csi-plugin-conf/csi-secret.yaml, {5 2% Al A FOC B — 2o
® {214 deploy/csi-plugin-conf/csi-secret-decrypt.yaml, {5 FH2% 5 i A (O L B — 35

7. TEFBRRA) /depoly H 3 FHAT T2 FH2K:

./deploy.sh --iscsi-on-host [ --driver-name=driver_name ] [ --driver-namespace=driver_namespace ]

i

® --iscsi-on-host: EWLIESHL,

® --driver-name: JHHTIRAHIIRBN TR, 1R THEATRRA AR S) 44 F7 N BRE
stor.csi.k8s.io, FJUMNEHILSEL.

® --driver-namespace: JFZLHTARALLE I Kubernetes fir 44 6], 41 I AT WA 45
5E H) Kubernetes iy 4 25 [A] Y BRINME default, BESHTLIAEST .,

8. FrgiEtut:
® A% CSIPOD, AT ps -ef, HiA A4 WA IEFE: multipathd -, iscsid -f.
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® FILATETE AR SIFES] POD, #EATEERIARENNR, #lThREIER .

® =i /5 Kubernetes Ir ] slave 16 LT 52, #INEAF & POD REIEHAEA.  (WRAR:
EE KR 5, AlBkdiXp. )

o JMEMA CNTFAET 1.6.00 FH2lmA CKTSET 16.1) J&, WifF{Eidkss POD,
T ORAE I A IEAEHT A B MIBR POD IWRTIE T, $4TA5 2 kubectl get pod -A |
grep csi-storplugin-node | awk '{print $2}' | xargs -I {} kubectl
exec {} -c storplugin-node -- sh -c¢ '/storadm --upgrade add-
missing-trackfile', #*h5FHRIIK trackfile.

HR:

B kubectl get pod -A | grep csi-storplugin-node HI/EfH =it IEH
CSI 1 s I9KEN POD. AT LAl Al 75 7 2R DA 25 b Ak 5 28 5 BBl S P i 38 7 58
— L WERAFE, THBHBOVN R CSIHT RMAKES POD.

B PATIERA, BRI S R tracefile R . HAFER IR TE
L (UiHE7s “Failed to add x file(s)” ) , &P 3 75 SIS HEE IR R AL EE

m R T B X IRENERE TR, SR storadm TE AT U T 2R
1%45# DRIVER_ NAME #1 KUBE_NODE _NAME, [t A% CSI Node Server
[l Pod " B IX PN R, 5T S B RE R

env:
- name: DRIVER_NAME
value: IRFN#
- name: KUBE_NODE_NAME
valueFrom:
fieldRef:

apiVersion: vl

fieldPath: spec.nodeName
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3.4 BB
3.4.1 B2 B HBlock i [a] it

BE: 7 Kubernetes S/ 5 T £ % HBlock CSI, TR7ES HX M 2358842, HEHE
HBlock j [f] Hihik. 2% HBlock CSI 7] LAX} 2 [R]— HBlock
HBlock CSI4#fFiEid & HBlock ) HTTP RESTful API#HT /71l & B, HlineldE.
B ¥ HE%. M E G717 HBlock RESTful API ) URL Huhi Flug
Yl : SCREXTHEZ S HBlock, f#E: HBlock HALRA . HBlock SRR -
A LA R 21020 SR IC B HBlock 7 n] Hhudik:
1. o E S
&4 deploy/csi-plugin-conf/csi-configMap.yaml Bt & 14, apiEndPointList At & & HBlock
HTTP RESTful API Huhl-Fl3ii 11, storProvider fit & & HBlock.

apiVersion: vl
kind: ConfigMap
metadata:
name: csi-plugin-stor
namespace: @DRIVER_NAMESPACE@
data:
config.json: |-

[

"clusterID": "clusterl",

"apiEndPointList": [
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout

¥

"clusterID": "cluster2",

"apiEndPointList": [

22
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"https://xx.xx.xx.xx:xx"
1,
"storProvider": "HBlock",
"csiApiTimeout": csiApiTimeout
}s
{

"clusterID": "cluster3",

"apiEndPointList": [
"https://xX.xx.xx.xx:xx",
"https://xx.xx.xx.xx:xx",
"https://xx. XX . XX .xXX:XX"

1,

"storProvider": "HBlock",

"csiApiTimeout": csiApiTimeout

W
B

W
b

Hik

|
iy

metadata.name ConfigMap F Y5 [ BT8R 4 5K
HUE csi-plugin-stor, A FE Y,

FD

FD

metadata.namespace | 452 ] Kubernetes iy 44 %5 [1] .

HUE -

o IR L% HBlock CSI, 44 2¥[H CHfE, HIEK
ZFBUEB O N 44 T AME . 58K csi-
configMap.yaml SCAFHIME S RAFIFN A G, MG
BHRIH B3 AR

® IEiA k223 HBlock CSI, I BRBUE R A
@DRIVER NAMESPACE@, 4T deploy Z 25 A<
i, RIAT 2l o B i 44 25 1]

clusterID & € HBlock HI#5i, & csi-configMap HHE—, =
BUE: FREER, KEEREZ 1~256, 7] L&,

23
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storProvider HBlock /= i K =
HY{E: HBIlocko

apiEndPointList HBlock AR %5 %8 1P Huhik )2 APL 3 15, & & REBET | 2
HBlock IP #1 API %5 |15 '] Kubernetes service 344 o

csiApiTimeout 6 7€ HBlock €& LUN ISR [A], FESERFIF ] LUN | 15
BRI, kdl, )5 EB
BUE: E8E, BB DY 480, BALERD.
HEE: @UUHEBE.

A KRR HBlock F1E AL ik HBlock

apiVersion: vi1
kind: ConfigMap
metadata:
name: csi-plugin-stor
namespace: default
data:
config.json: |-

[

"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.192:1443",
"https://192.168.0.110:1443",
"https://192.168.0.102:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
¥
{

"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.32:1443"
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1,

"storProvider": "HBlock"

2. NHHBCE AT

[root@server csi-plugin-conf]# kubectl apply -f csi-configMap.yaml

configmap/csi-plugin-stor configured
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3.4.2 Bt E HBlock i8] F P& F3BH

R 4 Kubernetes SR #5128 HBlock CSI, FifE#% EX NI LHBET, BE
HBlock 7 i Fij J* 44 A0 AL
HBlock CSI##f4if HBlock HTTP RESTful API Y}, F5Z 4L 4 fashis DLk 4725 4 I,
M 408 HBlock H1 )7 44, #4479 HBlock H# A4 .
AT LUIZ R D SR IEC B HBlock 7 in) FH /7 44 F 258G
(—) B C B S

&4 deploy/csi-plugin-conf/csi-secret.yaml fit. & SO 1 1 28

apiVersion: vl
kind: Secret
metadata:
name: csi-plugin-stor-secret
namespace: @DRIVER_NAMESPACE@
type: Opaque
data:
userKey: userkey //Xi#:HBlock AR /& KRS 4T 1Y) base64d Jwhl

userKey JRH5:

[
{
"clusterID": "clusterl",
"username": "storuser",
"password": "YOUR_PASSWORD1"
¥
{
"clusterID": "cluster2",
"username": "storuser",
"password": "YOUR_PASSWORD2"
}
]
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¥
Z2H ik R
H
metadata.name Secret ¥R FHE IR A2 K o v
HU{H csi-plugin-stor-secret, /~A] 524,
metadata.namespace | 4f & ] Kubernetes i 44 25 (1] &
HUE -
® R4 %% HBlock CSI, & 7ECHiE, HEK
2 BAB BSOS B 44 25 AME . S8R csi-
configMap.yaml SCAFHIME S, IRAFIFN G, MR
BHRIH HEARL
® NHLiLA %% HBlock CSI, b7 BLHUE REF A
@DRIVER NAMESPACE@, AT deploy %% JHIA
N IS P k=S P VA R el |61
userkey 4% HBlock FIARIR . FH A 4 O30S 1745 5 1Y) base64 % | 72
.
clusterID csi-configMap.yaml F1fC & [¥] HBlock HIFR R . &
username HBlock HIE BRG] 7 4 v
password HBlock & B %Y . &
A~

1. userKey FJJRIGHAT

[

"clusterID": "storl",
"username": "storuser",

"password": "hblockl2@"
¥

"clusterID": "stor2",
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"username": "storuser",

"password": "hblock12@"

]

2. ¥ H] Base64 T.HX} userKey Y317 9mbd . 4t )5 (1 userKey 1R

WwogICAgICB7CiAgICAgICAZIMNSAXNOZXIIRCI6ICIZzdGOyMSISICAKICAEICAgICAIdXN1cm5hbWUiOiAic3Rv
cnVzZXIilLAogICAgICAgICIWYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHSKICAgICAGICAL
Y2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAEICI1c2VybmFtZSI6ICIzdGOydXN1ciIsCiAgICAgICAgInBh
€3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

3. B E S deploy/csi-plugin-conf/csi-secret.yaml At & SC4H S %L

apiVersion: vl
kind: Secret
metadata:

name: csi-plugin-stor-secret

namespace: default
type: Opaque
data:

userKey: WwogICAgICB7CiAgICAgICAgIMNSAXNOZXJIJRCI6ICIzdGOyMSIsICAKICAgICAgICAidXNlcm5h
bWUiOiAic3RvcnVzZXIiLAogICAgICAgICIwYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHs
KICAgICAgICAiY2x1c3R1cklEIjogInNOb3IyIiwgIAogICAgICAEICI1c2VybmFtZSI6ICIzdG9ydXN1ciIsCi
AgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgfQogICAgXQo=

() BRI B

[root@server csi-plugin-conf]# kubectl apply -f csi-secret.yaml

secret/csi-plugin-stor-secret configured
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3.43 ELEMBEX

R 4 Kubernetes R EEE T £ % HBlock CSI, T7E& H XN 23842 T, BB
L
St FACE SO ) — UG R, AT DR A I AT E . 248 H 1945 7F HBlock AL &
T RMIETIIEMY (Challenge-Handshake Authentication Protocol, CHAP) , N7 ZE i &
CHAP WL P A4S . 9 1 iR EdE 224, @UCRAINE B ACKELE CHAP %15,
fE4E F CHAP 7520, #1 A [¥] chapUser A chapPassword I3 747 f o H1%35 545 £ ] LUAE
FHJTEA K ] deploy/csi-plugin-conf/csi-secret-decrypt.yaml H [ DecryptData Bt & ) 25
AN E SR 775 5 3647 AES (ECB. paddinges7) HN%%, %55 45 R 3ET base64 s .
T AR HE T3P IR EC B & AR
(—) BN %5

&4 L B A deploy/csi-plugin-conf/csi-secret-decrypt.yaml H1 [ decryptFlag A1 decryptData

X
ZH

apiVersion: vl

kind: Secret

metadata:
name: csi-plugin-stor-secret-decrypt
namespace: @DRIVER_NAMESPACE@

type: Opaque

data:
#emE AN, BEN true U3 B false CNEHD [ base6d Hilidh Z1F &
decryptFlag: decryptFlag
#H Y1 base64d Zif w7 H, HHIKELAUN 16 {7
decryptData: decryptData  #%%] base64 il

¥
¥ iR BV
H
metadata.name Secret ¥ I 1B YR A FR o &
HYUAH csi-plugin-stor-secret-decrypt, ANAJEE .,
metadata.namespace | 4f & ) Kubernetes iy % 4% 0] o =
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EIER

® R 443k HBlock CSI: #4425 (A CUfi e, HH0K
2T BAB BT B 44 2 AME,  ORFR S8R csi-
configMap.yaml SCAF B PRAEFERI A S, AHOGHD
BHRIA H B AR

® IRIA K 3 HBlock CSI: b7 BUBUE RN
@DRIVER NAMESPACE@, AT deploy %% HIA
i), RI] H 38 ot B dr 44 25 A

decryptFlag e A INERN, BEA true JFH) B false (A3 &
F1) 1) Base64 4t 5 e
HUAH
® dHI1ZQ==: JFHIIN%, true [] Base64 Zwfi%.
® ZmFsc2U=: AFEHME, false [¥) Base64 4ifid.
decryptData IR % EH o A

VB BRI, S HLIE,
BUE: VRESA 16 SLIFRFE o T EXHEL 31T Base64 Zn
g,

A~

1. JEHmE#HER. #an decryptFlag FIYRAS N true, decryptData RSN stor012345678901 .

2. f#f] Base64 T. E.%} decryptFlag. decryptData IS 3E4T mid
X} decryptFlag IS 1E4T Base64 Zifid, Jwtd )5 decryptFlag 40T -

dHI1ZQ==

Xt decryptData Y47 Base64 4mfih, Zmfith )5 1 decryptData W1 -

c3RvCjAXMIMONTY 30DkwMQ==

3. 1B E A deploy/csi-plugin-conf/csi-secret-decrypt.yaml fic & U4 ) S 4.

apiVersion: vl

kind: Secret

metadata:
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name: csi-plugin-stor-secret-decrypt
namespace: defualt

type: Opaque

data:
decryptFlag: dHJ1ZQ==

decryptData: c3RvcjAxMjMONTY30DkwMQ==

(=) N A EC & A esi-secret-decrypt.yaml.

[root@server csi-plugin-conf]# kubectl apply -f csi-secret-decrypt.yaml

secret/csi-plugin-stor-secret-decrypt configured

(=) I e B 1
PL#AS PV o PV YAML BCE S0 (esi-pv-local.yaml) A, n% CHAP AIERI RS, K
Fi AES 128 f7iN%, 375 PKCS7 Y Padding IN%5 CHAP %51, FF5F % J5 1) 45 Rt AT
Base64 it .

apiVersion: vl
kind: PersistentVolume
metadata:
name: csi-pv-test
labels:
app: stor-pv-test
spec:
capacity:
storage: 1Gi
volumeMode: Filesystem #%&#:, 4F Filesystem Al Block #ix, ZRIAN Filesystem Fizl.
accessModes: # Vil =\
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
csi:
driver: stor.csi.k8s.io
volumeHandle: stor:1lunl
volumeAttributes:
fsType: xfs
readOnly: "false"
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# M H CHAP B0IF
chapEnable: "true"
chapUser: username

chapPassword: password

chapUser 1 chapPassword 1% 45 % :
(1) /] AES & TH. “TAERL” Jy “ECB” ,  “SH7E”  “PKCS7” , “%
PIKEE” Jy “AES-128”
(2) “hn#2%1” {4 DecryptData FC B 12 8 775 5 O B2 3R 1 H 1Y decryptData [
i3, ansPgR 1 250 A8 B3RS 4 stor012345678901) .
(3) A% LA (chapUser 8¢ chapPassword FJEIS) , s “FFaf AES I LA
NEIH A chapUser=csil23 M%7 3, chapPassword % & 77 2 B AT
AESTNZE/fEE
AESHIS AREES TE, TEBATACSIISHIACSES, THEM ISR,

B8 —: GEAAESEAMEE

|gnm | | mmmE | =
Tl | ECB = EFET, | PKCST # EEAKE | AES-128 3
== | stor012345678901 nEeE | SEATREEIEEE..

fnss | GOMIIEEERRIINES. AaZ..

hoEE: NEEE:
csi123 TGARDMS54nv783ncSIKDENQ==
4 A
TAGEER:

ERIABasefRIEAIGCM T IFE S ENESINTE TAGER...

K2.chapUser fil%
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3.5 @AAR

examples H k" ALE 11 ] HBlock CSI##{H#) YAML SCAF7R 9], I a] BLRHE S5 5K
(filesystem BY block) &I H1 )24, RIA[{E Kubernetes £ 7 H {8 Ff] HBlock €& 114

FRBIBAIT (LLX86 [ 1.6.4 fRAS B -

ER: 1 Kubernetes KT 1.19 IFAEE T, K35 61HH HBlock BN, & F3hMkR

seccompProfile it & .

[root@k8s-master stor-csi-driver-1.6.4 x64]# cd examples

[root@k8s-master examples]# tree

F—— block-volumes
| F—— dynamic-pv
| | F—— clone-pvc-from-pvc.yaml
| | —— clone-pvc-from-snapshot.yaml
| | F—— csi-app-local-pvc-block.yaml
| | F—— csi-pvc-local-block.yaml
| | —— csi-storageclass-local.yaml
| | —— snapshotclass.yaml
| | L—— snapshot.yaml
| F—— statefulset
| | —— csi-app-stateful-local-block.yaml
| | L—— csi-storageclass-local-stateful-block.yaml
| L—— static-pv
| F—— csi-app-local-pv-block.yaml
| F—— csi-pvc-local-nocreate-block.yaml
| L—— csi-pv-local-block.yaml
—— filesystem-volumes
F—— dynamic-pv

F—— 1local

F—— clone-pvc-from-pvc.yaml

F—— clone-pvc-from-snapshot.yaml

F—— csi-pvc-local.yaml
F—— csi-storageclass-local.yaml

|
| |

| | |

| | |

| | | —— csi-app-local-pvc.yaml
| | |

| | |

| | |

—— snapshotclass.yaml
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| | | L—— snapshot.yaml
| | —— local-chap
| | | —— csi-app-local-pvc-chap.yaml
| | | F—— csi-pvc-local-chap.yaml
| | | L—— csi-storageclass-local-chap.yaml
| | L—— local-chap-decrypt
| | —— csi-app-decrypt-local-pvc-chap.yaml
| | —— csi-pvc-local-chap-decrypt.yaml
| | L—— csi-storageclass-local-chap-decrypt.yaml
| F—— statefulset
| | F—— csi-app-stateful-local.yaml
| | L—— csi-storageclass-local-stateful.yaml
| L—— static-pv
| F—— csi-app-local-pv.yaml
| F—— csi-pvc-local-nocreate.yaml
| L—— csi-pv-local.yaml
L—— snapshots

L—— static-snapshot

—— snapshot-content.yaml

L—— snapshot.yaml

13 directories, 32 files
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3.5.1 B#7S PV

Fi &S PV R EEMH YAML XHRIER) PV, EHFAAEERD, HFARSIEB N E
SRISE. EHES PV, %24 HBlock FAEBIEF %, SRJEEIE PV, PVC Al Pod,
HBlock CSI#fFF] Hah#% Uk, +H:# HBlock H)% .

A PV R ERR W T

HBlock # ¢
N |
& . I
/ & '
s |
~ |
1.@1@%
/ " PV
/" 2.8IEEPV- FHH0

" —HBlock#XEx ~
EBR  \_ 38evc, PVCIBE |
ERa =PV o ,
\ ~ VG |
”“x& |
", . |
4 BIERPod, CSHEEE |
BTSN |
\ |
|

\‘ Pod

K354 PV i EE
1. Q5. @8 HBlock %12 BE 2% HBlock H 7 Fllt.
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2. g PV,
(1) ##E PV ) YAML fic & S
® GHEAA filesystem H7nHl, GU%E PV csi-pv-local-storllun06a. Z%

examples\filesystem-volumes\static-pv\csi-pv-local.yaml H fr] 7= 5]

apiVersion: vl
kind: PersistentVolume
metadata: #JcEdE
name: csi-pv-local-storllun@6a #PV HIZFK
labels: #5335
app: stor-pv-nocreate-storllun@6a #PV [JfriR
spec:
capacity:
storage: 66Gi #&GAE, AN GIB, AR ERGAENSE T HBlock HAIEMER &
volumeMode: Filesystem #%&#i:, SZKF Filesystem Fl Block &, BRiAN Filesystem Fiz.
accessModes:
# Ui, Filesystem HizU[%: ¥ ReadWriteOnce, ReadOnlyMany (#5:75E 4 aT#21k)
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain #¥FAMLERIUCHKEMS, L ¥F Retain Al Delete
csi:
driver: stor.csi.k8s.io
volumeHandle: "storl:lune@6a" #ffE HBlock &
volumeAttributes:
fsType: xfs  # GHFHEHBIBRRN M RA KA, FF xfs, exts
readOnly: "false"
isMultipath: "true" # %M multipath
chapEnable: "false" #/=27# ] CHAP AiLE
chapUser: "username"

chapPassword: "password"

® 5N Block, % PV csi-pv-local-block-stor2lunbl. Z7% examples\block-

volumes\static-pv\csi-pv-local-block.yaml ' ) 7= 61 o

apiVersion: vl

kind: PersistentVolume

metadata: #oHdE
name: csi-pv-local-block-stor2lunbl #PV [ 4K
labels: #i3%s
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app: csi-pv-local-block-stor2lunbl
spec:
capacity:
storage: 22Gi #EARE, PACNGiIB, AR EGAEMNS T HBlock FAIEIIGA &
volumeMode: Block #&#H3(, SZfF Filesystem fll Block #&:, ERiAN Filesystem #izk.,

accessModes: # Ti#E3, Block #3145 X #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany

- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain # FEALG[HIILHNE, S FF Retain fil Delete
csi:
driver: stor.csi.k8s.io #HBlock CSI fdiff
volumeHandle: "stor2:lunbl"  #}§E HBlock %
volumeAttributes:
readonly: "false"  #&7 AR G
isMultipath: "false" # &7 {fH Multipath, HBlock HAHLiRES, HUH false

chapEnable: "false" #2&7{#/ CHAP i
PV ] YAML FL B XS ¥ #id
ZH i3 o)
hIH

driver HBlock CSI JXZ) % #5 &
HU{f: HBlock CSI %222 (1) 3K 3] 44 F% o

accessModes Y7 AR &
HUAH -
® ReadWriteOnce: & AJ AR —A 15 mi AL S 1Y

® ReadOnlyMany: #5A] LAgE 2 AN s DL 207
AAEH . filesystem T, &7 EIRATH A
.

® ReadWriteMany: & AJ LA 2 AN @ AR5 5
A L Block B4 S
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volumeHandle 15 BRI HBlock 48R, N =

clusterID:lunName .

clusterID: #&€ HBlock ¥R, 7E csi-
configMap.yaml HiE—, 1% ILECE HBlock V7 [ #
k.

IunName: HBlock H1 Il 15 4 K

volumeAttributes.fsType GBI BRI RGRA, CFF xfs, %At

extd.

PeBH: HRIACHN filesystem B 0435
volumeAttributes.readOnly R DL G 5

HU AR -

® "true".

® '"false".

BRE N " false" .

HE: XETFEMATRH, B'true"5{"false".
volumeAttributes.isMultipath | #&75f# ] Multipath. %M

HAH -

® '"true".

® '"false".

ERIME N "true”

HE:

® IXHFHIMAFAH, Hl'true"s"false"

® 41 HBlock ZEHFRLE H i) HBlock 4557 )
Hm el A, B highAvailability A
Disabled, AL Z & E N false", HFMI=F
H pod JA B KM,

® U2 HBlock ALK, BLALTHEREN

"false" .
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volumeAttributes.chapEnable | &34 ] CHAP iAilF, HUH: 5
. "true" o
® '"false",

ERINE " false"

FER: XEFEMAFFEH, H"true"5 " false"

0

volumeAttributes.chapUser CHAP INIERIH 44 . ISR B SCAF csi-secret-
decrypt.yaml # [f] decryptFlag N true, 2%}
CHAP AERI F 7 448 B DecryptData it & 1% 41
%1347 AES (ECB. paddinges7) %, WN#ZJGEH
45 IR HEAT Base64 Shd, FLAATE A EMEER.
MERTBUE: PR e, KEEHE 3~64, R
REFIFRE. e AJal(L ) JREZR(-). TRIZ
() B9l FRXGKRANG, BHAF

gl

volumeAttributes.chapPassword | CHAP AF %505 . fn S B 14 csi-secret-
decrypt.yaml [ decryptFlag A true, 752X}
CHAP A UER) 255458 F] DecryptData It B H 2 £ %)
#E4T AES (ECB. paddinges7) fN%, W% 5 HI45
SRIEAT Baseod it ATV WAL ENFHER .
IERTRUE: FAFEE, KEEE 12~16,
WA EREG5EE NFERE e TRIZQ)
DA ERE, FERIX RN .

HR:

® INEF N AL E CHAP %165, HSHmEMBHER.

® PV (WIS & URERRE, 18 PV MRS G R RO AT AL B 1% PV, 24T, PV ]
DIB Retain (fREH) . Recycle (FiFIH) B3 Delete (M) . HBlock CSI#fifFH

BN SZ#F Retain A Delete, 4 SCHF Recycles
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W [ 5ENE Retain f673 H AT EAFS) RGBT . 24 PersistentVolumeClaim X G4

BRI, PersistentVolume ISR LE, SR EFE BB “ LRI
(released) ” o HT& FARAEE T —HANMESE, ZECAREH T HAh
HA, B R ETF A% .

B TR Delete IAERCE, MIBRENESKE PersistentVolume % 5 A
Kubernetes A Fx,  [F] It 22 MO SRl B0 te RS Bk BT SR B IKIAA A 7= . Bt
LI 2 4k 7K StorageClass H 5 B RIS SR IE, 1ZSKBKERIN N Delete. 3 A
TR S SR L B StorageClass. VEE, W PV d{# I f#)52& HBlock C
ZIATOIEE N, WAREE T Kubernetes KM %45 .

(2) N HECE X (LA esi-pv-local-storllun06a.yaml A1) .

[root@server test]# kubectl apply -f csi-pv-local-storillun@6a.yaml

persistentvolume/csi-pv-local-storllun@6a created

(3) WUFEIE R PV,

[root@server test]# kubectl get pv

NAME CAPACITY  ACCESS MODES RECLAIM POLICY  STATUS CLAIM STORAGECLASS REASON  AGE

csi-pv-local-storllun@6a  66Gi RWO Retain Available 20s

3. Qg PVC
(1) HrE PVC B YAML AC & 3Cf.
® LN filesystem, Hi#d PVC csi-pvc-local-nocreate-storllun06a H] YAML Bt

B . 2% examples\filesystem-volumes\static-pv\csi-pvc-local-nocreate.yaml

7R B

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
name: csi-pvc-local-nocreate-storllun@6a # PVC [{%
namespace: default

spec:

accessModes: #Uj L
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- ReadWriteOnce
resources:
requests:
storage: 66Gi  #&[F%& &, H{I GiB, Kubernetes &40 K T2 T2 A5 &M PV
selector:
matchLabels:

app: stor-pv-nocreate-storllun@6a

® G Block, #H1% PVC csi-pvc-local-nocreate-block-stor2lunb1 fHJHC & 344
27 examples\block-volumes\static-pv\csi-pvc-local-nocreate-block.yaml H ] 7~

il

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-nocreate-block-stor2lunbl
namespace: default
spec:
accessModes:
- ReadWriteOnce
volumeMode: Block
resources:
requests:
storage: 22Gi
selector:
matchLabels:

app: csi-pv-local-block-stor2lunbl

PVC K] YAML g & X240k
SH iR Pxa)
e

metadata.name PVC 2 H5 v

metadata.namespace EAGICIE &
HU{H: HBlock CSI ‘22245 I 45 52 i iy 42 25 [ &4 FR o

storage LA, 47 GiB. A
Kubernetes 23 221050 & K T4 T A 2N PV,

41




e e

N By S 4

State Cloud

app

YEE IR PV 4 FK . B

(2) MNHBCE S (L PVC csi-pve-local-nocreate-stor 1 lun06a.yaml A1)

[root@server test]# kubectl apply -f csi-pvc-local-nocreate-storllun@6a.yaml

persistentvolumeclaim/csi-pvc-local-nocreate-storllun@6a created

(3) IEC& A1 PVC (LA csi-pve-local-nocreate-stor1lun06a A1) o

B W44 S A default, 752f#H 774 kubectl get pvc -n namespace

.
[root@server test]# kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS
csi-pvc-local-nocreate-storllun@6a  Bound csi-pv-local-storllun@6a  66Gi RWO

AGE

10m

HR:

® PVCIHEAEEHZNLE PV, M4 PV IHEEKTET PVC IEER, Kubernetes 23F

PVC 1 PV I THR5E . WPEH ZA PV #Il B 5% AF, SIEBEE—A PV T ILAC.
® PVl PVC EE XA selector 7B, A4 app AR E 5, HWILEGE .
WA selector 7B, PVC 2AR4EZARILH PV,
® PVCHMPVEE, PV GIEMER, WFMER PV, FESLMERSEER PVC.
B Pod.
A% Pod, JEAIPVC K. HBlock CSIA@{HHE H 3w ik Xkt (R A AL ,
(1) ¥r#E Pod ) YAML fic & SCF.

® LAEIUN filesystem, 6% Pod my-csi-app-local-pv-stor1lun06a FHHC & X F, £

2% examples\filesystem-volumes\static-pv\csi-app-local-pv.yaml #1175 .

kind: Pod

apiVersion: vl

metadata:
name: my-csi-app-local-pv-storllun@é6a #OE1 Pod % FR
# Set to the actual namespace
namespace: default #HBlock CSI ZZHERTHN e 1y 42 725 (1]

spec:
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JAA 7 A A 4R e

containers:
- name: my-frontend #&ZREFK
image: busybox #iF & A A H &
imagePullPolicy: "IfNotPresent" #Z%#s45 15 iy BN
volumeMounts:
- mountPath: "/test6a" # GHEF AR H AR
name: lun@6a # XIR volumes #7251 55 YR 44
command: [ "sleep", "1000000" ]

volumes:

- name: lun@6a  # volumes ¥XYE44, T LAFE volumeMounts THE#K

persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-storllun@6a # Pod &Ml PVC & FK

® G ACA Block, % Pod csi-app-local-pv-block-stor2lunbl HHC & A4 csi-

app-local-pv-storllun06a.yaml, £ examples\block-volumes\static-pv\csi-app-

local-pv-block.yaml H #7451

kind: Pod
apiVersion: v1
metadata:
name: csi-app-local-pv-block-stor2lunbl
# Set to the actual namespace
namespace: default
spec:
containers:
- name: lunbl
image: busybox
imagePullPolicy: "IfNotPresent"
volumeDevices:
- devicePath: "/dev/testbl"
name: lunbl
command: [ "sleep", "1000000" ]
volumes:
- name: lunbl
persistentVolumeClaim:

claimName: csi-pvc-local-nocreate-block-stor2lunbl
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(2) MNHBCE S (LL csi-app-local-pv-stor1lun06a.yaml N

[root@server test]# kubectl apply -f csi-app-local-pv-storllun@6a.yaml
pod/my-csi-app-local-pv-storllun@6a created

(3)  BE Pod HEEHHIG

BEEH: WR a4 A [AHE default, 7 Z{{EH A4 kubectl get pod -n namespace|grep

Podname fifﬂo

[root@server test]# kubectl get pod|grep my-csi-app-local-pv-storllun@éa

my-csi-app-local-pv-storllun@6a 1/1 Running @ 92s

Al DLE BB 8 A H:3 T #i5 /test6a, RSN . HBlock )% lun06a.

[root@server ~]# kubectl exec -it my-csi-app-local-pv-storllun@6a -- /bin/sh
/ # 1s

bin dev etc home lib 1lib64  proc root sys testba tmp usr

var
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3.52 EI7S PV (S PVO)

A PV ZIE PVC G PV, HFAATRERATEE PV, R EZ8Ed StorageClass EA7iff BF
J5E 4T, Kubernetes 23R4l PVC a5 41 PV, H3Nfiik HBlock CSI {5562
HBlock [f%. 24 PV @A THMERZ, BAAME IR HAM R 5.

A PV R ERAR T

»  HBlock&EF
/ T
p 4 — PV ., HBlocks
/
! 4 KubemnetesZt§
1-%7%;3# StorageClass , 1RiE
/ sz‘?ﬁﬂﬁ =T _
/ EE A NAR s P
/ ¥ SiuEgelGla=s StorageCIassEPE"j?éi E;%%&%ﬁgaﬁ@
" 2 pgstorage Class . =AY iz
Es 3 BPYC , 30
wage Classs_t_‘;%“ pVC K
-
N
6.8IZPod-, 15
PVCER
- Pod

K457 PV AR K
1. %k StorageClass
(1) #r#E StorageClass ) YAML fig & S fF.
LA AN filesystem, % StorageClass csi-stor-sc-local-stor11un08 ] YAML At & 3¢
{4 csi-storageclass-local-stor1lun08.yaml. 7] LLZ% examples\filesystem-

volumes\dynamic-pv\local\csi-storageclass-local.yaml H ff) 7= 451 o

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-local-storllun@8 #StorageClass %#x
# Set to the actual driver name
provisioner: stor.csi.k8s.io # HBlock CSI %R HIIXBNZFK.
parameters:
storageMode: Local # HBlock #H[I{FfitAY
fsType: xfs # GHHBIIBFSN LIRS KM, CFF xfs, extd
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readonly: "false" # Z&7&HUHETNHEHE
sectorSize: "4096"  # HBlock [ IX K/, T 512,4096, HAfif bytes
localStorageClass: "EC 2+1"  # HBlock & TUAMR

minReplica: "2" # H/MEIAE (IL HBlock SRR -

highAvailability: "ActiveStandby" # HBlock &l IRz,

writePolicy: "WriteBack" # HBlock %5 5EHg

isMultipath: "true" # REGHEZIZE

maxSessions: "1" # iSCSI target FOUFEZAIE AL iEE.

ECfragmentSize: "16" #ZUMHAZEr F KA. BICREERN EC BT, BB EAERK, 7028 .
serverNumbers: "2" #HBlock target FT7EMIARSS 2t E (BRI H)

clusterID: "storl" #HBlock #riH

IOPS: "5000000"

readIOPS: "5000000"

writeIOPS: "6000000"

Bps: "40960000000"

readBps: "40960000000"

writeBps: "40960000000"

IOPSBurst: "999999999"

readIOPSBurst: "999999999"

writeIOPSBurst: "999999999"

BpsBurst: "-1"

readBpsBurst: "-1"

writeBpsBurst: "-1"

IOPSBurstSecs: "999999999"

readIOPSBurstSecs: "999999999"

writeIOPSBurstSecs: '"999999999"

BpsBurstSecs: "99999999"

readBpsBurstSecs: "99999999"

writeBpsBurstSecs: "99999999"
reclaimPolicy: Delete # PV HJ[EIZRMS, C¥F Retain Al Delete

volumeBindingMode: Immediate

allowVolumeExpansion: true # EGARUTES

LA N Block, 1% StorageClass csi-stor-sc-local-stor11un09 ) YAML [t & S 4
csi-storageclass-local-stor1lun09.yaml. 7] LLZ% examples\block-volumes\dynamic-

pv\csi-storageclass-local.yaml H [ 741

apiVersion: storage.k8s.io/v1l

kind: StorageClass
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metadata:
name: csi-stor-sc-local-storllun@9 #StorageClass %K

provisioner: stor.csi.k8s.io # HBlock CSI “ZZ3:H [KIXE) 4K .

parameters:
storageMode: Local  #HBlock #H[I{Ffik7AY
readOnly: "false" #7215 LA A

sectorSize: "4096"  #HBlock HEHMIEX K/, XHF 512,4096, A& bytes
localStorageClass: "EC 2+1"  #HBlock %I 4=t

minReplica: "2" # H/MEIALL (L HBlock SERECCHR) -

highAvailability: "ActiveStandby"  #HBlock ¥ ] = .

writePolicy: "WriteBack" #HBlock &5 HHK

isMultipath: "true" #REMHEzIZE

maxSessions: "1" # iSCSI target FOUFELAIE AL IEE.

ECfragmentSize: "16" #ZUMIESEI5 K/ BRI EC B, MR BEA AR, 5028 .
serverNumbers: "2" #HBlock target FTfERIARSS#s%E (INERBERRCC )

clusterID: "storl" #HBlock #riH

reclaimPolicy: Delete  #PV [J[HIUSTNE, S ¥F Retain Al Delete

volumeBindingMode: Immediate

allowVolumeExpansion: true #&7 fUUFY JE5:

StorageClass ] YAML At & X428

ZH i) E
HIHE

metadata.name StorageClass 1% FK - &

provisioner HBlock CSI 3Kzl 4K v
HU{H: HBlock CSI 22 HIMKEN 44 7K o

storageMode BT, S7FF Local. Cache. Storage 153, 5=
Cache. Storage i XEK R F =%,

fsType R HEHBIE BRI RGIRAL, FF xfs, extd. A
PiH: BRIHN filesystem B} 4 1H .

readonly A DU X T B &
HUE: "true". "false". ZRIAME N"false".

47




e e

N By S 4

State Cloud

ER: XEFREWMANTR S, Bl'true"ol"false",

cloudBucketName CAFAET O0S A7 A i 4 FR o b=
HERE: 1EZ)JF )3 Bucket HA4 i il IS € A1 G UOR B 2 b
KB FRFH, I

cloudPrefix WHE O0S AT 4K, WHEWHAKE, BHIRESFE |/

PR LART S8 44 (RS0 b WRURTRE AT, W E#%
FABAE LG 2 Bk 44 (2R SC R
KA. TR E

. KRR 1~256,

cloudAccessKey 0O0S AccessKeyID. k=
KM FRHEH L

1H
cloudSecretKey 0OS SecretAccessKey . t=
WS & A csi-secret-decrypt.yaml 1] decryptFlag N Hh

true, T Xl secretKey JRALM# ] DecryptData it & 40X | A
#t47 AES(ECB. paddinges7)IN%, I g 1)4s fit4r
Base64 Zmfid, FARVE LA E MR

HH, FIH.

cloudEndpoint %t & OO0S Endpoint. t=
K. FFi e

1H

cloudObjectSize BE A fEAE O0S H KN @

HUE: 128+ 256+ 512, 1024, 2048. 4096. 8192, HLfi&
KiB. ERINMEN 1024,

cloudStorageClass BE 00S gy,
AR :
® STANDARD: HrifEifEfiE.

i

® STANDARD IA: AT R 774k
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JEnA 5 A 4 R

BB A STANDARD.,

cloudCompression

T R AR A% % 00S.
B -

® Enabled: #&.

® Disabled: 5.

EZRINE N Enabled.

oA

cloudSignVersion

OO0S T KA NUETT 3
HUE

® V2: V2554,

® vd: v4ZEH.

ERIMEN v2.

iy

cloudRegion

7~ Endpoint B JE b AT L X 35
V4 200, HIIAIE,

= Ky

KA. TR,

S

deleteCloudData

] E e ey | C P €T
EEER

® true: MIfRz= BEERE.

® false: MHERZ= FHEHE.
ERUE N false.

iy

sectorSize

Fi DRI o WRAE 20 7 i SO R 48 1O $RAE B iR /N AL B E
FE XK
HUE: "512". "4096", HA7/Z bytes. BRIAEA"4096".

iy

localStorageClass

FHAEAETURAE . BAHLIRAS RE B B I S 4L

A -

® single-copy: HLEIA;

® 2-copy: MEIA;

® 3-copy: —RHIA;

® ECN+M: AMIEE. H N. M NIEES, N=M,

iy
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JEnA 5 A 4 R

H N+M<=128. FREEIETEIR NS B, FFAERKRM
N IETRACER
BRIME N EC 2+1.

minReplica

I/NEIARE (NEERERCCR)

T RIAERE, BRERASON X, RADEIARECH Y

(Y BAI<X) , SEFREAN, 20 Y HEIES AWK

I, ARG *T EC N+M B, Bk
HiR/DEIABENY CLUHE NSYSN+M) |, DA20H 2
BRI Y BRI NS, A AR REN
% o

BUE: B XNTEIAL, BUEJEEZ[L, N], N AR

RBWEIAL, BAMEN 1. BT ECH:, BUETEHEZN,

N+M], BRIMEA N.

oA

redundancyOverlap

G BRI (RO o EBHRIIREAN, [
— Bl AN R EIAS 73 BRI AT AEAN R B PR, =4
FRICHIAT,  SCVFIRGE G ORI B RN, R 2 0y S Bl A
JRAE [F]— A g, (BRI ATEAFR] path .

R R AR path, BEZHAARL
e xtalAfa, BUEVEE RN, &A%, BOMEN 1;
X BC AR, BUEVEREZE[1, M+N], BRIMEAN 1.

iy

ECfragmentSize

Mg Es R BIURIEAY EC A, MR EA
AR, A2

BUE: 1. 2. 4. 8. 164 32, 64, 128, 256, 512. 1024,
2048+ 4096, HAiJE KiB. ERIMEN 16,

iy

highAvailability

SRR TS, PR BE I B IS4

A -

® ActiveStandby: 35, %A RPN target T HIFT
H IQN.

i
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® Disabled: ZEHE BN, ZEKRBX R target FHJ—
A~ IQN.
BRIME N ActiveStandby .
writePolicy 1) 5 TR o
HUA -
® WriteBack: [A1'5, IS ANBNAFE, LZNREISE
PS5 Ry, 5 W RS N S TR K
B, FREMEERAEIT .
® WriteThrough: %%, BPEIREFEK S5 NN ME, FF
FEWE ST RINE, R 5 SR . EHTRE
YEEERE R, BYERERA S, HEL S NIHIRE S5
PR LI 3 5%
® WriteAround: %25, BIEHE5 N5 RURE TS0 .
1, BANWRRING, SCZR B b5 sy . & T
foE EE SRR, HERRERA R, HE 2.
ZRIME N WriteBack.
isMultipath #& 7514 ] Multipath. s
KA :
® "true".
® 'false".
ERIME N "true"
HR:
® XHFTEIMN A, Rl'true"BL"false"
® I HBlock B HERRAE F 1) HBlock #5545 3 FH i il F A
3, Bl highAvailability 4 Disabled, AL ZE®E N
"false", 7502 FH pod BRI
® i 2 HBlock HHLAR, MALTZE B E N "false".
path T8 52 A2t O 180 H S (DRGSR 5
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U AR BV AG IN ANTR E e F o, (8 R 55 4 e L B Kde
ER

pool A AAFR, R ZATAEN, GBI B &K BRI A
CIYE iSRS DI

BUE: KEEJEHELE 1~16, RBeHTEE e (-
) v FRIZ (O HEL FERIX ARG, BACGCH L 7R
MHEFITk

BRI FH BE Bl A7 0

oA

cachePool A TR, FoR BRI, BEEEE B N 7
WA (ERFRCCR) -

WAE: KEEHZ 1~16, RAedHT Bk Hrmmkisk (-

) FRIZ (O i, FRIX RS, HASCHR ISR
Ik

IR T MAREA KB = R A

R IS ZATAT A RE A A — AN

iy

iy

maxSessions iSCSI target 1 37 1 B K21 50
B A, BUETEREIZ(1, 1024], BOMEN 1.
ER: BEAN filesystem, HUEHBEN 1.

serverNumbers target FT7E M IR 55 25 i (AERAFRRGCRR) ©
BEOL, BUEN2, n], n NERARSSENEE. BRiIME
N2,

iy

faultDomains GRS g BE R . ARG R, Al
target FITAE RS a5 HIFIR (SUERRFRRCSCHE) , DMEEIE LUN
I, LUN JKHXH target £ 56 IR 55 85 41 2 rhide 25 P 76 iR 5%
#r o WIUNAAEIE N rack 20, HAR BT rackl. rack2.
rack3. rack4 1)1 &, H faultDomains 48 5E rackl.

rack2, F4B)E LUN K, LUN B target 1156 M rackl
rack2 FT A 2 P L A7 i L 1 IR 55 96 41 3 BLHEAT IR %

iyl
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HE:

® IEAEIb I path 2RI, AREW B %S

® 1SR LUNHRGE | mnd A7 it Ml A7 it iy, D) A s ikt
ZRATIMIM IR PRI s 53R . W LUN RA8E T 447
filrth, D) A e AT it R BT B R

BUE: DAY e, 5 S gon nT LLE room. rack.

servero A LAfESE Z AT A, (HRTEMANEENTET

serverNumbers. SCHRF— N5 I I, (HZ R Rk —

A server, Jf HaEFEH server ARES AT EE . W —A1

s I e 2 3 B0 R A 48 server BB S, TR

Giox RS UL A, S T R RS

chapEnable =78 CHAP WF, BUH:

iy

® "true"

® '"false".

BRNE AN "false" .

HE: XEFEMAFFE, W true" 5 "false"

iy

chapUser CHAP UERIH ' 44 . dn AL E A csi-secret-decrypt.yaml
H [ decryptFlag 7 true, 75E4 CHAP WAE R 7 44 48
DecryptData i & 1) % 85 X317 AES (ECB. paddinges7)
%, NGRS RHEAT Base6d gnhd, HARVE LA ENFEE
Ko

INERTHUE: FRFIEA, KEGLREE 3~64, HAEH T

BE Hew, AR BIMEZR(-). TRIZ(_). B9 )4A
B, FREX RN, BACSCRE A BEE T IT 3k .

i

chapPassword CHAP WIE RS . R EE B S csi-secret-decrypt.yaml HY
[ decryptFlag N true, 522X CHAP AIE )& 65 {5 H
DecryptData it & )% S i#47 AES (ECB. paddinges7) I
&, N G 45 R 3T Base64 guft, EAKRVE ILEC BN
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.
IR FHERR, KEBER 12-16, BAES K
Bk, NEFRE T, FUSORIES BRSNS, 5
BEX 52 KNG

iy

IOPS REFD BB AT 130 5 45V E B B KA
B R, BUETEEIN[-1,999999999], ZRINE A-1. -1
FRANBRA

iy

readIOPS FEAD RENE AT AR AR IR B B KA
HUE: #A, BUEJEHE A1, 9999999991, ERIME N-1. -1
FORABR -

writeIOPS TR Re e AT B A IR B B oA -
HUE: #A, BUEJEHE A1, 9999999991, ERINE N-1. -1
FORABR -

iy

Bps (SRR TP eI PN
Bl BAL, HUEYEEIAL-1, 4096000000000], ERIAE M-
1, BALAE B/s. -1 RRAFRE,

iy

iy

readBps B v bR .
BUE: A, BUETEEIN[-1, 4096000000000], ZRIAE N-
1, HALAE B/se -1 FBoRAFRA

2 s e

writeBps e F IR
HUE: BA, EUEEFEEAL-1, 4096000000000, ERIAE -
1, B Blso -1 R

iy

iy

IOPSBurst {1/ Burst DhBERT, BRDREGE HEAT 505 B A B B K AE
Wff: %A, JA5 M 10PS KF&T 1 i, MhIisE -1 8
(I0PS, 9999999991 N ) IE B X 7 T AE 3% BRIMEN-1, /R
ANBR .

readIOPSBurst 81/ Burst HRERS, A0 BEASEAT S AR BT e K AH
BUAE: A2 readlOPS KT-55F 1 I, BEIIBCE -1 5L

i
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(readIOPS, 999999999114 F 1E 3K 5 vl A5, BRINE N-1,
FRABR .

writeIOPSBurst {8 H Burst DIfReRS, RFFPREWE AT B4R B B R AH
BUE: HA 2 writelOPS KT8 LI, LI E -1 5L
(writelOPS, 9999999991 1) IE 7 AT A= 3% . BRIME M-,
PR AR

il

BpsBurst i1 FH Burst ThREET, REFD AT 40 ¥ 40 & 55 R (H

Hf: RA 4 Bps KPS 1, I E H-1 5(Bps,
4096000000000] A i IEEE R 7 AT ARG, BRUMEDN-1, AR
B/s. -1 FRAPRA.

iy

readBpsBurst 1§ Burst DHRERT, 3% FIE.

HUE: KA Y readBps KT T 10, MBI E N-1 5
(readBps, 4096000000000] A [ IERE K 5 T £, BRIMEN-
1, B2 Blse -1 KRR

iy

iy

writeBpsBurst i Burst DIRERT, 555 L.

BUE: A2 writeBps K141 11, I E Jy-1 5L
(writeBps, 4096000000000] A H IE2E £ 7 AT A28, BRIME -
1, B Blso -1 R AR

IOPSBurstSecs 181 FH Burst DHRER, 08 Burst IR0 BE F3E4T 52 5 1 4E P
RE 2L I [A]

HR: RATE IOPS Burst Thfg )3 R, Ll B A A4 3L
HUE: B8, BUETEREIN[, 999999999], BRIME A 1, AL

iy

A .

readIOPSBurstSecs fi /| Burst ZHAERT, %18 Burst | BRI 1B 4750455 i g
e dialingiae

& WAL read IOPS Burst JHEJE FI, ILECE A AR
HUE: A, BUETEREN[, 9999999991, BRIME A 1, Hfr

i

A

55




e AR 77 3 A5 FE 45 7

State Cloud

writeIOPSBurstSecs i Burst ZhfgRS, %M Burst BIRIIREJHHMT SEAERTRE | &
RREEIRII A]

HE: HETE write IOPS Burst ThAEE IR, Mhfic &4 E
e

BUE: B8, YA, 9999999991, BAIME A 1, AL

A

BpsBurstSecs i Burst ZhEERS, %18 Burst - [R A7 & 68 1 FTREFFEEH)
]

R HA1E Bps Burst Difig 5 HIN,  BEACE A A3

HUfE: B, BUEEHEA[1, 9999999991, BRIME N 1, AL

A

iy

iy

readBpsBurstSecs i ] Burst THAERS, %18 Burst PR 1297 2 R /1 BT RE R4t
FRTERF ] o

HER: HALE read Bps Burst g5 FI, R E A4 42
WOfE: B, BUETEECA[1, 9999999991, BRME Y 1, Ffr

A

iy

writeBpsBurstSecs i Burst DHRERS, %18 Burst b IR [K)5 & 68 )1 AT At 748
FRIEF 8] o

R HATE write Bps Burst D6g)a FHRS,  EACE A A4
HUfE: B, BUEEHEA[1, 9999999991, BRIME N 1, HfL

A

clusterID HBlock #J#5i, 7E csi-configMap.yaml HME—. T£ILACE =

HBlock 7 7] i ht

reclaimPolicy Fr AL Bl RHE
HUAE :
® Retain: .

i

® Delete: %,
ERIMEA Delete.
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volumeBindingMode SLENGR R I A S5 RF Pod A LR 40 5E 5

HUE
® Immediate: .EI48E.
® WaitForFirstConsumer: ZEIRZR5E .

ERIMEL AN Immediate »

allowVolumeExpansion | fL¥F#&¥ &, 5
HUAH -
® true: LVEY .
® false: ARVFEY E.
BNE N falses
(2) MNHBCE X (LL csi-storageclass-local-stor1lun08.yaml A1) .
[root@server dynamic-pv]# kubectl apply -f csi-storageclass-local-storllun@8.yaml
storageclass.storage.k8s.io/csi-stor-sc-local-storllun@8 created
(3)  RiEf)E K StorageClass.
[root@server dynamic-pv]# kubectl get storageclass
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
csi-stor-sc-local-stor1lune8 stor.csi.k8s.io Delete Immediate true 24s

HR: WFNERE CHAP H P 4 f4%55, N deploy/csi-plugin-conf/csi-secret-decrypt.yaml 3C
4 decryptFlag 7B FHBCE N true, H CHAP F 7 & A2 60 7 BN A BN AES % I
base64 1% HAKT IS WECE nFEBA .

2. A PVC
g% PVC, FHH1 StorageClass F<Hk .
(1) ¥ PVC K yaml Be &3
LA TN filesystem, % PVC csi-pve-local-stor11un08 FIHEC & L4 csi-pve-local-
stor1lun08.yaml. 2% examples\filesystem-volumes\dynamic-pv\local\csi-pvc-

local.yaml {741 o
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apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-storllun@8 # PVC 147
# Set to the actual namespace
namespace: default
spec:
accessModes: #Uj[HtRs, filesystem #x[1)45Z#F ReadWriteOnce
- ReadWriteOnce
resources:
requests:
storage: 77Gi #&:%&E, #{IN GiB

storageClassName: csi-stor-sc-local-stor1lun@8 #PVC {{i[f[{] StorageClass 4% F

LN Block, 1% PVC csi-pve-local-block-stor11un09 fBC & A4 csi-pve-local-
stor1lun09.yaml. Z% examples\block-volumes\dynamic-pv\csi-pvc-local-block.yaml

7R o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: csi-pvc-local-block-stor1lun@9 # PVC (1% F
# Set to the actual namespace
namespace: default
spec:
accessModes: # Vi, Block &[4 X #F ReadWriteOnce. ReadOnlyMany. ReadWriteMany
- ReadWriteOnce
volumeMode: Block
resources:
requests:
storage: 88Gi #LAE, HIIN GiB
storageClassName: csi-stor-sc-local-storllun@9 #PVC {#/H¥] StorageClass M4+

PVC K] YAML It & XX S ¥R

2 #iR oy
l‘\ﬁ
metadata.name PVC 4 F% . &
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metadata.namespace i 44 75 ] =

HUE: HBlock CSI %% I 4 7€ 1) i 44 25 [A] 44 FK

storage LR E, AL GiB. =
storageClassName f& 7€ PVC BT 1) StorageClass %K. =

(2) MNHBCE S (LA csi-pve-local-stor11lun08.yaml ) o

[root@server dynamic-pv]# kubectl apply -f csi-pvc-local-storllun@8.yaml

persistentvolumeclaim/csi-pvc-local-storllun@8 created

(3)  UFCAAIEE PVC.
BB a4 23 E Ak default, 75244 H 474 kubectl get pve -n namespace ) .

[root@server dynamic-pv]# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
csi-pvc-local-storllune8 Bound pvc-84b9a4b9-403d-41a5-96bc-8d1e0@8c7abl5  77Gi RWO csi-stor-sc-local-storllun@8  27s
3. Al Pod.

GIZE Pod, FHH1 PVC 5HBk. HBlock CSIdE{EF Hahala . #201b. H:3 HBlock %5

(1) Hri Pod ] YAML Fi & 3CAF,
LAEAA filesystem, B1]% Pod my-csi-app-local-stor11un08 FHAL & S A4 csi-app-local-

pve-stor1lun08.yaml. T P27 examples\filesystem-volumes\dynamic-pv\local\csi-

app-local-pvc.yaml #1171 .

kind: Pod
apiVersion: vl
metadata:
name: my-csi-app-local-storllune8
# Set to the actual namespace
namespace: default #HBlock CSI ZZ3EHT4P5E [ 44 25 (A
spec:
containers:
- name: my-frontend
image: busybox  # Fiffiit
imagePullPolicy: "IfNotPresent" # PGS RS
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volumeMounts:
- mountPath: "/test8"  # HEIRFIEEM HIRKERE
name: lun@8
command: [ "sleep", "1000000" ]
volumes:
- name: lun@8 # X% volumeMounts HIHEH I H
persistentVolumeClaim:

claimName: csi-pvc-local-storilune8 # W pvc & F

LA AN Block, fl% Pod my-csi-app-local-block-stor11un09 [T & SCA4 csi-app-
local-pve-stor1lun09.yaml. 7] PAZx% examples\block-volumes\dynamic-pv\csi-app-

local-pve-block.yaml H [ 75 451 o

kind: Pod

apiVersion: vl

metadata:
name: my-csi-app-local-block-storllun@9 #Pod M4 FR
# Set to the actual namespace

namespace: default #HBlock CSI “ZZ%ER} 405 A a4 =5 [A]

spec:
containers:
- name: my-frontend
image: busybox # 4Ef§Huilk
imagePullPolicy: "IfNotPresent" # FiHUEH1% 5FmE
volumeDevices:
- devicePath: "/dev/test9" # IE#FHFIEZN HAREEE
name: 1lun@9  # XI5 volumes HfJ name
command: [ "sleep", "1000000" ]
volumes:

- name: 1lun@9 # X} volumeMounts fH:% 1 H
persistentVolumeClaim:

claimName: csi-pvc-local-block-storllune9 # i pvc HI&ZF

(2) MHBCE S (BL csi-app-local-pve-storllun08.yaml %) .

[root@server dynamic-pv]# kubectl apply -f csi-app-local-pvc-storllun@8.yaml
pod/my-csi-app-local-storllun@8 created
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(3)  IAEEIER Pod.
Vi WR a4 A AHE default, 724 H 4 kubectl get pod -n namespace|grep

Podname Eifﬂo

[root@server test]# kubectl get pod|grep my-csi-app-local-storllun@s
my-csi-app-local-storllun@8 1/1 Running @ 27s

AR RIE S O H T 1R /test8

[root@server ~]# kubectl exec -it my-csi-app-local-storllun@8 -- /bin/sh
/ # 1s

bin dev etc home 1lib lib64 proc root sys test8 tmp usr var

VER: HBlock CSI#HLFARYEH 7 IBCE , 7F HBlock ZE#EH H 2B & target, 4. target.
PV @& —— XK R,
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3.5.3 37 PVC

I StatefulSet H 45 7€ [ StorageClass 4581 ## PVC, Kubernetes R4 StorageClass H L & [
55, B3k HBlock CSI {614 HBlock %. 314 PVC EH T HEsh&AE L Pod, I
NHHEBAAEN 5

B PVC I E RN T

1.6 Storage Class
p StorageClass -

L4

-~

2.@_Ié§8ta1_eful8et .
""-\..\ 4
S StatefulSet PVC - PV N
|
A Pod
K9.2h#& PVC i FE

1. fJ# Storageclass.
(1) #r#E StorageClass ) YAML fig & S fF.
® G HUA filesystem, @))% StorageClass csi-storageclass-local-stateful-stor1lun10
[ Hic & SCLF csi-storageclass-local-stateful-stor1lun10.yaml. 7] A&

examples\filesystem-volumes\statefulset\csi-storageclass-local-stateful.yaml 77 )7~

.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
# If there is a conflict with other StorageClass, you can change it to another name
name: csi-storageclass-local-stateful-storilunl®  #StorageClass %5
# Set to the actual driver name
provisioner: stor.csi.k8s.io # HBlock CSI Z&HRT IR AFK .
parameters:
storageMode: Local  #HBlock #&fI77fiE2M
fsType: xfs #EFHEH XHERGEHKEN, FF xfs. extd
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readonly: "false"  #27%UH T NHEHE
sectorSize: "4096" # HBlock WM X K/, #F512,4096, HALE bytes
localStorageClass: "EC 2+1" # HBlock % U4
# minReplica fl localStorageClass "EC N+M"H1ff) N BRiAAHSE
minReplica: "2" # f/MEIAEL (X HBlock LEHEMCRED)
highAvailability: "ActiveStandby" # HBlock % & m] FIR
writePolicy: "WriteBack"  # HBlock %5 %%
isMultipath: "true" # R&ERZIZE
maxSessions: "1" # iSCSI target RVFE LI A ZIEEL.
ECfragmentSize: "16" #ZYMIISHEI F K. BICRIEAN EC B, MR BEA AR, 5020,
serverNumbers: "2" #HBlock target T/EMIARST 285 E (VAR H)
IOPS: "5000000"
readIOPS: "5000000"
writeIOPS: "6000000"
Bps: "40960000000"
readBps: "40960000000"
writeBps: "40960000000"
IOPSBurst: "999999999"
readIOPSBurst: "999999999"
writeIOPSBurst: "999999999"
BpsBurst: "-1"
readBpsBurst: "-1"
writeBpsBurst: "-1"
IOPSBurstSecs: "999999999"
readIOPSBurstSecs: "999999999"
writeIOPSBurstSecs: '"999999999"
BpsBurstSecs: "99999999"
readBpsBurstSecs: "99999999"
writeBpsBurstSecs: "99999999"
clusterID: "storl" #HBlock #xi}
reclaimPolicy: Delete #FFAMLGRINIERE, SZ#F Retain Al Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true #RVHEY E

® 5N Block, % StorageClass csi-storageclass-local-stateful-block-
storllunl1 FJHC & A4 csi-storageclass-local-stateful-block-storllunl1.yaml. #J
PLZ% examples\block-volumes\statefulset\csi-storageclass-local-stateful-

block.yaml.
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JAA 7 A A 4R e

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
# If there is a conflict with other StorageClass, you can change
name: csi-storageclass-local-stateful-block-storllunill
# Set to the actual driver name
provisioner: stor.csi.k8s.io
parameters:
storageMode: Local
readOnly: "false"
sectorSize: "4096"
localStorageClass: "EC 2+1"
# minReplica #1 localStorageClass "EC N+M"H1ff) N BRiAAH S
minReplica: "2"
highAvailability: "ActiveStandby"
writePolicy: "WriteBack"
isMultipath: "true"
maxSessions: "1"
ECfragmentSize: "16"
serverNumbers: "2"
clusterID: "storl"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

it to another name

StorageClass ] YAML At B XCHS%

ZH 7% R INIE
metadata.name StorageClass % FK . =
provisioner HBlock CSI 3XZl 4 FK o &
HUfH: HBlock CSI %% HIAKEN 44 7R o
storageMode LAY, FF Local. Cache. Storage fHz. &
Cache. Storage i EK R L =%,
fsType LA B BRI RG LA, SR xfs, extd. XA
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P : G ECN filesystem B M IE,
readOnly e DU AT B HE =
HUE: "true". "false". ERINEN"false".
ER: XEFEMAFRH, "true" sl false" .
cloudBucketName CAZTER] OOS A H I 4 F5K NP YA
R 1HZ)T)E Bucket ARG WIRE MG IR . | 31
K, FIH,
cloudPrefix WHE OOS IR AR, WEATHLWE, BHdE | &
SAFAEAFAE TR LART S fi 44 BRSO o 2R €
BIEE, W EEAF AL UG 44 Pk 44 IR 2R S0 e
R FFi
HUE: KEVEH R 1~256.
cloudAccessKey 00S AccessKeyID. Bnbas s D)
R FFi 1H
cloudSecretKey OOS SecretAccessKey o isbas e DA
U0 S B A esi-secret-decrypt.yaml 1] decryptFlag | 3H
N true, i EX] secretKey YA {HH DecryptData It B
H 2 £ % 3547 AES(ECB. paddinges7)I%, %G
(125 R AT Base64 i, HARVENACE MR .
K FFi
cloudEndpoint & E O0S Endpoint. BRPE A
KA. FFiH 1A
cloudObjectSize BE A7tk AE O0S H KN 4
HUE: 128, 256, 512, 1024, 2048. 4096. 8192,
AL KiB. BRIMEN 1024
cloudStorageClass W HE 00S MIfAit sy, 4

B :
® STANDARD: ArUELEME;
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® STANDARD IA: {&A5; [F £ .
BB AN STANDARD.,

oA

cloudCompression R4 dE L& 2 00S.
HUE

® Enabled: #&;

® Disabled: 5.

ERIN{E N Enabled.

0

cloudSignVersion 0O0S MiF R4 WIETT
B :

o v2: V2%,

o v4: v4ZEY,

ERMELN v2.

cloudRegion 7 Endpoint T 530 BT 7E X 35 %M
] V4 25440, BITA I,

KA. FIEE

gl

deleteCloudData RG2S MR LR
HUE -

® true: MERZ LAHIEIE.

® false: MMERZ LAIEHE.
ERME Y false.

oA

sectorSize Ji X RN e MR R 2 7 0 S R G VO A ) dse /N FAE
BOE A X R/

BUE: "512". "4096", FA7sE bytes. ERIMEA
"4096"

localStorageClass KA TR AR R E LS HL.
IR

® single-copy: HLEIA.

® 2-copy: MEIA.

oA
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® 3-copy: —RHIA.

® ECN+M: AJHigHEt. HA N MOVIEEE, N
=M, H N+M<=128. FHEE > EIM N F
B, JRAERR M AMEEERHR -

ERIME N EC 2+1.

minReplica /RIS (IERBERRCCR) -

T RIAERE, BERASON X, &R
NY (Y RBASX) , ZEFHREANN, 20 Y hi
WENEI, AMARKGNHEY) . X T EC N+M
A, RZER/DEIAKEN Y (LAGHL
N<Y<N+M) , A2 2 S FE /DA Y (s Hofn kg
BB N, AR RE NI .

Wh: B MTEAE, BUEEEZL N, NA
AIAE G R B AR, BRMEN 1. X ECH, B
LN, N+M], BRIAE N N.

0

redundancyOverlap LT SRR (IERRCCRD - R IIRE
N, E— BRI A FEIA 5 BRI A EAS [F 1)
R, EEIEAR R, RVFIRIES T RIS R
W, 2 0y B A TRAE [R) — AN ke, (H= A
FEANIE ) path .

EER: WIRAAEIHEIRION A path, HWSHCAAE
A

WAE: *TEIAGENA, DUETEEZ, BIA%], BAME
N1 T ECHIS, BUEJEHELZ[L, M+N], BRIME
ANl

gl

ECfragmentSize AT B K. BITCARRE N EC # 20, 1
WE AR, 5028
HUE: 1. 2. 4. 8. 16+ 32. 64. 128. 256. 512,

iyl
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1024, 2048, 4096, A7/ KiB. BRINMETY 16.
highAvailability ke A, YRR B LS H. 3
AR :
® ActiveStandby: JHBIF, 1H%AE RN target
THATA IQN.
® Disabled: ZEME AR, ZEKRP R target
TH—4> IQN.
ERINME A ActiveStandby .
writePolicy 5 1) 5 TR 7
AR :
® WriteBack: [FI5, IS ABNAFSE, LZ1R
255 P i 5 ), 25 B B AN . 1S H
TRMPEREER B, FRE EESRA I 5.
® WriteThrough: &5, RIEE FH 5 N N AE RS
#, FAEWALES RIh IS, R R i S R
o W& THREEERE S, SHRZERA,
Ha i 5 N 2 BRI S B 55
® WriteAround: %85, BDEHE S NRLAL S RURE B
RLAAE, BANBRLRINIG, SLZR E% b5 5
Dyo WEHTREME R m, YRR AR, H
CEAS i 5=
ZRIME N WriteBack.
isMultipath & 758 F Multipath. A
HUAA -
® 'true'",
® 'false".
ZRIME N "true"
ER:
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o XHFEIEM NTLFE, Rl"true"Bl"false".

® 4R HBlock ZEH#FIR A% FH i) HBlock &% 5 H =
A, B highAvailability 5 Disabled, 4t
RN E N false”, 2 FE pod JiH BRI

® 122 HBlock FALAR, AL ZE 4 E Y false".

path Ta A7t B 1B H s (DL BLIRCCRR)
IR B G I AR E Bl B %, RSS2 AL R
W H %

0

pool BB, FRoRmAATIN, S B TR A% AT
filiti - C(IUERBERRGCRF)

BUE: KEEHEDE 1~16, RAedrfh. Brr sk
g (o) L TFRIZ O A, FTRXS KNG, HAL
SCHF LT BRSOk

BRI L At A7 i

oA

cachePool A RR, R s A, BEIRE LB A
A (ERERRGCRR) -

BUE: KEJEEE 1~16, REEHFRE. B A
e () . MRIZ (O 4R FRX RS, HAL
SCRFLAFBERI BT Sk 6

WA E WAREA BB = R E A

HE: S Z G A AR 7 — M .

gl

iyl

maxSessions iSCSI target 01T V1 B K21 40
HUE: R, HUETEHEZ[L, 1024], BIMER 1,
HER: BN filesystem, HUEHEEN 1.

serverNumbers target T 7E IR 5 2 0 (DUEEREIRCEHT) -
B, BUEAL2, n], n NERENIRS SR .
BRIME N 2.

oA

faultDomains B RSS u A B A B AR A 0 bk, )

0
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4 target FTTEM S MFIR (DUETEMCCR)  LME
B LUN I}, LUN S target T0.56 iR 55 2391

RAPIEBEATE RS A% o BIAnAFEM N rack 2], Hdh
FNE 5 rack ]y rack2. rack3. rack4 HIFT A, HL

faultDomains i 32 rackl. rack2, #B-4fI% LUN K,

LUN SCHER target LG M rackl. rack2 Fir AL 1 LA
fil It (1 IR 55 25 711 3R B EAT R 9%

HR:
® (AAEI IR path iy, AREREZS
.

® IR LUNJRE T Ml A th AR & A7k, T
M EDEZAFII P £ 55 813K . Wi LUN A
T8IE T B ZATMML, WU e A7 At Hh e 155 A
FF.

BUE: DA e, 1 S gon Ay BLE)

room. rack. server. HJPAFREZAT AL, (HZTT N

M BB /N T25T serverNumbers.  SCRE—AN1 55 4%

MZ R, ABRAEFR A GEE — server, Ff HIEFE M)

server NAES AT E S . W —AN AU IR R E0S

Z FHCY RN AR server O RE, T RS04 20

A RN ST TR WS R 5ok 2 8

10PS REFPBEML AT S S A IR B B R AE
Bl : A, BUETEEIN[-1, 9999999991, ERIAE A-
lo -1 RARAIRH] o

oA

readIOPS FFFD BE M AT SRR AR OB B K AE -
(g : A1, BUETEEIN[-1, 9999999991, BRA(E A-
lo -1 RRAIRH].

iyl

writeIOPS AP e EAT B BRA T B B AR

iyl
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Bl #R, BUETEEAL-1, 9999999991, ERiA(H A-
1o -1 RRARA

Bps BERD AT A i B (1 R R A &
BUE: A, BUETEHEIN[-1, 4096000000000], ERIA
EoA-1, B Blso -1 RoRASFRA

readBps e v PR . 3
HUE: A, BUEYERIN-1, 4096000000000], ERIA
fHN-1, HASE B/so -1 RoRAPRA.

writeBps B we FRR . 5
BUE: A, BUEYEREIN[-1, 4096000000000], BRI\
EA-1, HAE Blso -1 RoRASRH

IOPSBurst ffiFH Burst ThRERS, SRR HITIRSHREXENR | &
KiK.
WAE: HA2HI0PS KT4T 1, B E A-1 8
(IOPS, 9999999991 [ IE X AT A= 280. BRINAE -
1, FRABR.

readIOPSBurst A Burst DhRER, RFPREG AT IR/ BN ER | &
fE.
HUE: R readlOPS KT5T 11, eIt & N-1
8 (readlOPS, 99999999911 1) IE 7 AT A= 3% . BRIA
EA-1, ARG

writeIOPSBurst i Burst DhREN, SRR IHEAT SEMERE R K | &
fE.
B : RA 4 writelOPS K T4 T 1 B, BRI & N-
1 8% (writeIOPS, 9999999991 W [ 1E 2K 5 n A= 3%, Bk
WEAN-1, RRAIRA

BpsBurst {8 FH Burst DIRER,  BRAD AT AL 40 1) s 2 f KB 4
WH: RA724 Bps KT LI, BRI EA-1 5
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(Bps, 4096000000000] 4 [¥] IE B4 5 AT AE 3L, BRIMEN
-1, BALFE Blse -1 FRARA .

readBpsBurst 1 Burst ZhRER, 5245 FFR. 4
HE: KA M readBps KT T 11, LI E N-1
¥ (readBps, 4096000000000] N [ IE#E KO ] AL, R
WA AN-1, BALAE Bls. -1 R ARRHL.

writeBpsBurst 4 Burst IR, S5 LR 3
HUE: HA Y writeBps KT4F 10, BLI3E A-1
2l (writeBps, 4096000000000] P4 [¥] IE 47l A= 3%, Bk
WAE -1, BRI Blse -1 FomABRH].

IOPSBurstSecs 181 /] Burst THRER, 418 Burst FIRAGAE DT EHR | 6
1 T BERFSE IR I 18]
R HAGTE 10PS Burst ThAEH FHIN, IhECE A 4
o
HUE: A, BUETEREN[1, 9999999991, ERIME A
1, BAER.

readIOPSBurstSecs i Burst ThRERS, %18 Burst IR HI5E /31T 35084 | &
FITREFF SRR I 1]
HER: HAG7 read IOPS Burst Zhfit 5 i, AL E 4
A2
s B, BUETEEIN[L, 9999999991, ERIME A
1, AR,

writeIOPSBurstSecs fdi Ff] Burst DhRERT, %18 Burst LIRAUAE DTS H#ME | 6
FIT REHFLL (RN [A] o
HER: HHTE write IOPS Burst DhgE /o F I, SEACE
PRy &
HfE: A, BUETEHE N[, 9999999991, ERINE A
1, AR,
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BpsBurstSecs 1 Burst DIRER, #%M8 Burst IR ERE I ATRESR: | &5
BRI TH] .
HR: HATE Bps Burst ThRg/s N, ULECE A A4
R
BUE: %A, HUEJEE AL, 9999999991, ERIME N
1, AR,
readBpsBurstSecs i ] Burst ZIRERS, %08 Burst EIRIELRERESIFTRE | &
R 1H] o
VEE: RATE read Bps Burst g S AR, HHACE A
AR
WO 8, BWUETEHEDN[1, 9999999991, ERIAE N
1, BfrEtb.
writeBpsBurstSecs ffF Burst ZHEERS, %M Burst LIRS EREIFTRE | &
R 1H] o
HER: R ATE write Bps Burst Thag A H I, SEECE A
A2
HUfE: AL, BUETGEIALL, 9999999991, ERM{E N
1, AR,
clusterID HBlock ¥R, 7E csi-configMap.yam] ME—, $EW, | /&
FeE HBlock 17 Al Hhdik .
chapEnable =T H H CHAP F, BUH: 4
® "true'"
® 'false".
BINME N "false".
BRE: XEREMAFRE, Bl'true"sl " false".
chapUser CHAP WIERITHH 44 o W SR B B ST esi-secret- 7;5
decrypt.yaml #1/¥] decryptFlag 4 true, 752X CHAP
INIERIH P 248 F DecryptData Bt B 1% 8% 3E47
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AES (ECB. paddinges7) %, 0% G M4s RikiT
Base64 i, HATEWEREMFER.

MEEATIUE: AR, KETEER 3~64, HAEH
TR B AA(L) BREZR(-). FRIZ(). B
SOOHEM, FERX KNG, BASCR U B
FIF ko

chapPassword CHAP VIER RS . W R EC B S csi-secret-

0

decrypt.yaml # [] decryptFlag N true, 2%} CHAP

INE R Z 6948 F DecryptData Fit & 1) 25 5057 #E17 AES
(ECB. paddinges7) W%, W% g m4s Rit1r

Base64 Zifd, B ARTE WA EMFBR .

IERTHUE: FRERIE, KEGEEE 12~16, 20

WERGFERE NEFEEE, 7. FRLOFMERD

PRI, FRX D RANE.

gl

reclaimPolicy FF AN PSR BE
HUE -

® Retain: fRF.
® Delete: Bk

ERIME N Delete.

volumeBindingMode SRR IE A ZERF Pod TR IS 405 .
HUA

® Immediate: V.HI4{%E.

oA

® WaitForFirstConsumer: ZEIRZR5E .

ERIME N Immediate.

allowVolumeExpansion | fo¥F%&¥ JE.

IR

® true: RVFEY JE.
® false: AARVWEY &

oA
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ERINE A false.

(2) N L E S (DL csi-storageclass-local-stateful-stor1lun10.yaml A1)

[root@server statefulset]# kubectl apply -f csi-storageclass-local-stateful-storiluni@.yaml

storageclass.storage.k8s.io/csi-storageclass-local-stateful-storllunl® created

2. {7k StatefulSet.
(1) i StatefulSet (¥ YAML it & 344
LAEACN filesystem, @)% StatefulSet csi-app-stateful-local-stor1lun10 ) YAML At
B At csi-app-stateful-local-stor1lun10.yaml. 7] LLZ2% examples\filesystem-

volumes\statefulset\csi-app-stateful-local.yaml H [] 7~ o

apiVersion: vl
kind: Service
metadata:
name: csi-app-stateful-local-storllunl®
# Set to the actual namespace
namespace: default #HBlock CSI ZZ%EHT45E v 4% 25 1Al & K.
labels:
app: csi-app-stateful-local-storllunile

spec:
ports:

- port: 80

name: web

clusterIP: None
selector:
app: csi-app-stateful-local-storllunie
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: csi-app-stateful-local-storllunle
# Set to the actual namespace
namespace: default # HBlock CSI “ZZ%ERf405E v 4 25 1A & K.

spec:
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selector:
matchLabels:
app: csi-app-stateful-local-storllunle
serviceName: "csi-app-stateful-local-storllunle"
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-storllunl®
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-storllunil®
image: busybox
ports:
- containerPort: 80
name: web
volumeMounts:
- name: 1lunl®
mountPath: /testle
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunl®
spec:
accessModes: [ "ReadWriteOnce" ] # Vi, filesystem B[4 #F ReadWriteOnce
storageClassName: "csi-storageclass-local-stateful-storllunie”
resources:
requests:

storage: 100Gi

LN Block, 17 StatefulSet csi-app-stateful-local-block-lun11 # YAML At & 14
csi-app-stateful-local-block-lunl1.yaml. 2% examples\block-volumes\statefulset\csi-app-

stateful-local-block.yaml 7 1) 7~ .

apiVersion: vl
kind: Service

metadata:
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name: csi-app-stateful-local-block-1lunil
# Set to the actual namespace
namespace: default # HBlock CST ‘ZZEHT4H5E iy 42 25 B A K .
labels:
app: csi-app-stateful-local-block-1lunll

spec:
ports:

- port: 80

name: web

clusterIP: None
selector:
app: csi-app-stateful-local-block-1lunll
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: csi-app-stateful-local-block-1lunil
# Set to the actual namespace
namespace: default # HBlock CSI ZZ3EMT4R5E 1) 44 25 (B 4 K
spec:
selector:
matchLabels:
app: csi-app-stateful-local-block-lunll
serviceName: "csi-app-stateful-local-block-lunil”
replicas: 2
template:
metadata:
labels:
app: csi-app-stateful-local-block-1lunil
spec:
terminationGracePeriodSeconds: 10
containers:
- name: csi-app-stateful-local-block-lunll
image: busybox
ports:
- containerPort: 80

name: web
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volumeDevices:
- name: lunll
devicePath: /dev/testll
command: [ "sleep", "1000000" ]
volumeClaimTemplates:
- metadata:
name: lunll
spec:
accessModes: [ "ReadWriteOnce" ]
#15ARE, Block A ESZFEHI VT AE0: ReadWriteOnce. ReadOnlyMany. ReadWriteMany
volumeMode: Block #%#:A Block
storageClassName: "csi-storageclass-local-stateful-block-storilunil”
resources:
requests:

storage: 101Gi

(2) M HBCE X (LA csi-app-stateful-local-storllun10.yaml J91))

[root@server statefulset]# kubectl apply -f csi-app-stateful-local-storllunil@.yaml

service/csi-app-stateful-local-storllunl® created

statefulset.apps/csi-app-stateful-local-storllunl® created

(3)  IUEEIE Y StatefulSet (LA csi-app-stateful-local-stor1lun10 1)
VB Wiy 4 S AHE default, 752§ H @74 kubectl get statefulset -n

namespace|grep statefluname =,

[root@server statefulset]# kubectl get statefulset |grep csi-app-stateful-local-storllunle

csi-app-stateful-local-storllunle 2/2 28m

LR RIE ST LB 7 M5 /test10.

[root@server ~]# kubectl exec -it csi-app-stateful-local-storilun1@-© -- /bin/sh
/ # 1s
bin dev etc home lib 1ib64  proc root sys testle tmp usr var
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4 HELM 75\ (s 4B R

4.1 RE

RIEBLG FNIAE, HBlock CSI A EH HELM J7 =03y, af DURIETS ik — b

Jii

o ZRESABEHITR: EH T Kubernetes SERFHI T MEEAZ I E 5.

® Docker A FANEBI T EH T 2B .

4.1.1 BIERH

R IR AN T -

® P47 kubectl get csidrivers, WHINLFRIZIKENACE; HAF1E, NIMHER.

® 473 HELM 3.12 I DL A,

® 7% HBlock CSIHY, FH4TJF iscsiOnHost (1.5.1 Z RIARN L E R EZSH) KFx, A
iscsidv multipathd ~F 3 @R HIE FHLE BN, 7FEECEE FEHLAY iscsid M1 multipathd.

Bt & 15 LAY iscsid AT multipathd B 5EUF

1. 7£ Kubernetes JT47 1) slave 1 mifd T A1 %% iSCSI LA, JFHHC E /ete/iscsi/iscsid.conf.
a) % iSCSI TH.

® N PAE RS CentOS/RHEL, i %¢3E iscsi-initiator-utils, ZZ3Eay2U0 R :

yum -y install iscsi-initiator-utils

R 2223 iSCSI initiator 6.2.0-874-10 5L LA b fRAS .
® INHH/E RS /& Ubuntu/Debian, 232U :

apt install open-iscsi

b) 1&/etc/iscsi/iscsid.conf Bt & 4.

#UNTEJEH iscsi target EFEHINKE, HATEH iscsid.safe_logout WE N No

iscsid.safe_logout = No

c) {EXTE FENLAE ) iSCSIHEFE

systemctl enable iscsid

systemctl restart iscsid
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# Ffiih 1SCSI HEFRIRAS EH

systemctl status iscsid

2. {E Kubernetes T I slave i £ 15 EHLAC & MPIO.
a) ‘%% MPIO.
Y. WO MPIO, KPR,
® XIT CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-libs

® T Ubuntu:

apt install multipath-tools

b) & MPIO.

1) &ffl /usr/share/doc/device-mapper-multipath-X.Y.Z/multipath.conf (I X V.7
5 multipath [FJSEPRIRA S, 6 HRHE L BRI LA K multipath.conf) %]
/etc/multipath.conf.

2) fE/ete/multipath.conf H 3% 0 AL & -

FER: A E M multipath.conf /1, 1R multipath #8435 devices 3 2 HH G #1 [ 2 5L,

multipath F [ S HUE 28 55 devices IS HUE. N 7 IEH 4 HBlock %, 75 ZMIFR

multipath 91 ) 5 T 517 BoAH R ) 24

defaults {
user_friendly names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"

rr_weight priorities
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no_path_retry queue
prio alua
}

}

Pi8H: user_friendly names AL E N yes, WA[LLE N no. —HEE, NREFE L.
® user_friendly names yes:
ARG RYE/etc/multipath/bindings I E AL MR A DECHA, BN
mpathn (41 mpatha. mpathb &) .
ERINYE alias_prefix "<RiZ>", MM &UIEET RS, Fln. BE
alias_prefix "disk", ZEEEAIIA4Z/dev/mapper/diska.
/dev/mapper/diskb %,
AT BN E, 5 T4k
® user friendly names no: RZSHA WWID (&IRME—ARIRFT) 1EAZRAIE
H I o

¢) /)8 multipathd IR %% .
® T CentOS:

systemctl restart multipathd
systemctl enable multipathd

® | T Ubuntu:

systemctl restart multipath-tools.service

systemctl enable multipath-tools.service
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4.1.2 ZESAEEHNAR

HELM J5 A ffi FH f5 7

HUTBA T %25 GEMT Kubernetes SEIEA0H SOBR AR L 10MEH R, L 1.6.4 ) X86 ik

VAL

1. f£ Kubernetes master fll node [ fifi k223540,

unzip stor-csi-driver-1.6.4_x64.zip

2. 1F Kubernetes master fll node 5 N ffift451% .

cd stor-csi-driver-1.6.4_x64

docker load < stor-csi-driver.tar

3. {f Kubernetes master T3 fi $0AT 3B A, BHATIGME I 2228
EE: A{E[A— Kubernetes £8P 2235 22 & HBlock CSI, 7% charts 43 JiltAS [6] SCAF 3k,

E-iw E2V ¢

a) ffifR charts/csi-driver-stor/value.yaml # iscsiOnHost & true. 15 %35 % % HBlock

CSI, &7 EAZ charts/csi-driver-stor/value.yaml Hf¥] driverName £/l

driverNamespace.
S8 ik g
WIH

driverName HBlock CSI 2Kz % FK o &
BUE: FraBal, KEEE R 1~63, RAed/»
FERE BT AR OB GE R, B
FrLLF RS SR . R HMIEST S

(. .

BRINE N stor.csi.k8s.i0.
ER: 7E[F]— Kubernetes Z#£, HBlock CSI I
EAFRLIME—, AREET

driverNamespace HBlock CSI 487E ] Kubernetes iy % %5 A] . A% | /&

g
%2 % HBlock CSI, W2 NEEEFR EAE 4

82




KRS HELM J5 s il 6
State Cloud
1A
HEE: LIUACEAAEN Kubernetes iy 44 75 [H .
BINE N default.
iscsiOnHost iscsidv multipathd ~F4 3t R2 thfE LG 30, mdE | 2

CSI POD JA 3.
BUf: true: iscsid. multipathd SF3#EFE 175 =
GINEEHILE L

b) HATRZREA
RO A2 7 IREAEIKH CRDs, 1HHAT T4 4
ViBH: LA PRIEA S CRDs 3 £F Kubernetes Snapshot [1J vl API.

cd charts/csi-driver-stor/

helm install stor ./ --skip-crds

R B RIEAH K CRDs, AT T dr 4

cd charts/csi-driver-stor/

helm install stor ./

ZHESEUE, ATLAEFILLT pod. HBlock [ plugin A& Sidecar 2 #% 1E 7 5 81
BiBH: 1 Kubernetes i 4 ¥ [A]9F default, 75228 FH 4 kubectl get pod -n namespace ).

[root@server csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-snapshot-updater-cronjob-1758160800-8r7pq ©/1 Completed © 8s
csi-storplugin-controller-79df7bf49c-dbcgx 4/4 Running (%] 2m19s
csi-storplugin-node-kggmj 2/2 Running (%] 2m18s
csi-storplugin-node-1ngll 2/2 Running 0 2m18s
snapshot-controller-0 1/1 Running (%] 2m19s

R CSUHEfFHE)E:

® RIENMVLHS, #E % iscsid/multipathd 8% 24 /etc/multipath.conf, W20 j5 CSI Pod AL
B

® HENWSE, E1EHEE iscsid/multipathd B M /etc/multipath.conf, LA sZiiny 551247 .
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4.1.3 Docker AESNFEEHER

o REERZ, ATUEH ARG T7 %3 HBlock CSLAdifF, #E4/E Kubernetes [ A 5 s 1
RN P Al ek adi g L B b, B EEE I YAML SCIF) image Mtk AL G
TR IIE, ST 2 B A B ) 5 e

EEREE — GRS & LHAT T I AU#ERAE (LU 1.6.4 1) X86 [ A 9B -

1. 2t

unzip stor-csi-driver-1.6.4_x64.zip

2. AR

cd stor-csi-driver-1.6.4_x64

docker load < stor-csi-driver.tar

3. HEEBBRIANE.

docker tag stor-csi-driver:1.6.4 XXX.XXX.XXX.XXX:port/stor-csi-driver:1.6.4

docker push XXX.XXX.XXX.Xxx:port/stor-csi-driver:1.6.4

Hdr, xxx.xxx.xxx.xxx:port ARG HHE,
4. mEMAE.

cat /etc/docker/daemon.json

5. B YAML 85185 Bl

&4 charts\csi-driver-stor\values.yaml SCf4H csiStorPlugin BN xxx.xxx.XXX.XXX:port/stor-

csi-driver:1.6.4.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: XxX.XXX.XXX.XxX:port/stor-csi-driver:1.6.4

6. 1E Kubernetes master 19 i $AT 2 JIA, BHATHEFEI0 22345,
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HER: A 1E[A— Kubernetes £EHFH %235 £ % HBlock CSI, 744 charts 43 UAS [H] S92,

HEWPRZIK,

a) ffif% charts/csi-driver-stor/value.yaml # iscsiOnHost 4 true. 1% %% % 2 HBlock

CSI, &7 FEIEL charts/csi-driver-stor/value.yaml 1] driverName #ll

driverNamespace.
Z2H R X
IR

driverName HBlock CSI X5 44 FK &
BUE: FRrepieal, KEVEHEZ 1~63, RAgH/
HERE B RS ORERZ AR, BALK
RO R ISk g5, AEHILELT S
.
BRI N stor.csi.k8s.i0.
YER: 7E[A— Kubernetes £, HBlock CSI 4K
A PRALAE—, AREHE .

driverNamespace HBlock CSI 72 [f] Kubernetes iy %4 25 [0] . & 75 % | /&
$¢% % HBlock CSI, WA NEESR EAF K74
&l T
ER: LAUNCAAFER Kubernetes i 44 7 [A] .
FRIMEN: default.

iscsiOnHost iscsidv multipathd P42 17 LG 30, mWAE | 2
CSIPOD J3 3.
HUAE: true: iscsid. multipathd 5P #EFE 175 &
DINEEL LS

b) AT REEPIA.
IR &2 7 IRIBAHSCH CRDs, TEH#AT T4
ViBH: 5O LN PRI S¢ CRDs 3 £F Kubernetes Snapshot [1] v1 API.

cd charts/csi-driver-stor/
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helm install stor ./ --skip-crds

INRAR ZBEPURAR KK CRDs, 1§ HAT o1&

cd charts/csi-driver-stor/

helm install stor ./

2R SEE, FTUAE R LA pod. HBlock ) plugin PL Az Sidecar 25 %8 1E & JA 81
ViBA: 115 Kubernetes 7y 44 23 A dF default, 752 FH 74 kubectl get pod -n namespace 22,

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-snapshot-updater-cronjob-1758161700-x8xmv  0/1 Completed © 10m
csi-storplugin-controller-79df7bf49c-qtvkd 4/4 Running (%] 28m
csi-storplugin-node-d2tkb 2/2 Running (4] 28m
csi-storplugin-node-x9w2h 2/2 Running (%] 28m
snapshot-controller-0 1/1 Running 0 28m

HER: CSIfEa)G:

® RIACEMLSIT, #EZ iscsid/multipathd BUE K /etc/multipath.conf, 20 5 CSI Pod f§ L
B

® CifES)E, ZEIbER: iscsid/multipathd & MU/etc/multipath.conf, LA gZmL45I21T .
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4.2 ENE;

BiBH: 2 Kubernetes & HH#EE 1 £ % HBlock CSI, T7E% H XM LA T, KIkZ Ik
AT EN AR

WA ELEEL, CSL, EIBEMIBRIAIE, SRJ5IEFR sc. statefulset. pod. pve. pv, FFRFATEIZL.
L AT 3 i 2 B bR R O S

kubectl delete volumesnapshot -n namespace --all
kubectl delete volumesnapshotcontent volumesnapshotcontentname

kubectl delete volumesnapshotclass volumesnapshotclassname

2. ARAPAT FAI A TERR s statefulset. pod. pve. pve X pod. pve. pv, WAZIFZHE
J¥ pod > pve > pv $AT MM B dr 2 .

® HIER sc:

kubectl delete sc scname

® M4 statefulset:

kubectl delete statefulset statefulsetname --cascade=true -n namespace

® PR pod:

kubectl delete pod podname -n namespace

® JiBR pve:

kubectl delete pvc pvcname -n namespace

o ﬂﬂ”lzﬂ? pv:

kubectl delete pv pvname

3. FEEEPRAE charts/csi-driver-stor $H4T E E i 2 E1 %L CSI.

helm uninstall stor

87




== |

e HELM 75 3£ Fil $5 7

State Cloud

4.3 AL
431 BIERHE

BEFHZ T, BT N
o AR MIHTIHE PV KRG HHERA BHAE, WIRPUTIE, 7FEM O L LT %
B R PV H > Pod Hi8k, A3ZFENA.
B O PV Z A Pod £RE, T IHIRAETHY Pod #ORCA BT B R, BiE AR S E
J& o
® T E /T HBlock AT B target iERSHRME (ARG A CSTMIA PV X3 )
HBlock Il (55451
B 05 Kubernetes AR T 1.21, WEHILRIERR T 1% PV (1) Pod A # 58/ 1 HJH
B Kubernetes FRAN 1.21 X LA L, AEZE,
YO AR T A AT I, TE BRI . A R TR AT A A R AT
TIHERAE, FIREe I ISCSLERTIENTIT, WALER LR, 15 RIRA AT A2
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4.3.2 iscsid FHFHBMUEATHAR

N HIE B %0 ST

® FHHTHIIA values.yaml Hi% H S 4 iscsiOnHost (1.5.1 Z BIMAANGE R BE1ZSED , F+
R HA values.yaml H19%F iscsiOnHost B values.yaml 1S4 iscsiOnHost W & N false.

® JHZERIMARAS values.yaml H iscsiOnHost A false, T+ JE A values.yaml F ({1 2%
iscsiOnHost & B A4 false.

® JHHTT A values.yaml H1 1S 4] iscsiOnHost #EH true.

THEPIR:

1. BEHIEER: EREEEFABBER T RN Docker FA R FANBR RIS R & 1 1P 5%,
SN 2 A IRE)

2. TETFRRRAIY charts/csi-driver-stor R &E values.yaml, 183 HBlock #H2<HC B 5 T+ Al i
AR HIAATE] o

3. FETFRARAI charts/csi-driver-stor 44T K36 & T4«

helm upgrade stor ./

4. TRk

® A LIETE EALE ShFEE] POD, HEAT BRI, ARNDhREIEH .

® i J5 Kubernetes 17 ] slave 16 TALT 1L, BN %17 & POD BEIEHIE B  (WIRALK:
IEE R RE R, ARk E. )

® MEMA CUMFEET 1.6.00 FAUBIERA (KTHT 16D J&, WfF/El% POD,
TR ORTE A IEAE R B R POD HIHTHE T, AT 4 kubectl get pod -A |
grep csi-storplugin-node | awk '{print $2}' | xargs -I {} kubectl
exec {} -c storplugin-node -- sh -c¢ '/storadm --upgrade add-
missing-trackfile', #NFHLLH trackfile.
HE:
B  kubectl get pod -A | grep csi-storplugin-node HIfEH &gt r e

CSI KI5 POD. P47 iy Al 75 7 B G4 o 25 B0 A 5 2 5 IRl S i 7 5

—E, GRA—FE, HBESONXT R CST A RTEKE] POD.
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A PATTERUG, BRI 5 R tracefile $E . FAFFEVRIN R 1
WL (IN#E7R “Failed to add x file(s)” ) , & PR AT ST HEE JR R AL FE

AR FER T BE SIS T R, TR storadm TR PTG T 25
1547 & DRIVER_ NAME #l KUBE NODE NAME, K4 407E CSI Node Server
[f] Pod HHiC B IX PN AR B, 5 U AT RE S B RE S

env:
- name: DRIVER_NAME
value: IXFN#
- name: KUBE_NODE_NAME
valueFrom:
fieldRef:
apiVersion: vl

fieldPath: spec.nodeName
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4.3.3 iscsid ST HIER BB EH AR

NHE AT FHZ T

® JFFEHIMIMA values.yaml H3H 44 iscsiOnHost (1.5.1 ZHIRAANRER B 1ZZE0D , F+
2% J5 values.yaml 2% iscsiOnHost W & A true.

® FHZHTMIMCA values.yaml F 4] iscsiOnHost 15 & A false, F+2¢J5 values.yaml %]

iscsiOnHost % & A true.

HESE:
1. #1= CSIMNS, VI RAREITET S POD g%, BHAREE. HAT FIlaL)E,
P HATEIE PV.L MIBR PV. POD #4765, EIZk POD £ CSIAHR L5,

kubectl delete daemonset csi-storplugin-node

2. 1E Kubernetes AT 1 slave 79 & 15 F AL 23 iSCSI T ., FAC & /etc/iscsi/iscsid.confs
a) % iSCSI L H.

® R FR/E R /& CentOS/RHEL, i %23 iscsi-initiator-utils, ZZ3Ean2101F:

yum -y install iscsi-initiator-utils

FER: 2223 iSCSI initiator 6.2.0-874-10 5L LA b fRAS .

® N HH/E RS /& Ubuntu/Debian, 32T :

apt install open-iscsi

b) 1&/etc/iscsi/iscsid.conf Bt B X A4F.

#UNF A iscsi target TR HBNIKE, AT iscsid.safe_logout W E N No

iscsid.safe_logout = No

c) {EXTE FENLA D) iSCSIHEFE

systemctl enable iscsid
systemctl restart iscsid
# Il iSCSI MRS IEH

systemctl status iscsid

3. 7E Kubernetes fIT 5 ] slave 7 &5 EALAC & MPIO.
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a) ‘%% MPIO.
DeBH: i 223 MPIO, ZBgIE IR,
® XfT CentOS:

yum -y install device-mapper-multipath device-mapper-multipath-1libs

® T Ubuntu:

apt install multipath-tools  #Ubuntu

b) TiE MPIO.

1) & ffl /usr/share/doc/device-mapper-multipath-X.Y.Z/multipath.conf (I X V.7
4 multipath (JSEFRARAS S, TE RS SEPR TG L & 4K multipath.conf) ]
/etc/multipath.conf.

2) fE/etc/multipath.conf H 38 hnun AL E -

FER: FCE S multipath.conf H, W1 multipath #8415 devices 54> H A HHF S5,

multipath F I SEME S E 56 devices VIS HUE. A T IEH A HBlock &, 75 Z Mk

multipath F1 (1) 5 N FFEBAHFE S48 R HaiTiE 0l stor-multipath-conf (AL

kubectl describe cm stor-multipath-conf &5 AN %) , HE5 FHIXHEA—E, EHL

PR R KRB 2% 5 FHEcRAE, 5 AT Be 2 5l B TH g R i 5

defaults {
user_friendly names yes
find_multipaths yes
uid_attribute "ID_WWN"
}
devices {
device {
vendor "CTYUN"
product "iSCSI LUN Device"
path_grouping policy failover
path_checker tur
path_selector "round-robin 0"
hardware_handler "1 alua"
rr_weight priorities
no_path_retry queue

prio alua
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¢) /8 multipathd k5%

® XIT CentOS

systemctl restart multipathd

systemctl enable multipathd

® XIT Ubuntu

systemctl restart multipath-tools.service

systemctl enable multipath-tools.service

4. HURIKENEUE: EIRIEZ S RAGBKITT A Docker B R NEBR TR E DR,
TPABH AR NS .

5. TEFFBRAH] charts/csi-driver-stor F&EX values.yaml:

® i3 HBlock H5CHL & 5 T HTIRA KIAHTA o

® iscsiOnHost % B N true.

6. TETFZRIRAH charts/csi-driver-stor AT R4y & 14k

helm upgrade stor ./

7. YRR E:

HEN# CSIPOD, AT ps -ef, WHINE RN BAHEFE: multipathd -f\ iscsid -fo

A LAERE BN S POD, EATIEAHRARNE, #IlDhREIEH .

H 5 Kubernetes T A7 [ slave T BT £, WA &AF&E POD BEIEWE 3. (A RAL:
UEE KR 5, ATkdiXop. )

MRRRA OhFEET 1.6.00 TR EIRRA KT 1.6.1) J&, WifF{EL5% POD,
TORLE S A IELEHT 5% Mk POD HIRTIE T, AT A4 kubectl get pod -A |
grep csi-storplugin-node | awk '{print $2}' | xargs -I {} kubectl

exec {} -c storplugin-node -- sh -c¢ '/storadm --upgrade add-
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missing-trackfile', #NFHKM trackfile.
ER:

kubectl get pod -A | grep csi-storplugin-node FIfE &It iE T A
CSI 15 s IR E) POD. AT b il HI 75 5 28 D3RS 25 G A 75 22 15 O 3 S R s 48 7 56
—H, WERA—RE, BRSO R CSI W S 33N POD.

WAPAT RGBS R tracefile $UE . 5 A7 LR DR ¥ 1
B (WiFE7R “Failed to add x file(s)” ), & HE G175 M i HEA R K R AR B
AR PR T B E X IRENEE T R, R storadm T BHRAT UG T 3R
5545 & DRIVER_ NAME fl KUBE NODE NAME, [Xit 4 Z407F CSI Node Server
[¥] Pod "L B IX PR R, 50 B S BT RE R

env:
- name: DRIVER_NAME
value: IKz)4
- name: KUBE_NODE_NAME
valueFrom:
fieldRef:
apiVersion: vl

fieldPath: spec.nodeName
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4.4 BoEiEH
4.4.1 1% E HBlock HHXEE

HBlock CSI4#fFiEid & HBlock ) HTTP RESTful API#HT /71l & B, Hlnelds.
MBEE. ¥ HE%. M E G717 HBlock RESTful API ) URL Huhik Flug
YiBH: LR Z A HBlock, f3%: HBlock HLHLRA . HBlock B HER «
A LLIZ T 512D B8 B HBlock V7 in) ik
(—) BB E SR, I R T B SO
1. 1BIK charts/csi-driver-stor/values.yaml Bt & £, BECE HBlock vy ik Vila FH 4
MG, .

driverName: stor.csi.k8s.io
driverNamespace: default

iscsiOnHost: true

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.4

storConfig:

configlson: |-

[

"clusterID": "clusterli",
"apiEndPointList": [

"https://XX.XX.XX.XX:XX",
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"https://XX.XX.XX.XX:XX",

"https://XX.XX.XX.XX:XX"

1,

"storProvider": "xx",

"csiApiTimeout": 480

s
{
"clusterID": "cluster2",
"apiEndPointList": [
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX",
"https://XX.XX.XX.XX:XX"
1
"storProvider": "xx",
"csiApiTimeout": 480
}
1
userKey:

IFSKIHsSKICJjbHVzdGVySUQiOiAiY2x1c3R1cjEiLCAKICI1c2VybmFtZSI6ICIhZG1lpbiIsCiAicGFzc3dvemQiOiAic2tza2RuZEQwIgogfSWKIHSKI

CJjbHVzdGVySUQiOiAiY2x1c3R1cjIiLCAKICI1c2VybmFtZSI6ICI4eCIsCiAicGFzc3dvemQiOiAieHgiCiB9C10=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl

clusterMode: true
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# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:

enable: false
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# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: sl
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driverName HBlock CSI J¥3/] % F5K &
BUE: 7R8I, KEGHEZ 1~63, REEH/NS TR %
T AIROMAERBEL () E L, BACCR A7 BEais 7, 45
F. ZEMIESSTS (W) .
BRE M stor.csik8s.i0.

driverNamespace | HBlock CSI 4% i€ [t] Kubernetes iy 4 %% [H] o =
R WU AL Kubernetes iy 4 7 [A] .
BRIMEN: default.

iscsiOnHost iscsidv multipathd SF4 A2 B 78 AL 30, MidE CSIPOD 3 | /2
s
HUfE: true: iscsid. multipathd 579 HEFE B 1E FHLJE B
o

storConfig HBlock FC & 15 .. &

clusterID & & HBlock HI#RiR, 7E csi-configMap H1HE—, &
BUE: e, KEJEHER 1~256, FTLLE &6 4
7 REEREZE (5, FERIX RN,

apiEndPointList HBlock H R %5 %8 1P #isik Sz API i 05 B & RHk T P
HBlock IP 1 API %7 15 Y] Kubernetes service 344
'S HBlock FIAR S5 45 P Htht &2 APLdm 50, I 2 4R
W, EEERHRTAR IP ikt & APy 5 ; R EHLR,
HIHE —ANIH]

storProvider HBlock = i 4 F% =
HU{E: HBlocko

csiApiTimeout i i€ HBlock € LUN [WZ5ERFIS[A], fESEAFIN[A] N LUN €& | &

R, Ak, AR HE .
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HELM J5 A ffi FH f5 7

Hf: EEE%, BRIMEDY 480, HALRAD.
R EUUEHBOAME.

userKey

X2 HBlock FIARIA P 4 SCB RS IR 745 5 (] base64 S
5.

userKey P it #2, Al LLZ ILECE HBlock ¥ i) F P 44 F1 2%
.

chap

I A E

iyl

decryptFlag

TR, BN true U3 B false CRJEHD
) Base64 it 17 £ .

AR -

® dHJ1ZQ==: JAHM%, true [ Base64 JwfH.

® ZmFsc2U=: AJaHINE, false ) Base64 4ihid.

fim

decryptData

T A

Vil AN, S,

HUE: YRS 16 AL FRF R . 75 ZXIEIDET Base64 i
i,

decryptData [f14mfi%id F2 T L2 WL EC BB

KAE

example

S BOR SR TT IS, LB 58K storConfig. userKey-
chap J5, /AT LLEIE IT S —MEEGITFIS, SRIHIE HBlock
CSIR&E &R LLIEH & H .

EE: WIETERUE, TERREGIF AN false, #EH5 ER
¥y S5 i 2R

gl

2. M HAHBECE X, fE charts/csi-driver-stor AT B L B a2 o

helm upgrade stor .
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(—) i LI 56 4F HBlock e B & 75 %3 (W% .
PiBH: 0 HBlock CSI HHEC & 1 2> HBlock, & IU#FHFEFIIGIEL K. Hltn HBlock
CSIXfJRE 2 /> HBlock, I FFHHIE 2 4% & HBlock FIFEH .
1. JE R
(1) ABIECE SCAF charts/csi-driver-stor/values.yaml H' example FIFFI, 4T FFFE
Example FIS$#id

2% Ei:ipo)

enable e 15 IR 7l

® true: JFJERMIS

® false: JFUfRH.

R RIS, HEWFEEIIT AN false, G5 1E 0SB R

clusterId ¥8 %€ HBlock HIHRiH .

clusterMode & 7€ HBlock s& 2 # ik /& B LR -
® true: HBlock ZEHFi .
® false: HBlock HHLIK o

chapUser CHAP IERIFH F % . G AL E SO csi-secret-decrypt.yaml 1) decryptFlag N
true, 2% CHAP INIERTH ' 448 H DecryptData Bt B 1% 8355 147 AES
(ECB. paddinges7) I, fn# 545 RikAT Baseo4 if, HAATEWLACEME
B

IMEZRTRUE: PR, KEGELZ 3~64, RAEHRTERL. Hr. A M
BEZ(-). FRIZ(_). B9(Hdm, FRIXpRANG, HASCH TR
ko

chapPassword | CHAP W UERI #5605, WAL E S csi-secret-decrypt.yaml H1[#] decryptFlag
true, 7 EXT CHAP WAIIE R %6948 B DecryptData it & 1) % H X 11T AES

(ECB. paddinges7) JN%, 0% G 25 RidkAT Base64 Jwft, HARTE N ECE N
.
INERTRUE: FREE, KEUEZ 12~16, AEE KEERE. NGFERE,
By FPRIZOTRDWFTR, FEREX 5 RNE.
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snapshot.enable | #& 15 5 F PR REAEA :
® true: JiM.
® false: AHH-

clonePv.enable | J&75 8 F v EAE -
® true: j5fH.
® false: AN

(2)  MNHBCE MY, 1F charts/csi-driver-stor N 4T AL E 2.

helm upgrade stor ./

(3)  B%ilE HBlock CSI &5 & n] LLIE S A H: WIS JE B BIFEBI s Sh 57 pod, TIIZRIR
HBlock CSI 7] VLIEH J5 A . an S p iR so B 5 G i oy, B PR IE AN v P D e IE o
(Afi%)

kubectl get pod
kubectl get volumesnapshot

kubectl get pvc

2. AFFIREB: GnAREH TR, Oy A IR SCRYSERI PR, s AR
(1) 7E values.yaml FUEFEBI TS5 A false.
(2) #4724 helm upgrade stor ./l E.
(3) PATHT4 kubectl get pod. kubectl get volumesnapshot. kubectl get
pvc £ B2 S 1EH .
YO IR BE IR S, A PIRG4S se. statefulset. pods pves pvs
volumesnapshot, H X FZ)EIHIX LETT .
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4.4.2 Bp B 7<)

IVAZEE7B S

CSI (LA 1.6.4 A X% #54> HBlock, SERERMCIAALIR .

® clusterID A storl, XTRAERERR. clusterlD 24 stor2, XJ B EEALAR o

® ETERMIRS %S IP Al API A: 192.168.0.64:1443. 192.168.0.65:1443. 192.168.0.67:1443.
FAHLAR AR 55 2% TP A1 APL i 1A 192.168.0.66:1443 .

® ERERIMH LML storuser. hblock12@. EANLIAIH J 4 F12505 J9:  storuser
hblock12@. userKey J5ifidn] LA 2% BB HBlock V5 [ FH /7 4 R Z R R~ B rH 598 1. 2.

o ERM NI CHAP NIE, W (R, TS HREMFHER.

® 3L blockVolumes HIZNAS PV B£45] (dynamicPv) , %:ilF HBlock CSI & 75 CL &l LA
R

BIEP T
() PEERECE SO, IR B E S
1. B4 charts/csi-driver-stor/values.yaml it & 3£, i & HBlock Vil ik 15 il F P 44
ARG I

driverName: stor.csi.k8s.io

driverNamespace: default

iscsiOnHost: true

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.4

storConfig:
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configlson: |-

[

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

¥

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

userKey: WwogICAgICB7CiAgICAgICAgImNSdXNOZXJIIRCI6ICIzdGO9yMSISICAKICAgICAgGICALIdXN1cm5hbWUi0iAic3RvenVzZXIilAogICAgICAEI
CIwYXNzd29yZCI6ICIoYmxvY2sxMkAiCiAgICAgIHOSCiAgICAgIHSKICAgICAGICALY2x1c3R1ck1EIjogInNOb3IyIiwgIAogICAgICAgICI1c2VybmFtzZ

SI6ICIzdG9ydXN1ciIsCiAgICAgICAgInBhc3N3b3JkIjogImhibG9jazEyQCIKICAgICAgTQogICAgXQo=

chap:
# Whether to enable chap encryption. true (dHJ1ZQ==) , false (ZmFsc2U=)
decryptFlag: ZmFsc2U=
# Encrypt the key with base64

decryptData: c3RvcjAxMjMONTY30DkwMQ==

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: clusterl
clusterMode: true

# Sample of snapshot using dynamic pv.
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snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true

chapUser: user
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chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPg54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: si

2. MNHAHBECE X, fE charts/csi-driver-stor AT B L B a2 o

[root@k8s-master csi-driver-stor]# helm upgrade stor ./

Release "stor" has been upgraded. Happy Helming!
NAME: stor

LAST DEPLOYED: Sun Apr 27 11:20:59 2025
NAMESPACE: default

STATUS: deployed

REVISION: 2

TEST SUITE: None

NOTES:
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The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.4

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
¥
{

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(=) FIREBI S HBlock it B /2 15 A sh (Alik) .
PEEH: Ib4b HBlock CSIHECE T 2 4 HBlock, NIFEZELGE 2 4 HBlock BRI

® I%IE clusterID A storl 1) HBlock (£EFEAR)
1. JE G
(1) 1B B SO charts/csi-driver-stor/values.yaml H' example HIJT5%, $TFEE]
blockVolumes H1 (12174 PV FE41. PRIEAI G FEFFOC, clusterID A storl, clusterMode

N true.
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images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.4

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: storl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: true
# Sample of clone pv using snapshot.
clonePv:
enable: true
# Sample of clone pv using dynamic pv.
clonePv:
enable: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true

# Sample of static pv. Path is templates/examples/block-volumes/static-pv
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staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: 1lun@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==

# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
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statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lune4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl
sourceLunName: lul

snapshotName: sl

(2)  MNHBECE M, 7 charts/csi-driver-stor | $4T 5 BT AC B dr 2 -

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 11:38:43 2025

NAMESPACE: default

STATUS: deployed

REVISION: 3
TEST SUITE: None
NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.4

The Stor Cluster Info is: [

"clusterID": "storl",

"apiEndPointList": [

110




e e

KRG

State Cloud

HELM J5 A ffi FH f5 7

"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1
"storProvider": "HBlock",

"csiApiTimeout": 480

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  B%uE HBlock CSI /27 V& LLIER A . W38 FH AR s Zh 57 pod, NIZRIR
HBlock CSI "] LLIE® A . WP A b G ) i i, i B P HEAD e B2 ThRE IR .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY  STATUS RESTARTS  AGE
csi-storplugin-controller-79df7bf49c-wrdtb  4/4 Running ] 62m

csi-storplugin-node-41zr9 2/2 Running ] 62m

csi-storplugin-node-jx95c 2/2 Running ] 62m

my-csi-app-block-dynamic 1/1 Running ] 18m

snapshot-controller-0 1/1 Running ] 62m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshot

NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE SNAPSHOTCLASS
csi-dynamic-snapshot-block  true csi-pvc-local-block 1 csi-dynamic-snapclass-block

[root@k8s-master csi-driver-stor]# kubectl get pvc

NAME STATUS  VOLUME

clone-pvc-from-pvc-block Bound pvc-34e4f98f-4a87-4a38-9a4d-633940160c09

clone-pvc-from-snapshot-block  Bound pvc-37f0324c-2836-4979-8b4e-858c3ce3df54

csi-pvc-local-block Bound pvc-47fef833-791d-4a3b-b93b-c94f198c9d3b

CAPACITY  ACCESS MODES
1Gi RWO
1Gi RWO
1Gi RWO

STORAGECLASS

csi-stor-sc-local-dynamic-block

csi-stor-sc-local-dynamic-block

csi-stor-sc-local-dynamic-block

SNAPSHOTCONTENT

AGE

6m25s

6m25s

6m25s

CREATIONTIME

snapcontent-53f92ad6-faa9-47c7-850a-d7304a4b1594  3m35s

AGE

3m4ls

2. (FHRIESFEG: wmREH TR, 7RSS ERRSEE R, BT .
(1) {E values.yaml H', ¥f dynamicPv [JFEH] . PRABFICFZEHOC % B A false.

images:
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csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.4

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: false
clusterId: storl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl

clusterMode: true
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lunName: lun®@5
# Mode of filesystem
filesystemVolumes:
dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDodkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-
encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false

clusterId: clusterl
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clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: luno4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterId: clusterl

sourceLunName: 1lul

snapshotName: sl

(2) AT 4 helm upgrade stor /5 HHCE

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 13:54:58 2025

NAMESPACE: default

STATUS: deployed

REVISION: 8

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.4

The Stor Cluster Info is: [
{

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1,

"storProvider": "HBlock",
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"csiApiTimeout": 480
}s
{
"clusterID": "stor2",
"apiEndPointList": [
"https://192.168.0.66:1443"
1
"storProvider": "HBlock",
"csiApiTimeout": 480
}
]

(3)  HATA4 kubect] get pod f EFEGR TGFH, FRIGIZENK POD. PR PVC #A
e, BNV WIREI T

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE

csi-storplugin-controller-79df7bf49c-wr4dtb 4/4 Running © 3h19m
csi-storplugin-node-41zr9 2/2 Running © 3h19m
csi-storplugin-node-3jx95c 2/2 Running © 3h19m
snapshot-controller-0 1/1 Running © 3h19m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshot
No resources found in default namespace.
[root@k8s-master csi-driver-stor]# kubectl get pvc

No resources found in default namespace.

® IR clusterID A stor2 ff] HBlock CFAALARD
1. a3 R
(1) B & A charts/csi-driver-stor/values.yaml 77 example 7%, T REG
blockVolumes H1[{Izh7s PV FEGI. HREBFIFFEFF IS, #4 clusterMode IEUE 1B A

false, clusterld 2N stor2.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0
csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0
csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
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csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google_containers/snapshot-controller:v6.3.0

csiStorPlugin: stor-csi-driver:1.6.4

# Samples of pod, pvc and storageclass
example:
# Mode of block
blockVolumes:
# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv
dynamicPv:
enable: true
clusterId: stor2
clusterMode: false
# Sample of snapshot using dynamic pv.
snapshot:
enable: true
# Sample of clone pv using snapshot.
clonePv:
enable: true
# Sample of clone pv using dynamic pv.
clonePv:
enable: true
# Sample of statefulset with dynamic pv. Path is templates/examples/block-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/block-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true
lunName: lun®@5
# Mode of filesystem

filesystemVolumes:
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dynamicPv:
# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local
local:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of snapshot using dynamic pv.
snapshot:
enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:

enable: false
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clusterId: clusterl
clusterMode: true
lunName: luno4
snapshots:
# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:
enable: false
clusterld: clusterl
sourceLunName: lul

snapshotName: sl

(2)  MNHBCE MY, 1F charts/csi-driver-stor N 4T AL E 72 -

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 14:07:14 2025

NAMESPACE: default

STATUS: deployed

REVISION: 9

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.4

The Stor Cluster Info is: [

"clusterID": "storl",

"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"

1

"storProvider": "HBlock",

"csiApiTimeout": 480
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"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  BSuE HBlock CSI 27 V&l LLIER B . W358 FH AR s 2h 57 pod, NIZRIR
HBlock CSI 7] PAIEH A H . P HE AN so b6 0 i B, i B DL BE AN oo B ThRE IR .

[root@k8s-master csi-driver-stor]# kubectl get pod

NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wrdtb  4/4 Running @ 3h31m
csi-storplugin-node-41zr9 2/2 Running @ 3h31m
csi-storplugin-node-jx95c 2/2 Running @ 3h31m
my-csi-app-block-dynamic 1/1 Running @ 38s
snapshot-controller-0 1/1 Running @ 3h31m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshot

NAME READYTOUSE ~ SOURCEPVC SOURCESNAPSHOTCONTENT ~ RESTORESIZE  SNAPSHOTCLASS SNAPSHOTCONTENT

csi-dynamic-snapshot-block  true csi-pvc-local-block 1 csi-dynamic-snapclass-block  snapcontent-eadd468b-0024-4378-8957-8c4da77bb94d

[root@k8s-master csi-driver-stor]# kubectl get pvc

NAME STATUS  VOLUME CAPACITY  ACCESS MODES  STORAGECLASS AGE
clone-pvc-from-pvc-block Bound pvc-a5979ae5-ddda-4c48-boc7-077c838645fe  1Gi RWO csi-stor-sc-local-dynamic-block  66s
clone-pvc-from-snapshot-block  Bound pvc-91b8c7f7-cd75-4028-a616-547b415f2a8e  1Gi RWO csi-stor-sc-local-dynamic-block  66s
csi-pvc-local-block Bound pvc-d8676b60-a20f-4cbf-8fd3-d97e7a9fc32d  1Gi RWO csi-stor-sc-local-dynamic-block  66s

CREATIONTIME

48s

AGE

52s

2. (FHRIESFEG: wmREH TS, 7RSS ER R SEE R, B .
(1) 1E values.yaml #', ¥ blockVolumes H ) 3hZS PV AEFI L PRI AI 78 B T e 13 B AL

false.

images:

csiProvisioner: registry.aliyuncs.com/google_containers/csi-provisioner:v3.5.0

csiAttacher: registry.aliyuncs.com/google_containers/csi-attacher:v4.3.0

csiResizer: registry.aliyuncs.com/google_containers/csi-resizer:v1.8.0

csiDriverRegistrar: registry.aliyuncs.com/google_containers/csi-node-driver-registrar:v2.8.0
csiSnapshotter: registry.aliyuncs.com/google_containers/csi-snapshotter:v6.3.0

csiSnapshotController: registry.aliyuncs.com/google containers/snapshot-controller:v6.3.0
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csiStorPlugin: stor-csi-driver:1.6.4

# Samples of pod, pvc and storageclass

example:

# Mode of block

blockVolumes:

# Sample of dynamic pv. Path is templates/examples/block-volumes/dynamic-pv

dynamicPv:
enable: false
clusterId: stor2

# Sample of statefulset with dynamic pv.

clusterMode: false

# Sample of snapshot using dynamic pv.

snapshot:

enable: false

# Sample of clone pv using snapshot.

clonePv:

enable: false

# Sample of clone pv using dynamic pv.

clonePv:

enable: false

statefulset:
enable: false
clusterId: clusterl

#

clusterMode: true

Sample of static pv.

staticPv:

enable: false

clusterId: clusterl
clusterMode: true

lunName: 1lun@5

# Mode of filesystem

filesystemVolumes:

dynamicPv:

Path is templates/examples/block-volumes/statefulset

Path is templates/examples/block-volumes/static-pv

# Sample of dynamic pv. Path is templates/examples/filesystem-volumes/dynamic-pv/local

local:
enable: false
clusterId: clusterl

clusterMode: true

# Sample of snapshot using dynamic pv.

snapshot:
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enable: false
# Sample of clone pv using snapshot.
clonePv:
enable: false
# Sample of clone pv using dynamic pv.
clonePv:
enable: false
# Sample of dynamic pv with chap disabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap
localChap:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: user
chapPassword: skskdndDedkfL
# Sample of dynamic pv with chap enabled. Path is templates/examples/filesystem-volumes/dynamic-pv/local-chap-encrypt
localChapDecrypt:
enable: false
clusterId: clusterl
clusterMode: true
chapUser: SFFFzADcpZaUJKsYbPq54A==
chapPassword: tbHWrBep3RORhkFaW+f5Fw==
# Sample of statefulset with dynamic pv. Path is templates/examples/filesystem-volumes/statefulset
statefulset:
enable: false
clusterId: clusterl
clusterMode: true
# Sample of static pv. Path is templates/examples/filesystem-volumes/static-pv
staticPv:
enable: false
clusterId: clusterl
clusterMode: true

lunName: lune4

snapshots:

# Sample of static snapshot.
# snapshot should pre-provisioned before staticSnapshot be enabled.
# Path is templates/examples/snapshots/static-snapshot
staticSnapshot:

enable: false

clusterId: clusterl

sourceLunName: lul

snapshotName: sl
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(2)  PATH4 helm upgrade stor ./ HTC &

[root@k8s-master csi-driver-stor]# helm upgrade stor ./
Release "stor" has been upgraded. Happy Helming!

NAME: stor

LAST DEPLOYED: Sun Apr 27 14:13:27 2025

NAMESPACE: default

STATUS: deployed

REVISION: 10

TEST SUITE: None

NOTES:

The Stor CSI Plugin has been published.

The plugin image is: stor-csi-driver:1.6.4

The Stor Cluster Info is: [
{
"clusterID": "storl",
"apiEndPointList": [
"https://192.168.0.64:1443",
"https://192.168.0.65:1443",
"https://192.168.0.67:1443"
1,
"storProvider": "HBlock",
"csiApiTimeout": 480
¥
{

"clusterID": "stor2",

"apiEndPointList": [
"https://192.168.0.66:1443"

1,

"storProvider": "HBlock",

"csiApiTimeout": 480

(3)  PAT A4 kubectl get pod K EFEHE S H, A NIEIEF POD. HERAT PVC A
1R1E, BIUd BFE 5 H .

[root@k8s-master csi-driver-stor]# kubectl get pod
NAME READY STATUS RESTARTS AGE
csi-storplugin-controller-79df7bf49c-wr4dtb 4/4 Running © 3h37m

122




KRS HELM 77 8 i
State Cloud
csi-storplugin-node-41zr9 2/2 Running @ 3h37m
csi-storplugin-node-jx95c 2/2 Running @ 3h37m
snapshot-controller-0 1/1 Running @ 3h37m

[root@k8s-master csi-driver-stor]# kubectl get volumesnapshot
No resources found in default namespace.
[root@k8s-master csi-driver-stor]# kubectl get pvc

No resources found in default namespace.
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4.5 FAFR

ffF HELM /0% %% . BCE HBlock CSI BI)Ja, I LAFZHR R 251818 E S PV, 314 PV,
A& PVC:

1 WA B 7 iE BB S PV B8 PV 8185 PVC (B IERAARD .
Z 1 charts\csi-driver-stor\templates\examples FIFEH], G E T H CMNEE PV, 3IE
PV. Z)& PVC, f/ HELM #ATE . K020 LSRR 7 X 280
B

EE: HPHECKM PV, PVC, POD SRR E AW TAE ;1) charts T, FHEHFH
1T
charts\csi-driver-stor\templates\examples &% 1240 (LA 1.6.4 1) X86 fRA A1)

[root@server stor-csi-driver-1.6.4_x64]# cd charts/
[root@server charts]# cd csi-driver-stor/
[root@server csi-driver-stor]# cd templates/
[root@server templates]# cd examples/

[root@server examples]# tree

—— block-volumes

F—— filesystem-volumes

F—— dynamic-pv
—— 00-snapshot.yaml
—— 01-snapshotclass.yaml
F—— clone-pvc-from-pvc.yaml
F—— clone-pvc-from-snapshot.yaml
—— csi-app-local-pvc-block.yaml
F—— csi-pvc-local-block.yaml

L—— csi-storageclass-local.yaml

|
|
|
|
|
|
|
F—— statefulset
| F—— csi-app-stateful-local-block.yaml
| L—— csi-storageclass-local-stateful-block.yaml
L—— static-pv
F—— csi-app-local-pv-block.yaml
F—— csi-pvc-local-nocreate-block.yaml

L—— csi-pv-local-block.yaml
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F—— dynamic-pv

| F—— 1local

| | —— 00-snapshot.yaml

| | —— 01-snapshotclass.yaml

| | F—— clone-pvc-from-pvc.yaml

| | F—— clone-pvc-from-snapshot.yaml

| | —— csi-app-local-pvc.yaml

| | F—— csi-pvc-local.yaml

| | L—— csi-storageclass-local.yaml

| F—— 1local-chap

| | F—— csi-app-local-pvc-chap.yaml

| | F—— csi-pvc-local-chap.yaml

| | L—— csi-storageclass-local-chap.yaml

| L—— local-chap-decrypt

| —— csi-app-decrypt-local-pvc-chap.yaml
| —— csi-pvc-local-chap-decrypt.yaml

| L—— csi-storageclass-local-chap-decrypt.yaml
F—— statefulset

| —— csi-app-stateful-local.yaml

| L—— csi-storageclass-local-stateful.yaml
L—— static-pv

F—— csi-app-local-pv.yaml
F—— csi-pvc-local-nocreate.yaml

L—— csi-pv-local.yaml

L—— snapshots

L

static-snapshot
—— snapshot-content.yaml

L—— snapshot.yaml

13 directories, 32 files
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5.1 HE PV AR SSimEENE

VR PV MRS I AL E AR R, A Pod TR B BHRAEAE IR ERAE R, —HH
AL T HcdE A1 5 1 — 7 It R PSR T IE BRI ] SE AR fE

BTHR4AE: HBlock (7B ML AN room, rack, server, 4 AEMIE PV (MRS umiER BE R .
TP
1. %1k PV REXII TR Pod.
ER: WP ERARAR, SNaIBRE
kubectl delete -f podl.yaml -f pod2.yaml -f podN.yaml
2. A% PV RS wide 4
o ISR R PV RS IR B, A T Sl

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN

o NHLHI DA PV RS imiE AL E, TR R4

kubectl annotate pv pv-name faultDomains=faultDomainl, faultDomain2, faultDomainN --overwrite

ZH i)

pv-name T LR R 55 v 1AL B ) PV 4 FR .

faultDomains LRSS b E A B G R . IR AR W, 1224 target FTEAR 55
FIIFIR UEREMCCRE) , LUN XBERY target P28 MiZ IR 55 35 5135
EREFTTE MRS 35 BIAAEAEI0 N rack 0], FoHa I35 rack]

rack2. rack3. rack4 H1I{1i s, H. faultDomains 48 i€ rackl. rack2, HF
LB LUN ] target I, LUN SKREKHY target T8 56 M rackl. rack2 Bl
(TP A 7t 0 R 25 9 4 3R L AT B . AT DA B ST 20, R —A
s LR O 22 SO SN B A server BRIIERE, I RGi BNg I
REN= N T R D R 5ok 2 N
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TR

® X T[A— PV, H faultDomains [ HUE 24 2 FR %€ 7£ HBlock £E7 ] [A]
— A .

® faultDomains [ HUE NAK T 5055 T HBlock S A7 fift 1 1 i b I 55
o B, FAFME default B #R ISR 2009 rack, U faultDomains
HABEEC BN rack 5 server T i, AMMFBCE T rack FH T
& Wl rooml.

3. JA3h PV KERHIFTA Pod.
HER: % faultDomains BLE )G, #HOLT 2 AAFET AM) Pod HEEF—A PV, Rtk
ANUTRCEEE
(D JA BN —> Pod, 5EK target 4L
(2> FHE—APod BN G, FIFRIKEBIHR Pod.

kubectl apply -f podl.yaml -f pod2.yaml -f podN.yaml
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5.2 5% PV B QoS TRHEE
I TR PV 1) QoS Hil, B LLEE 10PS 5#nt &, 7EIHZE K IR e iR 28, Mk
bl NS HE
1. %PV 1 QoS K.
® ISR — R PV I QoS g, R TAar4:

kubectl annotate pv pv-name annotation-keyl=valuel annotation-key2=value2 annotation-

keyN=valueN

o IRLHICA L PV Y QoS Hlg, M A4

kubectl annotate pv pv-name annotation-keyl=valuel annotation-key2=value2 annotation-

keyN=valueN --overwrite

pv-name: 5 Ef%E QoS & PV £ K.
annotation-key: QoS HKEEHMIZE, ZHATUM FRPIEFE—DEE ZA

2 iR
stor/IOPS BEADREfG AT S B R IR BN R KA

M. #A, BUEVEEIA-1, 9999999991, ERIA(E A-
1o -1 RRAFRH

stor/readIOPS BEFPRE NG HEAT AR B B KA .
M. 7, BUEVEEIA-1, 9999999991, ERIA(E A-
1o -1 RRAFRH

stor/writeIOPS REFD BENS 1T 5 HAE IR B K AR
Hufl. #/, BUEIEEN[-1, 999999999], ERIME M-
lo -1 RARAIRA.

stor/Bps FERD AT AL S B s = 1 B KA
HUE: B8, BUEVEEN-1, 4096000000000], ERIA
B A-1, Hf7i2 Bls-1 R AR

Y e

stor/readBps e 98 _E PR o
BUE: A, BUEJEREIN[-1, 4096000000000], ERiA
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APV

HN-1, BALZ Bfso -1 RRAPRH

stor/writeBps

9 FRR
HE: B, BUEYEEA-1, 4096000000000], 2Rk
BA-1, BA72 Blse -1 RoRABRH.

stor/IOPSBurst

{81/ Burst ThRERS, TRADREOE AT 525 BRAE IR %
KAH

WiE: RA2HI0PS KT4T 11, UhIikE N-1 5
(IOPS, 9999999991 [ IE#E Al A= 23.  BRINAE M-
1, FRABRH

stor/readIOPSBurst

8 H Burst THEES, FRFPEEGS AT IHRAE R R
fi.

WAE: R % readlOPS K T4 T 1IN, BEI&EA-1
2 (readlOPS, 99999999914 ¥ IE 7 T A 2k, BRI
faA4-1, AR

stor/writeIOPSBurst

f#1FH Burst ThREI, AP REOEEAT B HRAE A R
1.

WAE: A writelOPS K T4 T 1IN, I E -
1 84 (writelOPS, 9999999991 1) IE#E 5 A A2 3% Bk
IME -1, Lo AR

stor/BpsBurst

A Burst THREI, AR AT A% 46 i s & oK M8
BUE: A% Bps KTAET 1R, BRI E -1 5
(Bps, 4096000000000 4 F1 IE B 5 nT £ 248, BRAME N
-1, BALSE Blso -1 RaRAPRE

stor/readBpsBurst

i Burst ThEERT, 2% LIR.

WA : R readBps K T4 T 10, BEIIAE -1
5% (readBps, 4096000000000] N [ IEBEH /7 AT AE 2, BR
WA A-1, BLIE Blso -1 Fom BRI,

stor/writeBpsBurst

i ] Burst BHRERT, 5o LR .
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WE: R4 writeBps K T4 T 10, MITEEN-1
5l (writeBps, 4096000000000] N ¥ IE B 75 AT AE L, BR
WAEN-1, BAIR Blso -1 Fon BRI

stor/IOPSBurstSecs

fdi ] Burst ThAERS, %08 Burst R /73175 #
1B BT BERESE IR BT 1]

HRE: HATE 10PS Burst Dhfgfoa Hl, SEHCE A4
o

HUE: 2R, BUETEHEIALL, 9999999991, ERAME A

1, HfM,

stor/readIOPSBurstSecs

{8 Burst ZhEERS, %08 Burst PR AAE 31T 8e384
FITRERE SIS TA] o

VER: WG read IOPS Burst Zhfit 5 I, AL E A4
AR

HUE: 2R, BUETEHEIA01, 9999999991, ERNE A

1, FAERD.

stor/writeIOPSBurstSecs

ffi ] Burst THAERS, %08 Burst b FR AL 130T 5 4
FIT RE R4 O B (1] o

VER: WG write IOPS Burst Zhfig 5 FIi, MECE 4
Gy

HUE: B8, BUETEE N[, 9999999991, BRIME N

1, HfE,

stor/BpsBurstSecs

i FH Burst IAERS, %18 Burst bR A7 R A8 1 P RERE
SRR TE

R HATLE Bps Burst Hhg o I, BRACE 44
R

HUE: #A, BUETEEIAL, 999999999], ERIME A

1, HffEb,

stor/readBpsBurstSecs

{8 FH Burst THRERS, F2H8 Burst R 2y = RE ST B
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FEEE A TH] .

. HATE read Bps Burst ThAE S N, IhAd B4
R

HBUE: 2R, HUETEEIA01, 9999999991, ERAE A

1, FAERD.

stor/writeBpsBurstSecs

8 H Burst ThEERS, %[ Burst & PR 15 & R8T ig
FEELIAIS ] .

HE: HH7E write Bps Burst ThEE /A Fl, HHAEC & A4
Gy

HUE: B8, BUETEEIN[L, 9999999991, ERIME A

1, HfM,

2. HH1Z PV KELH Pod, QoS R RIZIA L.

kubectl delete podname -n namespace

kubectl apply -f pod.yaml
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HBlock CSIHfi{1 37 LA R PR G e BRI 7 5

® T E G RAR: #4 HBlock ' A I PR HE BN 2] Kubernetes.

® ZiASAIERIE. AR HTUEAAERI PRI, TRl PVC 3G @t

PREE K /NAT LLIE L 74 kubectl describe volumesnapshotcontent

volumesnapshotcontentname 5{ kubectl describe volumesnapshot snapshotName

[ -n namespace 1%,

Y : HBlock &5 ¥ B by bR IR N B 55 D5 3R 7T e S BUER IR/ INEE)

CSI [F]5 HBlock HR I i 8] 18] B8 BRINELN 15 708, wTBLidsd T #1177 Ui % CSI A2 HBlock

AR HEE P P ] [ o «

® AEET: BIATT R zed, B B U1 \deploy\csi-snapshot-updater.yaml H ] schedule
FB; HELM 77 e, 20000 B X \charts\csi-driver-stor\templates\csi-snapshot-
updater.yaml H ff] schedule FE.

® Hif5: {74 kubectl edit cronjob csi-snapshot-updater-cronjob [ -n
namespace 1B schedule FEt.

AN SR I BRI RE SR, 9 TR BRI, W] RS R 21 i A5 PRI R/ B

W

kubectl patch cronjob csi-snapshot-updater-cronjob -p '{"spec":{"suspend":true}}"’

EYEL PN NN S T S N i

kubectl patch cronjob csi-snapshot-updater-cronjob -p '{"spec":{"suspend":false}}"'
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6.2 TRHCE 8RR
6.2.1 TRECE 6132 HRER
AT3R4& M HBlock % O f7E7E 25 AR HE

CIRYSGIBORY WP ST Relfz:L /NG
1. % VolumeSnapshotContent ) YAML Fit & 4.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotContent
metadata:
# If there is a conflict with other VolumeSnapshotContent, you can change it to another name
name: csi-static-snapshot-content
spec:
deletionPolicy: Delete
driver: stor.csi.k8s.io
source:
snapshotHandle: clusterID:sourceLuName:snapshotName #clusterID, HB Ji%s, HB MR
volumeSnapshotRef:
name: csi-static-snapshot #snapshot Hff] name: csi-static-snapshot Xf[i, CSI FEIEHIHZ T

namespace: default

VolumeSnapshotContent f)Hc & LS %

ZH iR rgo)
metadata.name VolumeSnapshotContent ] 44 FK . =
spec.deletionPolicy iR g . MHBR VolumeSnapshot X % il & Ml | A2

VolumeSnapshotContent #4F, [ )5

DeletionPolicy 2% & $AT -

® 11} DeletionPolicy /& Delete, Ji&/Z17 ik
f 2 A1 VolumeSnapshotContent — g2 4 fill

® U1} DeletionPolicy /& Retain, Ji&)Z KA

VolumeSnapshotContent #8247 P18
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spec.driver HBlock CSI 3%z 4 K =
B : HBlock CSI 2% SR B 44 7K o

spec.source.snapshotHandle HBlock H I ERIE . =
LFWAE

clusterID:sourceLuName:snapshotName-

® clusterID: csi-configMap.yaml H1JiC & )
HBlock [IFRIH

® sourceLuName: HBlock HHRHI&JE 1) 4
Ko

® snapshotName: HBlock H I #4455

spec.volumeSnapshotRef.name PRIBAZFR. 24 HBlock PRABMLSEF] Kubernetes | A&
i, HA4FFEE volumeSnapshot Bt & 4
¥ metadata.name {#3F—%.

spec.volumeSnapshotRef.namespace | g% =3 [d]. =
HUH: HBlock CSI %3¢ I 4652 i) Kubernetes i
EANEEZY

2. A7 VolumeSnapshot [£] YAML At & 14

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-static-snapshot
# Set to the actual namespace
namespace: default
spec:
source:
# If there is a conflict with other VolumeSnapshotContent, you can change it to another name

volumeSnapshotContentName: csi-static-snapshot-content
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VolumeSnapshot B ECE XX AHFS % :
ZH i3 B
WIE
metadata.name RIEAFR. TEY &
VolumeSnapshotContent Jic. & A4 H Y
spec.volumeSnapshotRef.name {&F—
o
metadata.namespace 44 23 [ &
HU{l: HBlock CST %% 45 1)
Kubernetes iy 4 7 [8] 44 5 .
spec.source.volumeSnapshotContentName | VolumeSnapshotContent [ 44 #5 . =

3. % VolumeSnapshotContent 1 VolumeSnapshot 1 & .

kubectl apply -f VolumeSnapshot.yaml

kubectl apply -f VolumeSnapshotContent.yaml

4. BEPH,

kubectl get volumesnapshot [snapshotName] [ -n namespace ]

kubectl describe volumesnapshot snapshotName [ -n namespace ]| #EFEMRIBERE
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6.2.2 <4

3% 5t: HBlock Y564 lunal, TREEA lunal-snapshot, 7E CSI FRHAIZEHRIE csi-static-

snapshot-lunal .

1. & VolumeSnapshotContent L & S {4 snapshot-content-lunal.yaml.

03

(ofEAPR

Wy

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: csi-static-snapshot-contentl
spec:
deletionPolicy: Delete
driver: stor.csi.k8s.io
source:
snapshotHandle: storl:lun@la:lun@la-snap2
volumeSnapshotRef:
name: csi-static-snapshot-lun@ila

namespace: default

2. % VolumeSnapshot [JHC B S 14 snapshot-static-snapshot-lunal.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-static-snapshot-lun@la
namespace: default
spec:
source:

volumeSnapshotContentName: csi-static-snapshot-contentl

3. S VolumeSnapshotContent A VolumeSnapshot fJHC B SC A4

[root@k8s-master stor-examp]# kubectl apply -f snapshot-content-lunal.yaml

volumesnapshotcontent.snapshot.storage.k8s.io/csi-static-snapshot-contentl created

[root@k8s-master stor-examp]# kubectl apply -f snapshot-static-snapshot-lunal.yaml

volumesnapshot.snapshot.storage.k8s.io/csi-static-snapshot-1lun@la created

4. BEPH.

Vil HAERBEENGSEER, Labels 22/ RIEH KN (snapshotSize) , AL
72 bytes. HBlock & 5 i Bl RGN bR S5 D8 22 7] e S B PR IR K /NiBe s o B e B S0 A
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/deploy/csi-snapshot-updater.yaml H ] schedule 7B, B nJ % CSI [F]25 HBlock PR T

I TRJTRT R, 3 MR -

[root@k8s-master stor-examp]# kubectl get volumesnapshot
NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE
csi-static-snapshot-lun@la  true csi-static-snapshot-contentl  100Gi

[root@k8s-master stor-examp]# kubectl describe volumesnapshot csi-static-snapshot-lun@la

Name: csi-static-snapshot-1lun@la
Namespace: default
Labels: snapshotSize=393707520

Annotations: <none>
API Version: snapshot.storage.k8s.io/v1l
Kind: VolumeSnapshot
Metadata:
Creation Timestamp: 2025-09-18T02:23:41Z
Finalizers:
snapshot.storage.kubernetes.io/volumesnapshot-as-source-protection
snapshot.storage.kubernetes.io/volumesnapshot-bound-protection
snapshot.storage.kubernetes.io/volumesnapshot-bound-protection
Generation: 1
Managed Fields:
API Version: snapshot.storage.k8s.io/vl
Fields Type: FieldsVvl
fieldsvi:
f:metadata:

f:annotations:

f:kubectl.kubernetes.io/last-applied-configuration:

f:spec:

f:source:

f:volumeSnapshotContentName:

Manager: kubectl-client-side-apply
Operation: Update
Time: 2025-09-18T02:23:41Z

API Version: snapshot.storage.k8s.io/vl

Fields Type: FieldsVl

fieldsvi:

f:metadata:

f:finalizers:

f:status:

SNAPSHOTCLASS

SNAPSHOTCONTENT

csi-static-snapshot-contentl

CREATIONTIME  AGE

1em

1em
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03

AR

3

P2

o

o

:creation

o

=

Manager:

Operation:

Time:

API Version:

Fields Type:

fieldsvi:

f:metadata:

f:labels:

f:snapsh

Manager:

Operation:

Time:

Resource Version:

UID:

Spec:

Source:

Volume Snapshot Content Name:

Status:

Bound Volume Snapshot Content Name:

Creation Time:
Ready To Use:
Restore Size:
Events:
Reason

Type

Warning SnapshotFinalizerError

:boundVolumeSnapshotContentName:

Time:

:readyToUse:

:restoreSize:

snapshot-controller

Update

2025-09-18T02:24:06Z

snapshot.storage.k8s.io/v1

Fieldsvi

otSize:

Go-http-client

Update

2025-09-18T02:30:09Z

17166141

31c5a628-884f-4acb-8de2-06cc7e988act

20

tr

10

Age

1em

25-09-18T02:24:05Z

ue

0G1

From

snapshot-controller

csi-static-snapshot-contentl

csi-static-snapshot-contentl

Message

Failed to check and update snapshot: snapshot controller failed to update default/csi-static-snapshot-

lun@la on API server: Operation cannot be fulfilled on volumesnapshots.snapshot.storage.k8s.io "csi-static-snapshot-lun@la": the object has been modified; please

apply your changes to the latest version and try again

Warning SnapshotContentMissing 1@m
Normal  SnapshotCreated 1em
Normal  SnapshotReady 1em
Normal  SnapshotCreated 1em
Normal  SnapshotReady 1em

snapshot-controller

snapshot-controller

snapshot-controller

snapshot-controller

snapshot-controller

VolumeSnapshotContent is missing

Snapshot default/csi-static-snapshot-lunela

Snapshot default/csi-static-snapshot-lunela

Snapshot default/csi-static-snapshot-lunela

Snapshot default/csi-static-snapshot-lun@la

was successfully created by the CSI driver.

is ready to use.

was successfully created by the CSI driver.

is ready to use.
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6.3 BB E R R
6.3.1 Zh7S G ER R

B 461 -
® [ Z{J% HBlock HH55M¥ PVC, HXI M) HBlock %M Local £,
® TEHUTIEREZ AT, M IREGIATA R C R A, BIARIEE COE P i, &
F R A i AR A DA D 2036 b Gl b Al
B 02 block B FEZ AT sync fT .
B RS2 filesystem B WERK P i KF sync -f (ATLUEE sync --help iy
SEEBERE IR , R IWIAT sync -f &rd: HMER AT sync i

A LA LR P IR i B A TR I
1. % VolumeSnapshotClass '] YAML [t & (14

apiVersion: snapshot.storage.k8s.io/v1l

kind: VolumeSnapshotClass

metadata:
# If there is a conflict with other VolumeSnapshotClass, you can change it to another name
name: csi-dynamic-snapclass

# Set to the actual driver name

driver: stor.csi.k8s.io

deletionPolicy: Delete

VolumeSnapshotClass ] YAML Bt & XS5

¥ ik g

metadata.name VolumeSnapshotClass 4 #5 . &

driver HBlock CST 3KXzh % . &
HU{#: HBlock CSI %I fIAKEN 44 7K o

2. & VolumeSnapshot ) YAML it & 14,

apiVersion: snapshot.storage.k8s.io/v1

kind: VolumeSnapshot

metadata:
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name: csi-dynamic-snapshot

# Set to the actual namespace

namespace: default
spec:

# If there is a conflict with other VolumeSnapshotClass, you can change it to another
name

volumeSnapshotClassName: csi-dynamic-snapclass

source:

persistentVolumeClaimName: csi-pvc-local

VolumeSnapshot K] YAML B2 & LS 3

¥ i34 p )
PAIE

metadata.name CSI HH R IR 24 5K &

metadata.namespace i 44 25 ] =

HUfE: HBlock CSI 2234 52 11

Kubernetes fiiy % 75 [0 44 K

Fm

spec.volumeSnapshotClassName VolumeSnapshotClass ¥ % FK

Fm

spec.source.persistentVolumeClaimName | CSI ' PVC {4 .

3. NHA VolumeSnapshotContent 1 VolumeSnapshot AL & 314

kubectl apply -f VolumeSnapshotClass.yaml

kubectl apply -f VolumeSnapshot.yaml

4. BEEPM,

kubectl get volumesnapshot [snapshotName] [ -n namespace ]

kubectl describe volumesnapshot snapshotName [ -n namespace | #EFEMRIBERE
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6.3.2 7<%

M H3%%: VolumeSnapshotClass [ 4 # A csi-dynamic-snapclass-block, PVC ] 7N csi-
pvc-local2, 7E CSIH G ZEPH csi-dynamic-snapshot-block-1.

1. fU% VolumeSnapshotClass [FIHC & A csi-dynamic-snapclass-block-snapshotclass1.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:

name: csi-dynamic-snapclass-block

driver: stor.csi.k8s.io

deletionPolicy: Delete

2. A VolumeSnapshot FHCE S csi-dynamic-snapshot-block-1.yaml.

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: csi-dynamic-snapshot-block-1
namespace: default
spec:
volumeSnapshotClassName: csi-dynamic-snapclass-block

source:

persistentVolumeClaimName: csi-pvc-local2

3. A E S VolumeSnapshotClass F1 VolumeSnapshot g & SC14F .

[root@k8s-master stor-examp]# kubectl apply -f csi-dynamic-snapclass-block-snapshotclassl.yaml
volumesnapshotclass.snapshot.storage.k8s.io/csi-dynamic-snapclass-block created
[root@k8s-master stor-examp]# kubectl apply -f csi-dynamic-snapshot-block-1.yaml

volumesnapshot.snapshot.storage.k8s.io/csi-dynamic-snapshot-block-1 created

4. BEERME.
V. EHAEGERBERGSEER, Labels &R R AN (snapshotSize) , AL
72 bytes. HBlock & 5 B _E i R I B 25 D5 22 W] fg 2 BUbR RO /N sh o 8 Bl B S
/deploy/csi-snapshot-updater.yaml #1 ] schedule FB, HEJaJ % CSI[H5 HBlock HH )
ISfIE] PRI R, T DLARR

[root@k8s-master stor-examp]# kubectl describe volumesnapshot csi-dynamic-snapshot-block-1
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Name: csi-dynamic-snapshot-block-1

Namespace: default

Labels: snapshotSize=0

Annotations: <none>
API Version: snapshot.storage.k8s.io/v1
Kind: VolumeSnapshot
Metadata:
Creation Timestamp: 2025-08-26T06:02:27Z
Finalizers:
snapshot.storage.kubernetes.io/volumesnapshot-as-source-protection
snapshot.storage.kubernetes.io/volumesnapshot-bound-protection
snapshot.storage.kubernetes.io/volumesnapshot-bound-protection
Generation: 1
Managed Fields:
API Version: snapshot.storage.k8s.io/v1
Fields Type: FieldsVl
fieldsVvi:
f:metadata:

f:annotations:

f:kubectl.kubernetes.io/last-applied-configuration:

f:spec:

f:source:

f:persistentVolumeClaimName:

f:volumeSnapshotClassName:

Manager: kubectl-client-side-apply
Operation: Update
Time: 2025-08-26T06:02:27Z

API Version: snapshot.storage.k8s.io/v1l
Fields Type: FieldsV1l
fieldsvi:
f:metadata:
f:finalizers:

f:status:

f:boundVolumeSnapshotContentName:
f:creationTime:

f:readyToUse:

f:restoreSize:

Manager: snapshot-controller
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Operation: Update
Time: 2025-08-26T06:02:29Z
API Version: snapshot.storage.k8s.io/v1
Fields Type: FieldsVl
fieldsvi:
f:metadata:
f:labels:
f:snapshotSize:
Manager: Go-http-client
Operation: Update
Time: 2025-08-26T06:15:09Z
Resource Version: 14510083
UID: 148cbel8-108a-47ae-8efl-4d3e2dec5d87
Spec:
Source:
Persistent Volume Claim Name: csi-pvc-local2
Volume Snapshot Class Name: csi-dynamic-snapclass-block

Status:
Bound Volume Snapshot Content Name:

Creation Time:

Ready To Use:
Restore Size:
Events:
Type Reason Age

Warning SnapshotFinalizerError 43m

snapcontent-148cbel8-108a-47ae-8efl-4d3e2dec5d87

2025-08-26T06:02:29Z
true

22Gi

From

snapshot-controller

Message

Failed to check and update snapshot: snapshot controller failed to

update default/csi-dynamic-snapshot-block-1 on API server: Operation cannot be fulfilled on volumesnapshots.snapshot.storage.k8s.io

"csi-dynamic-snapshot-block-1": the object has been modified; please apply your changes to the latest version and try again

Normal  CreatingSnapshot 43m
created by the CSI driver.

Normal  SnapshotCreated 43m
by the CSI driver.

Normal  SnapshotReady 43m

Normal  SnapshotCreated 43m
by the CSI driver.

Normal  SnapshotReady 43m

snapshot-controller

snapshot-controller

snapshot-controller

snapshot-controller

snapshot-controller

Waiting for a snapshot default/csi-dynamic-snapshot-block-1 to be

Snapshot default/csi-dynamic-snapshot-block-1 was successfully created

Snapshot default/csi-dynamic-snapshot-block-1 is ready to use.

Snapshot default/csi-dynamic-snapshot-block-1 was successfully created

Snapshot default/csi-dynamic-snapshot-block-1 is ready to use.
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7.1 B RBRIERIES
710 B R R R

RIS CSIHHCAFIEIRIE,

A DA PR AP SR i e P A

1. BIETERE4 ) StorageClass Ft B S0 (Alik) .
V. R A SBAETE LN StorageClass F1Yi#5: StorageClass #RAEAE, (HABUEAE,
U LA 55 %% StorageClass # [ HUE .

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: csi-stor-sc-local
provisioner: stor.csi.k8s.io
parameters:

clusterID: clusterID

storageMode: Local

sectorSize: sectorSize
localStorageClass: LlocalStorageClass
minReplica: minReplica
redundancyOverlap: redundancyOverlap
ECfragmentSize: ECfragmentSize
highAvailability: highAvailability
writePolicy: writePolicy
isMultipath: isMultipath

pool: pool

cachePool: cachePool
flattenVolumeFromSnapshot: "false"
maxCloneDepth: maxCloneDepth
maxSessions: maxSessions

serverNumbers: serverNumbers

faultDomains: faultDomains

chapEnable: "false"
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chapUser: username

chapPassword: password
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

TeREA ) StorageClass Bt B XS4

ZH 3% Pty
WhIE
metadata.name StorageClass 44 55 P
provisioner HBlock CSI 3kz) % 5. &
HUE: HBlock CSI 25K} I IK B 44 FK o
parameters.clusterID csi-configMap.yaml H'iC & [ HBlock fIAR1H. 7% | &
5 JEE N clusterID {3 —%L.
parameters.storageMode G IR A o
HWUE: Local. BRINSUEAEIRIF—FL.
parameters.sectorSize X KN ARYER PmScfE R4 V0 #ER RN | &
B TE 2 B XK/
HUfE: "512", "4096", FALFE bytes. BRIME VIR
B B XK
parameters.localStorageClass A TR AR BRI E IS D

EE: WHRNE 7 wEEN minReplica 5

redundancyOverlap, WWLZ0FEN 15 E %S4

HUE -

® single-copy: FREIA,

® 2-copy: WEIA;

=R

® ECN+M: A, Hod N MOyIE%#
., N>M, H N+M<=128. Lk Hh %
BN AN B, AR M ARG -

® 3-copy:
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FOME IR & TU AR,

parameters.minReplica

B/ NEIAKL (DURBERGSCR)

TEIARKRE, BCERIALN X, &/ E

KECNY (Y RA<X) , ZEBXEAN, &

Y RSN, ARG NI, Xt

T EC N+MEAIE, Bz i/ A E

AY CZH R NSYSN+MD 200 2 S A 2

DY BRI T E N, A NARIR

EYNSRB

WRE: WRIEEIZSH, MLAHEE s

localStorageClass.

BUE: 3.

® IR ATETESLN
localStorageClass: ERIME NIRE /N
A KL o

® RIRE I £ localStorageClass:
XFEIAG, BUETEEZ[L, N], N OFE|IAH
XEWEIARL, BNMEN 1 WTECH, B
TGN, N+M], ZRIAEA N

oA

parameters.redundancyOverlap

LR B RIARE (DR o« AHWEIUR
RN, A BRI AR B 20 BRI S A A
ATE R, AR, SRR G
JURITEIEN, R 2 A S B A TR [R] A s
b, AHR A ATEA R path .

ER: WRAEIR RIS Y path, HESHA
A RS RS, MR E 1
localStorageClass.

BUE: .

iy
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® UIREATEEEN
localStorageClass: ERINE NIEERIITE
R

® N IEE T M localStorageClass:
SFEIAEE, BUETEERZ, BIAR%]: T
EC %, BUHVERELZ[1, N+M]. ERIMER 1.

parameters.ECfragmentSize RS KA. BILRIEACN BC AL D
I, BCRCE A AR, AR .
BE: 1. 2. 4. 8. 16, 32. 64. 128. 256,
512, 1024, 2048. 4096, A2 KiB. BRIMEN
Y5 A A A 0 RN
parameters.highAvailability ik FEm T B BHRARRELSE. | &
HUH -
® ActiveStandby: JAZI T4, %A RBENT
target I T IQN.
® Disabled: ZEH A RN, %4 B
target T [1J—> IQN,
BRUME U ) e ] R
parameters.writePolicy LS R . o
HUE:

® WriteBack: [H1'5, RI#dES AZINTE/E, i
ZIR B8 % i 5 ), 5 F R BN
& TR R, e TR A
0875
® WriteThrough: %5, RI%RE[FES AL
Wi, JRAEWIALERS R, PR Rl i
B EHTREEE R R, SR
KAE, BTSN 2 B S
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Wit
® WriteAround: %85, BI¥dE S AWLAL ) BIR:
TR NAY, BB )G, SLZ)R A&
P S . E T RE MEEOR R, PERE
EORAE, HE 23015,
ERVME IR 15 R0

parameters.isMultipath

s 518 A Multipath.

XA :

® "true',

® 'false".

ERIME A "true

R

o XHEFFIMANFIIE, Hl"true"5 " false".

® 111} HBlock BEHER AL A ) HBlock 45 A 3
FErT R, Bl highAvailability SA
Disabled, UItAbiHE & E N false", T
1 pod JA BRI

® 2R 2 HBlock SR, AL R E N

"false"

kAt

parameters.path

TR -G B B B 3 (BURBLRGZRR .
ARG AR EADE Hx, BN EEERE
TRIF—HL.

iy

parameters.pool

fEfIb AR, Ron A At GERRATRAE
AR A (BURRERRCCRR)

HUE: KETEEZ 1~16, RAEHFEE HEfa
M ()« NRIZ (O #Hp, FREX A RN
5, HAGCHR L BMEr Ik, BOME SIS
BC & — 2.

i

148




e e

XR5 IR TIRE
State Cloud
HE:
® pool 5 cachePool Afit ik B N F— 17k
it

® 4Ti[E%I) pool 1 cachePool fit & 5f#:
—5, EHRHINEE. FHIMNE T wES
ff) pool E{ cachePool, AT s 5 )
pool Fl cachePool, T &K HFT&S4l
fH. #lin, JEEFFE cachePool
pool, &GN EH B E T pool 1Ak
# cachePool, J5g 4 F T i & 1
pool, T cachePool; k2, #lEHKE
T cachePool, MAZi[HE % E pool, X
Fik pool f# FHIEAAF i o

parameters.cachePool

AT, FoR SR AT A7, B E %

BNZAE A (ERBFRR SR -

Bt : KEEER 1~16, Rfghrfl. By

BEZE (O . TRIZR (O HE, FREIX RN

5, BACCRUL RIS L. BOME SRS

FRAC B — 3

EE:

® pool 5 cachePool A~fE ¥ B NIAI—AN 17t
Mg

® Y4Ti[E%(K) pool M cachePool fit & 5k
—, EHRFINEE. FHIMTE T WS
] pool B cachePool, WMIAF G T
pool il cachePool, M &K ATRESE
. B, JEEFRKE cachePool Fl
pool, # FLlEHINEFIKE | pool MARK

iy
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H cachePool, 5afE A ik &
pool, JC cachePool; K2, #rifEdhikE
J cachePool, N|AZilE % B pool, B,
Fil pool A FHELREAF it it o

parameters.

flattenVolumeFromSnapshot

e IOT S S IR IR o0 R

B -

® "true".

® false".

BRIME N "false".

HR: XEFEMAFERE, "true"=2"false"

iy

parameters.

maxCloneDepth

ERTEREGIRIE, id 5 B s ORI,
I TC S = B sh AT gk
BfE. B4, BUEVEEZL0, 151, BUMEN 5.

iy

parameters.

maxSessions

iSCSI target o VI 7 1 B K231 50
B B8, BUEJGE R, 1024), BAEN 1.
ERE: BHEACHN filesystem, HUEHAER 1.

iy

parameters.

serverNumbers

target FT7E A IR 52 5 im (IEEFFRRCCRR)
BHEEA, BUEN[2, n], n NEREHN RS 235
. BIMEN 2.

iy

parameters.

faultDomains

MRS i A BAE B . ARYEAE It P b
th, B target FTAEMR S AR IFIR (UERBEIRE
), DUMEGIE LUN B, LUN SKEC target fIL
Je MR 55 25 5 R IR SR PTIE IR 55 35 . 191 A0 A2 G
oy rack e, HAhFhEREE rackl . rack2.
rack3. rack4 )15 £, H faultDomains $55E
rackl. rack2, A4 G% LUN K, LUN KB
target )55 A rack1. rack2 FITEL & L7 ikt (49 AR
F 2R PR BAATIE RS

iy
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HE:
® (A RIS path AR, ARERE %
® HIR LUNESE 1 g G2 A7 it M iR 28 A7 At
UPIN=L 2= el EN i Shvi s DV 71 IS
LUN H852 T & Artifi, T IR A7 it it
HE T AR .
BB DI e sasin, 59 s g mr b
room. rack. server. ] PAFEEZATI AL, (HZET
B ECE N T 25T serverNumbers. S — AN
REIMZ R, ABRE IR A REE—4 server, JFH.
R server MNRESATTIEE . AR — AT S
B EE 2 S B0 RN A server #H %
B, W RGBT A, WJE HI S b gk sk
WPk,

parameters.chapEnable JE 5 E ] CHAP WAIE, HUE: &
® "true".
® '"false".
BB N false".
HE: XETREMATFRH, Rl"true"8"false".
parameters.chapUser CHAP INIERIH P 44 . W SR AL B S csi-secret- i

decrypt.yaml H' ] decryptFlag N true, 52X}
CHAP W IE H 7 4418 H DecryptData Bt & 1% $H
XFiE4T AES (ECB. paddinges7) W%, M#% )5
[¥)45 54T Baseo4 4ifid, FAATE UL EC BN &

INERTBUE: 7B, KEEE 3~64, H
REH T BE. How, ARG, FEREZR(-). TR
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() BBOAR, FRESKAE, B
NEST T E SN

parameters.chapPassword

CHAP \UE) 2R . U SRC & S csi-secret-
decrypt.yaml Hf] decryptFlag 4 true, 75 B4
CHAP A IER)Z 7548 ] DecryptData Fit B %5 £ %t
H#E4T AES (ECB. paddinges7) W%, & )&
25 AT Base64 S, FARVE WA E .
IMERTHUE: FRRER, KEJERERZ 12~16,
VARG KE 7B NEFEE BT TRIZLO
I =D FRE, FREIX S RNG

oA

parameters.

IOPS

REFD RENE AT 3 B H AR R B i K AE
g . B8, BUEVEEIA[-1,999999999], ERAH
H-1o -1 FoRAPRE

iy

parameters.

readIOPS

REFDBEME AT SR IR B B R AE
M. 7, BUEJEHEIA-1,999999999], ERIAMH
H-1o -1 BoRARA

iy

parameters

.writeIOPS

R EEME AT B A IR B B R AE
M. A, BUEJEEIA-1, 999999999], ERIAMH
N-1. -1 KRR,

iy

parameters.

Bps

BERD AT AL A s ) AR E
BE: M, BUEEEN[-1, 4096000000000], 2k
IME -1, FAALRE Blse -1 AR,

iy

parameters.

readBps

S HE e

s g R
HfE: R, HUETEEIN[-1, 4096000000000], 2k
IME -1, BAALE Blse -1 R AR,

iy

parameters

.writeBps

5 B
HfE: #ER, HUETEEIN[-1, 4096000000000], #k
WA -1, B Blse -1 R AR

i
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parameters.

IOPSBurst

i H] Burst THREIN, BERPREMS HEAT 305 #R AR ICEL
R B R AH

WAE: R4 10PS KT4T 1IN, BRIk E N-1
L (IOPS, 99999999914 H IE R Al A= 30. ERIA
EA-1, FRARA.

oA

parameters.

readIOPSBurst

i H] Burst ThREI, FERPRENS HEAT SRAE BT
i KAH -

BUE: RA Y readlOPS KT T 1 I, Uik E
N-1 8(readIOPS, 9999999991/ (1) 1E #& % 77 v] A=
Mo BRIMEN-1, FRARRE.

iy

parameters

.writeIOPSBurst

i H] Burst THREI, HERDREMS HEAT B 1R0E O
BRAH -

HUE: A2 writelOPS KF2F 1 Hf, BRI
B N-1 Bi(writelOPS, 9999999991 A [ 1E &4 5 v
AR BRMEN-1, FoRAR .

iy

parameters.

BpsBurst

T H Burst DhREIS, SERb AT A& 5 Ao & oK
fi.

HUfE: RA24 Bps KT4T LI, IRITR EA-1
B(Bps, 4096000000000 A 1) IEREHCH rl A= 3%, 3R
WA A-1, BALIE Bls. -1 FomABRH.

iy

parameters.

readBpsBurst

18 /| Burst THRERS, 5271 98 IR

U : R Y readBps KTF45T 1), MK E
N-1 Bi(readBps, 4096000000000] P [ 1E B4 7 A
R BRMEN-1, BALE Blso -1 RRAPR.

iy

parameters

.writeBpsBurst

ff1H Burst ThEERS, S5 IR,

HUE: KA writeBps KT46T 1 Bf, Ik E
N-1 Bi(writeBps, 4096000000000 P ] 1E #4475 Af
ARG BRIMEN-1, AL Blse -1 FRAPRHA

i
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parameters.IOPSBurstSecs ff1 ] Burst ZhRERS, 4218 Burst FIRMVREIEATEE | 5
B 1R E BT RE R SE I ]
HEE: R A7 10PS Burst Jifigj5 B, MEACE A
AR
B A, HUEVEREIAL, 9999999991, ERIAE
ANl

parameters.readIOPSBurstSecs ¢ H] Burst DIRERT, %08 Burst FPRIEE JiiATE | &5
HRAE BT RERR 2L 1IN 18]
EE: HHTE read IOPS Burst ZhfigJi S, D
BEAER
Bl A, BUEVEREIN[L, 9999999991, BRME
N 1.

parameters.writeIOPSBurstSecs {5 F Burst ThRERT, %8 Burst ERRRE /1TSS | &5
HRAE BT RERR 2L I 18]
HR: HATE write IOPS Burst DHAE /A AN, JEAC
BEAER.
HfE: #A8, HUETEEA[1, 9999999991, BRAE
N 1o

parameters.BpsBurstSecs {8 FH Burst DhAERS, %8 Burst FIRFIEBEIAT | &
REFF LRI ] o
ERE: S A7E Bps Burst iR E IS, MERCE A A4
R
IR R, BUETEEIN[L, 9999999991, ERIA(E
Nl

parameters.readBpsBurstSecs i Burst THRERS, %08 Burst LIRS RS | &

FIT e FE S IR B[] o
R : HAE read Bps Burst DhfgJo FHI, JMEACE
AR
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HUfE: #8Y, HUEYEEN[1, 9999999991, ERAE
H 1.

parameters.writeBpsBurstSecs

fFH Burst ZhRERS, %18 Burst LIRS ERE )
FITRERE S A] o

HER: HA7E write Bps Burst TAEE A, JHHAC
BAE

HBUE: 2R, HUETEHEIAML, 9999999991, ERAE
1.

il

2. BT R E A

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-snapshot
# Set to the actual namespace
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 333Gi
storageClassName: csi-stor-sc-local
dataSource:
kind: VolumeSnapshot

name: csi-dynamic-snapshot

apiGroup: snapshot.storage.k8s.io

REENEE S GSH:
S Ei:3% ) Pl
WAE

metadata.name SLREE AR &

metadata.namespace i 44 2 ] =
HUE: HBlock CSI %2 24E 1 2 52 ] Kubernetes iy
EAGIEIEZY

spec.resource.request.storage e EGN G AR E. &
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BUE: BEHOEA, RT5 T PR B Y5 25 25
=, A2 Gio

spec.storageClassName 0 B 4 1) storageClass. i
PiBH: A CUfd IR storageClass, W1 Ad
JE5 1) storageClass, 1] AABE L7 B

spec.dataSource.kind BRIRRI2EA, BUE N VolumeSnapshot, Kis | /&
KU — U

spec.dataSource.name CSIH PR 24 FK &

spec.dataSource.apiGroup Fe e BURVRIY) APT 4, HUE 2 =
snapshot.storage.k8s.10.

3. MHECE S

kubectl apply -f StorageClass.yaml
kubectl apply -f clone.yaml

4. BEWES.

kubectl describe pvc clonename [ -n namespace ]
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7.1.2 7<%

N 375t CSI R ERIE Z FR N csi-dynamic-snapshot-block-1, 7E CSI R AIZEZF & 333 GiB |
7 l%745 clone-pve-from-snapshot6 .
1. G FEE N StorageClass it B S AF csi-stor-sc-clone6.yaml.

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-clone6
provisioner: stor.csi.k8s.io
parameters:
clusterID: "clusteri”
flattenVolumeFromSnapshot: "false"
maxCloneDepth: "8"
maxSessions: "1"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

2. g FEE I BCE S clone-pve-from-snapshot6.yaml.

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-snapshot6
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 333Gi
storageClassName: csi-stor-sc-clone6
dataSource:
kind: VolumeSnapshot
name: csi-dynamic-snapshot-block-1

apiGroup: snapshot.storage.k8s.io

3. NHACE S

[root@k8s-master stor-examp]# kubectl apply -f csi-stor-sc-clone6.yaml

storageclass.storage.k8s.io/csi-stor-sc-clone6 created
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[root@k8s-master stor-examp]# kubectl apply -f clone-pvc-from-snapshot6.yaml
persistentvolumeclaim/clone-pvc-from-snapshoté created

4. BEWES.

[root@k8s-master stor-examp]# kubectl describe pvc clone-pvc-from-snapshot6é
Name: clone-pvc-from-snapshot6
Namespace: default

StorageClass: csi-stor-sc-clone6

Status: Bound

Volume: pvc-ec79e26c¢-eab9-4afe-a772-alc15bbo5370
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner: stor.csi.k8s.io
Finalizers: [kubernetes.io/pvc-protection]
Capacity: 333Gi
Access Modes: RWO
VolumeMode: Filesystem
DataSource:

APIGroup: snapshot.storage.k8s.io

Kind: VolumeSnapshot

Name: csi-dynamic-snapshot-block-1
Used By: <none>
Events:

Type Reason Age From
Message

Normal Provisioning 57s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-ac4e-4fe7-b8cl-

710e560a39b8 External provisioner is provisioning volume for claim "default/clone-pvc-from-snapshot6"

Normal ExternalProvisioning 57s (x2 over 57s) persistentvolume-controller
waiting for a volume to be created, either by external provisioner "stor.csi.k8s.io" or manually created by system administrator

Normal  ProvisioningSucceeded 57s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-acde-4fe7-b8cl-

710e560a39b8 Successfully provisioned volume pvc-ec79e26c-eab9-4afe-a772-alcl5bb@5370
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7.2 @it PVC IR HES
7.2.1 83T PVC Bl = pES

5= JG e
® CSIH A7 HBlock #H5<H) PVC, HX}M ) HBlock %54 Local #X
® TEHATILIRAEZ AT, WHHRES (PVC) MIFTAEIE CReAMN, B IRE Ok & i
HH, TR mNEES AR DS F. 3RS
B 02 block B FEZ AT sync fT .
B filesystem B W1AR% i SCRF syne -f (ATLLEIE sync --help i
SEEBERE IR , R IWIAT sync -f &rd: HMER AT sync i
A DA DT AP R G i e P A
1. BIEEHES ) StorageClass it B 30 (ATHE) .
Y R T SEAE LN StorageClass A4 StorageClass #A71E, {HAEHUE A,
T LA 7L %% StorageClass H (KB A TE «

apiVersion: storage.k8s.io/v1

kind: StorageClass

metadata:
name: csi-stor-sc-local

provisioner: stor.csi.k8s.io

parameters:
clusterID: clusterID
storageMode: Local
sectorSize: sectorSize
localStorageClass: LlocalStorageClass
minReplica: minReplica
redundancyOverlap: redundancyOverlap
ECfragmentSize: ECfragmentSize
highAvailability: highAvailability
writePolicy: writePolicy
isMultipath: isMultipath
pool: pool
cachePool: cachePool

flattenVolumeFromSnapshot: "false"

maxCloneDepth: maxCloneDepth
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maxSessions: maxSessions
serverNumbers: serverNumbers
faultDomains: faultDomains
chapEnable: "false"
chapUser: username
chapPassword: password
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

7B StorageClass Bt B XXHSH:

ZH R 5
IHIRE
metadata.name StorageClass 44 55 P
provisioner HBlock CSI 3¥z) % 5. &
HUE: HBlock CSI 25K} I IK B 44 FK o
parameters.clusterID csi-configMap.yaml it & ) HBlock FI#5iN. T | /&
FEHJEEN clusterID FREF—2,
parameters.storageMode LI A E R AL o
IWE: Local. BRINSUEHAEIRIF—FL.
parameters.sectorSize X KN ARYER PmScfE R4 V0 #ER RN | &
B TE 2 B XK/
BUE: "512". "4096", AL bytes. BRIME AIE
B XK/
parameters.localStorageClass A TR AR R E IS &

HE: mRKE T wEER minReplica 3¢
redundancyOverlap, WAZFRE 5 E1ZS5.
HUAH -

® single-copy: FRE|A,

® 2-copy: WHEIA;

® 3-copy: —HIA;
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® ECN+M: AMWSHEA. Hd N MOYIE%E
¥, N>M, H N+M<=128. F¥ 55 E
AN AN B AR M AR H
ERMME IR 1B TURBE .

parameters.minReplica

R/NEIAEL ((EEBERGCR .

T EIAEANE, BEERIALA X, &DE

BECAHY (Y RBASX) , ZEHEFREAN, =

DY R EHE BN, ARG N

T EC N+M B AHE, BizGa/ D EIABE

NY CZAUH R NSYSN+MD 200 2 20 25

SN Y BRI B N, AN AR

EYNREIP

ER: WAREEZSH, WG E kS

localStorageClass.

HWE: B

® WIREATEEEN
localStorageClass: FRIME NI I/
RN

® B IEE T localStorageClass:
XFEIAG, BUETEEZ[L, N], N OFE|IAH
XEWEIAL, BIMEN 1 T ECH, W
EEEZN, N+M], ZRIME N N.

iy

parameters.redundancyOverlap

G ERIAR (ERERRCR) « ARERTIR
RN, A EdE AN E B 2 BRI A AE
AN R, SRR, SR VAR YE G
JUARAT BRI, R 2 B B AS TR [R]— A s
b, AHRZ M ATEA R path L.

ER: WORAFAE RN path, BEZECA

i
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AR IMRARE S H, WA AR E T B

localStorageClass.

BUE: B

® NWIRKHIREWEEN
localStorageClass: ERIME ARG S
AIAHL

® N IEE T M localStorageClass:
X EIAAR, BUETEEGR, BIAE]: XT
EC 4, HUEIERZ[, N+M]. BRIMEN 1.

parameters.ECfragmentSize YRR B RN B IR BEC B &
I, B AR, 7 2
BUE: 1. 2. 4. 8. 16+ 32, 64. 128. 256.
512, 1024. 2048. 4096, i KiB. ERIAMEN
VA B A A 2000 P KD
parameters.highAvailability e mEFEm T HER. BYURARERERSH. | &
HUE -
® ActiveStandby: JAZh T4, %IRRT
target N HIFTH IQN.
® Disabled: ZEH] Al IR, 1238 RIS I
target T [1J—> IQN,
ERUME U5 2 1 e w] FH 2R
parameters.writePolicy I 1) 5 S &
B :

® WriteBack: [FI5, HIHRE NBINAF)E, O
ZNR [R5 P 0 5 R, 2 )G P 0 S N
Bo EH T PERRER B, Fg TEE SR
Ei0p75=

® WriteThrough: &5, RIEIRE RN 5 A AN
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iAE, FFHEMALECS R JE . FRR B b
TR ST RE R ERE R, BiEREE
KA, HAR S N HIEHE 2B PR B
Wt

® WriteAround: %%, RIES AHLAL)A RIVEE
RN NAE, BN R )G, SLZR EE
P S . E T RE MEEOR R, PERE
EORANE, HEZE 5.

BRME NG 1Y) 5 S0 .

parameters.isMultipath & 754 F Multipath. %Mt

HU AR -

® '"true"

® 'false".

ERIME 9 "true"

TR

o XHETEMATFFIE, B"true"5{ "false"s

® iR HBlock ZEHERRAE M 1Y HBlock &A1 3
&, R highAvailability A
Disabled, ItALTE 2% E N false", HNI=F
H pod R BN R

41 2R /2 HBlock FALAR, AL TR ER E N false

parameters.path TROE Al B AR B H s (RCRBLBSCHR) o
RGN AR EADE Hx, NS HEERE
TRIF—HL.

i

parameters.pool AR, R BAEIE, GEIR R ATEAE
AR N (RGO .

BUE: KEEERE 1~16, RAEH T Borfis
Bk (o) TRIZ (O Ak, FREIX KN

i
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5, HACCH TR IRk BRME 5RE

RITC & — .

HE:

® pool 5 cachePool AREXE AR —M17ik
ith

® 4Ti[%H4[) pool Fll cachePool It & 55+
—5, EHRHIMEE. FHIMNE T wES
[l pool 5% cachePool, NIASF-ISH VGG H
pool il cachePool, TR TS E
8. flin, JEEFFE cachePool
pool, #hifEHNENTE | pool MMiA K
# cachePool, 5e FE s ¥ i E 1Y
pool, J cachePool; k2, # B E
T cachePool, WM|AZilEEf % E pool, X
Fik pool fi FHIEAAF I o

parameters.cachePool

A A FR, RO M G ATAT i, BHE %

BNGAL I (R R -

BUE: KRR 1~16, RAgmTRE. oy

BEZE (O . TRIZR (O R, FREIX RN

5, BACCRULFRENEE I L. BOME SRS

B — 2.

HE:

® pool 5 cachePool ANEEW B N F—/N7 ik
Mg

® Y4Ti[E%(# pool 1 cachePool it & 55 %
—5, EHFAIMEE. HHME T RS
] pool B cachePool, WMIAF G R

pool il cachePool, M &K ATRSE

iy
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QS

. Hiltn, JEEFEA cachePool F
pool, # ilEHBINEHEE I pool MAK
® cachePool, 5afE L ik &
pool, & cachePool; X2, # ALK E
T cachePool, WMAZilER; % & pool, X
Fik pool f# FHIE AT o

parameters.

flattenVolumeFromSnapshot

e IOT S SRR o0 R

B :

® "true",

® "false".

BRIME N "false".

HR: XEFEMAFERE, "true"=2{"false"

iy

parameters.

maxCloneDepth

RNTOBEAGIRE, i W E RsOIREER, B
A v B G = B 3T ek
BlE. B4, BUEVEELZ[0, 151, BUMEN 5.

iy

parameters.

maxSessions

iSCSI target oV 3 37 1 B K231 30
R 2%, BUETEREE[L, 1024], BRIMEN 1.
VEER: BN filesystem, HUERBEN 1,

iy

parameters.

serverNumbers

target I LRI IR 55 a4l (DUERBERRGCHS) o
BHOE, BUEN[2, n], n NSRAE A IR 55 4% O 2
o RMEN 2.

iy

parameters.

faultDomains

IR S5 ode e Ar BAE B o AR AE it i P
fh, AU target FTAENR S5 25K (USRI SC
), DMEGIZE LUN B, LUN SCEKY) target 1
Je MR S5 28 5 R IR SR PTIE IR 55 35 . 191 A0 A Gk
oy rack e, HAhFER R rackl . rack2.

rack3+ rack4 S, H faultDomains & &

rackl. rack2, F4GIE LUN K, LUN KELH

iy
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QS

target P02 M rack1. rack2 FT AL & L A7 il it 4 R

535K AT B .

HE:

® (A MR path IR, ANREWE %
ZH.

® IR LUNHESE 1 iy id G2 A7 it M iR 28 A7 Akt
DI =L 2= e N SV s D= 71 IS
LUN H85E T A tiit, T 2847 fig it
HE T AR

WE: DI S sasin, 59 s g mr b

room. rack. server. A PAFEEZATI AL, (HET

P ECE N5 T serverNumbers. S HF— M1

MBI, A RRRARE—A server, I H.

R server MNRESATIIEE . AR — AT S

P REOL 2 2 BOT S A ES server S # ik

B, MRS Zm T S, S T s gkt

Vi

parameters.chapEnable

FE T CHAPAE, HUH:
® "true"

® '"false".

BRIME N "false".

EE: REHFEMATRE, A true"5{"false"

iy

parameters.chapUser

CHAP U P 44 . W BEBC B A esi-secret-
decrypt.yaml H1f] decryptFlag M true, 5 Z%
CHAP W IEH) FH J* 4418 F} DecryptData I & H) % #/
%F3E4T AES (ECB. paddinges7) %, &G
(K145 R AT Baseo4 Hifh, FARTENACE N
=

i
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INERTBUE: TR KIEEEE 3~64, H
REFR T BRE. oy, ARIC. ) RRRER(- ). PRIZ
() B5(Hdk TSRS, HIGH
Py R 7 Tk

parameters.chapPassword

CHAP WIERZ RS . W 2R & ST esi-secret-
decrypt.yaml # [ decryptFlag N true, 2%}
CHAP \E F %5851 H DecryptData Bt B )% £4 %
#E47 AES (ECB. paddinges7) INI%, %51
25 R AT Base64 Sif, HARTE WECEMZEREN.
INERTPE: FRHRER, KEJEHEZ 12~16,
DLIRBERG PR NEFEE BT FRIZO)
I DR R, FREIX S RNG

iy

parameters.IOPS

BEFD BENE AT 3 B B AR OB B KA -
. B8, BUEJEEIA-1, 999999999, ERIAMH
H-1o -1 BoRARA

iy

parameters.readIOPS

BEFD RE 8 AT R AR R e KB
. A, BUEJEEIA-1, 999999999, ERIAMH
N-1. -1 KRR,

iy

parameters.writeIOPS

REFD BENS 13T 5 HRAE R ] KAB
g . A, BUEVEEIAN[-1,999999999], ERIAH
HN-1o -1 RRAFRE

iy

parameters.Bps

(SRR R = SN
HfE: #R, BUETEEIN[-1, 4096000000000], 2k
WA -1, PAALSE Blse -1 RanASHRH.

iy

parameters.readBps

ey e FBR
HfE: R, HUETEEIN[-1, 4096000000000], £k
WA -1, BAALSE Blse -1 RanASHRH

i

parameters.writeBps

EF; ol N

oA
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QS

W B8, BYEVEREIN-1, 4096000000000], &
WAH -1, BAALR Blso -1 RRASRH,

parameters.

IOPSBurst

i H] Burst THREIN, BERPREMS HEAT 3505 #R AR CEL
R B R AH

WE: RA2HI0PS KT4T 11, ILIikE A-1
L (IOPS, 9999999991 P4 H IEREHCH nl A= 30. ERIA
EA-1, FRARA.

oA

parameters.

readIOPSBurst

i H Burst ThREIS, SERPRENS HEAT SARAE RN
ITONIR

WE: HA Y readlOPS KT5 T 1 I, MITEE
N-1 8(readlOPS, 9999999991/ (1) 1E %&£ 77 v] 4=
Mo BRIMEN-1, FRARRE.

iy

parameters.

writeIOPSBurst

{81/ Burst ZhRERS, BEADREOE AT B HRAE BN
B KAH -

BUE: A2 writelOPS K T2 1, I
B N-1 B (writelOPS, 9999999991 A [ 1E & 5 v
AR BRIMEN-1, FRARE.

iy

parameters.

BpsBurst

T H Burst DhREIS, SERb AT A& 5 Ao & oK
fE.

HUfE: RA24 Bps KT4T LI, IRITR EA-1
B(Bps, 4096000000000 A 1) IEREHCH rT A= 3%, 3R
WA -1, BALLE Bls. -1 FomABRH.

iy

parameters.

readBpsBurst

i Burst ThEERT, 12 v LIR.

BUE: 72 readBps K148 LI, HEIE
N-1 Bi(readBps, 4096000000000] P [ 1E B /7 A
R BRMEN-1, BALE Blso -1 RRAPRM.

i

parameters.

writeBpsBurst

1§ FH Burst THRERT, BEH7% FIR.
. A2 writeBps K T2 T 1, BT E

i
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QS

N-1 B (writeBps, 4096000000000] 4 ] 1E K5 1]
AR, BOMEA-1, AR Bls. -1 KRR .

parameters.IOPSBurstSecs % Burst ThRER), F%MH8 Burst FRRIAE /134T | 15
B 1R E BT RE R SE I ]
WE: RATE IOPS Burst g a FHET, LA E A
AL
B AL, BUEYERIN(1, 9999999991, BRME
1.

parameters.readIOPSBurstSecs ] Burst DJRERS, %H8 Burst FFREE D T | 5
AR T RE R 2L A I TH] o
EE: HHTE read IOPS Burst ZhfigJi S, IHAD
BAER
B B, BUETERIN(1, 9999999991, BRME
Nl

parameters.writeIOPSBurstSecs ffF Burst ZhRERT, #4018 Burst LIRFIBE TS | &
A EPTRERF L BN A
HR: HATE write IOPS Burst DhAE /A AN, JEAC
BA
Bl A, BUEVEREIN[I, 9999999991, BRME
N 1.

parameters.BpsBurstSecs i Burst TURERS, %M Burst LRI ERE P | &
REFFEE IR I [A] o
HER: HATE Bps Burst hfg 8 HE, LEECE 4 E
e
Mo BEA, BUEIEE AL, 9999999991, BRIME
Nl

parameters.readBpsBurstSecs f§i ] Burst TURERS, %08 Burst LIRRRERES | &

FITREFF SE I T o
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QS

HR: WAL read Bps Burst ZhgE 5 I, SEACE
AR

HUfg. B8, HUEVEREIAL, 999999999, ERME
Al

parameters.writeBpsBurstSecs

& H Burst ThEERS, %[ Burst [R5 R ERES
FITRERE SR R [A] o

HER: HA7E write Bps Burst TAEE A, HHAC
BAE

BUE: B8, BUETEREIALL, 9999999991, ERAE
M.

iy

2. BT ARG E A

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-pvc-block
# Set to the actual namespace
namespace: default
spec:
accessModes:
- ReadWriteOnce
volumeMode: Block
resources:
requests:

storage: 300Gi

dataSource:

kind: PersistentVolumeClaim

name: csi-pvc-local-block

# If there is a conflict with other StorageClass, you can change it to another name

storageClassName: csi-stor-sc-local-dynamic-block

wESNEE XA
ZH iR i
0123 -
metadata.name LG IR o
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metadata.namespace A A3 a . =

HUfE : HBlock CSI 223 45 5E ] Kubernetes i
P IEAY

spec.resource.request.storage

WEGKEERE.
WA BEOEN, KTET ORI N G

7, FAE Gio

Fm

spec.storageClassName

i [% 45 1Y) storageClass .
Y. AT LU VRS storageClass, U0 S
V5451 storageClass, 1] LA S I 7B o

o

spec.dataSource.kind

BRI, BUE N
PersistentVolumeClaim, F/REHEIE 22—

Fm

spec.dataSource.name

CSI H PVC B4 FR .

Fm

3. MHECE S

kubectl apply -f StorageClass.yaml

kubectl apply -f clone.yaml

4. BEES.

kubectl describe pvc clonename [ -n namespace ]
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7.2.2 <41

QS

N5 CSIH PVC A csi-pve-local2, 7E CSIH I &N 300 GiB [ 7L f%+4 clone-pve-

from-pvc6.

1. Qe fEE N StorageClass Bt B A+ csi-stor-sc-clone6.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-stor-sc-clone6
provisioner: stor.csi.k8s.io
parameters:
clusterID: "clusteri”
flattenVolumeFromSnapshot: "false"
maxCloneDepth: "8"
maxSessions: "1"
reclaimPolicy: Delete
volumeBindingMode: Immediate

allowVolumeExpansion: true

2. QI FEAE RN E ST clone-pve-from-pve6.yaml.

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: clone-pvc-from-pvcé
namespace: default
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 300Gi
storageClassName: csi-stor-sc-clone6
dataSource:
kind: PersistentVolumeClaim

name: csi-pvc-local2

3. NHECE A

[root@k8s-master stor-examp]# kubectl apply -f csi-stor-sc-clone6.yaml
storageclass.storage.k8s.io/csi-stor-sc-clone6 created

[root@k8s-master stor-examp]# kubectl apply -f clone-pvc-from-pvcé.yaml

persistentvolumeclaim/clone-pvc-from-pvcé created
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4., BEWES.

[root@k8s-master stor-examp]# kubectl describe pvc clone-pvc-from-pvcé
Name: clone-pvc-from-pvcé
Namespace: default

StorageClass: csi-stor-sc-clone6

Status: Bound

Volume: pvc-6e7bfe39-437f-47f3-a976-9c9495d0577a
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner: stor.csi.k8s.io
Finalizers: [kubernetes.io/pvc-protection]
Capacity: 300Gi
Access Modes: RWO
VolumeMode: Filesystem
DataSource:
Kind: PersistentVolumeClaim
Name: csi-pvc-local2

Used By: <none>

Events:

Type Reason Age From
Message

Normal Provisioning 119s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-ac4e-4fe7-b8cl-

710e560a39b8 External provisioner is provisioning volume for claim "default/clone-pvc-from-pvc6"

Normal ExternalProvisioning 116s (x2 over 119s) persistentvolume-controller
waiting for a volume to be created, either by external provisioner "stor.csi.k8s.io" or manually created by system administrator

Normal ProvisioningSucceeded 116s stor.csi.k8s.io_csi-storplugin-controller-79df7bf49c-gtwvd_da834946-ac4e-4fe7-b8cl-

710e560a39b8 Successfully provisioned volume pvc-6e7bfe39-437f-47f3-a976-9c9495d0577a

173




N ¥ W i

State Cloud

8 & Dl [o] i

Q:
A:

Q:
A:

fEIE Pod If,  HiF iSCSI driver 7]l tH Il 4 FailedMount, U1 AL ?

A EE LT AN A

515 BN MountVolume.Setup failed for volume “xxxx”: Kubernetes.io/csi:
mounter.SetupAt failed: rpc error: code = Internal desc = iscsiadm error: iscsiadm: Could not
login to [iface: default, target: xxxx, portal: 192.168.0.1,3260].iscsiadm: initiator repoeted error
(12 - iSCSI driver not found. Please make sure it is loaded, and retry the operation)iscsiadm:
Could not login to all portalsLogging in to [iface: default, target: xxxx, portal: 192.168.0.1,3260]
(multiple) (exit status 12)

H I R 1 LR 2 Kubernetes [ node 5 4 B %¢3E T iscsi-initiator-utils. CSI ffifF4H
BHE iscsi-initiator-utils, FT4£# HBlock 145, node 7 mi bR EHEE 24, W%l
5 BLEIER node 5 5 iscsi-initiator-utils. FEIEIE 2 )5 E T A

#5515 BN MountVolume.Setup failed for volume “xxxx”: rpc error: code = Internal desc =
exit status 1

H IR AE 1] B Ji Rl node K T Multipath 177 UK %42 21 HBlock S8 H 9/
target, {HJE node 17 sl Z i %4t MPIO, [A it 75 EL#1 275 & L MPIO (U1 device-

mapper-multipath device-mapper-multipath-libs) . I EIE < J5 55 15 5.

HBlock SR, EZNEEIE PV 75T, G HKRA) LUN X B2/ target IQN?
ZNA PV XN HRARYE 7 K AE HBlock a1 LUN K35, fEERHAT, mARE

7 highAvailability: "ActiveStandby", LUN JCEEX M target R KT IQN, Hii

highAvailability ¥ & v Disabled, LUN <%t target R H)—4> IQN.

Q:

XF T HBlock SERE, I ZNA PV BiE 34 PVC BIE GRS, GG, HEAHHEL

W, FTREFEAT A SRR E 2
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A MO0 N T /MR A S . X T HBlock SRR, MU IRANEOK T 55 TG e/l
AEL BHEAREE NI

® %G {E HBlock I s5imt 2. GHEME, TILEEEIE.

® L, HAR ) i HBlock Hi 1 2 BEAR UL -

AR HERR LA _EJR RIS AR o, IR RE S TIEA R

Q: *tF HBlock &R il FIRE A%, 7F HBlock St TiEH iSCSI target f5, CSI¥H I
A ISCSUERE R W IFEAE, AIREHI R ?

A: THEHT Kubernetes B(# HBlock CSI IitA IS IR 2, 1ZIhAE T 2 Kubernetes i ATE
1.23 %Vl I, H HBlock CSIFRALE 1.3.0 LA L.

Q: H 2 iscsid Al multipathd, BEH B T Jetc/multipath.conf, %5 f CSI?

A: W FEE iscsid A1 multipathd, BLFEAE T /etc/multipath.conf, B XTIZ1THL S5 Pod i ik 10 £ ol E

WA—, WAIES CSl.
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9.1 RiBHHEE

9.1.1 Pod
Pod f& Kubernetes H1 6 @ ME B i/ N T, 22— PDEENESNIAE, Pod HHIASRILEA
AR BH, LA ISAT A IS o

9.1.2 Volume

Volume /& Pod P EAAE YR, AEdn AN Pod AHIF], H5&RZRTCK, BIE Pod A7
{Z1bE A #EH, Volume AR5 . (HUIR Pod 415, A4 Volume B4 iy i Mt & 45
W

9.1.3 Persistent Volume (PV)

Volume HIEIRTCIEFE AR, AR LA IREMB TR, KL Persistent Volume.
PV j& Kubernetes 1 AAAE RIS, & —FhILEAE0E, B RIE G IR Pod 6. 41RAE
Kubernetes FIZT ARG RS:, HLan$di %2 MySQL, MongoDB 5% 1/i]f4: Redis, RabbitMQ
2, MAMTFEEMH PV, XFERI# Pod 21t & F K

Pod Pod

Volume — )

Volume Persistent Volume
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9.1.4 Persistent Volume Claim (PVC)

Persistent Volume Claim /& PV {7 B, 7F Kubernetes ', FELEfH PV {ENTEMERS, 75 E4E
BB PR TR L PV, (A EANRIE. 1 PVC AT LK Pod F1 PV f##S, B Pod A E 31
M PV, T2 PVCRAEM PV, XHE, LT eld PV, REIET StorageClass LA fifi
IS E L IF, Kubernetes i iR AT L, ShAAIE PV, XM AN

9.1.5 StorageClass
StorageClass FH T- iR AR FAFE RS . @it PVC 345614 HBlock MIA&IN, 7 ZAE
StorageClass HH AL B 617 HBlock &4, WHILREA. BHX KD BRIEEER

9.1.6 Container Storage Interface (CSI)

Container Storage Interface (CSD & FHAFMEHEEI, B 7E LA SR g RS FIAE S e 2 [A] ()
TR, B CSI, 25 #dntkas e 1 AR A TR AL A IR S5, AR At it mT LU
FRAT 7S 25 gm A A A0 IR 55

9.1.7 DaemonSet

DaemonSet fi fRIEREP A (BB 9503817 —A Pod BIA, 475 pUMAZISERERS, Pod #l
PRI EIT e ST S NERE R RE BRI, Pod BUHEE K EIU . HBlock CSI 4 HA% H 1) /2
DaemonSet KM [] Pod # |25, SAERE T AL G

9.1.8 StatefulSet

StatefulSet /& A IRSARSS B Pod #2H1#8 . StatefulSet T8 ¥ —41 Pod HIEEE AP fE, 0] IR
ik Pod A 7 A sl AN e 1H 45

9.1.9 namespace
£ Kubernete H, namespace (7% 750D & —Fp A T X B T AL MR B ALE] . &
B—MEHEIX, ¥ Kubernetes R 3 N2 A EIWERE, F1> namespace £ H CIK HIE
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YR, W1 Pods PVC 5. IXEETTYENT RAES H I namespace H A2 L1, AHIR 44 PR 1) B AT
PIAEAE T AR namespace H AN 7= AE PR

9.1.10 VolumeSnapshot
7E Kubernetes #1, #HHRHE (VolumeSnapshot) FTINAFAE R GG — AL,

9.1.11 VolumeSnapshotContent

7t Kubernetes H', & HE I REEH P E RGP, EIMLT PersistentVolume &£
HH— AN B

9.1.12 VolumeSnapshotClass

1f Kubernetes #', VolumeSnapshotClass 70 ¥ /R$& %€ J& T VolumeSnapshot FIAN ] Jg . 1xX 4k
JENETT B A [A] — A7 6 6 b AN [R] P R T

9.1.13 H[&

T BERE LN — LA Kubernetes &R il i, B W LUBAE AR MES —FERAEH] . ME—HIIX
WAETEER, AREE A W7 2%, i )Eim B g — M E G RIR i E 6.
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